
  
Cisco Diagnostic Bridge Getting Started Guide 
Version 1.0 
May 3, 2017
Cisco Systems, Inc.
www.cisco.com

Cisco has more than 200 offices worldwide. 
Addresses, phone numbers, and fax numbers 
are listed on the Cisco website at 
www.cisco.com/go/offices.

http://www.cisco.com
http://www.cisco.com/go/offices


  
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL 
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT 
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT 
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE 
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public 
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California. 

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH 
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT 
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF 
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, 
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO 
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this 
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership 
relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display 
output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in 
illustrative content is unintentional and coincidental.

© 2017 Cisco Systems, Inc. All rights reserved.

http://www.cisco.com/go/trademarks


78-xxxxx-xx

  
C O N T E N T S
C H A P T E R  1 Introduction     1-1

Connected TAC     1-1

About Cisco Diagnostic Bridge     1-1

C H A P T E R  2 Installation     2-1

About Cisco Diagnostic Bridge OVA     2-1

Verifying Prerequisites     2-1

Downloading the OVA File     2-1

Installing the OVA     2-2

Configuring Self-Signed Certificate     2-8

Verifying JSON Files     2-8

Upgrading Diagnostic Bridge CentOS     2-9

Installing MSI on Windows     2-9

Accessing Cisco Diagnostic Bridge     2-17

C H A P T E R  3 Configure Application Settings     3-1

Notification Profiles     3-2

Data Sources     3-5

Schedule Scan     3-6

General Settings     3-7

C H A P T E R  4 Features     4-1

My Diagnostics     4-1

Devices     4-2

Add Devices Manually     4-4

Setting Same Credentials for Devices     4-5

Scan Devices     4-6

Investigate Devices     4-6

A P P E N D I X  A CSPC Add-On for Cisco Diagnostic Bridge     A-1

Requirements     A-1
iii
Cisco Diagnostic Bridge Getting Started Guide



  

Contents
Code Installation     A-1

My Diagnostic API     A-5
iv
Cisco Diagnostic Bridge Getting Started Guide

78-xxxxx-xx



  

78-xxxxx-xx
C H A P T E R 1

Introduction

Connected TAC
Connected TAC allows the customers to leverage digitized Intellectual Capital and expertise from the 
Cisco Technical Assistance Center (TAC).

It enables:

 • Automated and proactive problem detection

 • Faster resolution by providing remediation recommendations for the identified problems

 • The infusion of diagnostic results directly into the most commonly used incident management 
systems

 • Assistance from TAC in managing and resolving issues that are proactively identified and support 
new technologies

The Market Trial Components include:

 • CLI Analyzer - Device Diagnostics based on digitized Intellectual Capital from Cisco TAC. Use 
your CCO credentials to login

 • TAC Advisor - TAC engineer led device analysis 

 • Cisco Diagnostic Bridge - Automated device diagnostics for multiple devices in a network

 • My Diagnostic User Interface - Provides the visualization of device history, events and 
configuration of Cisco Diagnostic Bridge

About Cisco Diagnostic Bridge
The Cisco Diagnostic Bridge is a software that can be installed in the customer network to provide 
device-level diagnostics of the network. It provides periodic automated scanning and problem detection 
for multiple network devices at the same time. 

The bridge leverages digitized Intellectual Capital from Cisco’s Technical Assistance Center (TAC) to 
provide device analysis. Cisco technical experts are constantly developing, expanding and refreshing the 
library of intellectual capital based on thousands of customer cases they help resolve every day. 

The Cisco Diagnostic Bridge helps to:

1. Prevent the impact of device issues on network availability, performance and security 

2. Reduce the time spent on troubleshooting the devices 

3. Improve overall efficiency of the customer NOC 
1-1
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About Cisco Diagnostic Bridge
This is achieved using three main steps:

1. Integrate with a specific set of network monitoring and management tools to learn about and connect 
to the network devices in order to run diagnostics.

2. Run periodic automated diagnostics on these devices and correlate the results with digitized Cisco 
Intellectual Capital, to identify device issues and recommended remediation. 

3. Return diagnostic results and recommended remediation to customers via the My Diagnostics user 
interface or through infusion of these results directly into the customer’s existing Incident 
Management System via API.

Features include:

 • Device Diagnostics: Utilizes Cisco TAC knowledge to analyze and detect device activities on the 
network.

 • Data Sources: Allows the Diagnostic Bridge to integrate with multiple NMS systems. You can add 
devices from these data sources.

 • Scan Schedule: Allows you to schedule a scan on the devices daily or weekly.

 • Notification Profiles: Allows you to configure notifications from the Diagnostic Bridge that are 
communicated outward to an existing ticketing system or email. You can add and manage 
notification profiles.

Note • You must have a valid Cisco.com account in order to use the Cisco Diagnostic Bridge Interface. If 
you do not have a valid Cisco.com account, you must register on the Cisco.com Registration page 
and associate a Service Contract to your Cisco.com profile.

 • Cisco will provide customers with specific instructions for on-boarding via email after you have 
signed-up. 

Supported Technologies

The Cisco Diagnostic Bridge supports the following technologies:

Basic/Enhanced

 • IOS

 • IOSXR

 • ASA

 • Wireless LAN Controller

Premium

 • UCS

 • ACI

 • CUCM

 • UCCE
1-2
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Installation

Cisco Diagnostic Bridge Installation includes:

 • OVA Installation 

 • MSI Installation

About Cisco Diagnostic Bridge OVA
An Open Virtual Appliance (OVA) is a prebuilt software solution that comprises one or more virtual 
machines (VMs) that are packaged, maintained, updated, and managed as a single unit. The Cisco OVA 
has a preinstalled operating system (CentOS) and includes application functionality that is necessary for 
Cisco Diagnostic Bridge. This OVA can be deployed on a VMWare client infrastructure.

This OVA includes:

 – CentOS Linux release 7.3.1611 (Core). Special curl is compliant with OpenSSL

Verifying Prerequisites
OVA Requirements:

Before you install the Cisco OVA, you must meet following software and database requirements:

 • Linux OVA running on VMware ESXi 5.5 or later that requires 2 CPU, 8GB RAM and 50 GB HDD

Windows Requirements:

 • Windows 7 and higher with dotnet Core 1.1.1 and mysql

 • Diagnostic bridge can also be running as CLI on Windows

Note It is mandatory to keep the firewall port such as 5001 open.

Downloading the OVA File
The first step to install OVA is to download the latest version of OVA file. You will point to that file on 
your computer when deploying the OVF template.
2-1
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Installing the OVA
To download the file, perform the following:

1. Go to the following site: 

https://upload.cisco.com/cgi-bin/swc/fileexg/main.cgi?CONTYPES=Cisco_Diagnostic_Bridge

2. Locate the OVA Installer and click the Download button.

3. Save the file to your computer in a place that will be easy to find when you start to deploy the OVF 
template.

Installing the OVA 
After you download the Open Virtual Appliance file, deploy the OVF template from the vCenter Client 
application. 

Note You must change the password and IP address as per your requirement.The default credentials are: 
root/Cisco123, admin/Cisco123

1. Login to your vCenter client application on your desktop.

2. Connect to the vCenter Server with your vCenter user credentials.

3. Use the vCenter Client to access the OVF template:

a. Choose File > Deploy OVF Template to open the Deploy OVF Template window.

b. Choose the host on which the OVF template will be deployed.

4. Choose the Source location:

a. Click Browse and locate the OVA file that you downloaded to your computer and click Next.
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Installing the OVA
b. You can choose to rename the downloaded OVA file.

5. Install OVA on datastore and choose the disk format, according to your setup requirements such as 
Thin Provision (1.4 GB) or Thick Provision (50 GB).

6. Choose your Network Mapping.

7. Refer to the figure below for deployment settings:

8. After successful deployment, the following window appears:
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Installing the OVA
9. After deploying the OVA file successfully, start the diagBridge CentOS VM guest device using VM 
client console:

 – login: root

 – Password: Cisco123

10. You will be prompted to change the password. It is recommended to change the password.

11. The CentOS runs on English/US settings due to installation equipment. To change the language 
settings, use the command:

man localectl 

Example:

changing keyboard layout and locale:
#localectl set-locale LANG=en_US.UTF-8
#localectl set-keymap us

12. To change the keyboard layout and locale, use the following commands:

#localectl set-locale LANG=en_US.UTF-8

#localectl set-keymap us

Note Ensure you have the accurate time settings and synchronization to start the Diagnostic Bridge.

13. To modify the IP address and default gateway, there are two options:

a. Using the following set of commands:

nmcli c mod ens32 ipv4.address 192.168.1.2/24 ipv4.gateway 192.168.1.1

nmcli c down ens32

nmcli c up ens32

b. Using the NetworkManager TU. To open the NetworkManager TUI, use the command:

nmtui

The following window appears:
2-4
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c. Edit Connectivity. Replace ens32 with the required IP address.

d. Enter the IP address.
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Installing the OVA
e. Click OK to continue.

14. Restart the Network Card, for the changes to apply.

systemctl restart network.service

15. Verify network connectivity using commands:

route –n   {only one default gateway}

ifconfig  {your ip address}

ping {ping api.cisco.com} (If this fails check the DNS setting and/or PROXY in your network)

Note If you have the API to get the device list from data source such as Cisco Prime (PI), raise an exception, 
if the customer is using proxy server.

For example: The device list can be fetched using API in the PI server (10.48.71.11)

[root@localhost PublishOutput]# more /etc/environment
http_proxy="http://proxy-1.cisco.com:88"
https_proxy="http://proxy-1.cisco.com:88"
no_proxy="127.0.0.1,10.48.71.11"
[root@localhost PublishOutput]# more /etc/yum.conf
[main]
proxy=http://proxy-1.cisco.com:88
2-6
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16. You can choose to map the VM Network correctly.

17. Reboot the Diagnostic Bridge from the VM Client Console, using the command Reboot, the 
Diagnostic Bridge boots automatically:

Note The SSH session timeout is 5 minutes.

18. To start, stop, restart and verify the diagBridge client, use the following commands from the VM 
Client Console: 

systemctl start rc-local

systemctl stop rc-local

systemctl restart rc-local

systemctl status rc-local

19. To verify the Diagnostic Bridge installation, use the command:

ps -ef | grep dotnet

Note Ensure you configure the timezone and setup the date on your system before accessing MyDiagnostic.

20. To change the DiagnosticBridge timezone settings depending on the VM host settings, perform the 
following:

 – Login as admin and change to root.

 – To verify the settings use the command timedatectl.

 – To change the time and date use the commands timedatectl set-time and timedatectl. 
set-timezone respectively. Refer to the example below:

timedatectl set-time "2017-04-28 06:00:00"
timedatectl set-timezone America/New_York

 – To view the syntax for timezone use the command timedatectl list-timezones.
2-7
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Installing the OVA
21. To access and configure the My Diagnostic Bridge Interface using a browser, go to 
https://cway.cisco.com/mydiagnostics.

Note • When you access the Diagnostic Bridge for the first time, you must accept the certificate for secured 
connection between the Diagnostic Bridge and the My Diagnostic Interface. To replace the 
certificate, refer to Configuring Self-Signed Certificate. 

 • The Diagnostic Bridge does not have direct communication to Cisco’s My Diagnostic Interface. It 
needs a web browser of the client PC, managing the Diagnostic Bridge. All the communication to 
port 5001 goes through the host connecting to My Diagnostics.

22. You can now add and analyze the devices. To configure settings, refer to Configure Application 
Settings. 

Configuring Self-Signed Certificate

After the installation is completed successfully, the TestCertificate is installed automatically in the 
following folder:

 • For OVA Installation: /DiagnosticBridge/etc folder

 • For MSI Installation: C:\Program Files (x86)\Cisco\DiagnosticBridge\etc folder

This enables a secured connection between Diagnostic Bridge and the Interface.

You can replace this certificate with a self-signed certificate or an official certificate from your 
certificate signing authority. If you replace this certificate, you must edit the static-settings.json file to 
point to the new certificate. After making the changes, access the Diagnostic Bridge URL(https://<Your 
IP Address>:5001/home) and accept the new certificate. 

You can now access My Diagnostics Interface (https://cway.cisco.com/mydiagnostics) with the newly 
self-signed certificate.

Note • If you generate your own self-signed certificate, you must accept the certificate before the Cisco 
MyDiagnostics UI will be allowed to communicate with your bridge. 

 • If the certificate installed is signed by an approved Internet Certificate Assigning Authority, the 
browser will automatically trust the communication from Cisco MyDiagnostics UI to the bridge.

 • You can also use the Diagnostic Bridge URL: https://<Your IP Address>:5001/home, for debugging 
purpose.

Verifying JSON Files

After the installation is completed successfully, the following json files are available in the 
/DiagnosticBridge/etc folder:

1. api-users.json: This file contains the login credentials. You can choose to enter user credentials. 
This can be used for API authorization.

2. static-settings.json: This file contains ports 5001 and mysql root password (default: Cisco123) and 
my diagnostic URL.

3. settings.json: This file includes the Client ID and Client Secret details.

4. outbound-connections.json
2-8
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5. Installation-settings.json

Upgrading Diagnostic Bridge CentOS 

There are two ways to upgrade:

 • Using SSH 

 • Using the My Diagnostic Interface

Upgrade Using SSH

To upgrade the diagnostic bridge using SSH, replace the folder in /DiagnoticsBridge/bin. 

1. Login using SSH to your diagnostic bridge using root/Cisco123 (default).

2. Stop the Cisco Diagnostic Bridge Service.

3. You can choose to keep the previous version as a sample backup by renaming the folder bin to 
old_bin. 

Note It is recommended to keep previous versions to revert back if you face any issues.

4. To install the new version, copy the bin folder to DiagnosticBridge with all the files for example, 
using WinSCP:

/DiagnosticBridge/etc
/DiagnosticBridge/bin
/DiagnosticBridge/old_bin (renamed with previous version)

Note The previous configuration settings are retained after upgrade.

Upgrade Using My Diagnostic Interface

To upgrade from the My Diagnostic Bridge Interface. Click the Update button to upgrade to next 
version. Refer to the figure below:
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Installing MSI on Windows
To install Diagnostic Bridge on Windows system, perform the following:

1. Download MySQL from https://dev.mysql.com/downloads/installer/

 – Server only – all Password: Cisco123 (This password is used for settings-fallback.json 
configuration that requires root access to the DB).

 – Retain default settings.
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Installing MSI on Windows
2. Download .Net Core 1.1.1 from:

https://www.microsoft.com/net/download/core#/runtime/current 

Note For Windows 7 and 2008 only, make sure that your Windows installation is up-to-date and includes 
hotfix KB2533623 installed through Windows Update.

3. Add the following path in windows for C:/Program Files/dotnet:

run : Advanced System Settings > Advanced > Environment Variables > Path > Edit : 
C:\Program Files\dotnet > OK 

4. Download the latest MSI installer of the diagnostic bridge. Start the setup and follow the wizard 
based instructions:
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Installing MSI on Windows
Note Change the userid and password according to the SQL DB settings as required.
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Installing MSI on Windows
5. Click Finish to complete the Installation process. Refer to Verifying JSON Files to verify the json 
files after successfully installing the Diagnostic Bridge.

6. After installing the Cisco Diagnostic Bridge setup successfully, it will start as a service in Windows 
machine. 

 – Link: https://Your IP Address/home 

Note During MSI installation the user is prompted to enter port number and user credentials. It is 
recommended to change the default credentials. You can use the link (https://Your IP 
Address/home) for debugging purpose.

7. To access and configure the My Diagnostic Bridge Interface using a browser, go to 
https://cway.cisco.com/mydiagnostics.

Note • When you access the Diagnostic Bridge for the first time, you must accept the certificate for secured 
connection between the Diagnostic Bridge and the My Diagnostic Interface. To replace the 
certificate, refer to Configuring Self-Signed Certificate.

 • The Diagnostic Bridge does not have direct communication to Cisco’s My Diagnostic Interface. It 
needs a web browser of the client PC, managing the Diagnostic Bridge. All the communication to 
port 5001 goes through the host connecting to My Diagnostics.

8. You can now add and analyze the devices. To configure settings, refer to Configure Application 
Settings. 
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Accessing Cisco Diagnostic Bridge
After the Cisco Diagnostic Bridge is installed, access My Diagnostics to complete configuration of the 
Bridge from the following URL:

https://cway.cisco.com/mydiagnostics

Configuration of the Cisco Diagnostic Bridge is performed from the Settings tab.

The Cisco Diagnostic Bridge interface appears with the Settings tab selected. Enter the bridge’s address 
and the port. Click Save, the options under the Settings tab will be enabled. You can then configure the 
settings.

Supported Browsers

The supported browsers are Chrome, Firefox and Safari.
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Configure Application Settings

After successfully installing the bridge, launch the My Diagnostics Interface, the Settings tab appears. 
You must first configure the application settings to proceed. Enter the server address and login 
credentials of the Cisco Diagnostic Bridge server running in your environment and click Save.

After saving the bridge’s details, the following options are enabled and can be configured. These settings 
apply across the device sessions.

1. Notification Profiles

2. Data Sources

3. Scan Schedule

4. General Settings

Note You must first add the Notification Profiles. After adding these profiles, add the Data Sources and 
schedule periodic scan.
3-1
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Notification Profiles
Notification Profiles
You can add and manage Notification Profiles in order to control email and event notifications for device 
check activities. 

When the devices in the network are scanned and checked for alerts, the notification profiles help in 
notifying the customers about the events happening on the network devices via SMTP or ServiceNow 
plugins. 

If the customer is using ServiceNow to manage their network, you can configure the ServiceNow 
notification profile to integrate with the workflow that the customer has, for their ticket or incident 
management system. This integration helps to create tickets or incidents for the customers in their 
system. 

To add a notification profile, click Add, the Add Notification Profile window appears. Enter the Name, 
Description and select the Plugin and the Plugin Type. 

 • Name: Enter a name for the Notification Profile

 • Description: Enter a description for the Notification Profile

 • Plugin: Choose the plugin for the Notification Profile

 • Plugin Type: Choose the type of notification template 

Note The Plugin Type option appears on selecting the Plugin from the drop-down list.

SMTP Mail Sender

The SMTP Mail Sender allows you to configure email notifications for device checks. Choose this 
option to configure email notifications for alerts with a successful run, when a device or a group of 
devices are scanned and any changes in the state of issues. Configure user credentials and the SMTP 
Server while adding SMTP Mail Sender Notification Profiles.
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Notification Profiles
 • Credentials: Click the toggle button in order to enable or disable the ability to reconnect with the 
login credentials that you previously entered. When enabled, login credentials for each session tab 
persist until the session tab is closed. Enter the credentials (Username and Password) to login to the 
email system. 

 • Configuration: Click the toggle button in order to enable or disable the ability to reconnect with 
the login credentials and SMTP server details that you previously entered. When enabled, login 
credentials and server details for each session tab persist until the session tab is closed.

 – SMTP Host: Enter the outgoing mail server IP address.

 – SMTP Port 25: The standard SMTP port used to send out emails is port 25. To select any other 
port, use the up and the down arrows. 

 – Mail From: Enter email address of the sender such as the Cisco bridge 
(ciscobridge@company.com).
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Notification Profiles
 – Mail To: Enter email address of the receiver such as individual email/email alias used to create 
a case in Incident Management or Remedy.

 – SSL: Click the toggle to enable or disable SSL. It is recommended to enable SSL in order to 
secure the communication between Cisco bridge and the email server.

ServiceNow Event

You can configure event notifications for every alert found during device check and when there is a 
change in the state of issues. It allows you to integrate with the customer’s incident/ticket management 
system. 

 • Credentials: Click the toggle button in order to enable or disable the ability to reconnect with the 
login credentials that you previously entered. When enabled, login credentials for each session tab 
persist until the session tab is closed. Enter the credentials (Username and Password) to login to the 
ServiceNow at the customer’s network.

 • Configuration: Click the toggle button in order to enable or disable the ability to reconnect with 
the login credentials and SMTP server details that you previously entered. When enabled, login 
credentials and server details for each session tab persist until the session tab is closed.

 – Base URL: Enter the URL that is used to communicate with ServiceNow in order to accept the 
events received by the Customer.
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Data Sources
Data sources provide a source of truth for the Cisco Diagnostic Bridge to learn the Cisco devices in your 
network. 

The data sources that can be added are:

 • Cisco CSP Collector

 • Cisco PI

 • General External Source

 • ServiceNow

 • WhatsUp Gold Group

Note Collector Profile allows you to control the way, device information is gathered for Cisco Diagnostic 
Bridge. Some Data Sources provide their own collection system and do not require a collector profile to 
be identified such as CSPC.

You can use the synchronize option, available in the Devices page in order to refresh the device list from 
the Data Source. The bridge will communicate to the Data Source and refresh the device list. 

You can add and manage Data Sources using this option. You can select the collector and notification 
profiles to connect to the devices.

To add a data source, click Add, the Add Data Source window appears. Enter the Name. Select the 
Source, Collector Profile and the Notification handler. Enter the SSH user credentials to connect to 
devices. 

 • Name: Enter a name for the data source

 • Source: Select the source of device data

 • Collector Profile: Select the collection profile. All the profiles that you created will be listed in the 
drop-down.
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Schedule Scan
Note You must configure outbound connection for Cisco Prime and CSPC in order to collect the device list. 
Refer Verifying JSON Files.

 • Notification Handler: Select the notification profile. All the profiles that you created will be listed 
in the drop-down

 • You must enter the login credentials to connect to Cisco PI and ServicesNow. The Username and 
Password fields appear on selecting Cisco PI and ServiceNow Sources

 • URL: Enter the URL to connect to CSPC and ServiceNow

 • Connection String: Enter the database connection string, to allow the bridge to communicate to 
Whatsup Gold. 

Note The bridge and Whatsup Gold must be configured on the same machine. Cisco Diagnostic Bridge 
supports WUG 2016 and 2017. For NetBrain, you must contact NetBrain to get the specific version.

 • Username: Enter the SSH username to connect to the data source

 • Password: Enter the SSH password

 • Enable Password: Re-enter the password

Refer to CSPC Add-On for Cisco Diagnostic Bridge for CSPC Add-on details.

Schedule Scan
You can schedule a daily or weekly scan using the Schedule Scan option. Select the day and time, to run 
device scan. The scan scheduled in this screen applies to all the devices that have the scan option 
enabled.

To schedule a regular and automatic scan of devices in the network, choose Daily or Weekly. Use the up 
and down arrow buttons to select the hour, minutes and AM/PM.
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General Settings
General Settings
This option allows you to set default credentials for all devices. This includes manually added devices 
and data sources using SSH to perform device information gathering.

Refer to Setting Same Credentials for Devices.
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Features

My Diagnostics
The My Diagnostics page displays the total count of:

 • Open Events 

 – Alerts with severity as Information, Warning and Danger

 • Total Devices

 • Events Resolved

Click on the count to view the events and devices in detail. The Devices page appears.
4-1
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Devices
The Devices tab allows you to add, delete and manage devices. The trend of events is also represented 
in a graphical manner on the Devices screen. 

You can perform the following actions on this screen:
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Devices
Screen Options Description

View the total device count, total number of open 
events, scanned devices and the scan schedule

View the trend of event details based on the 
severity

Click this to synchronize the bridge with external 
data sources to update any new devices to the 
existing list

Select a device and click this to open an analysis 
investigation. Refer to Investigate Devices for 
more details

Click this to open a conversation. You can request 
for an hourly based 
conversation/phonecall/webEx with a TAC 
engineer to discuss technology, deployment and 
so on

Note This option is only available to Premium 
customer who have purchased TAC Add 
on Level 2.
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Add Devices Manually

You can add devices manually to check the diagnostics before adding the data sources. To add devices 
manually, perform the following:

1. In the My Diagnostics Interface, click the Devices tab, and click the Add button. The Add Device 
window appears.

Click here to request for application support or 
submit a feedback

Click Add button to add devices manually. The 
selected device count appears on top of the device 
list table. Refer to section Add Devices Manually 
for more details

Click the play icon to start scanning a device 
instantly

Click the bin icon to delete a device

Click the toggle button to enable or disable the 
scheduled scan for a device

Refer to the section Scan Devices for more details

Click this to search any specific device

Screen Options Description
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2. Enter a name for the device in the Device Name field.

3. Enter the IP address in the Address field.

4. Select the Port number using the up and down arrow.

5. Enter the Username and Password in order to connect to the device.

6. Click Add. The device is added to the Devices list.

Setting Same Credentials for Devices

You can set default password for the device list.

Complete the steps below to set the password for all the devices added manually.

1. In the Settings tab, click General Settings. 
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2. Enter the Username and Password. Select the Notification Handler and click Save. You can choose 
to reset the password using the Reset Manual Defaults button.

Scan Devices

After scheduling the scan on the Settings tab, the devices will be scanned periodically for the scheduled 
day and time. You can run the scan for a device instantly using the play icon available for each device 
on the Devices page. Click the toggle button to enable or disable the scan. The scan will run for all the 
devices that are enabled for scan. 

Note The play button (scan now) is not available for basic customers.

Investigate Devices

You can submit a request to investigate a list of devices or a specific device. A Cisco Support Engineer 
will perform a detailed analysis and submit a report that will be available on the Investigations page.

Note This option is available only for Premium customers.

You can investigate a device from the Devices page or from the Individual device details page. The list 
of investigations requested by you appear under the Investigations tab. 

Complete the steps below to investigate a device:

1. Select the device from the Devices page and click on the Open an Analysis Investigation on the 
selected device icon. The Add Serial Number window appears. 
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2. Enter the Serial Number and click Continue. The Open Analysis Request window appears.

3. Select the Resolution date, Sub-Technology and enter a Description. Click Submit to submit the 
request. 

4. All the investigations you requested will appear under the Investigations tab.
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5. Click the Case link to view the case details. The case details page appears.

6. Click the Title link to view the information provided by the TAC engineer. It includes Description, 
Plan, Impact, Output and Comments. You can submit a feedback by clicking on the icon available 
under Actions.

Note You can also request analysis for a single device from a TAC engineer. This is available to Enhanced 
customers who have purchased the TAC Add on Level 1 and Premium customers. Refer to the figure 
below.
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You can request for analysis on the individual device details page.
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P P E N D I X A

CSPC Add-On for Cisco Diagnostic Bridge

This chapter details the Installation and usage notes (ptao-1.0.0 Installation/Usage Notes) for the add-on 
piece, which is installed in the same VM where the CSPC collector is installed. Topic include:

Requirements

Code Installation

My Diagnostic API

Requirements 
CSPC host with CSPC 2.6.3.3 is required for Add-on.

Code Installation 
1. You require root access to the collector VM.

2. These instructions assume that you have already configured and are running the CSP Collector, 
v2.6.3.3.

3. Download the version of the add-on from:

https://upload.cisco.com/cgi-bin/swc/fileexg/main.cgi?CONTYPES=Cisco_Diagnostic_Bridge

4. Copy the file, as root, into the collector's VM. This can be placed anywhere on the server:

5. Connect to the collector using SSH, as root and shutdown the collector:
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Appendix A      CSPC Add-On for Cisco Diagnostic Bridge 
Code Installation
Note The SSH timeout must be set to 40 seconds in CSPC. To set the SSH timeout, go to Settings > Inventory 
Settings > Global timeouts. The default value is 10 seconds.

6. Remove any existing ptao installation with the following command:

7. Extract the tar file in the $CSPCHOME/add-ons directory:
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8. Open up a port in the firewall for the Diagnostic Bridge to be able to access the add-on's API's.

 – First, shut down iptables with "service iptables stop" as root:

Note The firewall is off at this point. 

 – Manually edit the /etc/sysconfig/iptables file to add the lines shown below referencing port 
39386. These lines have to be at the end of the list of other ports that are allowed and before any 
drop statements. 
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 – Start iptables back up with "service iptables start".

9. Restart the collector. The add-on should start up automatically.
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My Diagnostic API
The system integrators can look into Cisco Diagnostic Bridge using the following link:

https://IP Adress:5001/swagger/

They can view all the capabilities and can access the APIs to push the device list, analyze data and pull 
devices and so on.
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