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Polling 
Question 1

How big is the Internet Routing Table?

A. ~ 250,000

B. ~ 500,000

C. ~ 400,000

D. ~ 600,000



Routing with BGP

• Defined in RFC 4271 – Path Vector protocol with high scalability and 
flexibility

• BGP is primarily used to provide inter-AS connectivity

• No periodic routing updates – scalability 

• Neighbors are established over TCP port 179

• Same AS is iBGP, different AS is eBGP

• Support for multiple address-families (MP-BGP)

• IPv4, IPv6, VPNv4, MDT, L2VPN, etc

Protocol overview

AS 65534

AS 65535

iBGP

iBGP

eBGP



Routing with BGP

• Path Attributes are associated with each network path to control routing 
policy

o Well-known (mandatory, discretionary)

o Optional (transitive, non-transitive)

• Uses a path selection algorithm to determine which prefix is best

• AS_PATH attribute used for loop prevention

Protocol overview

AS 65534

AS 65535

iBGP

iBGP

eBGP



Routing with BGP

• Route propagation 

• eBGP learned route is advertised to iBGP peers and eBGP peers

• iBGP learned route is advertised to eBGP peers

• iBGP must have a full mesh of peers (Confederation or RR can be used)

• BGP holds prefixes in its own table (BGP table – show ip bgp)

• Only the ‘best’ path is advertised to neighbors or installed in the RIB by default

• eBGP route adv. to iBGP peer – next-hop is the eBGP neighbor

• Message types

• OPEN, UPDATE, NOTIFICATION, KEEPALIVE, ROUTE REFRESH

• Keepalive timer is 60 holdtimer is 180

• May require another protocol to provide NH reachability

Protocol overview

AS 65534

AS 65535

iBGP

iBGP

eBGP



Routing with BGP
Neighbor Establishment

AS65535 AS65534

OSPF 

R1 R2 R3

IBGP
EBGP

R2#debug ip bgp

*Mar 23 20:45:18.184: BGP: 10.23.23.3 passive went from Idle to Connect

*Mar 23 20:45:18.208: BGP: 10.23.23.3 passive went from Connect to 
OpenSent

*Mar 23 20:45:18.208: BGP: 10.23.23.3 passive sending OPEN, version 4, 
my as: 65535, holdtime 180 seconds, ID 2020202

*Mar 23 20:45:18.208: BGP: 10.23.23.3 passive went from OpenSent to 
OpenConfirm

*Mar 23 20:45:18.208: BGP: 10.23.23.3 passive went from OpenConfirm to 
Established

R2#show tcp brief

TCB       Local Address               Foreign Address             (state)

09BAD1E0  10.23.23.2.179              10.23.23.3.21995            ESTAB

070A2910  2.2.2.2.29651               1.1.1.1.179                 ESTAB

R2#

R3#debug ip bgp

*Mar 23 20:45:18.180: BGP: 10.23.23.2 active went from Idle to Active

*Mar 23 20:45:18.184: BGP: 10.23.23.2 active went from Active to 
OpenSent

*Mar 23 20:45:18.184: BGP: 10.23.23.2 active sending OPEN, version 4, 
my as: 65534, holdtime 180 seconds, ID 3030303

*Mar 23 20:45:18.204: BGP: 10.23.23.2 active went from OpenSent to 
OpenConfirm

*Mar 23 20:45:18.204: BGP: 10.23.23.2 active went from OpenConfirm to 
Established

R3#show tcp brief

TCB       Local Address               Foreign Address             (state)

09AC7AD0  10.23.23.3.21995            10.23.23.2.179              ESTAB

10.23.23.0/24



Routing with BGP
Neighbor Establishment

AS65535 AS65534

OSPF 

R1 R2 R3

IBGP
EBGP

R2#show ip bgp summary

BGP router identifier 2.2.2.2, local AS number 65535

BGP table version is 1, main routing table version 1

Neighbor        V           AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down  

State/PfxRcd

1.1.1.1         4        65535      75      75        1    0    0 01:05:04        0

10.23.23.3      4        65534      44      44        1    0    0 00:36:25        0

R2#

R3#show ip bgp summary

BGP router identifier 3.3.3.3, local AS number 65534

BGP table version is 1, main routing table version 1

Neighbor        V           AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down  

State/PfxRcd

10.23.23.2      4        65535      45      44        1    0    0 00:36:57        0

R3#

10.23.23.0/24

Interesting fields:

 Neighbor – IP address of the BGP peer

 AS – Autonomous system of the peer

 TblVer – BGP table version advertised to that peer

 InQ/OutQ- Number of messages queued from/to the peer

 UP/Down – Time in the current state

 State/PfxRcd – Current state of the peer and number of 
prefixes received from the peer



Routing with BGP
Prefix advertisement – getting routes into BGP

AS65535 AS65534

OSPF 

R1 R2 R3

IBGP
EBGP

10.23.23.0/24

BGP prefixes are injected by explicit configuration

 Network statement - network <prefix> mask <mask>

- Prefix/mask needs to match the RIB exactly

- Does not enable BGP on an interface like IGP’s

 Redistribution – redistribute ospf <PID> 

- Injects prefixes from the specified protocol

- Does not inject 0.0.0.0/0

 Aggregate route – aggregate-address <prefix> <mask>

- Component route must exist in BGP

- Aggregator attribute is added

 Default route – default-information originate

Best Path

Outbound

policy

BGP Table

Inbound

Policy

Peer

RIB



Routing with BGP
Prefix advertisement – getting routes into BGP

AS65535 AS65534

OSPF 

R1 R2 R3

IBGP
EBGP

10.23.23.0/24

R3#show ip bgp 3.3.3.3

% Network not in table

R3#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

R3(config)#router bgp 65534

R3(config-router)#network 3.3.3.3 mask 255.255.255.255

R3(config-router)#end

R3#show ip bgp 3.3.3.3

BGP routing table entry for 3.3.3.3/32, version 2

Paths: (1 available, best #1, table default)

Advertised to update-groups:

1         

Refresh Epoch 1

Local

0.0.0.0 from 0.0.0.0 (3.3.3.3)

Origin IGP, metric 0, localpref 100, weight 32768, valid, sourced, local, 

best

R2#show ip bgp 3.3.3.3     

BGP routing table entry for 3.3.3.3/32, version 2

Paths: (1 available, best #1, table default)

Advertised to update-groups:

2         

Refresh Epoch 1

65534

10.23.23.3 from 10.23.23.3 (3.3.3.3)

Origin IGP, metric 0, localpref 100, valid, external, best

R2#show ip bgp neighbors 1.1.1.1 advertised-routes 

BGP table version is 2, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i -

internal, 

r RIB-failure, S Stale, m multipath, b backup-path, f RT-

Filter, 

x best-external, a additional-path, c RIB-compressed, 

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network          Next Hop            Metric LocPrf Weight Path

*>  3.3.3.3/32       10.23.23.3               0             0 65534 i



Routing with BGP
Prefix advertisement – Route Policy and filtering

AS65535 AS65534

OSPF 

R1 R2 R3

IBGP
EBGP

10.23.23.0/24

BGP policies determine what prefixes are permitted or denied and can modify path attributes

 Policies are configured per-neighbor, and can be inbound or outbound

 Neighbor <IP> distribute-list <X> <in/out>

- X = Access-list, filters routes in or out

 Neighbor <IP> prefix-list <X> <in/out>

- X = prefix-list name, similar to distribute list (mutually exclusive)

 Neighbor <IP> filter-list <x> <in/out>

- X = “ip as-path access-list”, filters by AS_PATH attribute

 Neighbor <IP> route-map <x> <in/out>

- X= Route-map, extremely versatile, can modify attributes and filter



Routing with BGP
Prefix advertisement – Route Policy example

AS65535 AS65534

OSPF 

R1 R2 R3

IBGP
EBGP

10.23.23.0/24
3.0.0.0/24

3.0.1.0/24

3.0.2.0/24

3.0.3.0/24

R2#show ip bgp 3.0.0.0

BGP routing table entry for 3.0.0.0/24, version 3

Paths: (1 available, best #1, table default)

Advertised to update-groups:

2         

Refresh Epoch 3

65534

10.23.23.3 from 10.23.23.3 (3.3.3.3)

Origin IGP, metric 0, localpref 100, valid, external, best

R2#show ip bgp 3.0.1.0

BGP routing table entry for 3.0.1.0/24, version 7

Paths: (1 available, best #1, table default)

Advertised to update-groups:

2         

Refresh Epoch 3

65534

10.23.23.3 from 10.23.23.3 (3.3.3.3)

Origin IGP, metric 0, localpref 200, valid, external, best

Router 2router bgp 65535

bgp router-id 2.2.2.2

bgp log-neighbor-changes

neighbor 1.1.1.1 remote-as 65535

neighbor 1.1.1.1 update-source Loopback0

neighbor 10.23.23.3 remote-as 65534

neighbor 10.23.23.3 route-map local-pref in

!

ip forward-protocol nd

!

!

no ip http server

no ip http secure-server

!

!

ip prefix-list lp-as65534-in seq 5 permit 3.0.1.0/24

!

route-map local-pref permit 10

match ip address prefix-list lp-as65534-in

set local-preference 200

!

route-map local-pref permit 20

!



Routing with BGP
Using policy to influence traffic 

Outbound policy to influence incoming traffic

 Neighboring AS can make their own policy which makes this 
challenging

 AS_PATH pre-pending – Makes a particular path look better or 
worse to the rest of the world

Inbound policy to influence outgoing traffic

 Weight

 Local Preference 

 Community can be set incoming to allow granular control and 
easier policy management 



Routing with BGP
BGP Next-Hop

AS65535

AS65534

OSPF 

R1 R2 R3

IBGP

EBGP

10.23.23.0/24

EBGP

R4 R5

IBGP

3.0.0.0/24

3.0.1.0/24

3.0.2.0/24

3.0.3.0/24

10.45.45.0/24

10.12.12.0/24

IBGP

IBGP

111.111.111.0/24

R2#show ip bgp

BGP table version is 56, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter, 

x best-external, a additional-path, c RIB-compressed, 

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network          Next Hop            Metric LocPrf Weight Path

* i 3.0.0.0/24       10.45.45.5               0    100      0 65534 i

*>                   10.23.23.3               0             0 65534 i

* i 3.0.1.0/24       10.45.45.5               0    100      0 65534 i

*>                   10.23.23.3               0             0 65534 i

* i 3.0.2.0/24       10.45.45.5               0    100      0 65534 i

*>                   10.23.23.3               0             0 65534 i

* i 3.0.3.0/24       10.45.45.5               0    100      0 65534 i

*>                   10.23.23.3               0             0 65534 i

*>i 111.111.111.0/24 1.1.1.1                  0    100      0 i

R3# show ip bgp

BGP table version is 59, local router ID is 3.3.3.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter, 

x best-external, a additional-path, c RIB-compressed, 

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network          Next Hop            Metric LocPrf Weight Path

* i 3.0.0.0/24       5.5.5.5                  0    100      0 i

*>                   0.0.0.0                  0         32768 i

* i 3.0.1.0/24       5.5.5.5                  0    100      0 i

*>                   0.0.0.0                  0         32768 i

* i 3.0.2.0/24       5.5.5.5                  0    100      0 i

*>                   0.0.0.0                  0         32768 i

* i 3.0.3.0/24       5.5.5.5                  0    100      0 i

*>                   0.0.0.0                  0         32768 i

* i 111.111.111.0/24 10.45.45.4               0    100      0 65535 i

*>                   10.23.23.2                             0 65535 i



Routing with BGP
BGP Next-Hop

AS65535

AS65534

OSPF 

R1 R2 R3

IBGP

EBGP

10.23.23.0/24

EBGP

R4 R5

IBGP

3.0.0.0/24

3.0.1.0/24

3.0.2.0/24

3.0.3.0/24

10.45.45.0/24

10.12.12.0/24

IBGP

IBGP

111.111.111.0/24

R1#show ip route 10.23.23.3

% Subnet not in table

R1#show ip route 3.0.2.0

% Network not in table

R1#show ip bgp 3.0.2.0

BGP routing table entry for 3.0.2.0/24, version 0

Paths: (2 available, no best path)

Flag: 0x820

Not advertised to any peer

Refresh Epoch 2

65534

10.23.23.3 (inaccessible) from 2.2.2.2 (2.2.2.2)

Origin IGP, metric 0, localpref 100, valid, internal

rx pathid: 0, tx pathid: 0

Refresh Epoch 2

65534

10.45.45.5 (inaccessible) from 4.4.4.4 (4.4.4.4)

Origin IGP, metric 0, localpref 100, valid, internal

rx pathid: 0, tx pathid: 0



Routing with BGP
Neighbor x.x.x.x next-hop-self

AS65535

AS65534

OSPF 

R1 R2 R3

IBGP

EBGP

10.23.23.0/24

EBGP

R4
R5

IBGP

10.45.45.0/24

10.12.12.0/24

IBGP

IBGP

111.111.111.0/24

R1#show ip bgp 3.0.2.0

BGP routing table entry for 3.0.2.0/24, version 5

Paths: (2 available, best #1, table default)

Not advertised to any peer

Refresh Epoch 2

65534

2.2.2.2 (metric 11) from 2.2.2.2 (2.2.2.2)

Origin IGP, metric 0, localpref 100, valid, internal,

best

rx pathid: 0, tx pathid: 0x0

Refresh Epoch 2

65534

4.4.4.4 (metric 11) from 4.4.4.4 (4.4.4.4)

Origin IGP, metric 0, localpref 100, valid, internal

rx pathid: 0, tx pathid: 0

#neighbor 1.1.1.1 next-hop-self



Routing with BGP

AS65535

AS65534

OSPF 

R1 R2 R3

IBGP

EBGP

10.23.23.0/24

EBGP

R4 R5

IBGP

3.0.0.0/24

3.0.1.0/24

3.0.2.0/24

3.0.3.0/24

10.45.45.0/24

10.12.12.0/24

IBGP

IBGP

111.111.111.0/24

R1#show ip bgp 3.0.2.0

BGP routing table entry for 3.0.2.0/24, version 9

Paths: (2 available, best #2, table default)

Not advertised to any peer

Refresh Epoch 2

65534 65534 65534 65534

2.2.2.2 (metric 11) from 2.2.2.2 (2.2.2.2)

Origin IGP, metric 0, localpref 100, valid, internal

rx pathid: 0, tx pathid: 0

Refresh Epoch 2

65534

4.4.4.4 (metric 11) from 4.4.4.4 (4.4.4.4)

Origin IGP, metric 0, localpref 100, valid, internal, best

rx pathid: 0, tx pathid: 0x0

R1#

!

hostname R3

!

router bgp 65534

bgp router-id 3.3.3.3

bgp log-neighbor-changes

network 3.0.0.0 mask 255.255.255.0

network 3.0.1.0 mask 255.255.255.0

network 3.0.2.0 mask 255.255.255.0

network 3.0.3.0 mask 255.255.255.0

neighbor 5.5.5.5 remote-as 65534

neighbor 5.5.5.5 update-source Loopback0

neighbor 10.23.23.2 remote-as 65535

neighbor 10.23.23.2 route-map prepend out

!

!

ip as-path access-list 1 permit ^$

!

!

route-map prepend permit 10

match as-path 1

set as-path prepend 65534 65534 65534

!

route-map prepend permit 20

!



Validating prefix advertisement

2

AS65535

AS65534

OSPF 

R1 R2 R3

IBGP

EBGP

10.23.23.0/24

EBGP

R4 R5

IBGP

3.0.0.0/24

3.0.1.0/24

3.0.2.0/24

3.0.3.0/24

10.45.45.0/24

10.12.12.0/24

IBGP

IBGP

111.111.111.0/24

R2#show ip bgp neighbors 1.1.1.1 advertised-routes 

BGP table version is 80, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, 

i - internal, 

r RIB-failure, S Stale, m multipath, b backup-path, f RT-

Filter, 

x best-external, a additional-path, c RIB-compressed, 

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network          Next Hop            Metric LocPrf Weight Path

*>  3.0.0.0/24       10.23.23.3               0    200      0 65534 i

*>  3.0.2.0/24       10.23.23.3               0    200      0 65534 i

Total number of prefixes 2 

R2#

R1#show ip bgp neighbors 2.2.2.2 routes 

BGP table version is 28, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i -

internal, 

r RIB-failure, S Stale, m multipath, b backup-path, f RT-

Filter, 

x best-external, a additional-path, c RIB-compressed, 

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network          Next Hop            Metric LocPrf Weight Path

*>i 3.0.0.0/24       2.2.2.2                  0    200      0 65534 i

*>i 3.0.2.0/24       2.2.2.2                  0    200      0 65534 i

Total number of prefixes 2 



Polling 
Question 2

Which protocol would you prefer for 
carrying Internet Routing Table?

A. OSPF

B. EIGRP

C. BGP

D. IS-IS



Scenario 1 - Failed BGP Peering

• iBGP / eBGP is not establishing

• Newly configured BGP session not coming up

• Session was up before, but not coming up now

Problem Description

AS65535 AS65534

OSPF

R1 R2 R3
iBG
P

eBGP
AS65535 AS65534

OSPF

R1 R2 R3
iBGP eBGP

Physical Topology Logical Topology



Failed BGP peering
Configuration

Check

 AS Numbers

 Peering IP

 eBGP Multihop?

✓
✓

router bgp 65535

bgp router-id 2.2.2.2

bgp log-neighbor-changes

neighbor 1.1.1.1 remote-as 65535

neighbor 1.1.1.1 update-source Loopback0

neighbor 10.23.23.3 remote-as 65534

. . . 

router bgp 65534

bgp router-id 3.3.3.3

bgp log-neighbor-changes

neighbor 10.23.23.2 remote-as 65535

. . . 

AS65535 AS65534

OSPF

R1 R2 R3
iBGP eBGP



Failed BGP peering
Reachability

R1 R2

AS65535Lo0 = 1.1.1.1/32 Lo0 = 2.2.2.2/32

Rn

R1# ping 2.2.2.2 source loopback0

Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Packet sent with a source address of 1.1.1.1

.....

Success rate is 0 percent (0/5)

R1# ping 2.2.2.2

Sending 5, 100-byte ICMP Echos to 2.2.2.2, 

timeout is 2 seconds:

Packet sent with a source address of 10.12.12.1

!!!!!

Success rate is 0 percent (0/5)



Failed BGP peering
Verify any Firewall / ACL in path for TCP port 179

ASA_FW# sh run access-list

access-list OUT extended permit icmp any any

access-list OUT extended permit ospf any any

access-list OUT extended permit tcp any any eq telnet

. . . . 

Rn# sh ip access-list R1_R2

permit icmp any any

permit ospf any any

permit tcp host 10.12.12.1 eq bgp 2.2.2.2

permit tcp host 10.12.12.1 2.2.2.2 eq bgp

. . . .

R2 R3

AS65535 AS65534

R1 R2

AS65535Lo0 = 1.1.1.1/32 Lo0 = 2.2.2.2/32

Rn

ACL



Failed BGP peering
Verify TCP session

R2#sh tcp brief

TCB       Local Address           Foreign Address        (state)

65F19834  2.2.2.2.179             1.1.1.1.46523          ESTAB

• This means BGP Packets are being blocked between R1 and R2

R1#telnet 2.2.2.2 179 /source-interface loopback 0

Trying 2.2.2.2 ...

% Destination unreachable; gateway or host down

R1#

Quick test when BGP is down



Failed BGP peering
Blocked process in XR

Ensure BGP process is in Run

state.

Check for blocked BGP or 

TCP process on the RP / LC 

using show process blocked

command.

RP/0/RSP0/CPU0:ASR9010-B# show process bgp

Mon Jun 3 09:47:12.646 EST

Job Id: 1040

PID: 307494

Executable path: /disk0/iosxr-routing-

4.2.3/bin/bgp

Instance #: 1

Version ID: 00.00.0000

Respawn: ON

Respawn count: 1

Max. spawns per minute: 12

Last started: Tue May 28 14:35:50 

2013

Process state: Run

Package state: Normal

Started on config: default

. . . . 



Failed BGP peering
Show process bgp (contd. Output)

RP/0/RSP0/CPU0:ASR9010-B# show process bgp

<snip>

10   2  488K  10 Nanosleep      0:00:02:0004    0:00:00:0847 bgp

1049   13   3  488K  10 Receive        0:00:00:0811    6:36:52:0264 bgp

1049   14   3  488K  10 Condvar      14:56:55:0236    9:07:49:0890 bgp

1049   15   0  488K  10 Condvar      14:56:55:0240   25:09:49:0542 bgp

1049   16   3  488K  10 Running        0:00:00:0000   57:53:33:0110 bgp

1049   17   1  488K  10 Receive        0:00:28:0379    0:00:00:0066 bgp

1049   18   1  488K  10 Mutex         13:15:50:0870    3:31:49:0712 bgp

<snip>

• You can also use “show process blocked” to check 

the blocked processes



Failed BGP peering
Sniffer Capture

Use SPAN to get traffic to your sniffer

- monitor session 1 source interface Te2/4 rx

- monitor session 1 destination interface Te2/2

IOS-XR

- Only supported on ASR-9000

- Use ACLs to control what packets to SPAN

RSPAN

- “RSPAN has all the features of SPAN, plus support for source ports and destination ports that are 
distributed across multiple switches, allowing one to monitor any destination port located on the RSPAN 
VLAN. Hence, one can monitor the traffic on one switch using a device on another switch.”



Failed BGP peering
Wireshark



Failed BGP peering
Platform Specific Packet Capture Tools

IOS

 Embedded Packet Capture

6500 / 7600

 ELAM 

 NETDR Capture

 MPA (Mini Protocol Analyzer)

ASR9000

 Network Processor Capture

Nexus (7k, 5k, 3k)

 Ethanalyzer

 Elam

For your
reference only



Scenario 2 – Missing Routes

• Routes advertised were not learnt on peer router

• Symptoms

• Traffic Loss / No Traffic for the prefix

Problem Description
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Scenario 2 – Missing Routes

• Types of filters

• Prefix filters

• AS_PATH filters

• Community filters

• Route-maps

• Applied in/out direction

Update Filtering
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Scenario 2 – Missing Routes

• Determine which filters are applied to the BGP session

• Show ip bgp nei x.x.x.x

• Show run | include neighbor x.x.x.x

• Examine the route and pick out the relevant attributes

• Show ip bgp y.y.y.y

• Compare the attributes against the filters

Update Filters
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R1 R2

AS65535

10.1.1.0/24 ??? 10.1.1.0/24

R1#show ip bgp neigh 2.2.2.2 routes

Total number of prefixes 0



Scenario 2 – Missing Routes
Community Problems

45

R2#show run | begin bgp

router bgp 2

network 10.1.1.0 mask 255.255.255.0 route-map set-community 

...

route-map set-community permit 10

set community 2:2 1:50

R2#show ip bgp 10.1.1.0

BGP routing table entry for 10.1.1.0/24, version 1660 Paths: (1 

available, best #1)

Not advertised to any peer

Local

0.0.0.0 from 0.0.0.0 (2.2.2.2)

Origin IGP, metric 0, localpref 100, weight 32768,

valid, sourced, local, best

Community 2:2 1:50

R1 filtering routes based on community, doesn’t see anything in their BGP table



Scenario 2 – Missing Routes
Community Problems
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R2#show run | begin bgp

router bgp 2

network 10.1.1.0 route-map set-community 

neighbor 1.1.1.1 remote-as 1

neighbor 1.1.1.1 prefix-list my-agg out 

neighbor 1.1.1.1 prefix-list their-agg in

!

ip prefix-list my-agg permit 10.0.0.0/8 

ip prefix-list their-agg permit 20.0.0.0/8 

!

route-map set-community permit 10

set community 2:2 1:50

• Configuration looks Okay – filters okay, route-map okay



Scenario 2 – Missing Routes

• R2 now advertises prefix with community to R1

• But R1 still doesn’t see the prefix

• Since nothing is wrong on R2, so turn attention to R1

Community Problems
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R1#show run | begin bgp

router bgp 1

neighbor 2.2.2.2 remote-as 2 neighbor 2.2.2.2 route-map R2-in in 

neighbor 2.2.2.2 route-map R1-out out

!

ip community-list 1 permit 1:150

!

route-map R2-in permit 10

match community 1

set local-preference 150



Scenario 2 – Missing Routes

• Community match on R1 expects 1:150 to be set on prefix 

• But R2 is sending 1:50
Typo or miscommunication between operations? 

• R2 is also using the route-map to filter
If the prefix does not have community 1:150 set, it is dropped 

• there is no next step in the route-map 

• Watch the route-map rules in Cisco IOS – they are basically: 

if <match> then <set> and exit route-map
else if <match> then <set> and exit route-map
else if <match> then <set> etc... 

• Blank route-map line means match everything, set nothing 

Community Problems
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Scenario 2 – Missing Routes

• If unable to find any config issues, try enabling debugs (conditional / filtered debugs)

Debugging with ACL

49

R1#show access-list 99

Standard IP access list 99 

permit 10.1.1.0 0.0.0.255

R1#debug ip bgp 2.2.2.2 update 99

BGP updates debugging is on for access list 99 for neighbor 2.2.2.2

4d00h: BGP(0): 2.2.2.2 rcvd UPDATE w/ attr: nexthop 2.2.2.2,

origin i, metric 0, path 12

4d00h: BGP(0): 2.2.2.2 rcvd 10.1.1.0/24 -- DENIED due to: route-map;



Resources



• BGP-4 RFC

• https://www.ietf.org/rfc/rfc4271.txt

• BGP Configuration Guide

• http://www.cisco.com/c/en/us/td/docs/ios/12_2/ip/configuration/guide/fipr_c/
1cfbgp.html

• Troubleshooting BGP

• http://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-
bgp/22166-bgp-trouble-main.html
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