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Now through November 
23rd

Ask the Expert Event following the 
Webcast

Join the discussion for these Ask The Expert Events:

http://bit.ly/events-webinar

https://supportforums.cisco.com/discussion/1315

7661/ask-expert-ios-upgrade-catalyst-switches-

2900-3500-and-3700-easy-pi

http://bit.ly/events-webinar
https://supportforums.cisco.com/discussion/13157661/ask-expert-ios-upgrade-catalyst-switches-2900-3500-and-3700-easy-pi


Virtual Networks with SDN 
and NFV

Nov. 23rd at 8 AM EST

With Marcelo da Silva Conterat

Portuguese Webcast

Join the discussion for these Ask The Expert Events:

http://bit.ly/events-webinar

https://supportforums.cisco.com/pt/event/13149141

http://bit.ly/events-webinar
https://supportforums.cisco.com/pt/event/13149141


Meraki MX Security Appliance

Nov. 29rd at 11 AM EST

With Hugo Velasco from Ingram

Spanish Webcast

Join the discussion for these Ask The Expert Events:

http://bit.ly/events-webinar

https://supportforums.cisco.com/es/event/13149631

http://bit.ly/events-webinar
https://supportforums.cisco.com/es/event/13149631


If you would like a copy of the presentation slides, click the PDF 
file link in the chat box on the right or go to:

https://supportforums.cisco.com/document/13163661/webcast-
vip-slides-ios-upgrade-catalyst-switches-2900-3500-and-3700-
easy-pi

Thank You For Joining Us Today!

https://supportforums.cisco.com/document/13163661/webcast-vip-slides-ios-upgrade-catalyst-switches-2900-3500-and-3700-easy-pi


Submit Your Questions Now!
Use the Q & A panel to submit your questions 

and the panel of experts will respond.

Please take a moment to 

complete the survey at 

the end of the webcast
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Agenda

 What is in the hype?  Why is software 

upgrade (so) important?

 One command to rule `em all!

 Best Practice

 Compare the Hash (MD5 hash)

 QnA



Topics & 
Scenarios 
Covered

• Stack & non-stack upgrade

• Catalyst 2960/G/E/S/X/XR/Compact

• Catalyst 3560/G/E/X/Compact

• Catalyst 3750/G/E/X



Not Included
(due to time constraints)

• Routers (too simple)

• Catalyst 3650/3850 (previously 
covered)

• Catalyst 4500E (previously covered)

• Catalyst 6500/6800X/6840X 
(previously covered)

• Nexus-series family of switches

• Rolling Stock Upgrade (RSU)

• USB-related file transfers (future 
Webex)



IOS Upgrade:  
Benefits

• Improve the overall performance of 
the appliances; 

• Introduces new features; 

• Bug fixes; and

• Addresses Security Vulnerabilities



Polling 
Question 1

How often do you upgrade the 
IOS?

A. Once a year.

B. Twice (or more) a year. 

C. Depends on TAC recommendation.

D. Never saw the need. 



How many methods are 
there to upgrade the IOS of 

a Cisco switch?

Up to FIVE.



Of the five, this WebEx will focus on the first three.

1. Copy the IOS from the file location to the appliance (including SNMP);

2. Extract the files using the command “archive tar /xtract”;

3. Extract the files using the command “archive download-sw”;

4. Install Mode (Catalyst 3650/3850); and

5. Bundle Mode (Catalyst 3650/3850)



PRO

• Neither fast nor slow; and

• Simple and easy to remember

CON

• Standalone switch only;

• No file integrity check; 

• No Feature Set check;

• No software compatibility check; 
and

• Boot variable string not changed.

Copy the IOS to the appliance



Image above shows the IOS BIN file of a 2960X switch copied into a 3560-
Compact switch.



PRO

• Extracts the TAR file into 
specified subdirectory. 

CON

• Standalone switch only;

• No file integrity check; 

• No Feature Set check;

• No software compatibility check; 

• Boot variable string not changed;

• Type-o means the IOS can be 
extracted in the wrong sub-
directory

Extract using “archive tar /xtract” command



Extract using “archive download-sw” command

• Checks Feature Set (in)compatibility

• Checks software (in)compatibility

• Changes boot variable string (default)

• Command options



Screenshot of software compatibility checking example



Screenshot of Feature Set compatibility checking example



Options available when using “archive download-sw”



/allow-feature-upgrade = This option asking the operator “are you sure you want to change 
the feature set” (from IP Base to IP Services, for example)?

/imageonly = Unpack the IOS BIN file only (HTML files not extracted).  

/leave-old-sw = Do not delete the old IOS subdirectory and associated files. 

/no-set-boot = Do not modify the boot variable string.  

Explanation to the different options



/no-version-check = Means unpack the IOS file regardless if the file is meant for a different 
model. 

/overwrite = After the IOS has been unpacked, the FIRST (top to bottom) IOS subdirectory 
(and associated files inside) will be deleted.   

/destination-system = This option can be found in stack switches like 2960S/X/XR, 3750-
series family of switches.  Example:  

archive download-sw /destination-system 1 /destination-system 2 /destination-system 3 
<LOCATION>/filename.tar

Explanation to the different options (cont’d)



Polling 
Question 2

Have you used the USB ports to 
upgrade the IOS?

A. Yes, I have

B. No, I haven’t

C. I don’t know



How Does It Work:  
“archive download-sw” command

Syntax:  

archive download-sw [options] [options] … [SOURCE]://[IP address]/[Subdirectory]/[filename.tar]



BONUS feature
Syntax:  

archive download-sw [options] [options] usbflash0://[Subdirectory]/[filename.tar]



How Does It Work:  
“archive download-sw” command

TAR file loaded 
into appliance 
free memory

Extract/unpack 
the files into 

“update” 
subdirectory

Rename 
“update” 

subdirectory to 
the correct 

name

Boot variable 
string is 
changed 
silently



IOS Upgrade example:  Standalone



IOS TAR file get loaded into free memory



Extraction process begins



Sub-directory gets renamed.



IOS Upgrade example:  Stack



IOS TAR file get loaded into free memory



Extraction process begins



IOS temporarily unpacked into “update” sub-directory



Nothing sinister about this error.  



Sub-directory gets renamed



Polling 
Question 3

It is NOT possible to boot an IOS 
using a USB flash drive (even 
from ROMmon).

A. True

B. False



Release Notes – READ IT

• What model is compatible with each IOS file

• Open & Resolved Caveats 

• What the IOS can and can’t do

Recommended Best Practice

Your 

credibility 

will 

depend 

on it! 



Release Notes – READ IT (cont’d)

• Hardware compatibility list

• Special Notes (some hardware may require mandatory 

ROMmon upgrade)

• Google search “Cisco [MODEL] release notes”

Recommended Best Practice



Use the IOS with TAR file extension

• The command “archive download-sw” will extract all the
files from the TAR file.

• IOS BIN file located inside the TAR file.

Recommended Best Practice



Check the MD5 Checksum

• Corrupt IOS is the most common cause of appliances
failure to boot the correct file.

• How to check will be discussed near the end.

Recommended Best Practice



Check the config-registry value

• 4500 & 6500/6800 supervisor cards are sometimes
shipped with a config-registry value of “0x2101” instead
of “0x2102”.

Recommended Best Practice



0x2101 vs 0x2102

• Ignore boot variable string; and

• Boot the first IOS (from the top of the list).

Recommended Best Practice



Check the IOS subdirectory

• Check the date & time to make sure the new IOS folder
is present

• Command “dir flashX:” where “X” is the stack member
number.

Recommended Best Practice





Test me!

• Test to make sure the “archive download-sw” command
works

• Verify the behaviour of the IOS

Recommended Best Practice



Log the evidence

• Log the upgrade and reboot process.

• Wealth of information can be gleaned by console logs.

Recommended Best Practice



How to verify MD5 
Checksum



Using Cisco CLI or
using GUI (HashTab)

http://implbits.com/products/hashtab/

http://implbits.com/products/hashtab/


Hover the cursor over the filename until a window
appears. Copy the value of the MD5 Checksum.

Verify MD5 Checksum:  HashTab



• Open Windows Explorer
and go to the folder
where the IOS file is
stored.

• Right-mouse click and
choose the file’s
“Properties”. (Alt + Enter)

• If HashTab is installed,
“File Hashes” tab should
appear.

Verify MD5 Checksum:  HashTab (cont’d)



Enter the MD5 Checksum
into the “Hash Comparison”
box.

The image (left) shows the
MD5 Checksum matches.

Verify MD5 Checksum:  HashTab (cont’d)



The image (right) shows the
MD5 Checksum does not
match.

Verify MD5 Checksum:  HashTab (cont’d)



Command:

verify /md5 [subdirectory] [filename.extension] [MD5 checksum]

Verify MD5 Checksum:  Cisco CLI



Image above is of the MD5 Checksum matches

Verify MD5 Checksum:  Cisco CLI (cont’d)



Image above is of the MD5 Checksum do not match

Verify MD5 Checksum:  Cisco CLI (cont’d)



• 2960 Upgrade using a bin file 
https://supportforums.cisco.com/video/13106346/2960-upgrade-using-bin-file

• Webcast: Catalyst 2960-X and 2960-XR Switches Overview, Configuration, and Troubleshooting
https://supportforums.cisco.com/event/12982566/webcast-catalyst-2960-x-and-2960-xr-switches-
overview-configuration-and

• Ask the Expert: Switch and IOS Architecture and Unexpected Reboots on all Cisco Catalyst
https://supportforums.cisco.com/event/12605816/ask-expert-switch-and-ios-architecture-and-
unexpected-reboots-all-cisco-catalyst

• Upgrading Software Images on Catalyst 3550 Series Switches Using the Command Line Interface
http://www.cisco.com/c/en/us/support/docs/switches/catalyst-3550-series-switches/41541-190.html

Related Information

https://supportforums.cisco.com/video/13106346/2960-upgrade-using-bin-file
https://supportforums.cisco.com/event/12982566/webcast-catalyst-2960-x-and-2960-xr-switches-overview-configuration-and
https://supportforums.cisco.com/event/12605816/ask-expert-switch-and-ios-architecture-and-unexpected-reboots-all-cisco-catalyst
http://www.cisco.com/c/en/us/support/docs/switches/catalyst-3550-series-switches/41541-190.html


Submit Your Questions Now!
Use the Q & A panel to submit your questions and our expert will respond



Now through November 
23rd

Ask the Expert Event following the 
Webcast

Join the discussion for these Ask The Expert Events:

http://bit.ly/events-webinar

https://supportforums.cisco.com/discussion/1315

7661/ask-expert-ios-upgrade-catalyst-switches-
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Collaborate 
within our 
Social Media

Facebook- http://bit.ly/csc-facebook

Twitter- http://bit.ly/csc-twitter

You Tube http://bit.ly/csc-youtube

Google+ http://bit.ly/csc-googleplus

LinkedIn http://bit.ly/csc-linked-in

Instgram http://bit.ly/csc-instagram

Newsletter Subscription
http://bit.ly/csc-newsletter

Learn About 
Upcoming Events

http://bit.ly/csc-facebook
http://bit.ly/csc-twitter
http://bit.ly/csc-youtube
http://bit.ly/csc-googleplus
http://bit.ly/csc-linked-in
http://bit.ly/csc-instagram
http://bit.ly/csc-newsletter


Cisco has support 
communities in 
other languages!

Spanish
https://supportforums.cisco.com/community/spanish

Portuguese 
https://supportforums.cisco.com/community/portuguese

Japanese
https://supportforums.cisco.com/community/csc-japan

Russian
https://supportforums.cisco.com/community/russian

Chinese  
http://www.csc-china.com.cn

If you speak Spanish, Portuguese, 

Japanese, Russian or Chinese we invite you 

to participate and collaborate in your 

language

https://supportforums.cisco.com/community/spanish
https://supportforums.cisco.com/community/portuguese
https://supportforums.cisco.com/community/csc-japan
https://supportforums.cisco.com/community/russian
http://www.csc-china.com.cn/


More IT Training Videos and Technical Seminars on the Cisco Learning Network

View Upcoming Sessions Schedule

https://cisco.com/go/techseminars

https://cisco.com/go/techseminars


Thank you for participating!

. Redeem your 35% discount offer by entering 
code: CSC when checking out:

Visit Cisco Press at:

Cisco Press

http://bit.ly/csc-ciscopress-2016

http://bit.ly/csc-ciscopress-2016


Please take a moment to complete the survey

Thank you for Your Time!




