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Agenda

What is in the hype? Why is software
upgrade (so) important?

One command to rule "'em all!
Best Practice
Compare the Hash (MD5 hash)

QnA



Topics &
Scenarios
Covered

« Stack & non-stack upgrade

« Catalyst 2960/G/E/S/X/XR/Compact
« Catalyst 3560/G/E/X/Compact

- Catalyst 3750/G/E/X



Not Included
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(due to time constraints)

Routers (too simple)

Catalyst 3650/3850 (previously
covered)

Catalyst 4500E (previously covered)

Catalyst 6500/6800X/6840X
(previously covered)

Nexus-series family of switches
Rolling Stock Upgrade (RSU)

USB-related file transfers (future
Webex)



IOS Upgrade:
Benefits
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Improve the overall performance of
the appliances;

Introduces new features;
Bug fixes; and

Addresses Security Vulnerabilities
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Polling

How often do you upgrade the
|0S?

A. Once a year.
B. Twice (or more) a year.
C. Depends on TAC recommendation.

D. Never saw the need.



How many methods are
there to upgrade the |IOS of
a Cisco switch?

Up to FIVE.

|||||||||
CCCCC



Of the five, this WebEx will focus on the first three.

1. Copy the IOS from the file location to the appliance (including SNMP);
2. Extract the files using the command “archive tar /xtract”;

3. Extract the files using the command “archive download-sw”;

4. Install Mode (Catalyst 3650/3850); and
5. Bundle Mode (Catalyst 3650/3850)

il
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Copy the IOS to the appliance

PRO CON
- Neither fast nor slow; and - Standalone switch only;
- Simple and easy to remember - No file integrity check;

- No Feature Set check:

- No software compatibility check;
and

- Boot variable string not changed.

vl
CIsco



switch#copy tftp://1.1.1.1/c2960x-universalk9-mz.152-2.E3.bin flash:
Destination filename [c2960x-universalk9-mz.152-2.E3.bin]?
Accessing tftp://1.1.1.1/c2960x-universalk9-mz.152-2.E3.bin. ..

Loading c2960x-universalk9-mz.152-2.E3.bin from 1.1.1.1 (via V1an3940): [LLLELEEEIRREEEEiiiinrriinny|
CCUEEEEE L EEEEE e e E e E e E e e e e e e v e

21270528 bytes copied in 609.475 secs (33130 bytes/sec)
switch#

Image above shows the I0S BIN file of a 2960X switch copied into a 3560-
Compact switch.




Extract using “archive tar /xtract” command
CON

PRO . Standalone switch only;

- Extracts the TAR file into

specified subdirectory. + No file integrity check;

- No Feature Set check;
- No software compatibility check;
- Boot variable string not changed,

- Type-o means the 10S can be
extracted in the wrong sub-
directory
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Extract using “archive download-sw” command

- Checks Feature Set (in)compatibility
- Checks software (in)compatibility

- Changes boot variable string (default)
- Command options

CCCCC



vl

512K bytes of flash-simulated non—uoWatWWe configuration memory.
Base ethernet MAC Address 00:08: 2F: B1:40

Motherboard assembly number 73-13272-08

Power supply part number 341-0407-01

Motherboard serial number FOC20123s58

Power supply serial number LIT190434R9

Model rewvision number
Motherboard revision
Model number

System serial number
Top Assembly Part Number

Top Assembly Rewvision Number
Version ID

CLET Code Number
Hardware Board Revision
3622384K bytes of

number

WS-C3560CG-8PC-
FOC2015F2TY
800-33676-03

EOQ

v03

CMMD900ARC

Number 0x00

UsSB Flash usbfiashO (Read/wWrite)

Switch Ports Model SW Version SW Image

C3560c405ex

Configuration register is OxF

Switch#archive down

Switch#archive download-sw tftp://1.1.1.1/c2960s-universalk9-tar.
Could not buffer tarfile...using multiple downloads

examining image. . .

%Error opening tftp://1.1.1.1/c2960s-universalk9-tar.152-2_.E5a. tar
%Error openina flash:update/info (No such file or directory)
ERROR: Image is not a wvalid IOS image archiwve.

152-

Screenshot of software compatibility checkin
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switch#sh license - : : - .
Index 1 Feature: ipservices 3750X with active IP Services license

Period left: 8 weeks 4 days
License Type: Evaluation
License State: Active, In Use
License Priority: Low

License Count: Non-Counted

Index 2 Feature: ipbase
Period left: Life time
License Type: Permanent
State: Active, Not in Use
Priority: Medium
Count: Neon-Counted

Index 3 Feature: lanbase
Period left: 0 minute 0 second
switch#arch download-sw usbflash0:c3750e-ipbasek9-tar.122-55.5E11. tar
examining image. ..
extracting info (108 bytes)
extracting c3750e-ipbasek9-mz.122-55.5€E11/ bytes)
extracting info (108 bytes)

Stacking Version Number: 1.45

System Type: 0x00000002
Ios Image File Size: 0x00DEFAQ0
Total Image File Size: 0x0128BA00
Minimum Dram required: 0x08000000
Image Suffi ipbasek9-122-55.SE11
Image Directory: 50e-ipbasek9-mz.122-55.SE11
Image Name: 50e-1ipbas -mz.122-55.s5el1l.bin
Image Feature: IP|LAYER_3|SSH|3DES |MIN_DRAM_MEG=128

Error: The image in the archive which would be used to upgrade
Error: system number 1 does not support the same feature set.

switch#

Screenshot of Feature Set compatibility checking example

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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switch#archive download-sw ?

/allow-feature-upgrade Allow installation of image with different feature sets
/destination-system specify destination system to receive software

/directory Specify a directory for images

/force-reload Unconditionally reload system after successful sw upgrade
/force-ucode-reload Upgrade UCODE after successful sw upgrade and before an unconditional reload
/imageonly Load only the IOS image(s)

/leave-old-sw Leave old sw installed after successful sw upgrade

/no-set-boot Don't set BOOT -- leave existing boot config alone

/no-version-check skip version check that prevents incompatible image install
Jonly-system-type specify individual system type to be updated

Joverwrite OK to overwrite an existing image

/reload Reload system (if no unsaved config changes) after successful sw upgrade
/safe Always load before deleting old version

/upgrade-ucode Upgrade UCODE after successful sw upgrade (no reload)

flashl: Image file
flash2: Image file
Image file
Image file
Image file
Image file
Image file
Image file
Image file

switch#archive download-sw

Options available when using “archive download-sw”
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Explanation to the different options

/allow-feature-upgrade = This option asking the operator “are you sure you want to change
the feature set” (from IP Base to IP Services, for example)?

/imageonly = Unpack the 10S BIN file only (HTML files not extracted).
/leave-old-sw = Do not delete the old IOS subdirectory and associated files.

/no-set-boot = Do not modify the boot variable string.
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Explanation to the different options (cont’d)

/no-version-check = Means unpack the 10S file regardless if the file is meant for a different
model.

/overwrite = After the IOS has been unpacked, the FIRST (top to bottom) I0S subdirectory
(and associated files inside) will be deleted.

/destination-system = This option can be found in stack switches like 2960S/X/XR, 3750-
series family of switches. Example:

archive download-sw /destination-system 1 /destination-system 2 /destination-system 3
<LOCATION>/filename.tar
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Polling
Question 2

CCCCC

Have you used the USB ports to
upgrade the 10S?

A. Yes, | have
B. No, | haven’t

C. | don’t know



Syntax:

How Does It Work:

“archive download-sw” command

archive download-sw [options] [options] ... [SOURCE]://[IP address]/[Subdirectory]/[filename.tar]
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switch#archive download-sw ?

/allow-feature-upgrade
/destination-system
/directory
/force-reload
/force-ucode-reload
/imageonTy
/leave-old-sw
/no-set-boot
/no-version-check
/only-system-type
/overwrite

/reload

/safe
/upgrade-ucode

flashl:
flash2:

switch#archive download-sw

Allow installation of image with different feature sets

specify destination system to receive software

specify a directory for images

Unconditionally reload system after successful sw upgrade

Upgrade UCODE after successful sw upgrade and before an unconditional reload
Load only the I0s image(s)

Leave old sw installed after successful sw upgrade

Doh't set BOOT -- leave existing boot config alone

skip version check that prevents incompatible image install

specify individual system type to be updated

OK to overwrite an existing image

Reload system (if no unsaved config changes) after successful sw upgrade
Always load before deleting old version

Upgrade UCODE after successful sw upgrade (nho reload)




BONUS feature

Syntax:

archive download-sw [options] [options] usbflashO://[Subdirectory]/[filename.tar]

switch#archive download-sw ?

/allow-feature-upgrade Allow installation of image with different feature sets
/destination-system specify destination system to receive software

/directory Specify a directory for images

/force-reload uUnconditionally reload system after successful sw upgrade
/force-ucode-reload Upgrade UCODE after successful sw upgrade and before an unconditional reload
/imageonly Load only the I0S image(s)

/leave-old-sw Leave old sw installed after successful sw upgrade

/no-set-hoot Don't set BOOT -- leave existing boot config alone

/no-version-check skip version check that prevents incompatible image install
/only-system-type specify individual system type to be updated

/overwrite OK to overwrite an existing image

/reload Reload system (if no unsaved config changes) after successful sw upgrade
/safe Always load before deleting old version

/upgrade-ucode Upgrade UCODE after successful sw upgrade (no reload)

flashl:
flash2:
flash:
ftp:
http:
https:
rcp:
scp:
tftp:

switch#archive download-sw
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| How Does It Work:
“archive download-sw” command

Rename
‘update’
subdirectory to
the correct
name

Boot variable
string is
changed

silently

Extract/unpack
the files into
“‘update”
subdirectory

TAR file loaded

into appliance
free memory
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switch#archive download-sw /no-set-boot /leave-old-sw tftp://1.1.1.1/c3750e-universalk9-tar.152-4.E2. tar
Loading c3750e-universalk9-tar.152-4_.E2.tar from 1.1.1.1 (via vlanlO0): !1ibrpbrrerrrrirrerrerrprriinrind
[OK - 30996480 bytes]

Loading c3750e-universalk9-tar.152-4_E2.tar from 1.1.1.1 (via Vianl00): [PIRLRRERRLLLDRRIRRRERRRIILITL]
examining image. ..

extracting info (108 bytes)

extracting c3750e-universalk9-mz.152-4.e2/info (537 bytes)

extracting info (108 bytes)

Stacking Version Number: 1.59

System Type: 0x00000002
Ios Image File Size: 0x018AB8A00
Total Image File Size: O0x01D8FAODO
Minimum Dram required: 0x08000000
Image Suffix: universalk9-152-4 E2
Image Directory: c3750e-universalk9-mz.152-4.E2
Image Name: c3750e-universalk9-mz.152-4.E2.bin
Image Feature: IP|LAYER_3|PLUS|SSH|3DES IMIN_DRAM_MEG=128
FRU Module Version: 03.08.02.waAL

01d image for switch 1: flash:/c3750e-universalk9-mz.152-4.E1
0ld image will be left alone

Extracting images from archive into flash. ..

Installing (renaming): “flash:update/c3750e-universalk9-mz.152-4_E2' —>
‘flash: /c3750e-universalk9-mz.152-4 . E2"'

EDS file download on SKU match in progress. ..

New software image installed in flash:/c3750e-universalk9-mz.152-4.E2

extracting dc profile file from "flash:/c3750e-universalk9-mz.152-4.E2/dc_default_profiles.txt" to "flash:/dc_profile_dir/dc_default_profiles. txt"
All software images installed.
Switch#

|OS Upgrade example: Standalone

16 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 32




Loading c3750e-universalk9-tar.152-4.2.tar from 1.1.1.1 (via v1anl00):
[oK - 30996480 bytes]

Loading c3750e-universalk9-tar.152-4.E2.tar from 1.1.1.1 (via v1anl00): !PPPRRRRIIRRRLVRRRRRRRIinet
examining image...

extracting info (108 bytes)

extracting c3750e-universalk9-mz.152-4.2/info (537 bytes)

extracting info (108 bytes)

stacking version Number: 1.59

System Type: 0x00000002
Ios Image File Size: 0x018A8A00
Total Image File size: 0x01D8FAOO
Minimum Dram required: 0x08000000
Image Suffix: universalk9-152-4 g2
Image Directory: c3750e-universalk9-mz.152-4 . E2
Image Name: c3750e-universalk9-mz.152-4.E2.bin
Image Feature: IP|LAYER_3|PLUS|SSH|3DES |MIN_DRAM_MEG=128
FRU Module Version: 03.08.02.wAL

01ld image for switch 1: flash:/c3750e-universalk9-mz_.152-4_E1
01d image will be left alone

Extracting images from archive into flash...

Installing (renaming): flash:update/c3750e-universalk9-mz.152-4 . E2' ->
"flash: /c3750e-universalk9-mz.152-4 .g2"'

EDS file download on SKU match in progress...

New software image installed in flash:/c3750e-universalk9-mz.152-4.E2

extracting dc profile file from "flash: /c3750e-universalk9-mz.152-4.E2/dc_default_profiles.txt" to "flash:/dc_profile_dir/dc_default_profiles.txt"
All software images installed.
switch#

IOS TAR file get loaded into free memory

CIsco ( 16 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 33
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switch#archive download-sw /no-set-boot /leave-old-sw tftp://1.1.1.1/c3750e-universalk9-tar.152-4.E2. tar
Loading c3750e-universalk9-tar.152-4.E2.tar from 1.1.1.1 (via V1an100): !11ERRLLIRRLERRRLL LRI LRl
[oK - 30996480 bytes]

Loading c3750e-universalk9-tar.152-4.E2.tar from 1.1.1.1 (via v1anl00): 1111 RRDRRRREEIRR el
examining image. . .

extracting info (108 bytes)

extracting c3750e-universalk9-mz.152-4 e2/info (537 bytes)
extracting info (108 bytes)

Stacking Version Number: 1.59

System Type: 0x00000002
Ios Image File Size: 0x018A8A00
Total Image File Size: Ox01DSFADQ
Minimum Dram required: 0x08000000
Image Suffix: universalk9-152-4.E2
Image Directory: c3750e-universalk9-mz.152-4 g2
Image Name: c3750e-universalk9-mz.152-4.E2.bin
Image Feature: IP|LAYER_3|PLUS|SSH|3DES |MIN_DRAM_MEG=128
FRU Module Version: 03.08.02.wAL

01d image for switch 1: flash:/c3750e-universalk9-mz.152-4 E1
01d image will be left alone

Extracting images from archive into flash..

Installing (renaming): ~flash:update/c3750e-universalk9-mz.152-4.E2' ->
“flash: /c3750e-universalk9-mz.152-4.E2"

EDS file download on SKU match in progress. ..

New software image installed in flash:/c3750e-universalk9-mz.152-4 E2

extracting dc profile file from "flash:/c3750e-universalk9-mz.152-4.E2/dc_default_profiles.txt” to "flash:/dc_profile_dir/dc_default_profiles. txt"
All software images installed.
switch#

Extraction process begins

16 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 34




Switch#archive download-sw /no-set-boot /leave-old-sw tftp://1.1.1.1/c3750e-universalk9-tar.152-4_E2.tar
Loading c3750e-universalk9-tar.152-4.e2.tar from 1.1.1.1 (via VvianlQ0): !PPIRIRRIRRLRLLRLLRLERERErernnnl
[0K - 30996480 bytes]

Loading c3750e-universalk9-tar.152-4 . E2.tar from 1.1.1.1 (via v1anl00): 1L EIRRLERLEL LR rerrernnnl
examining image. ..

extracting info (108 bytes)

extracting c3750e-universalk9-mz.152-4.E2/info (537 bytes)

extracting info (108 bytes)

Stacking Version Number: 1.59

System Type: 0x00000002
Ios Image File Size: 0x018A8A00
Total Image File Size: Ox01D8FAO00
Minimum Dram required: 0x08000000
Image Suffix: universalk9-152-4_E2
Image Directory: c3750e-universalk9-mz.152-4 .E2
Image Name: c3750e-universalk9-mz.152-4.E2.bin
Image Feature: IP|LAYER_3|PLUS|SSH|3DES |MIN_DRAM_MEG=128
FRU Module version: 03.08.02.waAL

01d image for switch 1: flash:/c3750e-universalk9-mz.152-4.E1
01d image will be left alone

Extracting images from archive into flash...
Installing (renaming): ~flash:update/c3750e-universalk9-mz.152-4.E2" -»
“flash: /c3750e-universalk9-mz.152-4 . 2"

EDS T1le download on SKU match 1n progress...

New software image installed in flash:/c3750e-universalk9-mz.152-4 . E2

extracting dc profile file from "flash:/c3750e-universalk9-mz.152-4.E2/dc_default_profiles.txt"” to "flash:/dc_profile_dir/dc_default_profiles.txt"

All software images installed.
Switch#

Sub-directory gets renamed.

16 Cisco and/or its affiliates. All rights reserved
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switch#archiwve download-sw /no-set-boot Sleave—-old-sw tftp:/ //1.1.1.1,/c2960x—universalk9—tar.152-5b.E. tar
Loading c2960x—uniwversalk9-tar.152-5b.e.Ttar from 1.1.1.1 (via vwlanlQ0): !rfrrrrrrrrrrrrrrrrrrrenned
[oK — 21590400 bytes]

Loading c2960x—universalk9—-tar.152-5b.E.tar from 1.1.1.1 (via vilanloO): frrrrrrrrrrerrrr e e ereegys
examining image. ..

extracting info (110 bytes)

extracting c2960x—universalk9-mz.152-5b. E/info (688 bytes)

extracting info (110 bytes)

stacking wversion Number 1.119

System Type: O 00000000
Tos Image File Size: Ox01 87 6A00
Total Image File size Ox0O1LEZ20AO00
Mimnimum Dram reguired Ox0B8000000
Image suffix: universalk9-152-5b. E
Image Directory: Cc2960x—universalk9-mz.152-5b. E
Image MName: c2960x—universalke-mz.152-5b.E.bin
Image Feature: IP|LAYER_2|SSH|3DES|MIN_DRAM_MEG=128
FRU Module wversion: Mo FRU version specified

old image for switch 1: flash:/c2960x—universalk8-m=z.152-4.E2
old image will be left alone

old image for switch 2: flash2:/c2960x—universalk9-mz.152-4.E2
old image will be left alone

Extracting images from archiwve into flash...
EXTracting images from archiwve into flash on switch 2..

warning: unable to allocate memory to display the tar extraction of files,
howewver wpgrade process is still continuing. If wou would like to
see the Ttar extraction output, Try upgrading one switch at a Ttime.

wWarning: Unable to allocate memory to display the tar extraction of files,
howewver wupgrade process is still continuing. If wyou would like To
see the tar extraction output, try upgrading one switch at a time.

Installing (renaming): “~flash:update/c2960x—universalk®-mz.152-5b.E" ->
“flash: fc2960x—universalk9-mz. 152-5b. "

EDs file download on SKU match in progress...

Mew software image installed in Fflash: c2960x—universalk9-m=z.152-5b. E

|OS Upgrade example: Stack
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switch#archive download-—sw no—set—bootT JTeave—-old-sw tfop: 1.1.1._1/c2960x—universalk9—ctar.152—-5b. E. Tar
Loading c2960x—uniwversalk9—-tar.152-5b.E.tar from 1.1.1.1 {via v1lanlO0O)»: rfrrrrrerrrrrrr e r e rrrrrerregyds
[Ok — 31590400 bytes]

Loading c2960x—universalk9—tar.152-5b.E.tar from 1.1.1.1 (via YianlQO)»: F!FIEIrEIETEIEEIEEELELREEENREEEELED
examining Tmage. . .

extracting info (110 bytes)

extracting c2960x—universalk9-mz.152-5b. E/info (688 bytes)

extracting info (110 byrtes)

stacking wversion Number: 1.1319

Sywstem Type: O OO0 0000
Ios Image File size: Ox01 87 600
Total Image File Size Ox0O1LEZ204800
Minimum Dram reqguired Ox 08000000
Image suffix: universalke-152-5b. E
Image Directory: c29e0x—universalk9—-mz. 152-5b. E
Image Name: c2o960x—universalk9-—mz.152-5b.E. bin
Image Feature: IP|LAYER_2|SSH| 2ZDES |MIN_DRAM_MEG=128
FRU Module wversion: No FRU wersion Specified

old dimage for switch 1: flash:/ /c29e0x—universalk9-mz.152-4.E2
old image will be lTeft alone

old dimage for switch 2: flash2:/c2osOx—-universalk9—-mz. 152-4_.E2
old Hdimage will be Teft alone

Extracting images from archiwve into flash. ..
Extracting images from archiwve into flash on switch 2...

wWarning: unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. IFf you would Tike to
see The Ttar extraction output, Try wupgrading one switch at a Time.

wWarning: unable to allocate memory to display the tar extraction of files,
howewver wupgrade process is still continuing. If you would Tike to
see The Ttar extraction output, Try upgrading one switch at a Time.

Installing (renaming): “flash:update/c2960x—universalk9—mz.152-5b.E"~ —>
"Fflash: /c2960x—universalk9-mz. 152-5b. "
EDs file download on SKU match in progress...

Mew software image installed in flash: /c2zoc0x—universalko9—mz.152-5b. E

IOS TAR file get loaded into free memory
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switch#archiwve download-sw /no-set-boot Sleave-old-sw tftp:/ /1.1.1.1/c2o960x—universalko9-tar.152-5b. E. Tar
Loading c2960x—universalk9-tar.152-5b.E.tar from 1.1.1.1 (wvia vianlO0): trrrrrrrrrrrrprrprrrrrererepprent
[OKk — 21590400 bytes]

Loading c2960x—universalkg—tar.152-5b.E.tar from 1.1.1.1 (via vianlOQ): !rrrrrrrrrrrrprrrrrrrrrerrrerrnnt
examining image. ..

extracting info (110 bytes)

extracting c2960x—universalk9-mz.152-5b.E/info (688 bwytes)
extracting info (110 bytes)

stacking version Number 1.119

System Type: QO O0000000
Ios Image File size: Ox0187 6400
Total Image File Size Ox01LEZ20A00
Minimum Dram reguired Ox08000000
Image suffix: universalk9-152-5b. E
Image Directory: c29e0x—universalk9-mz.152-5b. E
Image Name : c2960x—universalk9-mz.152-5b.E. bin
Image Feature: IP|LAYER_2|55H| 3DES|MIN_DRAM_MEG=128
FRU Module wversion: No FRU Wersion Specified

old image for switch 1: flash:/c2980x-universalk9-mz.152-4.E2
Old image will be Teft alone

old image for switch 2: flash2:/c2o9s0x—universalk9-m=z.152-4.E2
old image will be Teft alone

Extracting images from archiwve into flash. ..
Extracting images from archiwve into flash on switch 2...

wWarning: unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. If wou would like to
see The tTar extraction output, Try upgrading one switch at a Ttime.

wWarning: unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. If wou would Tike to
see The Ttar extraction output, Try upgrading one switch at a time.

Installing (renaming): “flash:update/c2960x—universalk3-mz.152-5bh.E"~ —>
“flash: /c2960x—universalk9-mz. 152-5b.E"
EDs Tile download on SKU match in progress...

New software image installed in flash: ./ c2o960x—-universalk9-mz.152-5b. E

Extraction process begins




switch#archive download-sw /no-set-boot /leave-old-sw tftp://1.1.1.1/c2960x—universalk8-tar.152-5b.E.tar
Loading c2960x—universalk9—-tar.152-5b.E.tar from 1.1.1.1 (wvia VianlOQ0O): trrrrrrrrerrrrppnds BN
[OK — 31590400 bytes]

Loading c2960x—universalk9-tar.152-5b.E.tar from 1.1.1.1 (via vianlOO): P! IRRIEE IR ERRERE IR ERLL
examining image...

extracting info (110 bytes)

extracting c2960x—universalk9-mz.152-5b. e/info (688 bytres)

extracting info (110 bytes)

Stacking version Number: 1.119

SysTem Type: Ox00000000
Tos Image File size: Ox0O1LE876A00
Total Image File size Ox0LEZ20ADOD
Mirnimum Dram required Ox08000000
Image suffix: universalkg-152-5b. E
Image Directory: c2960x—universalk9-mz.152-5b. E
Image MName: Cc2960x—universalk®-mz.152-5b.E. bin
Image Feature: IF|LAYER_2|5SH| ZDES |[MIN_DRAM_MEG=128
FRU mModule wversion: Mo FRU version specified

old image for switch 1: flash:/c2960x—universalk9-mz.152-4.E2
old image will be lTeft alone

old dimage for switch 2: flash2:/c2960x—uniwversalk9-m=z.152-4.E2
o0ld dimage will be Teft alone

Extracting images from archiwve into flash...
Extracting images from archiwve into flash on switch 2...

warning: unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. If wyou would lTike to
see the tar extraction output, Ttry upgrading one switch at a time.

warning: unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. If wou would like to
see the tar extraction output, try upgrading one switch at a time.

Installing (renaming): “flash:update/c2960x—universalk9-mz.152-5b.E" —->
"Flash: / c2960x—universalk8—-mz.152-5b.E"

EDS file download on SKU match in progress. ..

New software image installed in flash:/c2960x—universalk®-mz.152-5b.E

|OS temporarily unpacked into “update” sub-directory
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switch#archive download-sw /no-set-boot Sleave-old-sw tfotp:/ /1.1.1.1,/c2960x—universalk9-tar.152-5b. E. Tar
Loading c2960x—uniwversalk9—-tar.152-5b.E.tar from 1.1.1.1 (wvia vianlO0): ftrrrerrrrrrrrrerprrrrrrerprrrrerey
[Ok — 31590400 bytes]

Loading c2960x—universalk9—tar.152-5b.E.tar from 1.1.1.1 C(via vianilO0Q): P!!IFrrrrrr e rrrererrrreeers
examining image. ..

extracting info (110 bytes)

extracting c2960x—universalk9-mz.152-5b. E/info (688 bwtes)

extracting info (110 bytes)

stacking wversion Number: 1.119

System Twype: O O0000000
Ios Image File size: Ox01 87 6A00
Total Image File Size Ox01LEZ20A00
Minimum Dram reqguired Ox08000000
Image suffix: universalko-152-5b. E
Image Directory: Cc2900x—universalk9-mz.152-5b. E
Image Name: Cc2960x—universalk9-—mz.152-5b.E.bin
Image Feature: IFP |LAYER_2|SSH| 3DES|MIN_DRAM_MEG=128
FRU Module wversion: Mo FRU version Specified

old image for switch 1: flash:,/ c29e0x—universalk9-mz.152-4.E2
old image will be Teft alone

old image for switch 2: flash2:/cz2o9s0x—universalk9-mz.152-4.E2
old image will be Teft alone

Extracting images from archiwve into flash. ..
Extracting images from archiwve into flash on switch 2...

wWarning: unable to allocate memory to display the tar extraction of files,
howewver wupgrade process is still continuing. If wywou would lTike to
see the tar extraction output, Try upgrading one switch at a time.

warning: uUnable to allocate memory to display the tar extraction of files,
howewver wpgrade process is still continuing. If you would like To
see The Ttar extraction output, Try upgrading one switch at a time.

Installing (renaming): ~flash:update/c2960x—universalk3-—mz.152-5b.E" —>
“Flash: /c2o960x—universalk9-mz. 152-5b. "
EDSs file download on SKU match in progress...

MNew software image installed in flash: //c2oas0ox-uniwversalk9-mz.152-5b.E

Nothing sinister about this error.




switch#archive download-sw /no-set-boot Sleave-old-sw tfrtp:,//1.1.1.1/c2960x—universalko9-tar.152-5b.E.Tar
Loading c2960x—universalk9—-tar.152-5b.eE.tar from 1.1.1.1 (wvia v1anl00): PRER P ER R R R R R BB
[OK - 21590400 bytes]

Loading c2960x—universalk9—tar.152-5b.E.tar from 1.1.1.1 (via vianlQ0): !trrrrrrrp e p e et
examining image. .

extracting info (110 bytes)

extracting c2960x—universalk9-mz.152-5b.E/info (688 bytes)

extracting info (110 bytes)

stacking wversion Number: 1.119

SysTem Type: 0Ox00000000
Tos Image File size: Ox01876A00
Total Image File Size: Ox01E20A00
Minimum Dram reguired: OxO0S000000
Image suffix: universalk9-152-5b. E
Image Directory: c2960x—universalk9-mz.152-5b. E
Image Name: c2960x—universalk9-mz.152-5b.E. bin
Image Feature: IP|LAYER_2|SSH|3DES |MIN_DRAM_MEG=128
FRU Module wersion: No FRU version Specified

old image for switch 1: flash:/c2960x—universalk9-mz.152-4.E2
old image will be left alone

o0ld image for switch 2: flash2:/c2960x-universalk9-mz.152-4.E2
old image will be left alone

Extracting images from archive into flash..
Extracting images from archiwve inte flash on switch 2...

warning: Unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. If you would Tike To
see the tar extraction output, Ttry upgrading one switch at a time.

warning: unable to allocate memory to display the tar extraction of files,
howewver upgrade process is still continuing. If wou would Tike to
see The Ttar extraction output, Try upgrading one switch at a time.

Installing Crenaming): “flash:update/c2960x—-universalk9-mz.152-5b.E" ->
“flash: /c2960x—universalk9—-mz.152-5b. "
EDS T1 le download on SKU match In progress. ..

New software image installed in flash://c2960x-universalk9-mz.152-5b.E

Sub-directory gets renamed




It is NOT possible to boot an 10S
using a USB flash drive (even

PO I I |n g from ROMmon).
Question 3

B. False
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Recommended Best Practice

[ Release Notes — READ IT

« What model is compatible with each IOS file

* Open & Resolved Caveats

Your
, credibility
 What the IOS can and can’t do will
depend
on it!
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Recommended Best Practice

 Release Notes — READ IT (contd)

« Hardware compatibility list

° Special Notes (some hardware may require mandatory
ROMmMmon upgrade)

* Google search “Cisco [MODEL] release notes”

CCCCC



Recommended Best Practice

[ Use the 10S with TAR file extension j

« The command “archive download-sw” will extract all the
files from the TAR file.

* |OS BIN file located inside the TAR file.

CCCCC



Recommended Best Practice

~ Check the MD5 Checksum

e Corrupt 10S Is the most common cause of appliances
failure to boot the correct file.

« How to check will be discussed near the end.

CCCCC



Recommended Best Practice

Check the config-registry value

« 4500 & 6500/6800 supervisor cards are sometimes
shipped with a config-registry value of “0x2101" instead
of “0x2102".
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Recommended Best Practice

[ 0x2101 vs 0x2102

* |[gnore boot variable string; and
» Boot the first IOS (from the top of the list).

[
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Recommended Best Practice

~ Check the 10S subdirectory

 Check the date & time to make sure the new IOS folder
IS present

« Command “dir flashX:” where “X” is the stack member
number.

CCCCC



Switch#sh switch detail
switch/Stack Mac Address : 74a2.ebb3.d380
H/W Current
Priority Version State

Master 74al.ebb3.d380
Member fc99.47a9.0a00 13

ack Port Status Neighbors
Port 1

2
1

1993 11:01: - vlan.dat

2016 08:07: = config. text

2016 11:44: = c3750e-universalk9-mz.122-55.SE10
2016 08:07: = multiple-fs

2016 08:07: - private-config. text

119144448 byt otal (96624640 bytes free)
switch#dir flash2:
Directory of flash2:/

511 — WX 856 Now 2 2015 : - vilan.dat

2 — PWX 19240 oct 10 2016 - = private—-config. text
512 — WX 27337 oOct 10 2016 = = config. text

3 drwx 512 Jul 21 2016 - = c3750e-universalk9-mz.122-55.Se10
514 - rwWX 4120 Now 2 2015 57 = multiple-fs

57671680 bytes total (38026752 bytes
Switch#




Recommended Best Practice

[ Test me!

 Test to make sure the “archive download-sw” command
works

* Verify the behaviour of the IOS

CCCCC



Recommended Best Practice

[ Log the evidence

* Log the upgrade and reboot process.

« Wealth of information can be gleaned by console logs.

CCCCC



How to verify MD5
Checksum

|||||||||
CCCCC



Using Cisco CLI or
using GUI (HashTab)

http://implbits.com/products/hashtab/

|||||||||
CCCCC


http://implbits.com/products/hashtab/

erify MD5 Checksum: HashTab

Woridwide [change] W | Account | Log Out My Cisco | ™
alialn

cisco Products & Services How to Buy Training & Events Partners m

Download Software ¥& Download Cart{0items) [ Feedback Help

Downloads Home > Products > Switches > Campus LAN Switches - Compact > Catalyst 3560-C Series Switches > Catalyst 3560CG-8PC-S Compact Switch >
10S Software-15.2.2E5(MD)

Catalyst 3560CG-8PC-S Compact Switch

Release 16.2.2E5 MD fogpevce
elease .2, Release Notes for 15.2(2)E5 | &
Expand All | Collapse All £ Edit Notification

¥ Suggested Compare  File Information Release Date DRAWFlash
15.2 2E5(MD) @

v Latest =) UNIVERSAL 07-JUN-2016 128764

€3560c405ex-universalks-mz.152-2.E5.bin

152.2E5(MD)[#]
15.02-SE10(MD} T
»All Releases =) UNIVERSAL WITH WEE B SE
» Deferred Releases — ¢3560¢405ex-univers alkg-tar. 15§ 5 i UNIVERSAL :
escription o cart
Release 15.2.2E5
UNIVERSAL NO MACSEC nload
@ 03560c405ex universakonpen|  Release Date 07/un2016 rioad |
File Name: C3560c405ex-universalkd-mz.152-2.E5.bin 0 cart
. UNIVERSAL WITH WeB BAse  Min Memary. DRAM 128 MB Flash 64 MB s |
- c3560c405ex-universakonpe-tafl  Size 19.65 MB (20606976 bytes)
o cart

MD5 Checksum: ebd39277c8109e38d1d69725acd495

Ecksum ascal

Release Notes for 15.2(2)E5

View/Compare Features Upto 2 files

Hover the cursor over the filename until a window
appears. Copy the value of the MD5 Checksum.

vl
CIsco



(A4 LR AN
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Verify MD5 Checksum: HashTab (cont’'d)

ol | File Hashes WSecurty | Details

|casﬁﬂc4ﬂ5exﬂnivema|k3mz.152-2. E5bin |

WLC media file (bin) {bin)

£, VLC media player Change...

DS Switch\3560CG
19.6 MB (20,606,976 bytes)

ize on disk:  19.6 MB (20,606,576 bytes)

Today, 13 October 2016, 1:28:10 PM
Thursday, 2 June 2016, 11:12:37 PM
Today, 13 October 2016, 1:28:10 PM

ClBeaony [ idden
This file came from another _
computer and might be blocked to Unblock

help protect this computer.

OK || Cancel | Apply

Open Windows Explorer
and go to the folder
where the 10S file Is
stored.

Right-mouse click and
choose the file’s
“Properties”. (Alt + Enter)

If HashTab is installed,
“File Hashes” tab should
appeatr.



Verify MD5 Checksum: HashTab (cont’'d)

Enter the MD5 Checksum
o into the “Hash Comparison”

7DEA4060024515C3EADTE 18A0709A7533035966D b OX

The image (left) shows the
MD5 Checksum matches.

|EED352??C31D9E33D1 DEY725ACD451C |

S w0

HashTab «5.2.0:; ©@2010 Implbitz Software [http:/fmplbits, com)

OK || Camesl |  foply

(A4 LR AN
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Verify MD5 Checksum: HashTab (cont’'d)

CRC32 D8FO3F5E
MD5 EBD33277C8109E38D1D69725ACD4951C
SHA 7DE44060024515C3EED7E18ADV09A 75330355860

The image (right) shows the

MD5 Checksum does not —
maitch. e Comparon

|EED392??C81D3F38D1D69?25ACD4351C| |

HazhTab »5.2.0:: @200 Implbits Software [hitp: /Amplbitz. com]

OK || Cancsl Bpply

(A4 LR AN
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Verify MD5 Checksum: Cisco CLI

Command:

verify /md5 [subdirectory] [filename.extension] [MD5 checksum]



Verify MD5 Checksum: Cisco CLI (cont'd)

Switch#verify /mdS5 bootdisk:/c6880x-adventerprisek9-mz.SPA.151-2.5Y5.bin ebaf0105083ae522c119c9ae35070b04

Done!l
Verified (bootdisk:/c6880x-adventerprisek9-mz.SPA.151-2.5Y5.bin) = ebaf0105083ae522c119¢c9%ae35070b04
Switch#]

Image above is of the MD5 Checksum matches

il
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Verify MD5 Checksum: Cisco CLI (cont'd)

switch#verify /md5 flashl:/c2960x-universalk9-mz.152-4.E2/c2960x-universalk9-mz.152-4.E2.bin d1b9df2ded578d736c192ccfdf7c7bf2

%Error verifying flash:/c2960x-universalk9-mz.152-4.E2/c2960x-universalk9-mz.152-4.E2.bhin
Computed signature = 79f34621b5a87c3eaad4bbfof42b96bde
Submitted signature = dlb9df2d6d578d736c192ccfdf7c7bf2

Switch#

Image above Is of the MD5 Checksum do not match
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Related Information

2960 Upgrade using a bin file
https://supportforums.cisco.com/video/13106346/2960-upgrade-using-bin-file

Webcast: Catalyst 2960-X and 2960-XR Switches Overview, Configuration, and Troubleshooting
https://supportforums.cisco.com/event/12982566/webcast-catalyst-2960-x-and-2960-xr-switches-
overview-configuration-and

Ask the Expert: Switch and 10S Architecture and Unexpected Reboots on all Cisco Catalyst
https://supportforums.cisco.com/event/12605816/ask-expert-switch-and-ios-architecture-and-
unexpected-reboots-all-cisco-catalyst

Upgrading Software Images on Catalyst 3550 Series Switches Using the Command Line Interface
http://www.cisco.com/c/en/us/support/docs/switches/catalyst-3550-series-switches/41541-190.html
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https://supportforums.cisco.com/video/13106346/2960-upgrade-using-bin-file
https://supportforums.cisco.com/event/12982566/webcast-catalyst-2960-x-and-2960-xr-switches-overview-configuration-and
https://supportforums.cisco.com/event/12605816/ask-expert-switch-and-ios-architecture-and-unexpected-reboots-all-cisco-catalyst
http://www.cisco.com/c/en/us/support/docs/switches/catalyst-3550-series-switches/41541-190.html

Submit Your Questions Now!

Use the Q & A panel to submit your questions and our expert will respond

[
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Ask the Expert Event following the
Webcast

Now through November
23rd

https://supportforums.cisco.com/discussion/1315
7661/ask-expert-ios-upgrade-catalyst-switches- @

2900-3500-and-3700-easy-pi

| E H‘t
@ et

el Join the discussion for these Ask The Expert Events:
ccccc http://bit.ly/events-webinar



http://bit.ly/events-webinar
https://supportforums.cisco.com/discussion/13157661/ask-expert-ios-upgrade-catalyst-switches-2900-3500-and-3700-easy-pi

Collaborate
within our
Socilal Media

Learn About
Upcoming Events
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Facebook- http://bit.ly/csc-facebook

Twitter- http://bit.ly/csc-twitter

You Tube http://bit.ly/csc-youtube

Google+ http://bit.ly/csc-googleplus

LinkedIn http://bit.ly/csc-linked-in

Instgram http://bit.ly/csc-instagram

Newsletter Subscription
http://bit.ly/csc-newsletter



http://bit.ly/csc-facebook
http://bit.ly/csc-twitter
http://bit.ly/csc-youtube
http://bit.ly/csc-googleplus
http://bit.ly/csc-linked-in
http://bit.ly/csc-instagram
http://bit.ly/csc-newsletter

Cisco has support
communities In
other languages!

If you speak Spanish, Portuguese,
Japanese, Russian or Chinese we invite you
to participate and collaborate in your
language
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Spanish
https://supportforums.cisco.com/community/spanish

Portuguese
https://supportforums.cisco.com/community/portuguese

Japanese
https://supportforums.cisco.com/community/csc-japan

Russian
https://supportforums.cisco.com/community/russian

Chinese
http://www.csc-china.com.cn



https://supportforums.cisco.com/community/spanish
https://supportforums.cisco.com/community/portuguese
https://supportforums.cisco.com/community/csc-japan
https://supportforums.cisco.com/community/russian
http://www.csc-china.com.cn/

View Upcoming Sessions Schedule
https://cisco.com/go/techseminars

More IT Training Videos and Technical Seminars on the Cisco Learning Network

o -



https://cisco.com/go/techseminars

Thank you for participating!

. Redeem your 35% discount offer by entering
code: CSC when checking out:

Visit Cisco Press at:

http://bit.ly/csc-ciscopress-2016

Routing and Switching Essentials

CCNA Routing
and Switching

Portable Command Guide

——— [Ry P—

Cisco Press

LAN Switching

first-step


http://bit.ly/csc-ciscopress-2016

Thank you for Your Time!

Please take a moment to complete the survey
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