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 Company Introduction 

 What is FirePOWER 

 Why do we need FirePOWER 

 IDS VS IPS  

 Cisco FirePOWER Threat Defense 
for ISR overview 

 Branch in a box Security with 
FirePOWER 
 Important Features 
 Functions 
 Configurations 

 Roadmap and Resources 

Agenda 
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Sourcefire Innovation 

Automated 
IPS Tuning, 10 
Gbps IPS 

Real-time User 
Awareness 

IT Policy Compliance 
Rules 

Network Behavior 
Analysis 

Multi- 
Gigabit  
IPS 

Real-time Network 
Awareness 

Inline  
Intrusion Prevention 

Gigabit Intrusion 
Detection 

Centralized Intrusion 
Management 

Snort®-based IDS 
Appliance 

Portal-like, 
Customizable 
Dashboard 

Automated Impact 
Assessment 

Mgmt of Physical & 
Virtual  
IPS Sensors 

NGFW 

20 Gbps IPS, 
SSL 

FirePOWER™ 
7/8000 Series 40Gbps 
IPS 

NGIPS w/ App Ctrl, 
FireAMP™, “Big Data” 
Infrastructure, AMP for 
FirePOWER  

FireAMP™ 
Virtual/Mobile 
IP Intelligence 

Mixed-media 7115/ 7125 Appliances, 
AMP Appliance, Geo-location, Device 
& NW                File Trajectory 

‘02 ‘03 ‘05 ‘06 ‘07 ‘04 ‘01 ‘10 ‘08 2013… ‘09 ‘11 ‘12 

52 Patents Awarded or Pending World-Class Vulnerability Research Team (VRT™) 



Cisco Confidential 4 

Visibility is the Key – FireSIGHT Brings Unprecedented Network 
Visibility 

Typical 
NGFW 

FirePOWER 
NGIPS 

Typical 
IPS 
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Industry-Best 
Protection 
Industry-best protection at 
the branch to enforce the 
consistent level of threat 
defense enterprise-wide 

 

Integrated  
Threat Defense 
Branch in a box solution 
with integrated threat 
defense 

Centralized  
Management 
Centralized policy for 
network & security 

Automated 
Policy 
Management 
Dynamic ACL insertion / 
removal 

KEY REQUIREMENTS TO ADDRRESS BRANCH TRENDS 
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Network Virtual Appliances 

• Manages up to 25 sensors 
• physical and virtual  
• single pane-of-glass 

• Use Cases 
• Rapid Evaluation 
• Pre-production Testing 
• Service Providers 

NOTE: Supports ESX(i) 4.x and 5.x on Sourcefire 5.x platforms.  Supports RHEV 3.0 and Xen 
3.3.2/3.4.2 on Soucefire 4.x platforms only. 

• Virtual FireSIGHT • Virtual Sensor 
• Inline or passive deployment 

• Full NGIPS Capabilities 

• Deployed as virtual appliance 

• Use Cases 
• SNORT Conversion 
• Small / Remote Sites 
• Virtualized workloads (PCI)  

DC 
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Expert Webcast Slides: Cisco Cloud Web Security with Story Tweedie-Yates 

https://supportforums.cisco.com/document/12470456/expert-webcast-slides-cisco-cloud-web-
security-story-tweedie-yates 

FirePOWER & FireSIGHT Licensing Question 

https://supportforums.cisco.com/discussion/12534556/firepower-firesight-licensing-question 

FirePOWER URL Filtering Capability 

https://supportforums.cisco.com/discussion/12534981/firepower-url-filtering-capability 

 
 
If you are not yet a registered user on the community, Click here to register and 
become an active participant on the community. 

 

Check out some additional information on Security on the Cisco Support Community 

https://supportforums.cisco.com/document/113271/understanding-sip-traces
https://supportforums.cisco.com/document/12470456/expert-webcast-slides-cisco-cloud-web-security-story-tweedie-yates
https://supportforums.cisco.com/document/12470456/expert-webcast-slides-cisco-cloud-web-security-story-tweedie-yates
https://supportforums.cisco.com/document/12470456/expert-webcast-slides-cisco-cloud-web-security-story-tweedie-yates
https://supportforums.cisco.com/discussion/12534556/firepower-firesight-licensing-question
https://supportforums.cisco.com/discussion/12534981/firepower-url-filtering-capability
http://bit.ly/csc-registernewuser-sneak


At the webcast you will be able to learn so much more and get a chance to submit 
questions for the expert to answer during the broadcast. 

We’ll see you there! 

Hope you enjoyed this little peek into the webcast. 
Remember it was just a peek. July 8th, you get a chance to see the whole thing. 

http://bit.ly/july2015webcast

http://bit.ly/july2015webcast
http://bit.ly/july2015webcast
http://bit.ly/july2015webcast
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