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Custom Security Intelligence

• Correlate an action(s) with a remediation (in this case, create a custom security 
intelligence block list)

• In this example we are looking for blocking events based on geolocation and 
dropping the source IP into the custom security intelligence list.

• Monitor the events in Firepower Manager for a match against a rule.

• The remediation runs a perl script on the Firepower Manager, which leverages 
the remediation framework to parse event information.
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