FTP/FTPSIEB{E & ASA



1.FTP

-Active TCP/21(control), 20(data)
-Passive TCP/21(control)

2.FTPS - FTP over SSL
-Implicit (Active, Passive) : TCP/990 (TCP/989 -data)
-EXxplicit (Active, Passive) : TCP/21 (TCP/20 -data)

7£) SFTP - SSH File Transfer Protocol
Port TCP/22
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TCP/21(control) 20(data)Z{¥ FH

A A
PORT (192, 168, 1, 1, 241, 159)  192.168.1.1 PORT (X1,X2,X3,X4,Xs,Xe)
20 21 241 * 256 + 159 = 61855 61854 61855
g - - IP address

Request: PORT (X,X,X,X,X,X)

Data Port = X5 * 256 + X6
Response: Successful

SYN

>YN, ACK FTP- Control
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. Passive mode
FTP Passive Mode JHTRAMHL, 95T DY —r3~
T—RBED-HDSYNEEIE

TCP/21(con) Z{F A
[ \
192.168.1.1
55837 21 61854 61855 (Xl,XZ,X3,X4,X5,X6)
H N [ | [ |
Request: PASV IP address

Response: (X,X,X,X,X,X) Data Port = X5 * 256 + X6

SYN

SYN, ACK FTP- Control

FTP- Data



Inbound: Bt R YR —DIZYOT AN FKSIGE

ASALFTPE(S Outbound: B3t A ukT—H MBI TR E-HHE
L

Outbound

2
e | Y-

e



1. Inbound/Active

Internal IP: NAT Public IP: Public IP: 88.88.88.88
10.0.0.1 99.99.99.99

Request: PORT (88,88,88,88,X,X)

Dest TCP/21

SYN
Sour TCP/20 > Dest 88.88.88.88 / tcp X

T—2B{ERSYNIXEERNIR—F Dinside -> outsideiB{E & YBIBTES



2. Inbound/Passive

Internal IP: NAT Public IP: Public IP: 88.88.88.88
10.0.0.1 99.99.99.99

Request: PASV

Dest tcp21 =
Response: (10,0,0,1,X,X) - FTP inspection ->(99.99.99.99,X,X)

SYN

Dest 99.99.99.99 /tcp X <
(-> Dest 10.0.0.1/ tcp X)

T—BIEFSYNILFTP inspectionDIEEE TRA O— R EH# & — BRI ER— &I 352 EICKYBIATED



3. Outbound/Active

Internal IP: NAT Public IP: Public IP: 99.99.99.99
192.168.1.1 88.88.88.88

Request: PORT (192.168.1.1,X,X) - FTP inspection ->PORT (88,88,88,88,X,X)

Dest TCP/21

Dest 88.88.88.88/tcpX SYN
(->Dest 192.168.1.1/ tcp X)

Sour TCP/20

T—BIEFSYNILFTP inspectionDIEEE TRA O— R EH# & — BRI ER— &I 352 EICKYBIATED



4. Outbound/Passive

—
Internal IP: NAT Public IP: Public IP: 99.99.99.99
192.168.1.1 88.88.88.88
Request: PASV
Dest tcp21

Response: (99.99.99.99,X,X)

SYN

Dest 99.99.99.99 / tcp X

T—2 R {EFASYNILinside -> outsidel@{E &Y BETES
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FTPS - FTP over SSL
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Inbound/Passive C1B{EZ 55 0] T=75 VB

Internal IP: NAT Public IP: Public IP: 88.88.88.88
10.0.0.1 99.99.99.99

Request: PASV

Dest tcp21

(M
Response: (10,0,0,1,X,X) [ + |P M,X)
® SYN
Dest 10.0.0.1/ tcp X

&I E1 PR {E DResponse M E L INTNT, RAO—RALEHRTES
D5 AT DR R(NATZEHL81)IP addressZESYNZFIE{EL TLES




Outbound/Active C1RIEZ 5 Rl T=75 L VIE

e
£
Internal IP: Public IP: Public IP: 99.99.99.99
192.168.1.1 88.88.88.88

A
Request: PORT (192.168.1.1,XX) [+ |’ insM&x,X)
» Dest TCP/21
® SYN
PRt
Dest 192.168.1.1/ tcp X Sour TCP/20

HilfE B E DPORTAE B ILEINTLNT, RAOA—F WL TET
H—/\—H L N (NATZHERI)IP address[ZSYNZXIELTLED
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-Explicit (Active, Passive) : TCP/21 —control (TCP/20 -data) D i§&
CCC(Clear Channel Command)®F A,
CCC:REE(A——/PASS)IEEEF{LL ., TRROFEIHBEZFE LTS

SXXXXXXIRAO—RZA AR M gE

-Implicit (Active, Passive) : TCP/990 -control (TCP/989 -data) D& &
XL




