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Introduction 

We will cover a number of topics, at a high level they are: 

 

  Hierarchy 

  Resiliency/Redundancy 

  Routing 

  Switching 

  Documentation 

  Management 

 
PLEASE feel free to interrupt at any time so we can drill down into specifics 
you want to cover. The key to getting the most out of this presentation is 
putting something INTO it! 



 Core – This is really for high speed processing of IP packets. No security, 
no QoS, no application layer stuff occurs here. Strictly Layer 3. 

Distribution/Aggregation – This is the convergence point between the 
Access Layer and the Core. This is ideally where you do insert things like 
QoS/Security, etc. You get more bang for your buck by doing it here. 

 Access – This is where the edge devices (servers, users, printers, etc.) 
attach to the network. 

Hierarchy 





Hierarchy 

The general rule is if you need to collapse, do so at the Core/Distribution Layer. This 
requires STP in your Core – not ideal, but not the end of the world. Hierarchy adds 
scalability to the network, as well as logical chokepoints for easier troubleshooting. 

 

Keep in mind that hierarchy can span multiple sections of the network: 

 

  LAN 

  WAN 

  Addressing 

  Management 



Resiliency/Redundancy 

You have your network. It is really simple – you built it in a day and still made Happy 
Hour at the bar. One switchport in the data center goes down, and the network stops 
working … oops, not enough redundancy! 

 

You make sure every piece of network gear, every link, every location has at a minimum 
two paths. Someone plugs in a new link between two switches, loops your network, 
and no one can get to anything and you can’t figure out how to troubleshoot it … 
oops, too much redundancy! 

 

You ask management how resilient they want the network to be, they respond “super 
resilient”, so you order redundant switches, to connect to redundant WAN routers, to 
connect to two different MPLS clouds … when they see the bill, they flip … oops, 
resiliency not well defined! 



Resiliency/Redundancy 

The trick is to make the network as redundant as needed, but not a bit more 
redundant! This is frankly a balancing act, and it changes for every company, but a few 
points to consider: 

  The more redundant your network, the more expensive. 

  The more redundant your network, the more complex it becomes. 

  Consider things like management, and path selection for an application. 

  It is critical to test resiliency at least annually and ensure it works the way you 
expect it to, and DOCUMENT the results of those tests. 

  When dealing with management – get EVERYTHING in writing. But also be aware 
that they are not network engineers, learn to speak to the business. 



Evolution of redundancy 

SP1 

SP1 

SP1 

SP2 

One link goes down, you go down. One 
router goes down, you go down. 

Lose a link your OK. Lose a router your 
still OK. But lose the cloud and your 
down. And you have now 
approximately doubled your telco bill 
for WAN circuits.  

Lose a link your OK. Lose a router your 
OK. Lose a cloud and your STILL OK! 
Your Telco bill has gone through the 
roof, you have an infrastructure that is 
tougher for you to support. 



Routing Design Decisions 

There are plenty of decisions to make around the routing design –here are some 
highlights: 

  Security – does your routing need to be secured in some way? Do you have 
governance needs to meet? Are you aware of what complexity it might add? 

  Boundaries – A routing boundary could be seen as a place where to protocols 
redistribute, a filter is put in place, two administrative domains connect, etc. Almost 
every network has these, what are yours, and how will you design around them? 

  Scalability – What if you have to add more bandwidth to a site? Do you have a 
reasonable path to doing so? What happens if your routing table triples in size due 
to acquisition?  

  Protocol – What are the protocols you should use? Do you have third parties 
requirements here (MPLS for example)? What features are most critical? Is 
proprietary vs. standards based important?  



Switching Design Decisions 

Like routing, this is a complex set of criteria, but here are some of the key decision 
points: 

  Layer 2 vs. Layer 3 – You have to decide which one to pick. One minimizes 
broadcast domains, and pushes down a richer feature set – but at the expense of 
flexibility. 

  Security – This becomes a more complex question than with routers. And your 
decision on the first bullet point has implications here.  

 How will you configure STP? What is your stance on VTP? What will be your 
standard for trunking and channeling? Is it different between network devices and 
servers? 

  If you select a Layer 2 network on bullet #1, how will you handle redundancy? Will 
you send all traffic down a single link? Will you add complexity and split them? 



Data Center Design Decisions 

The Data Center is pretty different, there is a reason that almost every major IT 
company is competing in this space: 

 How much virtualization are they doing now?  

 How much do they plan to do?  

 What are their storage requirements?  

 What do they do today?  

 How will you support it tomorrow?  

 Which systems need HA?  

 How will you achieve that HA?  

 Who is responsible for channels and trunks to servers?  

 How will you perform maintenance?  

 What are my traffic flows likely to look like? 



Data Center Designs 



Data Center – Traffic Flow 

When two hosts in the same 
broadcast domain need to 
communicate – it is called “east-
west” traffic. This is definitely on 
the rise and can consume plenty 
of bandwidth and require low 
latency depending on the 
applications. 

 

When two hosts in different 
broadcast domains talk – it is 
called “north-south” traffic. The 
amount of data on this is pretty 
consistent, it’s typically less traffic 
but still critical. 



Data Center – 10Gb, what drives it? 

A few things can: virtualization with 
consolidation is one major source 
and NAS storage is another. There 
are very few applications that need 
10Gb. But what happens when I 
throw 10 servers into an ESXi box? 
Or 100 servers into a blade chassis? 

 

Protocols like NFS are on the rise 
and filers can and will push multiple 
gigabits of traffic per second given 
the opportunity. Likewise storage 
(SAN) consolidation like FCoE can 
use it. 



IP Addressing 

Any time you can, you should give thought to how to plan you IP Addressing. Start at 
the higher levels (site) and work down to the specifics (VLAN’s). A few guiding 
thoughts: 

  Plan for summarization whether you use it or not. 

  Use a few VLAN’s for traffic categories (voice, data for example) 

  How will you address management only networks (loopbacks, point-to-points, 
etc.). 

  Document, document, document! 



 All interfaces should get a standard name and naming convention 

 All WAN circuits should include the CID 

 All ACL’s should be named and remarked 

 All route maps should contain description 

 In short – any time you have a chance to describe something, do so!!! 

Naming, describing 



Documentation 

Documenting your network is a critical component. At a minimum, you should have: 

  Layer 2/3 topology drawing 

 Drawing showing the connectivity between your various sites 

  IP Addressing plan documented 

Other nice items to have might include: drawings indicating specific flows for critical 
applications, separate drawing for edge networks, data center/colo layout, a guideline 
document that explains why the network was designed the way it is, and samples of 
how the configurations look for most common items. 

 

There are a few items that I typically do NOT document, or document VERY lightly at 
best : cubicle level wiring, physical connectivity in general. Usually the goal should be 
that someone could walk in and with a minimum of time, be able to have some function 
on the network. 



Network Management 

At a minimum, you need to know when devices, interfaces, etc. go down and come up. 
Ideally you also want to know when CPU’s are climbing, RAM is getting low, circuits are 
becoming congested, and – what is congesting them! Also, how important is security? 
Do you have compliance needs? Logging can be critical in a network outage OR a 
security incident. 

  SNMP 

  Netflow 

  QoS 

  Syslog 

  Change Management 

  Configuration backup/differentials 




