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Requirements Solved

DO YOU NEED...
- WiFi access to your data LAN from wireless data devices?
- Internet only secure “Guest” access for visitors to your SMB that you define
- Advanced Security
- Centralized Management
- Voice over WiFi with seamless (<50ms) roaming
- Dynamic radio power and frequency adjustment of your complete system
- Support for up to 250 users
- A Configuration GUI Assistant

Cisco Mobility Express has all this. This document will show you how to add a
Mobility Express solution to your SBCS (Smart Business Communication System)
allowing you Voice, Data, Video and Wireless in a unified and converged system

This is a real working reference design that you can use to guide your deployment. It will
show you how to configure and operate the system for wireless voice and data clients in
the SMB.

Environment

This is a Cisco lab with a UC520 with public internet access and SIP Trunking.

2 AP521s are connected to the switch ports of the UC520 as well as a WLC526.

Several IP Phones + the C7921 WiFi mobile phone and a SPA525G desktop WiFi phone
are included (the 7921 and 525G connect over wireless to the Voice VLAN).

SKUS

1- UC520-8U-4FX0O-K9 (non wireless SKU)
1- AIR-WLC526-K9
2 -AIR-AP521G-A-K9 (LWAPP Images)



B Inventory

Main !
‘ Hostname Cevice Type Serial Num... | Ver.. | MAC Ad.., IP Address Software Yersion Sys Location | System Uptr,.. |
- @ WLCS26-sdistef ATR-WLCS526-KI FOC1226L022 | Y02 001B.2A... [192.168.20.50 4.2.61.8 Ma 0 weeks, 1.d...
% APSZ1G-west AIR-APSZ1G-A-K9 FTX1129T1BF | V01 001c.58d... [192,168.20.12 4.2.61.8 Ma 0 weeks, 0d...
% APO01e f7ef.073a | AIR-APS21G-A-K3 FT¥12353T12Z2 | V01 001e.f7ef... [192.168.20.13 4.2.61.8 Ma 0 weeks, 0.d... |
@ ucszo UCS20-8U-4FX0-K9 | FHK1135150H (V01 001c.58d... |10.1.1.1,10.1.10.2, 12.19.9...[12.4{20)T2-ADV-IF-SER... |NA 0 weeks, 1.d...
1
|
Total Rows: 4 Details
0K || Refresh Help

In addition to the above infrastructure, we have the following WiFi devices:
1- SPA525G Wireless Desktop Phone
1- C7921 WiFi Mobile IP Phone

Software/Firmware

UC520
7.0.2 bundle zip
e 12.4(20)T2 10S with CME 7.0(0)
e CUE3.2.1
e Phone loads
o 7921 =CP7921G-1.2.1
o SPA525G=7.1.7

Cisco Configuration Assistant
CCA 1.9.1

WLC526
AIR-WLC526-K9 (version 4.2.61.8)

AP521
Until the AP521s are converted (Standalone > LWAPP) they will not register with the
WLC526. Instead they will show up in CCA discovered by the UC520 via CDP, and can
be added to the community that way. This then allows CCA to be used to upgrade their
SW Images. There are two methods available and I used both (one for each) to convert
these:
e On the first AP521 I used the Convert to LWAPP tab in the Configuration
Drawer
e On the other AP521 I used the Maintenance = SW Upgrade to just install the
LWAPP Image.
In both cases, I downloaded the image from CCO and had it on my PC ready to do each
of the above.
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In LWAPP (Lightweight Access Point Protocol) mode, the image that runs on the AP521
is received from the WLC526. The AP521 in standalone (autonomous) mode is easily
converted to LWAPP, which allows it to register with the WLC526. So in this case,
when we talk about the version of AP521, it is the version of the WLC526 = AIR-
WLC526-K9 (version 5.2.178.0)

The AP521s started out in Standalone mode and were configured with CCA and
supported the wireless devices, but without the controller, management overhead was

higher (each AP521 had to be managed on its own) and we had no seamless roaming
(very noticeable handoff from AP521 to AP521).

Note, on the Topology of CCA the AP521 appears with a circle when in Standalone
mode, and with a Triangle in LWAPP mode.

Before:
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Initial configuration and starting configuration.

When you start with the WLC526, it will need to have some initial configuration setup.
You can do this by plugging your laptop into the PORT 1 and pointing a browser at
https://192.168.1.1 < by default http is disabled, but you could enable it if you like later.

Then just enter the following information from the Startup Wizard GUI
- System (controller) name
WLC526-sdistef
- Administrative username and password (default admin/admin)
admin/<secret>
- Management interface
o [P address —192.168.20.50
o Subnet Mask —255.255.255.0
o DGW -192.168.20.1



o optional VLAN identifier - '0' for untagged
- AP manager interface
o [P address —192.168.20.51
o Subnet Mask —255.255.255.0
o DGW —192.168.20.1
o optional VLAN identifier - "0' for untagged
Note The AP manager interface IP address MUST be different than the management
interface IP address)
- The Country Code for this installation — Mine was US

% Cisco - Mozilla Firefox

File Edt Yiew History Bockmarks Tooks  Help

@ - & | httn: {192, 168.1, 1 jscreens/wizard_frameset,html 7+ | |G+ disto wic 526 factory reset Ja o
|| Definitions [l Cisco Employee Conn... || Market Researdl h || Reference_Cisco | | RTP Concierge | | WebEx || wiki | ‘] Enterprisesworld wid... | | Partner Authorization .. | | Authorization Groups 51 Bookmark RSS Feed %

lssE.. Cisco (%]

Configuration Wizard Miscellaneous Configuration < Back Nesxt
LWAPP Transport Mode [Layer 3 v|
RF Mobility Domain Name g’defau\t
Gonfigured Gountry us
Gode(s)

. a02.11bg;
Regulatory Domain aB

select Country Code  Name

O AE Unitad Arab Ernirates

(] AR Argentina

= aT Austria

] AU Australia

O BR Brazil

] BE Belgium

|| BG Bulgaria

0 Ch Canada

(] CAZ Canada (DCA excludes UNIT-2)

O CH Switzerland ~
X Find [fao |4 bext f Erevious o Highlihtal [ Matchcase

Done

Once that’s done, unplug you PC and plug PORT 1 of the WLC526 into any of the switch
ports of the UC520 LAN or the CE520 switch. It will reset and come on line.

The AP521s will hear broadcast from WLC526 and find it, register with it, and get their
FW from it as well.

While we can continue to use the Web GUI to configure the system, we will do the
remained of the configuration from CCA, since this is about integrating with SBCS.

CCA Discovery

WLC526 now discovered by the UC520 using CDP and gets added to the CCA
community (right mouse click and select ‘add to community”).

Note: this is the point where the AP521 units will show up with (triangle markings
instead of circles, indicating LWAPP mode)



Configuration

Smartports

Configure - Smartports
The first thing you want to do is adjust AP521 and WLC526 APs, using native VLAN 1
(the data VLAN of the UC520 with IP address 192.168.20.1). Use the ‘suggest’ and
‘modify’ and apply the changes one at a time.

NOTE: 192.168.20.1 is my Data VLAN by choice but not a requirement for Mobility.

B smartports
Port Setup i

Ucs20 Cisco Unified 500 Series

=

CE
=3 COMPACT FLASH

{)—ﬁ’bﬁg

L | suggest |[ modify || Details |

Apphy [ Refresh H Cancel ” Help ]

VLANS

Configure > VLANS

Consider there are two managed elements to configure;

UC520 and WLC526, ... and CCA lets you do both (one at a time).

Also consider that you already have a Voice VLAN (10.1.1.1 on the UC520), a Data
VLAN on the UC520 (192.168.20.1), but you don’t yet have a Guest access VLAN.

ucCs20
The UC520 already had the Voice and Data (default) VLAN so just create the Guest

VLAN:



B YLANS

Devices
Hnstname:|SE-CS-Mnl:iiIi'ty w
YLAM 1D | YLAN Name I
1 default
30 Cisco-Guest
100 Cisco-Voice

Total Rows: 3 Modify Delete

ot e [ mespeased W tbezean W e

WLC526

Associate the Interfaces you created in the WLC526 setup wizard to the existing Voice
and Data VLANs. Notice we use the 192.168.20.50 and .51 addresses for data and
10.1.1.2 for Voice on the WLC526 side.

Note: in the sub windows that there are radio buttons to select the type of VLAN, and
when you select the proper one, the existing VLAN names will be offered to you. Do not
create your own names for existing VLANs or you will end up with VLAN conflicts.

Then add a Voice VLAN (could be anything; I used 30) and the address on the WLC526
side following the convention 192.168.30.2 since the UC520 side will be the .1 DGW
side with the DHCP scope and internet access path.



Devices

s e e T
Hostname: | WLCS526-sdistef v |

Mame LN ] IF Address I Type
ap-manager 1 192.168.20.51 Read-only
cisco-guest 30 192.168.30.2 Read-Write
cisco-voice 100 1mi1.1.2 Read-wWrite
management 1 192.165.20.50 read-only
virtual MAA A Read-only

MOTE: The maximum number af user-defined YLANs for this device is 2.
Of these 8 YLANs, you can configure only one voice VLAM and only one guest YLAMN.

Modify Delete
Apply [ Refresh H Cancel H Help ]

B vodify yLan EE|X = rodity N

VLAN Type: Data (@ Yoice Guest VLAN Type: Voo (5 Guest
WOTE: You cannot change the VLAN Type when modifying a ¥LAN M NOTE; You cannot change the YLAN Type when modifying a WLAN

YLAN ID [2-1000]; | 100 | ULAN 1D [2-1000]: [20 |

WLAM Mame: | cisco-voice i VLAN Name: | cisco-guest |

Port: [ v| Ports 2 ~|

1P Address: |10.1.1.2 i IP Address: | 192.168.30.2 |

Subnet Mask: | 255.255.255.0 | Subnet Mask: | 255,255 255.0 v|

Gateway IP Address: |10.111 | Gateway IP Address: | 192.168.30,1 |
|

DHCP Server IP Addressi| 10.1.1.1 DHCP Server IP nddrass:| 192.168.30.1 |

[_ Ok ][ Cancal H Help ] [ 0K ][ Cancel H Help ]

Firewall and DMZ Configuration

To further isolate SMB internal LAN assets from Guest users, we placed the Guest
VLAN on the DMZ.

Configure = Security = Firewall

ucCs20

You can place VLAN3O0 as an inside interface, but you may have to do some manual
work with ACLs to get guests to not have access to Data VLAN access in that case. But
it will work that way.



[ also tried putting it in the DMZ and I noticed that the CCA pushed AL blocked even its
ability to get beyond association to the AP (i.e. it didn’t even get an IP address until |
removed the ACL on the VLAN30). SO more work to do there.

Notice that 192.168.30.1 is not an inside (trusted) interface
B Firewall and DM2

Devices

Hostname: iSE-'CS-MDbiIit\,r L

Firewall IDMZ
Inside{trusted) Interfaces
& | Interface Name J
S
Fl Integrated-Service-.,, —
Outside{untrusted) Interface
: Loopbackn
|
i FastEthernetd 0 | Vlani
Yanloo
] Ylan3o -
o —— S|
Total Rows: &
Security Level
Low Medium High DNS
Description Primary:
[ |
I I
-Do not identify application specific traffic Secondary (optional):
-Return TCP and UCP traffic on sessions | |
initiated inside the firewall

[ Delete Firewall Settings J

Apply [ Refrash H Cancel H Help ]

Now click the DMZ tab of this same window and see VLAN 30 is on the DMZ. We
actually created a Webserver just to show how this could be leveraged.



B Firewall and DMZ

Devices

Hostname: .SEI_CS-MDbi“t!." ~

Firewall | DMZ I

DMZ Interface.
i'-.n'lanSEl b
DMZ Services
1P Address Server Type
1972.165.30.100 Weh Server
Total Rows; 1
[ Create ” Celete l
[ Delete Firewall Settings ]
apply [ Refresh ][ Cancel ” Help J
WLAN (SSID)

The next thing to do is set up the WLAN SSIDs.

Configure - Wireless 2> SSIDs

I left them ‘open’ but you can set Authentication (WEP, WPA-PSK or WPA2-PSK) with
CCA and can even define a RADIUS based authentication.

From the Voice CAC Type area you can select either Wireless Multimedia Policy, which
requires client devices to use WMM, or select 7920 CAC, which supports Cisco 7920 IP
telephones on your network. The default setting is Wireless Multimedia Policy.

Note: Do not select Wireless Multimedia Policy if you use Cisco 7920 phones on your
network. But 7921s can use WMM.



B WLANs (551Ds)

Devices

WLAN Names

Hostname: | WLCS526-sdistef |

551D J WLAN { Security J Encryption I Authertication
shesvaoice(Broadeast) 100 No Security nane open
shosdatalBroadcast) 1z Mo Security none open
shesguest(Broadeast) 30 WEB nane web-auth

MOTE: The maximum number of WLAMs for this device is 8.
Of these & WLANs, you can configure only one voice WLAN and only one guest WLAN.
You can configure only one WLAN per MLAN.

[ Create ” Modify H Delete

RADIUS Servers

RADIUS Server with Priority 1: Mot Available
RADIUS Server with Priority 2: Mot Available
Apply [ Refresh H Cancel ][ Help ]

B vodify WLAN

E} Guest

MOTE: The WLAN Type can not be modified,

WLAN Type: Ciata e

I shocsguest | Broadcast in Beacon

SS1D:

YLAN: |30 v|

Qo= The level of QoS is set according to the WLAN type,

Security Settings

Security Type: |N|:| Security %

Security Level: none
Encryption: none

Authentication: apen

L (0] ][ Cancel H Help J




B Modify WLAN

WLAN Type: (=) Data
MOTE: The wLAN Type can not be modified.

SSI0: i sbocsdata | Broadcast in Beacon

YLAN: |1 v|

QoS The level of QoS is set according to the WLARN type,

Security Settings
[]web authentication

Security Type: [Mo Security

Security Level: none
Encryption: nong

authentication: apen

[ (0] H Cancel ][ Help ]

B Modify WLAN

WLAN Type: Diats (3 Yoice Guest
MOTE: The WLAMN Type can not be modified,

SSID: | sbesvoice ! Broadcast in Beacon

VLAN: | 100 v|

Q0% The level of QoS is set according to the WLAN type.

Security Settings
[]web authentication

Security Type: |MNo Security »

Security Level: none
Encryption; none

authentication: open

Voice CAC Type: ) Wireless MultiMedia Policy (3) 7920 CAC (AP and Client)

[, Ok ” Cancel ” Help ]

Wireless LAN Users

You now administer users that can be used for the guest net.
Configure - Wireless > Users



Wireless Network Users
B wLAN Users

Devices

Hostname: | WLCS26-sdistef +

Wireless Network Users

Username Guest User J SEID ] End Time Description

guest Tes shecsguest May 31 18;36:0,,, password is gu..,

Modify Celete

¥eb Login
Web Login Fage Type: Internal
[ [0 4 ” Apply ” Refresh “ Cancel J[ Help ]
Web Login Page

You may customize:



B Web Login

Devices

Hostname; | WLCSZ6-sdistef

Web Login HTHML Page

web Login Page Type: | () Internal (3 Customized

Customized

TFTP Server IP .ﬁ.ddress|

|
Maximum Retries | 3 |
TimeCutisecands) | a0 |
File Path |/ |
File Mame | |

[ (5] ][ Apply ” Refresh J[ Cancel ][ Help J

Qriginal walue: Internal

Or use Internal:



B Web Login

Devices

Hostname: |WLC526-sdistef V|

Web Login HTML Page
web Login Page Type: (%) Internal ) Customized
Internal
Cisco Logo: (%) Show () Hide

Redirect URL after login: | http v cisco.comdsmb |

Headline: | Welcome to the SMB wireless networls |

Message: This SMB is pleased to provide the wireless LAMN
infrastructure for vour network:, bla bla I:ula|

Set Default

[ (o] ][ apply ” Refresh ][ Cancel ” Help ]

DHCP Server

Remember that we created a new network for guest access which requires clients to
receive DHCP IP addresses. Configure this on the UC520.

Configure > DHCP Server



M DHCP Server 'HW=E

Devices
Hostname: | SBCS-Mability

DHCP Pools 1 DHCR Bindings\l[ DHCR Exclusionsj

Pool Mame ! Interface
phane wlan1o0
data Wlanl
guest vlan3o
B rodify DHCP Pool =113

DHCP Pool

Name | guest | _]

Network | 192.168.30.0 |

|

Subnet Mask | 255,255 255.0 |

DHCP Options

DNS Serverl WINS Serverl
[12.46.104.253 Il | >
I DMS Server? WINS Serverz T
[ I |
l Domain Mame Default Router
| || 192 168,301 |

[ Ok J[ Cancel ” Help ]

Also don’t forget to specify exclusions:

B DHCP Server

Devices

Hostname: | SBCS-Mability »

DHCP Poolsﬂ DHCP Bindings‘i DHCP Exclusions ]

Start [P Address ! End IP Address
05 F 10.1.1.10
192.165.10.1 192.165.10.10
19z.166.20.1 19z.168.20.10
192.165.30.1 192,1658,30.10

Total Rows: 4

Crelete
Apply [ Refresh ][ Cancel H Help ]




IP Addresses
Add the IP Address for the VLAN 30 interface

B 1P Addresses

Devices
Hostname: | UCS520 w |

Interface Conﬁguration‘i Device Conﬁguration\l

Interface Name J/ 1P address 1#’ Subnet Mask
\lanl 19z.168.20.1 £55.255.255.0
Wlan30 |192.168.30.1 | 255 255 255.0
\lani0o 10131 £55.255.255.0

apply [ Refresh ” Cancel ” Help ]

Monitor

Wireless Radios

B Wireless Radios

Devices

Hostname: | WLCS26-sdistef v |

Wireless Radio Table

MAC Address AF Mame admi, .. J Oper Status ! Chan.., JTransmit Power (i) J antenna

00:1cif9:04:5b:30 APS21G-west Enable up 1=k 1% Internal

00:22:55:0d:27:10 AP0OOLle.f7ef.073a Enable up 11 % 1.k Internal




Wireless Clients

B wireless Clients

Dewvices

Hostname: | WLCS26-sdistef » |

Wireless Client Table

MaC address Status AP Mame ! 5510 J Radia Authenticated
00;19:d2:17... Probing APS21G-west  Unknown 802.11b Mo
00:1b:77:2c... Probing APS21G-west Unknown 80z.11b Mo
00;1b:77:90.,, Probing APDDLle f7ef... Unknown 80z2.11b Mo
00:1d:e0:0a... Probing APSZ1G-west  Unknown g02.11b Mo
00:le:7a:bb... Associated APSZ1G-west  sheosvoice g0z2.11a Yes
00:21:5c:53.., Probing aP00Lle f7ef... Unknown g02.11b Mo
00:24:97:f0,., Associated aPO0Lle f7ef... sbeosvoice g02.11a Yes

Total number of clisnts is 7

Apply [ Refresh ” Cancel ][ Help ]




Wireless Controller Dashboard

B Wireless Controller Dashboard

System
Controller Name Up Time Temperature. CPLU Memory
WLCEZE-sdistef 1 days, 9 hours, 1... +44 C 0% S2%
AP Summary WLANS
Contraller ... | 8021106/ R... AP Status WLAN Mame (Contraller Ma... ] Clignts
WLCS26-sdistef Up 2 Down 0 Up 2 Down O shosguest (WLCSZ26-sdistef) i}
sbosvoice (WLCS26-sdistef) 2
shosdata (WLCS26-sdistef) 0
YLC Statistics
&) Number (O Percentagel®)
Cartraller Mame I Packets Receive,.. |Receive Packets ... |Packets Transmit... |Transmit Packets..,
WLC526-sdistef B9SZZ6T

] 177852 1]

AP Statistics

AF Mame (Controller Mamed ] Transmit Frame Count

Transmit Falled Count
APSZ1G-west (WLCSZ26-sdistef) 35558091

290177

AP001e f7ef.073a (WLCS26-5dis... 3344315 162250




