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1 H ou r  

Requirements S o l v ed  
DO YOU NEED… 
- W iFi acce s s  t o  y o u r  d at a L AN  f r o m  w ir e l e s s  d at a d e v ice s ?  
- I n t e r n e t  o n l y  s e cu r e  “ Gu e s t ”  acce s s  f o r  v is it o r s  t o  y o u r  S MB  t h at  y o u  d e f in e  
- Ad v an ce d  S e cu r it y   
- C e n t r al iz e d  Man ag e m e n t  
- Vo ice  o v e r  W iFi w it h  s e am l e s s  (< 5 0 m s ) r o am in g  
- D y n am ic r ad io  p o w e r  an d  f r e q u e n cy  ad j u s t m e n t  o f  y o u r  co m p l e t e  s y s t e m  
- S u p p o r t  f o r  u p  t o  2 5 0  u s e r s  
- A C o n f ig u r at io n  GU I  As s is t an t  

 
Cis co M ob il ity  E x p res s  h as  al l  t h is .  T h is  d o cu m e n t  w il l  s h o w  y o u  h o w  t o  ad d  a 
Mo b il it y  E x p r e s s  s o l u t io n  t o  y o u r  S B C S  (S m ar t  B u s in e s s  C o m m u n icat io n  S y s t e m ) 
al l o w in g  y o u  Vo ice ,  D at a,  Vid e o  an d  W ir e l e s s  in  a u n if ie d  an d  co n v e r g e d  s y s t e m    
 
T h is  is  a r e al  w o r k in g  r e f e r e n ce  d e s ig n  t h at  y o u  can  u s e  t o  g u id e  y o u r  d e p l o y m e n t .  I t  w il l  
s h o w  y o u  h o w  t o  co n f ig u r e  an d  o p e r at e  t h e  s y s t e m  f o r  w ir e l e s s  v o ice  an d  d at a cl ie n t s  in  
t h e  S MB . 

E nv iro nment 
T h is  is  a C is co  l ab  w it h  a U C 5 2 0  w it h  p u b l ic in t e r n e t  acce s s  an d  S I P T r u n k in g . 
2  AP5 2 1s  ar e  co n n e ct e d  t o  t h e  s w it ch  p o r t s  o f  t h e  U C 5 2 0  as  w e l l  as  a W L C 5 2 6 . 
S e v e r al  I P Ph o n e s  +  t h e  C 7 9 2 1 W iFi m o b il e  p h o n e  an d  a S PA5 2 5 G d e s k t o p  W iFi p h o n e  
ar e  in cl u d e d  (t h e  7 9 2 1 an d  5 2 5 G co n n e ct  o v e r  w ir e l e s s  t o  t h e  Vo ice  VL AN ). 
SKUS 
1- U C 5 2 0 -8 U -4 FX O -K 9  (n o n  w ir e l e s s  S K U ) 
1- AI R -W L C 5 2 6 -K 9  
2  -AI R -AP5 2 1G-A-K 9  (L W APP I m ag e s ) 



 I n  ad d it io n  t o  t h e  ab o v e  in f r as t r u ct u r e ,  w e  h av e  t h e  f o l l o w in g  W iFi d e v ice s :  
1- S PA5 2 5 G W ir e l e s s  D e s k t o p  Ph o n e  
1- C 7 9 2 1 W iFi Mo b il e  I P Ph o n e  
So f t w a r e / F i r m w a r e  
U C5 2 0   
7 .0 .2  b u n d l e  z ip  
• 12 .4 (2 0 )T 2  I O S  w it h  C ME  7 .0 (0 ) 
• C U E  3 .2 .1 
• Ph o n e  l o ad s  

o 7 9 2 1 =  C P7 9 2 1G-1.2 .1 
o S PA5 2 5 G =  7 .1.7  

 
Cis co Config u ration As s is tant 

C C A 1.9 .1 
 
WLC5 2 6  

AI R -W L C 5 2 6 -K 9  (v e r s io n  4 .2 .6 1.8 ) 
 
AP5 2 1  
U n t il  t h e  AP5 2 1s  ar e  co n v e r t e d  (S t an d al o n e  � L W APP) t h e y  w il l  n o t  r e g is t e r  w it h  t h e  
W L C 5 2 6 .  I n s t e ad  t h e y  w il l  s h o w  u p  in  C C A d is co v e r e d  b y  t h e  U C 5 2 0  v ia C D P,  an d  can  
b e  ad d e d  t o  t h e  co m m u n it y  t h at  w ay .  T h is  t h e n  al l o w s  C C A t o  b e  u s e d  t o  u p g r ad e  t h e ir  
S W  I m ag e s .  T h e r e  ar e  t w o  m e t h o d s  av ail ab l e  an d  I  u s e d  b o t h  (o n e  f o r  e ach ) t o  co n v e r t  
t h e s e :  

• O n  t h e  f ir s t  AP5 2 1 I  u s e d  t h e  Conv ert to LWAPP t ab  in  t h e  C o n f ig u r at io n  
D r aw e r  

• O n  t h e  o t h e r  AP5 2 1 I  u s e d  t h e  Main t e n an ce  � S W  U p g r ad e  t o  j u s t  in s t al l  t h e  
L W APP I m ag e .   

I n  b o t h  cas e s ,  I  d o w n l o ad e d  t h e  im ag e  f r o m  C C O  an d  h ad  it  o n  m y  PC  r e ad y  t o  d o  e ach  
o f  t h e  ab o v e . 
 



 
• c5 2 0 -r cv k 9 w 8 -t ar .12 4 -3 g .J X 2 .t ar    
• c5 2 0 -r cv k 9 w 8 -t ar .12 4 -10 b .J A.t ar  

 
I n  L W APP (L ig h t w e ig h t  Acce s s  Po in t  Pr o t o co l ) m o d e ,  t h e  im ag e  t h at  r u n s  o n  t h e  AP5 2 1 
is  r e ce iv e d  f r o m  t h e  W L C 5 2 6 .  T h e  AP5 2 1 in  s t an d al o n e  (au t o n o m o u s ) m o d e  is  e as il y  
co n v e r t e d  t o  L W APP,  w h ich  al l o w s  it  t o  r e g is t e r  w it h  t h e  W L C 5 2 6 .  S o  in  t h is  cas e ,  
w h e n  w e  t al k  ab o u t  t h e  v e r s io n  o f  AP5 2 1,  it  is  t h e  v e r s io n  o f  t h e  W L C 5 2 6  =  AI R -
W L C 5 2 6 -K 9  (v e r s io n  5 .2 .17 8 .0 ) 
 
T h e  AP5 2 1s  s t ar t e d  o u t  in  S t an d al o n e  m o d e  an d  w e r e  co n f ig u r e d  w it h  C C A an d  
s u p p o r t e d  t h e  w ir e l e s s  d e v ice s ,  b u t  w it h o u t  t h e  co n t r o l l e r ,  m an ag e m e n t  o v e r h e ad  w as  
h ig h e r  (e ach  AP5 2 1 h ad  t o  b e  m an ag e d  o n  it s  o w n ) an d  w e  h ad  n o  s e am l e s s  r o am in g  
(v e r y  n o t ice ab l e  h an d o f f  f r o m  AP5 2 1 t o  AP5 2 1). 
 
N o t e ,  o n  t h e  T o p o l o g y  o f  C C A t h e  AP5 2 1 ap p e ar s  w it h  a cir cl e  w h e n  in  S t an d al o n e  
m o d e ,  an d  w it h  a T r ian g l e  in  L W APP m o d e . 
 
B ef ore:  



 
A f ter:  

 
I n i t i a l  c o n f i g u r a t i o n  a n d  s t a r t i n g  c o n f i g u r a t i o n .  
W h e n  y o u  s t ar t  w it h  t h e  W L C 5 2 6 ,  it  w il l  n e e d  t o  h av e  s o m e  in it ial  co n f ig u r at io n  s e t u p .   
Y o u  can  d o  t h is  b y  p l u g g in g  y o u r  l ap t o p  in t o  t h e  PO R T  1 an d  p o in t in g  a b r o w s e r  at  
h t t p s : / / 19 2 .16 8 .1.1 � b y  d e f au l t  h t t p  is  d is ab l e d ,  b u t  y o u  co u l d  e n ab l e  it  if  y o u  l ik e  l at e r . 
 
T h e n  j u s t  e n t e r  t h e  f o l l o w in g  in f o r m at io n  f r o m  t h e  S t ar t u p  W iz ar d  GU I  
- S y s t e m  (co n t r o l l e r ) n am e  
W L C 5 2 6 -s d is t e f  

- Ad m in is t r at iv e  u s e r n am e  an d  p as s w o r d  (d e f au l t  ad m in / ad m in ) 
ad m in / < s e cr e t >  

- Man ag e m e n t  in t e r f ace  
o I P ad d r e s s  – 19 2 .16 8 .2 0 .5 0  
o S u b n e t  Mas k  – 2 5 5 .2 5 5 .2 5 5 .0  
o D GW  – 19 2 .16 8 .2 0 .1 



o o p t io n al  VL AN  id e n t if ie r  - ` 0 '  f o r  u n t ag g e d  
- AP m an ag e r  in t e r f ace  

o I P ad d r e s s  – 19 2 .16 8 .2 0 .5 1 
o S u b n e t  Mas k  – 2 5 5 .2 5 5 .2 5 5 .0  
o D GW  – 19 2 .16 8 .2 0 .1 
o o p t io n al  VL AN  id e n t if ie r  - ` 0 '  f o r  u n t ag g e d   

No t e  T h e  A P  m a n a g e r  i n t e r f a c e  I P  a d d r e s s  M US T  b e  d i f f e r e n t  t h a n  t h e  m a n a g e m e n t  
i n t e r f a c e  I P  a d d r e s s )  
- T h e  C o u n t r y  C o d e  f o r  t h is  in s t al l at io n  – Min e  w as  U S  

 

  
O n ce  t h at ’ s  d o n e ,  u n p l u g  y o u  PC  an d  p l u g  PO R T  1 o f  t h e  W L C 5 2 6  in t o  an y  o f  t h e  s w it ch  
p o r t s  o f  t h e  U C 5 2 0  L AN  o r  t h e  C E 5 2 0  s w it ch .  I t  w il l  r e s e t  an d  co m e  o n  l in e . 
T h e  AP5 2 1s  w il l  h e ar  b r o ad cas t  f r o m  W L C 5 2 6  an d  f in d  it ,  r e g is t e r  w it h  it ,  an d  g e t  t h e ir  
FW  f r o m  it  as  w e l l .    
 
W h il e  w e  can  co n t in u e  t o  u s e  t h e  W e b  GU I  t o  co n f ig u r e  t h e  s y s t e m ,  w e  w il l  d o  t h e  
r e m ain e d  o f  t h e  co n f ig u r at io n  f r o m  C C A,  s in ce  t h is  is  ab o u t  in t e g r at in g  w it h  S B C S . 
C C A  D i s c o v e r y  
W L C 5 2 6  n o w  d is co v e r e d  b y  t h e  U C 5 2 0  u s in g  C D P an d  g e t s  ad d e d  t o  t h e  C C A 
co m m u n it y  (r ig h t  m o u s e  cl ick  an d  s e l e ct  ‘ ad d  t o  co m m u n it y ’ ). 
N o t e :  t h is  is  t h e  p o in t  w h e r e  t h e  AP5 2 1 u n it s  w il l  s h o w  u p  w it h  (t r ian g l e  m ar k in g s  
in s t e ad  o f  cir cl e s ,  in d icat in g  L W APP m o d e ) 



C o nf ig ura tio n 
Sm a r t p o r t s  
Config u re � Sm artp orts  
T h e  f ir s t  t h in g  y o u  w an t  t o  d o  is  ad j u s t  AP5 2 1 an d  W L C 5 2 6  APs ,  u s in g  n at iv e  VL AN  1 
(t h e  d at a VL AN  o f  t h e  U C 5 2 0  w it h  I P ad d r e s s  19 2 .16 8 .2 0 .1).  U s e  t h e  ‘ s u g g e s t ’  an d  
‘ m o d if y ’  an d  ap p l y  t h e  ch an g e s  o n e  at  a t im e . 
NOT E:  1 9 2 . 1 6 8 . 2 0 . 1  i s  m y  Da t a  V L A N b y  c h o i c e  b u t  n o t  a  r e q u i r e m e n t  f o r  M o b i l i t y .  

 
V L A N S 
C o n f ig u r e  � VL AN S  
C o n s id e r  t h e r e  ar e  t w o  m an ag e d  e l e m e n t s  t o  co n f ig u r e ;   
U C 5 2 0  an d  W L C 5 2 6 ,  … an d  C C A l e t s  y o u  d o  b o t h  (o n e  at  a t im e ). 
Al s o  co n s id e r  t h at  y o u  al r e ad y  h av e  a Vo ice  VL AN  (10 .1.1.1 o n  t h e  U C 5 2 0 ),  a D at a 
VL AN  o n  t h e  U C 5 2 0  (19 2 .16 8 .2 0 .1),  b u t  y o u  d o n ’ t  y e t  h av e  a Gu e s t  acce s s  VL AN . 
 
U C5 2 0  
T h e  U C 5 2 0  al r e ad y  h ad  t h e  Vo ice  an d  D at a (d e f au l t ) VL AN  s o  j u s t  cr e at e  t h e  Gu e s t  
VL AN :  



  
 
 
WLC5 2 6  
As s o ciat e  t h e  I n t e r f ace s  y o u  cr e at e d  in  t h e  W L C 5 2 6  s e t u p  w iz ar d  t o  the ex is ting  Vo ice  
an d  D at a VL AN s .  N o t ice  w e  u s e  t h e  19 2 .16 8 .2 0 .5 0  an d  .5 1 ad d r e s s e s  f o r  d at a an d  
10 .1.1.2  f o r  Vo ice  o n  t h e  W L C 5 2 6  s id e . 
No t e :  i n  t h e  s u b  w i n d o w s  t h a t  t h e r e  a r e  r a d i o  b u t t o n s  t o  s e l e c t  t h e  t y p e  o f  V L A N,  a n d  
w h e n  y o u  s e l e c t  t h e  p r o p e r  o n e ,  t h e  e x i s t i n g  V L A N n a m e s  w i l l  b e  o f f e r e d  t o  y o u .    Do  n o t  
c r e a t e  y o u r  o w n  n a m e s  f o r  e x i s t i n g  V L A Ns  o r  y o u  w i l l  e n d  u p  w i t h  V L A N c o n f l i c t s .  
 
T h e n  ad d  a Vo ice  VL AN  (co u l d  b e  an y t h in g ;  I  u s e d  3 0 ) an d  t h e  ad d r e s s  o n  t h e  W L C 5 2 6  
s id e  f o l l o w in g  t h e  co n v e n t io n  19 2 .16 8 .3 0 .2  s in ce  t h e  U C 5 2 0  s id e  w il l  b e  t h e  .1 D GW  
s id e  w it h  t h e  D H C P s co p e  an d  in t e r n e t  acce s s  p at h . 
 



  

  
 
 
F i r e w a l l  a n d  D M Z  C o n f i g u r a t i o n  
T o  f u r t h e r  is o l at e  S MB  in t e r n al  L AN  as s e t s  f r o m  Gu e s t  u s e r s ,  w e  p l ace d  t h e  Gu e s t  
VL AN  o n  t h e  D MZ . 
C o n f ig u r e  � S e cu r it y  � Fir e w al l  
U C5 2 0  
Y o u  can  p l ace  VL AN 3 0  as  an  in s id e  in t e r f ace ,  b u t  y o u  m ay  h av e  t o  d o  s o m e  m an u al  
w o r k  w it h  AC L s  t o  g e t  g u e s t s  t o  n o t  h av e  acce s s  t o  D at a VL AN  acce s s  in  t h at  cas e .   B u t  
it  w il l  w o r k  t h at  w ay . 
 



I  al s o  t r ie d  p u t t in g  it  in  t h e  D MZ  an d  I  n o t ice d  t h at  t h e  C C A p u s h e d  AL  b l o ck e d  e v e n  it s  
ab il it y  t o  g e t  b e y o n d  as s o ciat io n  t o  t h e  AP (i.e . it  d id n ’ t  e v e n  g e t  an  I P ad d r e s s  u n t il  I  
r e m o v e d  t h e  AC L  o n  t h e  VL AN 3 0 ).  S O  m o r e  w o r k  t o  d o  t h e r e . 
 
N o t ice  t h at  19 2 .16 8 .3 0 .1 is  n o t  an  in s id e  (t r u s t e d ) in t e r f ace  

  
N o w  cl ick  t h e  D MZ  t ab  o f  t h is  s am e  w in d o w  an d  s e e  VL AN  3 0  is  o n  t h e  D MZ .  W e  
act u al l y  cr e at e d  a W e b s e r v e r  j u s t  t o  s h o w  h o w  t h is  co u l d  b e  l e v e r ag e d . 



  
 
W L A N  ( SSI D )  
T h e  n e x t  t h in g  t o  d o  is  s e t  u p  t h e  W L AN  S S I D s . 
Config u re � Wirel es s  � SSI Ds  
I  l e f t  t h e m  ‘ o p e n ’  b u t  y o u  can  s e t  Au t h e n t icat io n  (W E P,  W PA-PS K  o r  W PA2 -PS K ) w it h  
C C A an d  can  e v e n  d e f in e  a R AD I U S  b as e d  au t h e n t icat io n . 
 
Fr o m  t h e  Vo ice  C AC  T y p e  ar e a y o u  can  s e l e ct  e it h e r  W ir e l e s s  Mu l t im e d ia Po l icy ,  w h ich  
r e q u ir e s  cl ie n t  d e v ice s  t o  u s e  W MM,  o r  s e l e ct  7 9 2 0  C AC ,  w h ich  s u p p o r t s  C is co  7 9 2 0  I P 
t e l e p h o n e s  o n  y o u r  n e t w o r k . T h e  d e f au l t  s e t t in g  is  W ir e l e s s  Mu l t im e d ia Po l icy . 
N o t e :  D o  n o t  s e l e ct  W ir e l e s s  Mu l t im e d ia Po l icy  if  y o u  u s e  C is co  7 9 2 0  p h o n e s  o n  y o u r  
n e t w o r k .   B u t  7 9 2 1s  can  u s e  W MM. 



  

 



  

 
W i r e l e s s  L A N  Us e r s  
Y o u  n o w  ad m in is t e r  u s e r s  t h at  can  b e  u s e d  f o r  t h e  g u e s t  n e t . 
Config u re � Wirel es s  � U s ers  



Wirel es s  Netw ork  U s ers  

 Web  Log in Pag e 
Y o u  m ay  cu s t o m iz e :  



  
O r  u s e  I n t e r n al :  



 
D H C P  Se r v e r  
R e m e m b e r  t h at  w e  cr e at e d  a n e w  n e t w o r k  f o r  g u e s t  acce s s  w h ich  r e q u ir e s  cl ie n t s  t o  
r e ce iv e  D H C P I P ad d r e s s e s .   C o n f ig u r e  t h is  o n  t h e  U C 5 2 0 . 
Config u re � DH CP Serv er 



  
Al s o  d o n ’ t  f o r g e t  t o  s p e cif y  e x cl u s io n s :  

  



I P  A d d r e s s e s  
Ad d  t h e  I P Ad d r e s s  f o r  t h e  VL AN  3 0  in t e r f ace  

  

M o nito r 
W i r e l e s s  R a d i o s  

  



W i r e l e s s  C l i e n t s  

  



W i r e l e s s  C o n t r o l l e r  D a s h b o a r d  

 


