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00 Series switches deliver robust and easily managed 
ost-conscious small businesses. This Smart Tip describes 
itch solution can be implemented to optimize multicast traffic 
 with one or multiple Cisco 300 Series switches. It describes 
izing multicast traffic in LAN or Layer 2 environments using 
itches, and provides configuration examples.

 IP traffic stream from one source to be replicated across a 
le destinations or receivers. This saves the source from 
s of the same stream to different receivers. This also 
andwidth; instead of one stream per destination, the network 

and replicates it only when necessary to reach destinations, 
dth usage. Multicast technology is widely used today with the 
udio/video devices, cell phones, and so on. It used to be 
orks; now, with TV stations beginning to use the IP networks 

t, multicast is gaining prominence. Several other applications 
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 traffic through all ports on the VLAN (just like 
sted in the multicast stream still forward it to 

wastes switch bandwidth, as well as causing 
ed to receive the stream. Configuring IGMP 
 issues. By enabling IGMP snooping on all 

ms travel only to the multicast clients that 
ed to the rest of the ports.

res of the 
itches

ent Protocol (IGMP) V2 and 

ndividual hosts in a multicast group on a 
emberships by sending IGMP messages to 
, routers listen to IGMP messages and 

ver which groups are active or inactive on a 
ion of IGMP: 1, 2, and 3. The Cisco 300 Series 
, and can also send out query messages like 

h to examine, or snoop, some Layer 3 
etween the hosts and the router. When the 
 a host for a particular multicast group, the 

e associated multicast table entry. When the 
ssage from a host, it removes the host port 

es switch performs IGMP snooping if IGMP 
 are both enabled.

s Switch as an IGMP Querier
e the IGMP protocol on the network. In 
MP querier. In a small business where the 
rding, the Cisco 300 Series switch can act as 
 should be only one IGMP querier in a 

 supports standards-based IGMP querier 
nfigured manually, or dynamically through an 
nfiguring and Optimizing Multicast Traffic

HCP pool for default VLAN 1 (network devices) 192.168.1.100–254

ggregation switch 192.168.1.2

ccess switch 1 192.168.1.3

ccess switch 2 192.168.1.4

ata VLAN 10

ata VLAN default gateway 10.1.20.1

HCP pool for data VLAN DHCP clients  
Cs, laptops, and so on)

10.1.20.100–254

 camera 1 (CAM1)/group multicast address 10.1.20.5 / 239.10.10.5

 camera 2 (CAM2)/group multicast address 10.1.20.6 /239.10.10.6

switch hears the IGMP leave group me
from the table entry.  A Cisco 300 Seri
snooping and Bridge Multicast filtering

Using the Cisco 300 Serie
An IGMP querier is required to facilitat
general, a multicast router is also an IG
router may not support multicast forwa
an IGMP querier as a last resort. There
network. The Cisco 300 Series switch
election. The querier feature can be co
election process.
Key Multicast Feamart Tips for Small Businesses   

etwork Design Details
 the topology shown in Figure 1, one Gigabit Ethernet port of the router’s 
tegrated switch ports is connected to the uplink port G25 of the Cisco 300 Series 
gregation switch. The uplink ports G26 and G27 of the aggregation switch in turn 

e connected to each of the uplinks ports G25 of each of the two Cisco 300 Series 
cess switches, respectively. Optionally, a backup link can be created by 
nnecting the uplink port G26 of the two access switches. The backup link is there 

 case of accidental failure between the aggregation switch and one of the 
itches, to reroute traffic via this link. 

ote Spanning Tree Protocol (STP) or Rapid STP (RSTP) must be configured on all 
the switches to prevent a Layer 2 loop between the three switches. RSTP is 
recommended for faster convergence. Note also that RSTP is the default 
configuration for the Cisco 300 Series Switches.

isco Small Business routers usually come with a preconfigured VLAN 1 and IP 
dress. A single VLAN is usually adequate for a simple implementation. In cases 

here IP deployment may be considered, Cisco recommends isolating IP 
lephony traffic from data users traffic by creating additional VLANs for voice. This 

emonstration makes use of only a data VLAN 10 in addition to VLAN 1. This guide 
es the VLANs and network addresses listed in Table 1 for demonstration 

urposes only; feel free to use your own IP addressing scheme.

ble 1 Possible IP Addressing Scheme

efault VLAN 1

 address/default gateway/WAN router 192.168.1.1

A switch, by default, forwards multicast
broadcast). The ports that are not intere
the connected devices. This, however, 
congestions on the links that do not ne
snooping in the switch alleviates these
the switches, the video multicast strea
want to receive them, and are not flood

Key Multicast Featu
Cisco 300 Series Sw
Internet Group Managem
V3
IGMP is used to dynamically register i
particular LAN. Hosts identify group m
their local multicast router. Under IGMP
periodically send out queries to disco
particular subnet. There are three vers
switches support both versions 2 and 3
a router.

IGMP Snooping
IGMP snooping requires the LAN switc
information in the IGMP packets sent b
switch hears the IGMP host report from
switch adds the host port number to th
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s can be statically configured to Forward All, 
 not support IGMP. The configuration affects 
 selected VLAN.

ast Settings
h learns about the existence of multicast 
 joined which multicast group. Multicast 
d. Multicast groups that were either 
ured are considered registered. This 

icast frames (from a registered multicast 
hat multicast group. 

ve or filter unregistered multicast streams. 
y VLAN of which it is a member (or will be a 
hat the customer receives only the multicast 
rs that may be transmitted in the network.

hecklist 
ing network conforming to the topology 
 features:

cross the network, as required
eployed (optional)
 to provide multicast video streams through 

 on every switch in the network
 to provide priority queue to multicast traffic
4; if the camera marks the traffic differently, 
fic to CS4)
nfiguring and Optimizing Multicast Traffic

 multicast router (Mrouter) port is a port that connects to a multicast router. The 
witch includes the multicast router port(s) when it forwards the multicast streams 
nd IGMP registration messages. This is required so that all the multicast routers 
an in turn forward the multicast streams and propagate the registration messages 
 other subnets. On the Cisco 300 Series switches, it is possible to statically 

onfigure or dynamically detect which ports are connected to Mrouters.

sing Forward All Multicast
he Forward All Multicast feature enables and displays the configuration of the ports 
nd/or link aggregation groups (LAGs) that are to receive all the multicast streams 
om a specific VLAN. This feature requires that the Bridge Multicast filtering in the 
roperties screen of the Cisco 300 Series switch be enabled. If Bridge Multicast 
ltering is disabled, all multicast traffic is flooded to all ports in the switch.

 • QoS is configured in the switches
 • Multicast streams have DSCP CS

the switch should re-mark the traf
mart Tips for Small Businesses   

ote In a larger topology with aggregation and access layer switches, as in 
Figure 1, the aggregation layer switch should be manually configured as an 
IGMP querier.

sing MAC Group Addresses
e switch supports forwarding incoming multicast traffic based on the multicast 

roup information. This information is derived from the IGMP packets received, or as 
e result of manual configuration, and stored in the multicast forwarding database 
FDB).

hen a frame is received from a VLAN that is configured to forward multicast 
reams based on MAC group addresses, and its destination address is a Layer 2 
ulticast address, the frame is forwarded to all ports that are members of the MAC 

roup address.

ote One or more IP multicast group addresses can be mapped into a MAC group 
address. Forwarding based on MAC group addresses can result in an IP 
multicast stream being forwarded out to ports that have no receiver for the 
stream.

sing IP Multicast Group Address 
e IP Multicast Group Address feature is similar to the MAC Group Address feature 
cept that multicast groups are identified by IP addresses. Multicast frames are 
rwarded based on the destination IP address of the IP packet.

sing a Multicast Router Port

A port of the Cisco 300 Series switche
if the devices connecting to the port do
only the ports that are members of the

Using Unregistered Multic
If IGMP Snooping is enabled, the switc
groups, and monitors which ports have
groups can also be statically configure
dynamically learned or statically config
enables the switch to forward the mult
group) only to ports that are joined to t

Note A port can be selected to recei
The configuration is valid for an
member). This feature ensures t
groups requested and not othe

Pre-Configuration C
This configuration is based on an exist
shown in Figure 1, having the following

 • Data VLAN (VLAN 10) is defined a
 • Voice and other VLANs might be d
 • The video cameras are configured

the data VLAN
 • Rapid Spanning Tree is configured
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n in Figure 2. 

cated in Figure 2.

 Multicast Group Addresses 
IP Multicast Group Address screen is similar 
ept that multicast groups are identified by IP 

the multicast forwarding database, complete 

t Group Address. 

n opens, as shown in Figure 3. 

ess Screen
nfiguring and Optimizing Multicast Traffic

onfiguring Multicast on the Cisco 300 
eries Switches

he first step of configuring multicast on the switches is using the Properties screen 
 enable the Bridge Multicast filtering status. 

efining Multicast Properties
 enable Bridge Multicast filtering and select “IP Group Address” as “Forwarding 
ethod for IPv4”, complete the following steps: 

the following steps: 

Step 1 Click Multicast> IP Multicas

The IP Multicast Group Address scree

Figure 3 IP Multicast Group Addr
Configuring Multmart Tips for Small Businesses   

onfiguration Tips
ese configuration steps enable the following:

The LAN multicasts the video streams shown in Table 2 to PCs attached to the 
laptop.

This configuration does not include any router configuration to enable the 
router to forward or route multicast streams (although it can be done if required 
if the router supports multicast).
This configuration uses IGMP v2, and the PCs run the VLC 1.1.2 client to view 
multicast streams; other clients can be used if desired. 
This configuration uses “IP Group Address” as “Forwarding Method for IPv4”, 
instead of “MAC Group Address”.
This configuration uses the aggregation switch as the multicast querier router.
The ports connected to the router as well as the ports connected to the other 
switches are configured as Mrouter ports.
The configuration must be saved at the end. The changes that are made to the 
switch are saved on a running configuration after clicking Apply. The running 
configuration must be saved to keep the changes. To keep the changes after 
rebooting, the running configuration must be saved to the Startup 
Configuration file. 

ble 2  IP and Multicast Addresses

 Video Surveillance 
amera Name Camera IP Address

Video Stream Multicast 
Address

AM1 10.1.20.5 239.10.10.5

AM2 10.1.20.6 239.10.10.6

Step 1 Click Multicast> Properties

The Properties screen opens, as show

Figure 2 Properties Screen

Step 2 Enter the parameters as indi

Step 3 Click Apply. 

The switch is updated. 

Displaying and Adding IP
After multicast filtering is enabled, the 
to the MAC Group Address screen, exc
addresses. 

To display and add multicast groups in 
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n as the Querier with IP address 192.168.1.2. 
uld be only one IGMP querier in a network. 

st Group Screen
isplay the multicast groups that are snooped 
teps: 

ulticast Group. 

pens, as shown in Figure 5. 

Group Screen

up for which to search: IGMP. 

 as indicated in Figure 5. 

 each multicast group. 

g snooped in the switch for VLAN 10 for 
AM1 and CAM2 respectively.
nfiguring and Optimizing Multicast Traffic

he IGMP Snooping Table displays the IGMP snooping information for the VLANs on 
e switch.

tep 2 For IGMP Snooping Status, check Enable. 

tep 3 Select VLAN 10, and click Edit. 

he Edit IGMP Snooping screen opens. 

Step 2 Set the type of snooping gro

Step 3 Enter the query filter criteria

Step 4 Click Go. 

The fields in Figure 5 are displayed for

Note Note the multicast groups bein
239.10.10.5 and 239.10.10.6 of C
Configuring Multmart Tips for Small Businesses   

tep 2 Enter the parameters required for filtering, as shown in Figure 3.

tep 3 Click Add to add a static IP Multicast Group Address. 

e Add IP Multicast Group Address screen opens. 

tep 4 Enter the parameters as indicated in Figure 3 to add a static multicast 
oup.

tep 5 Click Apply. 

e IP multicast group is added, and the device is updated. Figure 3 shows the static 
roup 239.10.10.254 being added and displayed in the table. 

ote This table consists of the entire multicast forwarding database, including all 
active VLANs.

nabling IGMP Snooping 
 enable IGMP Snooping on the aggregation switch and identify the switch as an 
MP Snooping Querier on VLAN 10, complete the following steps: 

tep 1 Click Multicast > IGMP Snooping. 

e IGMP Snooping screen opens, as shown in Figure 4. 

gure 4 IGMP Snooping Screen

Step 4 Enter the parameters as indi

Step 5 Click Apply. 

The switch is updated. 

Note The aggregation switch is show
As mentioned above, there sho

Using the IGMP IP Multica
To query for a IP multicast group and d
in the switch, complete the following s

Step 1 Click Multicast> IGMP IP M

The IGMP IP Multicast Group screen o

Figure 5 IGMP/MLD IP Multicast 
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era for Multicast
 IP Video Surveillance Solution Smart Setup 

t, complete the following steps:

wn in Figure 7.

mera for Multicast

icast with a distinct group address for each 

d enter 32 in the DSCP field (to match the 
r Cisco IP Telephony Smart Tips document).

gs.

the IP Video Surveillance 

VLC media player, see the VLC configuration 
e following URL: http://www.videolan.org/.

 installed and configured on the PC, it should 
m the LAN or the Internet. Using the VLC 
e Start > All Program menu on the PC, launch 
nfiguring and Optimizing Multicast Traffic

tep 2 Select the Source File Name to be copied. 

nly valid file types are displayed; the file types are described in the Files and File 
pes section. 

tep 3 Select the Destination File Name to be overwritten by the source file. 

tep 4 Click Apply. 

Step 4 Check Enable QoS Mode an
Configuring LAN Quality of Service fo

Step 5 Click Save to save the settin

Configuring VLC to View 
Camera Multicast Stream
To download install and configure the 
guide located on the VLC website at th

After VLC is downloaded and properly
be ready to receive multicast traffic fro
Shortcut icon on the desktop or from th
VLC Media Player.
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efining a Multicast Router Port (Optional)
is is relevant only if the router supports multicast forwarding and routes multicast 

affic to other routers or the Internet. For configuration steps, see the administration 
uide or the Help page.

efining Forward All Multicast (Optional)
is is required if the devices connecting to the port do not support IGMP and/or 

ulticast Listener Discovery (MLD). For configuration steps, see the administration 
uide or the Help page.

efining Unregistered Multicast Settings (Optional)
is feature ensures that the customer receives only the multicast groups 

quested and not others that may be transmitted in the network. For configuration 
eps, see the administration guide or the Help page.

opying and Saving the Configuration
 copy one configuration from one file type to another file type: 

tep 1 Click Administration > File Management > Copy/Save Configuration.

e Copy/ Save Configuration screen opens, as shown in Figure 6. 

gure 6 Copy/Save Configuration Screen

The file is copied and switch is update

Configuring Cisco IP Cam
To set up the Cisco IP camera, see the
Guide.

To configure the IP camera for multicas

Step 1 Click Advance Setup, as sho

Figure 7 Configuring Cisco IP Ca

Step 2 Check Enable Multicast.

Step 3 Enter the information for mult
camera. 

http://www.videolan.org/
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re 8 Entering the URL for the Multicast Stream

The VLC picture cannot be saved inside applications such as MS Word or MS 
Paint. It usually shows as a live picture inside those applications.

Cis s. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third-party 
trad nership relationship between Cisco and any other company. (1005R) 
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e multicast streams can be received either manually or using Session 
nouncement Protocol (SAP) service. For more on the SAP service with VLC, visit 
 following URL: http://wiki.videolan.org/SAP.

use VLC as a multicast client to receive the multicast streams from the Cisco IP 
eo Surveillance Camera using SAP, complete the following steps:

p 1 Using the SAP service, define the playlist in VLC by going to View > Select 
ylist.
p 2 From the VLC Media Browser list, select Local Network and then Network 
eams (SAP) to see the available stream(s) to play.

ially the list will be empty; to form the list, IGMP querier may be required.

p 3 To display the video, double-click one of the camera listed on the playlist as 
wn in Figure 8, or right-click one of the cameras and select Play from the menu.

Figu

Note

http://www.cisco.com/go/trademarks
http://wiki.videolan.org/SAP
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