
Cisco Head-to-Head Comparison
Cisco SG500XG-8F8T vs. HP FlexFabric 5700 Switch

We are comparing the Cisco SG500XG-8F8T 16-port 10-Gigabit Stackable Managed Switch and
the HP FlexFabric 5700-32XGT-8XG-2QSFP+ Switch. Though they are not a match from a
number of ports standpoint, they are the most similar between the two switch line ups. You
would have to purchase two Cisco switches to replicate the number of ports on the HP. When
priced on a per port basis, the Cisco switch is slightly less expensive: $267 per port for Cisco
vs. $294 for the 32 port HP switch.

However, the price of the HP switch does not include either fan trays or power supply. The
customer must order fan trays, as fan trays are not included with the switch. Two fan trays are
required to run the switch continuously. HP X711 or HP X712 are the recommended fan tray
part numbers (over $600 for 2) Either one or two power supplies can be used. HP A58x0AF is
the recommended power supply (appox. $400 - qty 1) . These required add-ons make the HP
switch at least $1,000 more expensive than their advertised price would imply. The per port
price is now closer to $267 for Cisco (power supply and fans are included) and $326 for the HP
switch. Source: http://www8.hp.com/h20195/v2/GetDocument.aspx?docname=c04347352

Neither the Cisco or HP switch have POE ports. However, the Cisco switch allows you to stack
this switch with other POE and Gigabit Ethernet switches, part of the SG500X portfolio, making
it much more flexible than the HP offering. All ports on both switches can be set to 10 GB, so,
generally speaking, both devices could be used for the same functional areas of the network.

When comparing the features, the Cisco switch is far and away the better value.
 Stacking can be as easy as just connecting a stack port to another stack port, while IRF

requires a detailed CLI configurations on each switch.
 SG500XG Stacks with SG500X POE switch models and Gigabit Ethernet models.
 SG500XG and SG500X supports link-aggregated stack links allowing you to increase

your stack bandwidth when needed.
 Cisco’s Auto Voice VLAN configuration makes creating and applying QoS to a voice

VLAN simple, while HP switches would require multiple complex CLI configurations.
 IP telephony support with voice VLANs for automatic configuration of connected IP

phones.
 Cisco offers patent-pending Network-wide auto-voice VLAN and QoS propagation.
 VRRP (Virtual Router Redundancy Protocol) on the Cisco switch allows for fault

tolerant default gateway redundancy. HP does not support this feature.
 2,000 IPv6 static routes on the Cisco switch vs. 128 IPv6 static routes for the HP switch.
 Cisco is USGv6 and IPv6 Gold Logo certified, HP is not.
 Cisco discovers and automatically applies appropriate profiles for more end devices

with its support for Bonjour, CDP, and LLDPAutomatic discovery mechanisms together
with Auto Smartports capabilities.

 Cisco facilitates better Energy Consumption, thereby delivering lower Operational costs.
This is done with support for EEE (Energy Efficient Ethernet) support on the
10GBase-T interfaces, plus capacity to turn off LEDs or ports according to a time
schedule.

http://www8.hp.com/h20195/v2/GetDocument.aspx?docname=c04347352


HP recommends their switch to be used for deployment at the server access layer in large
enterprise data centers. Aside from the smaller form factor, the Cisco switch could be used in
the same area. While the number of ports on the SG500XG are not as plentiful as the HP
switch, the SG500XG can be stacked up to 8 units high, delivering up to 128 10-Gigabit ports
thereby allowing growth into large networks.
Most notably, the HP switch does not have a web interface for configuration, only command line
interface. This lack of feature makes the HP switch less user friendly. The Cisco switch, with
both web interface and CLI configurability, makes if more user friendly for SMB, while
command line capability and the rich feature set make the switch suitable for larger deployments
as well.

Given the HP CLI-only interface, it is unlikely that the HP switch will be broadly used in the
SMB market that the SG500XG-8f8t is targeted for. The number of ports and cost of the HP
switch would place it out of reach for most SMBs.

Side by side comparison
HP FlexFabric 5700-32XGT-8XG-2QSFP+
Switch

Cisco SG500XG-8F8T 16-port
10-Gigabit Stackable Managed Switch

Price: $9,421.99 (avg street) $4,272.99 (avg street)

Unit Dimensions: (WxDxH) 43.99 x 66 x 4.37 cm 44 x 35 x 4.4 cm

Weight 13 kg 5.25 kg
Fans Not included, 2 fan trays required (+$600) Included
Power Supply No, must be ordered separately (+$400) Included

Ports:
32 RJ-45 1/10GBASE-T ports, 8 fixed
1000/10000 SFP+ ports. 2 QSFP+

8 XG Copper, 8 XG SFP+ , 1 GE
Management

Memory: 512 MB flash 32 MB flash

Packet Buffer 9 MB 16Mb

LAYER 2
Switching Capacity 960 Gbps 320 Gbps

Spanning Tree Protocol: Yes Yes

RSTP: Yes Yes

Multiple STP: Yes Yes, support for 16 instances

Port Grouping/Link
Aggregation:

Yes, up to 128 groups of 16 ports Yes, up to 32 groups of 8 ports

VLAN:

Up to 4096 VLANs based on port. VLAN
Mapping

Up to 4096 VLANs simultaneously
Port-based and 802.1Q tag-based VLANs
MAC-based VLAN, Management VLAN, PVE
(Private VLAN Edge), also known as
Protected Port, with multiple uplinks,
Guest VLAN Unauthenticated VLAN
Protocol-based VLAN CPE VLAN, Dynamic
VLAN assignment via Radius server along
with 802.1x client authentication

VLAN Mirroring Yes Yes
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Voice VLAN: No, not automatically assigned

Yes, voice traffic is automatically assigned
to a voice-specific VLAN and treated with
appropriate levels of QoS. Auto voice
capabilities deliver network-wide zero
touch deployment of voice endpoints and
call control devices.

Multicast TV VLAN: No

Yes, multicast TV VLAN allows the single
multicast VLAN to be shared in the network
while subscribers remain in separate
VLANs. This feature is also known as
Multicast VLAN Registration (MVR).

Q-in-Q:

Yes, Q-in-Q and Selective Q-in-Q Yes, VLANs transparently cross over a
service provider network while isolating
traffic among customers.

GVRP/GARP: No

Yes, Generic VLAN Registration Protocol
(GVRP) and Generic Attribute Registration
Protocol (GARP) enable automatic
propagation and configuration of VLANs in
a bridged domain.

Unidirectional Link Detection
(UDLD):

Yes, Device Link Detection Protocol -
monitors link connectivity and shuts down
ports at both ends if unidirectional traffic is
detected, preventing loops in STP-based
networks

Yes, UDLD monitors physical connection to
detect unidirectional links caused by
incorrect wiring or port faults to prevent
forwarding loops and black-holing of traffic
in switched network

DHCP Relay at Layer 2:

DHCP Snooping support for DHCP Snooping
Option 82, DHCP Relay Option 82, DHCP
Snooping Trust, and
DHCP Snooping Item Backup

Yes, relay of DHCP traffic to DHCP server in
a different VLAN. Works with DHCP Option
82.

IGMP (versions 1, 2, and 3)
snooping:

IGMP Snooping v1/v2/v3, PIM Snooping,
MLD snooping v1/v2 and IPv6 PIM Snooping

Yes, Internet Group Management Protocol
(IGMP) limits bandwidth-intensive
multicast traffic to only the requesters;
supports 1K (1024) and 4K (for SG500X in
native mode) multicast groups
(source-specific multicasting is also
supported).
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IGMP querier: No

Yes, IGMP querier is used to support a
Layer 2 multicast domain of snooping
switches in the absence of a multicast
router.

HOL Blocking: No Yes

Jumbo Frames:
Yes, with frame sizes of up to 10,000 bytes
on Gigabit Ethernet and 10-Gigabit ports

Yes, frames up to 9K (9216) bytes in length.

LAYER 3

IPv4 routing:
Yes, provides routing of IPv4 at media
speed; supports static routes

Yes, wirespeed routing of IPv4 packets
Up to 2K (2048) static routes and up to 256
IP interfaces

Wirespeed IPv6 Static
Routing: Yes, 128 static routes Yes, up to 2K (2048) static routes and up to

128 IPv6 interfaces

Layer 3 Interface: Yes
Yes, configuration of layer 3 interface on
physical port, LAG, VLAN interface or
Loopback interface

CIDR:
Yes Yes, support for Classless Inter-Domain

Routing

RIP v2: Yes Yes

VRRP: No

Yes, Virtual Router Redundancy Protocol
(VRRP) delivers improved availability in a
Layer 3 network by providing redundancy
of the default gateway servicing hosts on
the network. VRRP versions 2 and 3 are
supported. Up to 255 virtual routers are
supported.

DHCP Server: Yes

Yes, switch functions as an IPv4 DHCP
Server serving IP addresses for multiple
DHCP pools/scopes
Support for DHCP options

DHCP Relay at Layer 3: Yes Yes, relay of DHCP traffic across IP
domains.

User Datagram Protocol
(UDP) Relay: No

Yes, relay of broadcast information across
Layer 3 domains for application discovery
or relaying of BOOTP/DHCP packets.
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STACKING

Hardware stack:
Yes, IRF; 9 switches Yes, up to 8 units in a stack. Up to 416

ports managed as a single system with
hardware failover.

Plug-and-play stacking
configuration/management:

IRF consists of: Ring topology, Daisy chain
topology, LACP MAD, ARP MAD, ND MAD,
BFD MAD, ISSU, IRF comprised of different
models

Master/backup for resilient stack control
Auto-numbering
Hot swap of units in stack
Ring and chain stacking options Auto
stacking port speed Flexible stacking port
options

High-speed stack
interconnects:

1/10GBase-T autosensing Ethernet ports, Cost-effective 5G copper and high-speed
10G Fiber and Copper interfaces. Stack
LAG for aggregation of up to 8 ports in a
single interconnection

Hybrid stack:
IRF comprised of different models A mix of SF500, SG500, and SG500X in the

same stack (10/100, Gigabit, and 10
Gigabit).

SECURITY
SSH Yes Yes, V1 and V2 supported

SSL Yes Yes

802.1X(Authenticator Role) Yes Yes

Web Based Authentication Yes Yes

STP BPDU Guard Yes Yes

STP Root Guard Yes Yes

DHCP snooping

Yes, provides full DHCP Snooping support
for DHCP Snooping Option 82, DHCP Relay
Option 82, DHCP Snooping Trust, and DHCP
Snooping Item Backup

Yes, Filters out DHCP messages with
unregistered IP addresses and/or from
unexpected or untrusted interfaces. This
prevents rogue devices from behaving as a
DHCP Server.

IP Source Guard (IPSG) Yes Yes

Dynamic ARP Inspection Yes

IP/Mac/Port Binding Yes Yes

Secure Core Technology No Yes

Secure Sensitive Data Yes Yes

Layer 2 isolation(PVE) Yes Yes

Port Security Yes Yes

RADIUS/TACACS+ Yes, switch functions as a client Yes, switch functions as a client

RADIUS accounting Yes Yes



HP FlexFabric Cisco SG500XG-8F8T
Storm control Yes Yes

DoS Prevention No Yes

Multiple user privilege in CLI Yes, unknown levels Yes, Level1, 7, and 15

ACLs Yes, unknown number supported Support for 3072 rules, time based ACLs
supported

Management
Web User Interface No Yes

SNMP Yes, V1, V2, and v3
Yes, SNMP versions 1, 2c, and 3 with
support for traps, and SNMP v3 User-based
Security Model (USM)

IPv4 and IPv6 Dual Stack Yes Yes

Quality of Service
Priority levels Eight output queues for each port 8 hardware queues

Scheduling

Flexible queue scheduling algorithms based
on port and queue, including strict priority
(SP), Weighted Deficit Round Robin (WDRR),
Weighted Fair Queuing (WFQ), SP + WDRR,
and SP + WFQ.

Strict Priority and weighted round-robin
(WRR)

Class of service Remarking of 802.1p and DSCP
priority

Port based; 802.1p VLAN priority based;
IPv4/v6 IP precedence/ToS/DSCP based;
DiffServ; classification and re-marking
ACLs, Trusted QoS
Queue assignment based on differentiated
services code point (DSCP) and class of
service (802.1p/CoS)

Rate limiting

Restriction of the rates at which a port
sends and receives packets, with a
granularity of 8 kbps. Committed access
rate (CAR), with a granularity of traffic limit
8 kbp

Ingress policer; egress shaping and ingress
rate control; per VLAN, per port, and flow
based

Congestion avoidance Explicit Congestion Notification (ECN)
A TCP congestion avoidance algorithm is
required to minimize and prevent global
TCP loss synchronization.
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IPV6

IPV6

NOT USGv6 and IPv6 Gold Logo certified

IPv6 Neighbor Dicovery

Stateless Address Autoconfiguration

Path MTU Discovery

Duplicate Address Detection (DAD) ICMPv6

IPv6 Host Mode IPv6 over Ethernet Dual
IPv6/IPv4 stack

USGv6 and IPv6 Gold Logo certified
IPv6 Neighbor and Router Discovery (ND)
IPv6 Stateless Address

Autoconfiguration Path MTU Discovery

Duplicate Address Detection (DAD) ICMPv6
IPv6 over IPv4 network with ISATAP tunnel
support

IPv6 QoS
Flow classification based on source MAC,
destination MAC, Source IP (IPv4/IPv6),
destination IP, port, protocol and VLAN.

Prioritize IPv6 packets in hardware

IPv6 ACL
Drop or Rate Limit IPv6 packets in
hardware

IPv6 First Hop Security No

RA guard / ND inspection
DHCPv6 guard / Neighbor binding
table (Snooping and static entries)
Neighbor binding integrity check

Multicast Listener Discovery
(MLD v1/2) snooping MLD snooping v1/v2 Deliver IPv6 multicast packets only to the

required receivers

IPv6 applications

Web/SSL, Telnet Server/SSH, Ping,
Traceroute, SNTP, TFTP, SNMP, RADIUS,
Syslog, DNS client, DHCP Client, DHCP
Autoconfig, IPv6 DHCP Relay, TACACS

Information in this document is accurate to the best of our knowledge based on publicly
available documentation from HP on this date. You are encouraged to validate this
content and notify us if discrepancies are found. We will make corrections. Pricing was
obtained at CDW.com on August 30, 2014.


