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Why Quality of Service?
Quality of service (QoS) in a network device helps applications such as voice, 
streaming video, and other time-sensitive applications providing appropriate priority 
and adequate bandwidth to traffic during network congestion. Voice calls and 
streaming video may become choppy and jittery if overall traffic exceeds network 
capacity, so voice and video traffic must receive priority treatment, which is provided 
by QoS classification. In addition, QoS can provide configured amounts of bandwidth 
to traffic of other important applications during network congestion, thus ensuring 
business continuity during such events. Although QoS is of critical importance in a 
WAN router, a LAN switch can be congested as well, although less frequently; 
therefore, a switch also requires QoS configuration to avoid any potential degradation 
of voice or video quality. 

This Smart Tip describes the steps to configure a Cisco SF 300-48P switch with QoS 
to support voice, streaming video (such as video surveillance), and other traffic types 
commonly found in a small business network. (See Figure 1.)
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In general, the DSCP codes starting with AF (Assured Forwarding) can range from 
AF11–AF13, AF21–AF23, AF31-AF33, or AF41–AF43. Assured Forwarding requires 
that traffic of this class must be assured to be forwarded as long as it does not 
exceed a certain configurable bandwidth limit. The two digits following the prefix AF 
represent AF-class and drop precedence (high, low, or medium). For example, in 
AF31, the AF-class is 3 and the drop precedence is 1 (drop precedence 1= low drop, 
2= medium drop, 3 = high drop). 

If congestion occurs among traffic classes with different AF-classes (AF1x, AF2x, 
AF3x, and AF4x), higher AF class traffic is preferred to be forwarded. However, if 
congestion occurs among traffic classes with the same AF class (for example, 
among AF11, AF12, AF13), traffic with high drop precedence is discarded first. 

DSCP codes starting with CS (Class Selector) range from CS0 through CS7, and 
were created to be backward compatible with QoS systems that use IP precedence 
(rather than DSCP) for traffic classification. In practice, however, a combination of 
CS- and AF-based traffic marking is quite prevalent. CS codes have no drop 
precedence.

Traffic Marking
Marking is the process of setting or changing the DSCP or CoS value of a packet 
based on the traffic type. Cisco Smart Design solutions mark traffic as follows:

 • Traffic from attached devices such as servers, network-attached storage (NAS), 
or surveillance cameras are marked to conform to the traffic classification 
described in the previous section, if the traffic source marks the traffic 
differently, or is not trusted.

 • Incoming traffic with DSCPs other than those listed in Table 1 are marked to 
DSCP CS0 (best effort). 

Traffic Class Name DSCP Code (Decimal Value) CoS

Voice EF (46) 5 

Streaming video CS4 (32) 4

Signaling CS3 (24), AF31 (26) 3

etwork devices Internetwork control CS6 (48) 6

Transactional CS2 (16), AF21 (18) 2

itches) BPDU N/A 7

Best Effort CS0 (0) 0
Table 1 Traffic Class Names, DSCP, and CoS Values

Traffic Description

Voice bearer traffic

Streaming video traffic; for example, from video surveillance camera (optional)

Signaling traffic for voice/video, and so on

Internetwork control traffic; control packets, such as dynamic routing generated by n

Traffic from important (transactional) business applications (optional)

Bridge Protocol Data Unit (BPDU) packets exchanged between switches (only on sw

The rest of the traffic
Design Tips
Traffic Classification
In Cisco Smart Design solutions, QoS is used to classify traffic into several traffic 
classes so that each class can be configured to get the kind of QoS treatment it 
requires. In Smart Design solutions, the traffic class of a packet is identified by the 
Differentiated Services Code Point (DSCP) or class of service (CoS) value of the 
packet. DSCP is a 6-bit field in the IP packet header that can be assigned a specific 
value to represent the type of QoS treatment the traffic needs. You can configure 
QoS to treat all packets carrying a specific DSCP value (or multiple specific DSCP 
values) as a single traffic class, distinct from other traffic classes. Common traffic 
classes, as defined in Smart Designs, are shown in the first two columns of Table 1. 

Although switches forward traffic based on the Ethernet header and not the IP 
header of a packet, the Cisco Small Business 300 Series Managed Switches read 
the IP header to classify traffic based on the DSCP carried by the IP packets.

Alternatively, a switch can also classify packets matching a specific value of the 3-bit 
CoS field found on the Ethernet Header of 802.1q packets.

Note For certain types of QoS actions, the Cisco 300 Series switches also allow 
traffic classes based on a matching access control list (ACL).

The DSCP code EF denotes Expedited Forwarding, which requires that packets of 
this class should be forwarded with minimum delay, jitter, or packet loss. This DSCP, 
therefore, is applicable to the voice or real-time video traffic class. 
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control

BPDU CS7

Transactional CS2, 
AF21

2 WRR 1 
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Equivalent to 33.33% of 
remaining bandwidth 
after both priority 
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Best effort CS0 1 WRR 2 
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66.67% of remaining 
bandwidth

TCP Congestion Avoidance mitigate
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incoming traffic after the queue gets
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of TCP flows.

In Cisco Smart Designs, this feature
on the LAN switches, because confi
traffic flowing through the LAN. How
Congestion Avoidance, it can be ena
Traffic Queuing
Queuing is used to allow various traffic classes to share bandwidth, and allow 
certain types of traffic (such as voice and video) to get priority treatment over other 
types of traffic. The Cisco 300 Series switch has four hardware queues. Each of 
these queues can be defined as a priority queue for expedited forwarding of traffic 
placed into the queue, or as a weighted round robin (WRR) queue that can share 
bandwidth with other WRR queues in a configured ratio. In addition, each queue can 
be individually shaped to a certain maximum rate; excess traffic above the shaped 
rate is dropped. Note that a switch port can be configured to police traffic as well; in 
which case, it can also drop traffic exceeding its configured rate. Each WRR queue 
is configured with a weight (or a bandwidth percentage). The switch forwards traffic 
from these queues in proportion to their weights, thus ensuring a minimum 
percentage of available bandwidth to each WRR queue after the priority queues are 
serviced. 

This design assigns the traffic to the four hardware queues of Cisco Sx 300 
switches as shown in Table 2 (these values can be changed in a deployment if 
necessary) 

Table 2 Traffic Queuing Assignments

Traffic Class 
Name DSCP

Queue  
#

Queue  
Type

WRR 
Weight Remarks

Voice EF 4 Priority Shaped to 10% of line 
rate

Streaming video CS4

3 Priority Shaped to 40% of line 
rate

Signaling CS3, 
AF31

Internetwork CS6

In the design described in Table 2, tra
priority) is serviced first. When queue
queue with lower priority) is serviced
remaining available bandwidth is sha
their weights. The weights shown ab
bandwidth to queue 1 and 66.67% to

Policing/Shaping Priorit
The priority queues do not have any
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Therefore, this design imposes a rat
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10% and 40% of the interface bandw
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TCP Congestion Avoida
The TCP Congestion Avoidance featu
that leads to underutilization of the n
performance for TCP-based traffic b
congestion occurs.

Without TCP Congestion Avoidance
packets are dropped. This sudden sp
of TCP applications. All these applica
drastically reduce their sending rate,
increasing sending rate exceeds a c
drops all incoming packets again. Th
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Step 1 Select Quality of Service > General > QoS Properties. 

This displays the QoS Properties screen, as shown in Figure 2.

Step 4 In the Queue screen, confi
weights 1 and 2; configure the queue

Queue 4 is for voice and 3 is for stre
also carries signaling traffic. Note th
and video is okay even when voice an
queues do not reserve any bandwid
traffic classes.
Configuration Tips
The configuration described in this section configures each port of a 
Cisco 300 Series switch (deployed either as an access switch or an aggregation 
switch in a Cisco Smart Design topology) with queuing features to support the 
traffic classes defined above. In addition, this configuration demonstrates how to 
configure a port to police and mark incoming traffic from a device attached to the 
switch.

Basic and Advanced QoS Modes
Cisco Sx300 switches can be configured to be in either basic or advanced QoS 
mode. Basic QoS mode supports the required queuing functionality (Priority and 
WRR queuing) and shaping the priority queues. However, this design uses the 
advanced QoS mode, because this mode is required to police/mark incoming 
traffic from specific switchports. It is typical to mark all traffic from traffic sources 
such as servers, NASes, and video cameras, if they do not mark the traffic, or if they 
are untrusted (not within the administrative control of the network administrator, or 
can potentially be exploited by an attacker). Advanced QoS mode allows you to 
specify the traffic for such policing/marking with great granularity; you can specify 
the source/destination IP addresses/subnets, their TCP/UDP protocols, and their 
ports. If such policing/marking of traffic flows is not required in a deployment, basic 
QoS mode is adequate.

The following configuration steps assume you can access the web-based 
administration screen of the Cisco SF 300-48P switch. It is also assumed that the 
Data VLAN and Voice VLAN have been created on the switch and elsewhere in the 
network as needed, and the switch is connected with the WAN router, as shown in 
Figure 1. 

To configure LAN QoS, complete the following steps:

Figure 2 QoS Properties Scree

Step 2 Select Advanced in the Qo

In the Interface CoS Configuration ta
ports are 0.

Step 3 Select Quality of Service 

This displays the Queue screen, as s

Figure 3 Queue Screen
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Step 5 Select Quality of Service > General > QoS Properties > QoS/802.1p to 
Queue.

This displays the CoS/802.1P to Queue screen, as shown in Figure 4.

Figure 4 CoS/802.1P to Queue Screen

Step 6 Verify that the CoS values are mapped to the queues as in Figure 4, or 
change the mapping accordingly, and click Apply.

Step 7 Select Quality of Service > General > QoS Properties > DSCP to 
Queue.

This displays the DSCP to Queue screen, as shown in Figure 5. 

Figure 5 DSCP to Queue Screen

Step 8 Verify that the DSCPs are m
the mapping accordingly, and click A
Step 9 Select Quality of Service 
Shaping per Queue. 

This displays the Egress Shaping pe

Figure 6 Egress Shaping per Qu

Step 10 In the Egress Shaping Per
Figure 6, and click Edit. 

This displays the popup screen show

Figure 7 Popup Screen
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 Table button.

een (partially shown in Figure 10).

 access control expressions (ACEs).

creen
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mark incoming traffic from a device connected to the switch. This example polices 
the traffic from a video surveillance camera (IP address 10.1.20.5) to 500 Kbps. Traffic 
in excess of 500 Kbps is dropped, while traffic within the policing rate is marked with 
DSCP CS4.

This procedure includes the following main steps:

 • Creating a traffic class using an access control list (ACL) that matches the IP 
address of the video camera

 • Creating a QoS policy table that contains one or more policy class maps
 • Creating a policy class map that specifies the policing/marking actions to be 

done for the specific traffic class
 • Attaching the policy class map to the switch port that is connected to the video 

camera
Step 11 In the popup screen shown in Figure 7, do the following:

a. Click the selection buttons to enable shaping on queues 3 and 4. 

b. Enter values as shown in Figure 7 to shape queue 3 with CIR 40000 Kbps and 
with CBS 10000. 

c. Shape queue 4 with CIR 10000 Kbps and with CBS 10000. 

d. Click Apply. 

e. When “Success” is displayed, click Close. 

This closes the popup screen and displays the Egress Shaping Per Queue screen. 
Verify that the port E1 now shows the shaping values entered in the Egress Shaping 
per Queue Screen.

Step 12 On the Egress Setting per Queue screen, click Copy Settings to copy the 
shaping configuration of E1 port to all other ports of the switch. 

On the popup screen, enter the range of Fast Ethernet ports of the switch, as shown 
in Figure 8, and click Apply.

Figure 8 Copy Configuration Screen

The Copy Configuration popup screen closes. Verify that Egress Shaping Per 
Queue screen now displays the shaping values for all the switch ports.

Repeat this step for the Gigabit Ethernet ports (G1 to G4). Use CIR=400000 and 
CBS=100000 for queue 3; and CIR=100000 and CBS=100000 for queue 4.

Optional—This and the following steps are required if you want to police and/or 

Step 13 To create an ACL that ident
Control > IPv4 based ACL.

This displays the IPv4-Based ACL sc

Figure 9 IPv4-Based ACL Scre

Step 14 Click the ACL Name selec

This displays the Add IPv4-Based AC

Step 15 Enter the name of the ACL 

This removes the popup data entry s
IPv4-Based ACL screen. 

Step 16 Click the IPv4-Based ACE

This displays the IPv4-Base ACE scr

Note An ACL consists of one/more

Figure 10 Add IPv4-Based ACE S
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Step 18 Enter the ACE data as follows:

a. Priority—1 (priority determines the order in which multiple ACEs, if any, of an 
ACL are evaluated)

b. Source IP address as that of the camera—10.1.20.5

c. Source IP wildcard mask—255.255.255.255

Step 19 Click Apply. 

This creates the ACL with the single ACE you just entered. 

Note You can additionally specify destination IP address/subnet, protocol, and 
TCP/UCP port in the ACE entry as applicable for any ACE.

Step 22 In the popup screen, do th

a. In the Class Map Name field, en

b. In the Match ACL Type field, che

c. In the IP field, check IPv4. 

d. Select the From Camera ACL fro

e. Click Apply, and verify that the o

Step 23 Select Quality of Service

This displays the Policy Table screen

Step 24 Click Add to add a new po

The popup screen shown in Figure 1
Step 17 Click Add. 

This displays the screen partially shown in Figure 11 to enter details of the access 
control entries (ACE) to be included in the ACL From Camera. Multiple ACEs can be 
included if desired.

Figure 11 Entering ACE Details

Step 20 Select Quality of Service

This displays the Class Mapping scre
the rule to identify the traffic class (in
the traffic from the video camera, as

Figure 12 Class Mapping Screen

Step 21 Click Add to add a new cla

The popup screen to create a new c

Figure 13 Creating a New Class 
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 video.
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 > QoS Advanced Mode > Policy Binding. 
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Step 28 Select the policy name (IP camera policy) from the dropdown menu and 
Click Add. 

This displays the screen shown in Figure 16 to add the policing/marking actions to 
be taken for traffic matching this policy.

g. Verify that “Success” is displaye

h. Click Close to close the popup 

Step 30 Select Quality of Service

This displays the Policy Binding scre
Figure 14 Policy Table Screen

Step 25 Enter the policy table name (IP camera policy in this example). 

Step 26 Click Apply. 

This removes the popup screen and displays “Success” on the Policy Table screen, 
along with the newly created policy name.

Step 27 To add the actual traffic policy (policing, marking, and so on), to be 
included in the policy table just created, select Quality of Service > QoS 
Advanced Mode > Policy Class Map.

The Policy Class Maps screen appears, as shown in Figure 15.

Figure 15 Policy Class Maps Screen

Figure 16 Adding Policing/Marki

Step 29 In the screen shown in Fig

a. Select the class map video from

b. Click the radio button to select S
corresponding dropdown list. 

c. Enter 32 (that is, DSCP CS4) in th
for all traffic matching class map

d. Assuming you want to police traf
excess traffic, enter the values10
Rate field, and 20000 in the Ingre

e. In the Exceed Action field, check

f. Click Apply.
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 Figure 18. 

en

ounter set. 
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 popup screen, do the following:

rt, queue, and drop precedence values for the 

d, indicating successful operation. 

ts, as shown in Figure 19. 
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c. Click the selection box indicating the switch port (E 35 in this example) where 
the policy IP camera policy is to be applied (you can also apply a single policy 
on more than one switch ports, if required). 

d. Click Apply. 

On successful operation, this displays “Success” on the screen, and the name of the 
policy (IP camera policy) is displayed against the port E35 in the Policy Binding 
table.

This completes the QoS configuration on the switch.

b. Click Apply. 

c. Verify that “Success” is displaye

d. Click Close.

This displays the actual packet coun
Figure 17 Policy Binding Screen

This is used to apply the policy you just created to the switch port connected to the 
IP video surveillance camera (switch port E35 in this example).

Step 31 In the Policy Binding Screen, do the following:

a. Select the policy name (IP camera policy) from the dropdown list of policies to 
apply. 

b. Select the interface type as port from the dropdown list. 

Verification
Step 1 Select Quality of Service

This displays the Queues Statistics s
sets of packet counters, as shown in

Figure 18 Queues Statistics Scre

Step 2 Click Add to add the first c

The Add Queue Statistics popup scr

Step 3 In the Add Queue Statistics

a. Enter values to choose switch po
statistics. 
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ep 6 Enter the switch port name (E35), policy name, and class map name you 
e interested in, and then click Apply.

is displays the policing statistics as shown in Figure 21.

gure 21 Single Policer Statistics Screen

 test whether policing works or not, temporarily set the policing rate to a low value 
d verify that the excess traffic over the policing rate are counted as Out-of-Profile 
tes.
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igure 19 Checking the Actual Packet Counts

ou can clear the counters by checking the Clear Counters button. Check 
eriodically that the packet count increase in various queues is per QoS 
onfiguration. 

tep 4 Select Quality of Service > QoS Statistics > Single Policer Statistics.

his displays the Single Policer Statistics screen, which allows you to specify the 
ort, policy name, and so on, for which statistics are required. 

tep 5 Click Add. 

his displays the Add Single Policer popup screen as shown in Figure 20. 

igure 20 Add Single Policer Popup Screen
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