Cisco Small Business Pro
Smart Business Communication System

Technical Enablement Labs

Lab 1

Initial System Discovery, SW Upgrade,
Phone Loads and Licensing
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Introduction
Staging is a critical step to any successful practice deploying SBCS. It represents the opportunity for you to
enter configuration data you collected during your site survey/customer questionnaire. This should be done in
your (Partner) office in preparation for site deployment. This allows lead time prior to actual deployment to
address concerns or questions.

For this stage/phase of the UC540 lifecycle, you will want to interconnect the network infrastructure
equipment (UC540 chassis, ESW switch, Wireless Controllers and or APs) at a minimum, if part of the
deployment.

In this lab, you will:

e Build a CA 2.1 Community and discover your topology

e Perform SW Upgrade

e Manage the Phone Loads to be stored on Flash

e Set a Static IP Address on the ESW switch

e Add License SKU to your UC540
Depending on your staging practice/model, you can also include the actual phones so a complete configured
system can be delivered and installed at the customer premise. Recognize that extension numbers for phones
will be assigned (Smart Assist) according to the order they are discovered, but you can modify this
subsequently.

Regarding the phones, you have a few options in order of recommended best practice:

1) Connect the actual Phones (exact MAC addresses you will use on site)

2) Optionally manually enter or import the phone data (with MAC Address) into CCA
3) Don’t do phones until later

Note: careful for typos since the phone MAC has to match when it is later connected

For this lab, we will not address phones, so you can save them for later.

Connecting the Equipment

CCA
The PC running CCA 2.1 must be connected to one of the POE switch ports of the UC540.

CCA 2.1: http://www.cisco.com/go/configassist

Make sure the system and the PC Meets the CCA requirements & criteria explained here:
https://www.myciscocommunity.com/docs/DOC-9827

e CUE Operational Status

e CUE Interfaces status on 10S

e disable Dual NIC on your PC

e Ensure PC DGW set to UC500

e Check Local Routing from your PC to UC500



e Check Routing from CUE to your PC
e Turn off FTP/TFTP Services running on your PC
e Turn Off PC Firewall (determined by trying to ping the PC from CUE shell)

SBCS Equipment Connection

Power up your UC 540, which comes preconfigured with a factory default system configuration file

UC 540 detects the equipment plugged in the Power over Ethernet (PoE) port or Expansion port and
accordingly configures the system. FXS are auto configured regardless of connection and FXO can be added for
PSTN connectivity at any time (will be shown in a later lab).
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The switch is connected to the UC 540 expansion port and the WLC and APs are connected to UC540 switch
ports if included (Optional)

Build a CCA 2.1 Community
Select Add a New Site
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Customer Sites 'I Host Name [ 1P Address\" Advanced Optlons\l

Create a new Customer Site to manage multiple Cisco SBCE devices in the

same session, or choose Host Mame/IP Address to manage a single Cisco
SBCS device.

CallCentric

homel

Lab-2

SBCS-Mobility Add a New Site
sdistef-main-Cheyond

sdistef_UC540 Modify Site
UCSZ0-48-co
Delete Site

Site Description

Select a customer site to display description.

Connect I Cancel | Help |

Enter authentication credentials for UC540 (cisco/cisco default) and allow it to discover the discovered
equipment.

SIS

~Customer Site Information

Hame: Jucsan |

Description: I

Connection Options

~Add Devices to Site

" Specify a Device IP Address: I

% Discover Devices: |Usmg a Starting IP Address LI

Starting IP Address: |192‘168.10.1 ‘
Stop

[}
Discovering 192,168,10.1

Devices
add to Site IP Address I Hostname |Prnm I Device Type | Status
" Authentication: Device x|
Please enter your username and password for realm "level_15
or view_access" on "192.168.10.1":
Username: cisco
Fassward: HkEE
0K | Cancel
Total Rows: 0

oK I Cancel | Help |

The Devices should include all the equipment that is discovered. With Green Checkboxes, the SBCS elements
you want to import, in Red things like your PC and the phones (which is a cosmetic issue we will correct in mtce
release of CCA) which do not need to be imported. Once you see the main infrastructure elements, you can
stop the discovery if it starts to discover phones in the 10.x.x.x network.
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So click OK, and then Connect:

_ioix]

Customer Sites 1 Host Mame {/ IP Address\l[ Advanced Options\l

Create a new Customer Site to manage multiple Cisco SBCS devices in the

same session, or choose Host Name/IP Address to manage a single Cisco
SBCS device.

CallCentric
home1

Lab-2
SBCS-Mability

sdistef-main-Cheyond Add a New Site |
sdistef_UCE40 Madify Site
UCSe0-48-cc e |

é | Delete Site |

~Site Description

** Description was not entered for this site **

K Connect I) Cancel | Help |

This will launch CCA 2.1 and the Dashboard and topology will reflect what you discovered (in this case | don’t
yet have phones connected, but if you did, you would see them too).
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Here is the alternative way of discovering the UC540 with an ESW switch and a bunch of phones connected.

Click STOP when phone discovery starts (Phone discovery is not required and actually a cosmetic bug of CCA
2.1). You would then click OK and then connect to your community.
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SW Upgrade

CCA 2.1 has what we call “drawers” in the left frame of the GUI. One of them is Maintenance. Inside the
Maintenance drawer is SW Upgrade. Understand that CCA will perform upgrades on all SBCS products.



While UC500 has a built in EZVPN Server you can connect to from a remote location, best practice
recommendation is to NOT perform SW upgrades over the WAN, since it is critical that it not be interrupted.

UC540 & Switch
The factory default release that comes loaded on the UC 540 is the UC540-7.1.3 bundle zip.

https://www.myciscocommunity.com/docs/DOC-10361

So this is in case you want to see how it works so your first upgrade isn’t after a deployment, or if we released a
new bundle since this was written. This bundle includes all the SW and support files. Selecting ALL instead of
I0S or CUE is the best practice as it will prompt you if it finds a part of the upgrade that’s optional if the version
is the same. You download the whole ZIP to your CCA PC and don’t unzip it. You select it from CCA when
prompted.

NOTE: If you are upgrading and select either Apply Default Configuration or Auto Disk Cleanup, you should
FIRST copy off any customized files you may have added since installed.

Here we have the switch and UC540 on the wrong SW just to see it work. Count on the Switch having older FW
since they have been in DISTY longer.

—igix
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|

Help |

Select each one and configure the Upgrade settings, pointing to the SW you already downloaded to your PC
running CCA 2.1

It makes for a nice screen shot to show them both, but best practice recommendation is do one network
element at a time. This is because in the case of UC upgrade, part of it requires a reconnect, so that would
prevent the ESW from happening. Not a big deal, but just note you want to do them one at a time.
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Upgrade Settings | Status |

Reload Upgraded Devices

Upgrade | Cancel | Help |

———

When you select the Bundle Zip for UC540, the Phone Load manager will interrupt you to analyze the phone

loads. This is a good thing.
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Image File:
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The Phone Load Manager is new for CCA 2.1. Select all the phone loads you plan to deploy with this system.

Select any that you will eventually use.



Note that this is more important for UC520 where flash: space is limited; not a problem on UC540.

Another note on 5x5 phone loads, which pertains only to UC520, but good to make the point that you can
manage phone loads without doing SW Upgrade using the standalone Phone Load Management Drawer:

When you upgrade a UC520 system from 7.0.3 to the new release (7.1.3-EA bundle or the 7.0.4 Default

Release) you will be performing the upgrade on an older I0S. There are a few commands that have to be sent
to the CME telephony service that require the phone loads to be built on the new 10S, so for this case of adding
500 series phones to a UC520 and then upgrading, you basically need to launch the phone load manager and
delete, and then read the 5x5 phone loads AFTER the SW Bundle is upgraded. Again, this is only for UC520.

The PLM has a nice two tab GUI. Delete phone loads that are there. Upload Phone loads that are not. If your
Upload tab is blank, you have them all.
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OK, back to the SW Upgrade. When you set all the element upgrade settings, click upgrade. You will get some

time estimates and then some questions making sure your PC is ready and some advise on what versions that
may already exist, which can be skipped. Then you start the upgrade. This could take 40-60 minutes for full
blown upgrade, but he estimate will be shown along with status, as follows:




Wl Software Upgrade =10l
Device Upgrade Device Type Current Versian Mew Image... |Upgrade St...

~ [ sdistef_Ucs40
0 ESW-520-24P

ESW-520-24P 1.01.7 eswE20-ka-.., O 53% Ext...

B ucsao UC540W-FXO-KS 10S: 12.4(11r)%W3 -... | UCS40-7.1.3... | () 10S Upg..,
W Software Upgrade

~Operation In Progress

105 Upgrade
|

Elapsed time: 00:00:44

“Hide Details

~Progress Details

=l It will take approximately 21 minutes to perform the upgrade.
Upagrade Task I Status
Upgrade IOS Image. O Worling...
| ME Upload: CME-Phone-Loads-7.1.5.tar 0 Ready.
CME Upload: CME-Support-Files-7.1.3 tar G Ready.
CME Upload: UC540-Phone-Loads-7.1.3.tar 0%} Ready.
CME Upload: UCS540-Support-Files-7.1.3.tar 0 Ready.
Resetting to Factory Default G Ready.

When it’s done it will advise you and want to reconnect and rediscover. Allow that to happen. As | mentioned
earlier as a best practice, you will want to do them one at a time, so when it comes back, do the switch next.
Then you should be all set:
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Setting a Static IP Address on the ESW Switch

This you want to do since CCA community is based on IP Address discovered initially. While you can modify a
community when you want, its a lot easier if the switch comes with the same IP every time it is rebooted or
restores from power loss.

Use the Configure drawer and select routing and select the hostname for the ESW switch.
Click the Static Radio Button and set it to the desired IP.

Before:
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After:
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Please note, that while the CCA updates the community, it will for a minute or so show the switch as
unreachable and with possible VLAN conflict. Tolerate this and take no action, as the CCA will perform a
rediscovery and rectify itself in less than a minute or 2.

Licensing
So you got a UC540W (comes with 8 licenses) and you ordered the license SKU for 8 more.

Here is how it works. Of course, using CCA 2.1 using the Maintenance Drawer and the License management
GUL.



Options

There are 4 options available and accommodated.

Upgrade using PAK
=10/

Device ID:

—Actions

& Upgrade License Using PAK (Product Authorization Key}

 Upgrade License from File
" Activate Evaluation License

" Transfer License To or From This Device

—Action Details

Cisco.com Username:

Cisco.com Password:

Mumber of PAKs to Install:

PaK-1:

|
|
E-mail: I
|1
|

QK I Cancel | Help |

Upgrade from File

ense Management Ac

=101]

Cevice ID:
—Actions

" Upagrade License Using PAk (Product Authorization Key)

" Upgrade License from Filg

" Activate Evaluation License

" Transfer License To or From This Device

~Action Details

License File Browse |

QK I Cancel | Help |

Original value: Upgrade License Using PAK (Product Authorization Key)




Activate Evaluation License

E License Management Actions ;IEIEI

Device ID:

Actions

" Upgrade License Using PAK (Product Authorization Key)

" Upgrade License from File

& {ctivate Evaluation License

© Transfer License To or From This Device

~Action Details

Mo additional information is required to Activate or Deactivate an Evaluation License.

QK I Cancel | Help |

Original value: Upgrade License Using PAK {Product Authorization Key)

Transfer License to/From this Device

=k

Device ID:

~Actions

" Upagrade License Using PAK (Product Authorization Key)
' Uparade License from File

" Activate Evaluation License

& Transfer License To or From This Device

~Action Details

Cisco,com Username: I

Cisco.com Password: I

E-mail: I

% Remove License and Save for Transfer

Transfer Type:
¢ Transfer Previously Saved License

Discovered Licenses: |Mone

oK I Cancel | Help |

Original walue: Upgrade License Using Pak {Product Authorization Key)

Upgrade

In my case, | received an email with a license file for my specific SN. | saved the file on my PC and pointed to it.
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‘ Fle Edt Vew Insert Format Tools  Actions  Help

: aReply | CEReply to Al | (5 Forward | & [ L4 | ¥
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| Extra line breaks in this message were removed. Creats Ruls|
From:  stage-licensing@cisco.com Sent:  Fri 3/4/2009 12:22 FM
Ta: Steve Distefana (sdistef)
Ce:

Subject:  Cisco 105 License File

Attachments: =l FHK123024TF ... w2 KB}

F** IMPORTANT — DO NOT DISCARD THIS EMAIL **% B

You have received this email because your email sddress was provided to Cisco Systems during the registration process for
your software license. FPlease read this email carefully and forward it with any attschments to the proper system
administrator if you are not the correct person in your orgeanization that is worKing with these products.

Product Name : UCS400-FEZO-E9

Product Description UC5400-FEZ0-K9 : For Internal purposes only

Product Qty 1

unT PID: UCS540W-FXO-KS SN:

Sales Order Number

Product Authorization Key

SR# :

Options Included Quantity
Testingi0& 1

Attached to this email you will find a file with the ".lic" extension. This is the file that will activate the I0S
Feature Set that you purchased for your router. Do not edit the contents of the .lic file in any way or you will render
the file useless. Then you copy this file to tftpserver, it is upto vou to rename the file. Below example shows the file
is renamed to ucS00-1gu-upgrade.lic
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System _Window_Help ] imm
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Files of type: \ucensemesm.c,*.xml) | Cancel |
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Configuration Archive f
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cense Management Ao

Davice ID:

" Upgrade License Using PAK (Product Authorization Key)

& Upgrade License from File
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Temperature Stat € Transfer License To or From This Device
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Lisense File Browse

Cancal Help

» Bartners Connection
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Remember that this is going to become a 16 user system, so the following “Error” isn’t a problem. Notice the
circled items.



t Actions

n

nse Manag

e Error: Installing licenses from "flash:FHK1Z3024TF_20090904122151975. 1ic™

Expiring licenses are being installed in the dewvice with
UDI "UCS40W-FxO-K9: FHE123024TF" for the following features:

Feature Name: llfeatul

PLEASE READ THE FOLLOWING TEEMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE EEY FPROVIDED FOR ANY CISCO FPRODUCT FEATURE OR USING SUCH
FRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. ¥0U MUST NOT PROCEED FURTHER IF ¥0U ARE NOT WILLING TO EE EOUND
BY ALL THE TERM3 SET FORTH HEREIN.

Fou hereby acknowledge and agree that the product feature license
is terminasble and that the product feature ensbled by such license
may be shut dowm or terminated by Cisco after expiration of the
applicable term of the license (e.qg., 30-day trial period). Cisco
reserves the right to terminate or shut dovm any such product feature
electronically or by any other means available. While alerts or such
nessages may be provided, it is  your sole responsibility to monitor
your terminable usage of any product feature enabled by  the license
and to ensure that your systems and networks are prepared for the shut
dowm of the product feature, You acknowledge and agree that Cisco will
not hawve any lisbhility whatsoewer for any damages, including, but not
limited to, direct, indirect, special, or conseguential damages related
to any product feature being shutdowm or terwminated. By clicking the
Taccept” button or typing "yes" you are indicating you have read and
agree to be bound by all the terms prowided herein.
Installing...Feature:uc-user...uccessful: Supported
Installing...Feature:llfeatul...Failed:
% Er : :

licenses were successfully installe
0f2 licenses were existing licenses

licenses were failed to install

The proof is in the result. 16 users (+ 2 teleworkers or soft phones of course):
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