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Introduction
The UC500 supports up to 5 sites combined into a full mesh IPSec VPN tunnel mode multisite.

Full
Mesh

Site 1
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*This number is influenced by Remote Teleworker connections, of which you can have 10. With a 5 site
multisite, you can have 5 additional teleworkers as an example. Some other assumptions follow:

Site Information Description/Notes

Number of sites Maximum of 5 sites

No limit other than UC500 SKU (includes all phones and users).

Phones / Users per sile each site may have unique extensions or not.

Broadband connection required (DSL, Cable, T1, MetroF etc.) at each

WAN Comectivity site supporting VoIP CODEC bandwidth. Each site can have its own

(Voice and Data) SIP Trunk or Legacy telephony interface (FXO, BRI, PRI)
Dial Plan Degign Each site has ity own independent dial plan & call control
Each site is confrolled by its own CME and CUE, which maximizes
Call Control . i
phone users counts and voice mail size.
Site to Site IPsec VPN with direct encapsulation.
VPN for Data Coexists with remote Teleworker EZVPN connections.
Each site must have a ‘unique’ data VL AN subnet (192.168.10.0.
Data VLAN subnet 192.168.20.0,...)
Site-Site Voice Ext. VoIP (H323 w/ video) is the default setup with CCA
Dialing Site Index () unique for each site (i.e. 8xyvy, 82xyyy)

Per site CAC & Traffic Shaping recommended to allocate bandwidth

Maximum inter-site calls for site to site calls

Multisite allows extension dialing among sites, shared (unique) data VLANs, and some feature interactions
among the sites:



Features Supported

Call Transfer Yes
Conference Tes
Cenference Calls s
Wideo Calls between sites Tes

(384K bps upstream bandwidth will be required per video
call - if bandwidth is net available call will failover to
woice only )

Paging & Call Park across sites Yes & Yes
(call pick up can only be accomplished from the site the
call was parked in)

Auto Attendant/Voice Mail Yes/Tes
Each site has 1ts own CUE A4 and each site can access the
others 44 and Veice Mail

Fax between sites Tes
Hunt Groups across sites Tes*
Shared Directory across sites Mo

* hunting membership could work across sites using YOICE HUNT type

Note on the note ©:

Ephone hunt (regular hunt-group) will have local significance. Voice hunt (Parallel hunt-group) allows
configuration of external numbers, so this could expand out to extensions at remote site as well — note that CCA
will not automatically list remote extensions, but you should be able to specify those (prepending the site access
code).

CCA 2.1 introduces the Multisite Manager. It allows you to configure up to 5 sites on a single UC500, then save
and export that configuration to the CCA 2.1 PC and connect to each other UC500 site and import it (fast and
easy). This is what is used in this document.

Extension dialing will implement ‘dial peers’ and ‘translation rules’ for you and will implement the dial plan as
follows (there is no OOB CLI required):

8 + Site Index + extension

So for 2 sites,
e Extensionsin site 1 dial 8+2_2xx to reach site 2 extensions.
e Extensions in site 2 dial 8+1+2xx to reach site 1 extensions.

These calls route using H.323 directly between UC500s and do not traverse the SIP trunk SP if so equipped. The
configuration pushed includes the necessary ‘voice service voip’ configuration to allow terminating call control
so that calls that CFNA to voice mail will terminate on the far end voice mail system as they should.

Preparation of each site is required WRT Data VLAN uniqueness. Either using the CCA Telephony Setup Wizard
(TSW) on a factory reset system or use the multisite manager to adjust it. In this Lab | used the TSW method
prior.



Each site must have either a Static IP WAN address or a DHCP with DDNS address on the WAN. CCA will block
configuration if this is not the case (required for reliable tunnels).

CCA 2.1 will optionally allow you to configure CAC and Traffic Shaping for the WAN Interface so you can control
intersite calling to not use all the bandwidth available to the WAN interface.

In this lab, you will provision 2 sites in a multisite using CCA 2.1

Information Required

e The unique data VLAN of each site

e The Site Index to be assigned to each site

e The WAN IP Address or FQDN of each site

e AShared secret key to be entered in each site (via CCA) that must be the same in all sites.

e The CODEC you want to employ for intersite calls (G711 or G729) considering DSP design limits

e CCAOn Line Help:

o http://localhost:8088/olhelp/index.html|?multisite_connection _manager03.html#wp1044366

e Multisite Application note (reference before CCA MSM):
https://www.myciscocommunity.com/servlet/JiveServlet/previewBody/2378-102-3-10556/SBCS-
MultiSite-appnote.pdf

Configuration

Multisite Manager (Site A)

The MS Manager will ensure you are configured for either DHCP with DDNS or Static IP. It will also remind you
that CCA 2.1 can allow you to configure CAC and Traffic Shaping policy.



Getting Started with Multisite

Lse the Multisite Manager to configure and manage a secure, full-mesh voice and data VPN far up to five Cisco SBCS sites. This enables users at different sites to call o
sites using abhbreviated dialing and also to share data over a secura VPN tunnel connection. More detailed information can be found in the online help.

Step 1: Review Configuration Procedure

The steps for configuring a multisite topology usi

& rnultisite topolagy an

1=

Enter Multisite Seftings Import Multisite Configuration File...
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Zchedules

w Trunks
SIP Trunk
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Voice

Devices
R ; ’V Hostname: UC520-lab-1 %
Vaoicemail

P Phone Groups r Call Admission Control

b Voice Features CAC enforces a maximum number of concurrent calls
Auto Attendant “on the system.
‘Basic ACD
Hight Service:

Enter '0' to disable CAC Management

rBest Practice

Traffic Shaping not Configured

b e 'rt‘ : ':CC_A can provide guidelines for setting a Maximum Calls.
s value based on factors such as the QoS, and voice

P Device Properties ~codec preferences,

Save Configuration... o X . . .
The system does not have Traffic Shaping configured on

the WAN interface. Please pre-configurs Traffic Shaping
by clicking:

‘Configure = Routing = Internet Connection = Madify
Wan Interface

Ok Im Refresh Cancel | Help |
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The MSM (Multi Site Manager) GUI shown below allows you to edit all information shown in circles.



Site Name: Site Dial Pattern:

WAN Address: (1721821824 UC500 Data WYLAN Network Address:

UC500 Data WLAN Netmask:

% Connected to this site Show Extra Configuration Options

Site Name: |

WAN Address: ([ 172.18.218.242 UC500 Data WYLAN Network Address:

UC500 Data WVLAN Netmask:

Site Name: Site Dial Pattern:

WAN Address: UC500 Data VLAN Network Address: 1971682300
UC500 Data VLAN Netmask: 265.256.255.0

Site Name:. UC520-lab-4 Site Dial Pattern:

WaHN Address: 18.218.244 UC500 Data WLAN Network Address:

UC500 Data VLAN Netmask: 255.255.255.0

Site Name: “LIC520-lab-5 Site Dial Pattern:
VAN Address: “.172.18.218.245 UCH00 Data VLAN Network Address: 792 16840

When you are finished click apply...



isco Small Business Pro Configuration Assistant

Systen  Window Help
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Customer Sites
Dashboard
Topology

Front Panel

Device Setup Wizard

Wireless Setup Wizard sita S_Eltings

=1

Telephony Setup Wizard
‘Multisite Manager Site Name: UC520-lab-1

WAN Address: 172.18.218.241

"4 Connected to this site Bhow Extra

Site Name: UC520-lab-2

VWAN Address: 172168218242

Site Name: UC520-lab-3

WAN Address: 17218218243

Site Name: UC520-lab-4

WAN Address: 17218218244

Site Name: UC520-lab-5

WAN Address: 17218218245

Site Dial Pattern:

UC500 Data W1 AN Network Address:

182468100

The multisite configuration was successiully
applied

NEXT STEPS Pial Pattern: ' Edit
Ifthis is the fikst site, 2 multisite configuration file
can now be exported and then imported to other
sites.

|| 3 Daists

If other sites have already been configured and Dial Pattern:
are onling, Multisite Manager will attermpt to
establish WPM tunnels to these sites, which can

take Up to 3 minutes.

0
5.0

|| ¥ Datete

You can speed the process of bringing up the
tunnels by pinging or attempting phone calls to
the remote sites

Dial Pattern:

0

Sea the Multisite Status tab for detailed YPRN
session etatus infarmation

5.0

Dial Pattern:

0.0

UC500 Data VLAN HNetmask: 265,256.2550

|| 3 peete

» @ Configure

Applications

| 2 mport Multistie Coniguration File.. || & Export Mullisite Conigurstion File.. |

P ]
> @ Manitar

il
cisco.

| ooy | Renash || cancal [ Heip |

b g Trosbleshont

s} @ Maintenance.

<
b 2] partners Connection I
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aE
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Save the file (export) to the CCA 2.1 PC.

Select location for download by localhost i
|@multisite j ) 5 b

Save

21

~od$SIP_Trunk_MS_UICS40-CCAZL_sdistef, ~vsd
acl_extension_CCAL9.bxt

CCA_FFS_Multisite, doc

CCA_Multisite_Config.xml

Change_data_WLAN.bxt
Cisco_SE_Partner_‘Webinar_MS_Voice.ppt
Cisco_SE_Partner _‘Webinar_Multisite, ppt
isco_SB_Partner_Webinar_Multisite_01102008, pdf
Cisco_SE_Partner_‘Webinar_Multisite_01102008,ppt
Cisco_SE_Partner_‘Webinar_Template.ppt

[E] CL1_MS_sdistef bxt

[¥]ms_cac_qos.gr

%] M5 _Data.gi

{1 |

%] Ms_Data_sIP.gF
%] Ms_vaice_H323_videa.qif
%] Ms_vaice_sIP.gif
@msitel.doc
r._;] msited log
E] msite2 log

Multisite_Voice_data_aaG.pdf
Multisite_Yoice_data_at-a-glam
SBCS 13 Partner Webinar Sept
%] sBcs_ms_sdistef .gif

W) SBCs-MulkiSite-v0 5. dac

[.éj sdistef_ms_sitel cli.bxt
EljSIP_Trunk_MS_sdisteF.vsd

File: name:

s file may be an executable program or contain malicious content, use caution
OF Opening. - .
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Multisite Manager (Site B)

Go to the remaining sites (in this case site 2) and import that file in the MS Manager after taking care of that
sites CAC and Traffic Shaping.

co Small Business Pro Configuration Assistant

B GLABEL LomkE 0

B Cisco Small Business Pro Configuration Assistant: Multisite Manager

cisco

|| » Ports
} Switching
» Rauting.
w Telephany

Devios Propertiss

_ Applications
B vonitor
> \imdbla&hoor
£ Maintznance:
> Partners Cannection

[a| [8]®
Import the file and it will recognize your site from the configuration file. Just confirm by selecting it and enter
the secret key:




| Nmm
Cisco

Confirm Import

Based on the imported configuration file, you appearta turren‘tly’ be configuring the site named UC520-lab-2

Uc520-lab-2

VAN Address:  172.18.218.242 UC500 Data VLAN Hetwork Address:  192.168.20.0
UC500 Data VLAN Netmask: 254.266.255.0

Is this correct?

You will see the familiar map of all sites:
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cisco

P Ports

b Switching

P Routing

¥ Telephony
Region
Schedules
Trunks
Woice

-

Waicemnail

-

Fhone Groups

-

Moice Features
Buta Attendant
Basic ACD
Night Service
P Dial Plan

F Advanced

b security

P Device Propertias

Save Configuration. .

Gt | Applications

» @ Manitor

» \ Troubleshoot

Site Name: UCS520-lab-1

VWAN Address:  172.18.218.241

Site Name: UC520-lab-2

VAN Address:  172.18.218.242

% Connected to this site

Site Name: UCS520-lab-3
WAN Address:  172.18.218.243

Site Name: UC520-lab-4
WAN Address:  172.18.218.244

Site Name: UC520-lab-5

WAN Address: 172.16.218.245

UC500 Data VLAN Network Address:

UC500 Data WVLAN Netmask:

UC500 Data VLAN Network Address:

UC500 Data VLAN Netmask:

Show Extra Configuration Options

UC500 Data V1 AN Netwark Address:

UC500 Data V1LAN Netmask:

UC500 Data V1L AN Network Address:

UCH00 Data VLAN Netmask:

UC500 Data V1LAN Network Address:

Site Dial Pattern:

192168.10.0
255.255.255.0

Site Dial Pattern:

182.168.20.0
255.265.255.0

Site Dial Pattern:

192168300
2556.256.255.0

Site Dial Pattern:

182168400
266.286.2550

Site Dial Pattern:

182168500

B1xxx

B4xxx

E Edit || 3 Dalete

0
» {‘:p Maintenance.

> Partners Connection

| [&]®

Click apply...




Sao Mame:  UCS20-ab-1
WAN Address: 17218 218240

Sae Mame:  UCS20-1ab-2
WAN Address: 17218218242

4 Connected 10 this site

S Name:  UCS20-1abJ
WAN Address: 17210 2116 243

S Mame:  UC520-1ab4
WAN Addvess: 17218 218244

Se Name:  UCS20-lab8
WAN Addvess: 17218218248

UCS00 Data VLAN Metwork Adiress:
UCSD0 Data VL AN Netmash:

Shivw Eatra ConSguslion Oplons

Operation In Progress

She Diad Patterre 812X

162168100
2552552550

Sie Disd Patterc B2xxx

162168 20.0
52552550

VE N B o |

300
2450

Sie Diad Patter: BAxxx

192168.40.0
152852550

SHo Dial Pafterc BSxxx

192168 50.0
1551552550

Nmm
Cisco




Site Name: UC520-lab-1

WAN Address: 172168.218.241

Site Name: UC520-lab-2

WAN Address: 17218218242

%4 Connected to this site

Site Name: UC520-lab-3

WAN Address: 17218218243

Site Name: UCS520-lab-4

WAN Address: 17218218244

Site Name: UC520-lab-5

VWAN Address: 17218.218.245

Show Extra

UC500 Data VLAN Network Address:
Configuration Applied

The multisite configuration was successully
applied

MEXT STEFS:

Ifthis is the first site, a multisite configuration file
can now be exported and then impotted to other
sites.

Ifother sites have already been configured and
are onling, Multisite Manager will attempt to
establish WPM tunnels to these sites, which can
take up to 3 minutes,

ou can speed the process of bringing up the
tunnels by pinging or atternpting phone calls to.
the remote sites.

See the Multisite Status tab for detailed VRN
session status information,

Site Dial Pattern: 81xxx ' Edit || 3 Detete

18216810.0

ho.0

pial Pattern: 82xxx | 7 Egir |
0
5.0

.0
5.0

Dial Pattern: 84xxx

Dial Pattern: 83%x% #Edht ¥ Delste

-

Check the Status...
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cisco

Customer Sites
Dashboard
‘Topology

Front Panel

Device Setup Wizard T = 2
Wirsless Setup Wizard Inbound: #pkts dec'ed 0 drop 0 life (KBISec) 00

Telephony Setup Wizard Quthound: #pkts enc'ed 0 drop 0 life (KB/Sec) 00

MLt Interface: FastEthe metd/n

Peer: 172.18.218.244 port 500 faf. (hone) ivt: (hone)
Dest: inong)
Phasel_id: (none)
IPSEC FLOWY. permitip 192.168.20.0/255.255.255.0 192.168.40.0/255.265.255.0
Active SAs: 0, nrlgin' crypto map
Inbound: #pkts dec'ed 0 drop 0 life (KBISec) 0/0
Qutbound: #pkts enc'ed 0 drop 0 lite (KB/Sec) 0F0

Interface: FastEthernetdl
| | Session status: DOWN
Peer: 172.18.218.2445 port 800 furf, (none) ivrf. (none)
Desc: (none)
Fhasel_id: (none)
IPSEC FLOWY: permitip 192168 20.0/255.255 255.0 182 168.50.0/255.255.255.0
Active SAs: 0, arigin: crypta map
Inbound: #pkts dec'ed 0 drop 0O life (KBISec) 00
Quthound: #pkts enc'ed 0 drop 0 life (KB/Sec) 00

Interface: FastEthernet0n
Uptime: 00:01:06
Session status: UP-ACTIVE
Peer:. 172.18.218.241 port 500 faf. (hone) ivt: (none)
Phazel _id: UC520-lab-1
Desc: {none)
IKE S/ local 172,18.212.242/500 remote 172.18.218.241/500 Active
Capabilities:(none) connid:2001 lifetime:00:28:53
@ IPSEC FLOWY: permitip 192168 20.0/255.255 255.0 182.168.10.0/255 255 255.0
Configurs: o
Active SAs: 2, origin: crypto map
p— . Inbound: #pkts dec'ed 2 drop 0 life (KBrSec) 460107173533
b Applications X
—_ Outhound: #pkts enc'ed 17 drop 23 life (KBrSec) 460107 0/3533

> BB menitor

» \s Troubleshoot
" )

» (‘:p Maintenance

e |

-1oi]

2 Partners Connection

| [o]@

Site 1 and 2 are now up.

Place calls between sites and share data VLANs. Rinse and Repeat for sites 3-5.

Done.




