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Introduction

The SPA525G or SPA525G2 phone models can be established as Remote Teleworker phones behind any router
with a public internet connection. CCA 2.2.2 introduced the wizard to make this easier to deploy. This technical
enablement lab walks you through it using CCA 3.0.1.

You must configure the SPA phones at the host UC 500 before you can use them at the remote locations.

Once the phone is configured and remotely connected to the UC500, you can continue to administer it using
CCA connected to the host UC500.

Prerequisites

The SPA525G phone(s) must be staged at the hosting UC 500 site using a setup wizard introduced in CCA 2.2,
prior to being operated at a remote location (connected to the public internet).

In my case | am going to use a SPA525G which is already created in the host UC560 office and a new SPA525G2
that has never been configured on the system.

Connect the SPA525 phones to the UC500 (or POE switch) and make sure they are both discovered. In CCA 3.0
or later, we no longer ‘auto assign’ an ‘ephone-DN’ to it, so the new phone it will show up with the System
Message in the lower left side of the display, the date and time in the upper left, and nothing more.

Both will appear in CCA topology; the SPA525G assigned and created, and the new SPA525G2 unassigned:

in
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Navigate to the CCA Configuration drawer to ‘Users and Extensions’ and notice CCA discovered the proper
phone type (G is different from G2 so don’t overwrite that) and see that “Nolnfo” for name, number, voicemail
...etc., is shown for the unassigned G2 phone, which you then EDIT.



Edit Phone
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- Phore Information

MAC Address:

Fhone Twpe:

6BEF.BDCC, ARDZ
52562 el
Expansion Madule: [none -

[¥ Use as Telewarker P

[ User Information

-
= S

Extension Mobilit

assignment table below,

[ Enetle Extension Moty

Associate Phone Profile to this phones |Select Phone frafle =

@ To enable Extension Mobilty, 0o ta "Extension Mobilty >Phone Profie! tab to define
Phone Profles. The selacted Phane Profils wil override and be shown on the buttan

First Name: {Spa

Lask Mame: jGhao

User ID:  SGbwo

e

Password:

Button Assignments | Speed Dial |

Extension

Button 1

Mailbex:

[Total Rows: S

Button Type: INorma\

Parameters | Call Hold lert |

Extension: 270
Button Label: [270-label
Descriptior [270-SPAS25G2

I~ Block Restricted Numbers:
Permissions:

Call Forward Busy:

Call Forward Mo Answer:

CFMA Timeout (seconds):
P5TH Number:

=

unrestricked hd

393

399

20

Mo DI mapped

Original valus:

Lets check the SPA525G and make sure we check the box for Teleworker Phone (this places MTP on its

ephone).

Edit Phone

~User Infarmation-

~Fhane Infarmation

MAC Address:

Phone Type:

0026, 9930, 3230 H
5255 i l \ v

\
Expansion Module: |none 'I

I

a5 Teleworker Phone

¥ -

~Extension Mabilit:

assignment table below.

I™ Enatle Extersion Mabilty,

@ To enable Extension Mobility, go ta "Extension Mobility =Phone Profile” kab bo define
Phane Profiles. The selected Phane Profile will averride and be shown on the button

Azsociate Phone Profile ko this phane: |Select Phone Profle «

First Name: ISpa—
Last Mame; W
User 1D [Emetnoive
Password: IT

Buttan Assignments I Speed Dial |

failbo

- Button 1

Bistton Type! INUrmaI

(m Parameters | call Hold alert |
&l [ Extension; 263
+ Hone n/a nia (| Button Label: 263-SPAS25G
5 Mone nfa nfa [ Description: pa525G 263|
¥ Enable voicemail
I Block Restricted Kumbers
Permissions: W
Call Forward Busy: 399
Call Forward Mo Answet: 399
CFHA Timeout {seconds); IZD—
PSTH Mumber: Mo DID mapped
Tokal Rows: 5

QK I Cancel | Help: |

Criginal value: spaSzs




The phone will then be discovered in the CCA topology with that configuration (you can click the discover icon
so you don’t have to wait for the next automatic discovery).

Last prerequisite is to make sure the UC500 uses a DDNS or Static WAN IP so that an SSL VPN server can be
created. CCA will not allow you to create the VPN server if it detects a DHCP IP.

;;'"UESEIJ : Cisco Configuration Assistant

Systern  Window  Help
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@ Configure: J L7 lfli'l l}ﬁ ?Ii & ‘if% N jio0% -
[+ -Ports SE @ U0 ] ¥PN Server ;Iﬂlﬁl
- Switching P ESW-24-1 T
E}--Routing @ ESW-24-2 Devices
E|....T._3|ephgny 5 ESWi-45-1 Hostname: |UC_56D "I

3 i 5 ESW-8-2

-Ports and Trunks
sers and Extensions

Single Murmber Reach
System Speed Dial
-Phone aroups
-Moice Features
-Call Handling
-Dial Plan

-Site Management
Securiby

o HAT
-Security Audit
rewall and DMz
~55L WPM

[+ -Device Properties

- Gave Configuration. .
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applications

Illl Manitar

CCA Wizard Steps

1/- We do nok recommend that you configure these settings over & remote WaN connection,
H)j) If the connection to the WaN is interrupted, the operation will Fail and the system or

sy become unusable,
| Server Zettings §ser Accounts | Metwork Access | WP Profile |

“WPN Server.lnterface(sj

[Gigabitl-fthernettl,l’ﬂ(1?2.'18.202. 124) ]

PN Group

YPM Group Mane: EZYPM_GROLP_1

e

Maximum Conneckions:

~Preshared keys

Enter preshared key: |ﬂ-w=rn-a-n-
Reenter preshared key: | TEEET TS

~¥PM Remote IP Range
Starting IP address:; |192. 168.60,201
Ending IF address: |192. 168.60,220
DMS
Primary IP: I64. 102.6.247

Secondary IP (Cptional);

Il?l.?D.lﬁS.lBS

Delete YPM Server Settings |

Ok I Apply | Refrash | Carcel | Help: |




" UCS60 : Cisco Configuration Assistant

Systern  Window  Help

R =
(ﬁHgme ]
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rd
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tup \Wizard

Yes Mo |

elephor[; Setup Wizard

Click YES and add 2 new user accounts. | am also running SR520 remote teleworkers so you can ignore them.

T

5 ESW-5-2
[E) uc_se0

1 ESW-5-1

Don’t ever remove your main Cisco admin user.

Devices

Hostname:! |UC_56IJ = I

Basic I Advarced I

~Digital Certificate

Select the digital certificate ko be sent ta the client for S5L authentication.

Certificate: | TP-selF-signed-769671989 ~ |

1P Bddress-

1P Aiddress 551 YPM users will use ko access the SSL VPN portal service,

IP Address: |I?2.18.202:12'4

=10/|
7" User Accounts - Add 1Ol xl

Enter the username and passtword
Userriame: SPASZEG

Password
Password must be 6 characters of more

Hew Password; EEEEXTLE

Canfirm Passward) |+#sxsxrsx

(o]8 I Cancel | Help |

Original walug: ¥k

Add Delete |

~Intranet Websites ~User Accounts
8dd or delete the intranet websites to be displayed on the add or delete the users allowed beflaccess the S5LWPN
551 WPN Portal page, “service,
Label LIRL Liser name ,' Password
SRE20Fez ”f*******
srszufes eokobdokokod
ciscoadmin it n Sevenfive -
1014508 B 1Al
sr520fe I i e 10.1.1.18 o
P Phone 7975
P
===
273 Seven
Tatal Roves: 0 Total Rows: 4 3 g

Add Delete | I

[a 4 I Ay, | Refresh | Cancel | Help |

W CoMEraeeTe s - 15 0

| added SPA525G and SPA525G2 (both with password ‘cisco123’)




~User Account:

Add or delete the users allowed to access the S5L YPH

Service,

Lser name Passwiord
SR5Z0fez sk
srS20fed sk
ciscoadmin ks
sr520fe
SPASZSG sk
SPASZSGE sk

Total Rows: 6

Add Delete |

Now go to the advanced tab, click Full Tunnel and add the DHCP IP Pool....
[Zssiven =10/

Devices
’7 Hostname: IUC_56EI - l

Basic Advanced |

Select advanced features you want to configure,
~Thin Client

[~ Thin Client {Port Forwarding) mode enables remote access to TCP-based applications such as Email, Telnet, and S5H.
Configure the server and port information of applications you want SSLYPN users ta access,

Configure Port Forwarding) List |

~Full Tunnel

v Full Tunnel mode enables unrestricted access ko all remote applications, |

Specify a pool of IP addresses ko be used by 551 WP clients when they connect,

Start IP Address: l192.168.60.111

End IP Address:

~55L VPN Client

@) If Full Tunnel mode is enabled, the SSL YPM dient must be installed an the router,

Status: Mok Installed
Inskall | Wriimstall |

[~ Keep S50 YPW Client Software installed on the dient PC.

~Split Tunneling

[~ Enahble split tunneling

Metwark IMask:

Total Rows: 0

Add Delete |
(o] 4 I Apply | Refresh | Cancel | Help |

Criginal value:

Next you will need to click “install” for the SSL VPN Client. You will see the URL to download it to your PC. lIts
already on mine.



1o/
Hostriame: |UC_560 = |

Basic Advanced |
Select advanced features you warikt ta configure.
~Thin Client

[~ Thin Client {Part Forwarding) mode enables remate access tn TCP-hased applications such as Emal, Telnet, and 55H.

Configure the server and port information of applications you want S5L YPR Users to access,

=181

(FUll'}| - nstal S5L 4PN Client Softwars
Steps ta install 551 YPH Clisnt (AnyCaonnect) software on the router,

Step 1t Dowrload the latest SSL VPN Clisnk softwars bundle ta your PC, IF you already have it on your PC
proceed to Step 2.

Click here to download latest S50 VPN Client software bundle

Step 2: Specify the current location of S5L YPR Client software bundle on your PC,

Lacation of 55L ¥PM Client software bundle file: | Browse

‘Step 3 Click OK ta install,

e [ ==
i ok | camcel | Halp_/|/

r
’: elect the S5L ¥PN Client(SYC) software bun =10l =l ]
To

Laak in: |@Anyconnect :I 55’

Onne &l 0

@ anyconnect-linux-2.4,1012-k39. pkg
anyconneck-macosx-i386-2,4, 1012-k9. pkg
anyconnect-macosx-powerpc-2.4, 1012-k9. pkg
anyconneck-win-2.4, 1012-k9. pkg

. anyconnect-wince-ARMy4I-2,4,1012-k9, plg

File name: |anyc0nnect-dart-win-2.4. 1012-k3.pkg Open |
Files of bype: |Insta\lati0n Bundle Files (*.pkg) LI Cancel |

If you didn’t have it, its on CCO:
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| Defintions @ Cisco Employes Conn... | Market Ressarch | Reference_Ciscar | | RTP Concierge () WebEx | wiki [ill Launch - CEC - isco . [l worldwide Smal Busin... | | 5MB Launch Planning &l Products - CEC - Cisc. »

@ ShareBrowser  WebEx: |
| I cisco community centrol Community: | | ] i - | ') pownloads - Cisco vPN Clients - Ci.. 3 | =

Worldvide [shange]  Logged In | Ascount | Abeut Gisso

cisco |Search Go |

Solutions Products & Services Ordering Support Training & Events Partner Central
HomE Tools & Resources
suproRT Download Software
T00LS & RESOURCES

Select Product Select Software Type Select Software Download
Daves B o o we © L
Cisso UPH Clients > Cizeo AnyConnest UPH Clienti2. > ClntSoture
Sen
¥
Select a Release D ponmions can (0 floms)  Sofaare Aduisar

Bug Toolldt
105 Software Refiiement Table

Search Release: s0]

Expand all| Close all

& @ Latest Releases
[) 241012
26 All Raleases
[ 2eETa
=2

Contack | Feadbask | Help | Site Ma
©'1882.2010 Cisso Systems, In. All ights resenved. Teims & Conditians | Privacy Statem ent | Cockie Policy | Trademats of Ciso Systams, Inc,

Done.



Let it install:

" Installing SSL ¥PN Client software

When complete, it looks like this below (Installed). Then you click APPLY or OK.

" GSL ¥PN

Configure Port Forwarding List

192,1658.60,111
192.1658.60,114

sl |_uonetal|

Now you click the Wizard, it will be ready to identify phones for you:



‘Welcome to the Phone VPN Setup Wizard

The Phone VPN Setup Wizard walks you through the
steps for enabling and configuring Cisco SPA 52586 IP
phones for remote access to a Cisco Smart Business
Communications System through an S35L VPN
connection.

With the phones connected to the Cisco UC 500 at the
rain office, run the Phone VPN Setup wizard to
configure VPR settings on the phones and the SSL WWelcome to the Phone VPN Setup Wizard
PN server. Once the phones are configured, they can
be disconnected from the system and distributed to
employees at remote [ocations.

Befare continuing with the wizard, make sure that your
system meets these requirements:

+ The PC running Cisca Configuration Assistant
(CCA) s connected to the UC 500, CCA can
connect to the UC 500 throtgh a customer site
or a5 a standalone device
The S5L VPN server must be configured an the.
UC 500 or SR 500 secure router (SR 520 or R
S20-T1). To access these settings in CCA,
choose Configure > Security = SSL YPN from
the feature bar. You must enable Full Tunnel
mode. Split Tunnel rmode is not supported,

All SPA 525G IP phones to be configured for
PN must have the latest phone firmware
installed.

The SPA 525G P phones must be powered on
and connected to the UC 500 through a LAN port
-on the UC500 ar through a switch or wireless AP
that connects to the UC 500,

The SPA 625G phones must be registered to the
LC 500 and display an extension.

It is recommended (but not required) that user
extensions be configured before running the
wizard,

tl

reerEr et t !

If your system meets these requirements, click Next.

B |

MENSElnos oo SERaZaU Ehnes VPN Settings for Cisco SPA525G Phones
The wizard has discovered these VPN-capable Cisco
SPA 525G IP phones

MAC Address Extension User VPN Username | WPN Password
L 0024.97F0.55B8 238 Video Fivetwofive

+ Toenable WPN far a phone in the list, place-a
check in the box for that phone. The MAC
Address, Extension, and User fields are read-
only.

0026.9980.32300 263 cisco123 )

Spa Fivetwofive

isco123

For each VPN-enabled phone, enter a VPN
username and password. Up to 64 characters
can be entered in the User name. The passward
wau enter must have at [east 6 characters and
cannot contain spaces or special characters.
suchas+ 2 4L L1~ mand %.

ACCOUNts for you, Up to 10 VPN users can be
connected simultansoushy i}

The wizard automatically creates these VPR user{
L

It the wizard dletects that a phone has an existing
PN configuration, it is checked. To remove VPN
seftings from & phone, uncheck the box far that
phone. You can also edit the VPN username and
passward for an existing phone.

+ Check Display Passwords as Plain Textto see
passwords as you enter them.

lay P d Plain Text
The ¥PN Parameters section of the page displays the il a et

SSL VPN server IP address discovered by the wizard.

B : VPN Parameters
This infarmation is read-only.

Click Next when you are finished selecting phones

(SSLVPN Server Address:  172.18.202.124 ]
‘and configuring VPN Users .

N
cisco. f—




Click NEXT and then APPLY.

When you see the Green Check you can click finish:

Double check the phone GUI itself to make sure you see the VPN configuration you specified.
Setting: Network Configuration: VPN

Now take the phone to a remote location, in my case a different router/switch in the lab on a different network
and let it connect.

That’s it. You are done. The phone is now a Remote Teleworker.

Remember, you cannot connect a PC to the Switch port in back of the SPA525G in an attempt to connect the PC
to the data LAN of the UC500 server. That is not supported. It can also not support remote video. This is also
not supported when the UC500 is sitting behind a SA500 router at the host UC500 site as a head end.

Check out the finished product: http://www.youtube.com/watch?v=Hw9IR1ZDFCo




