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Introduction
WebEx Phone Connect is an application (or ‘service’ as it’s called inside CUE) built on top of Cisco Unity Express
(CUE; linux based; SIP protocol enabled component of UC5x0).

The CCA 3.0.1 configures and enables the Phone Connect application services provided in CUE and connect to
WebEx account (where you have the Administrator Privileges).

WebEx PhoneConnect is designed for customers who want fast, simple access to WebEx meetings from their IP
phone without the need for a desktop PC. Many people find the process of starting or joining an online
conference frustrating, with the various URLs, dial-in numbers, and meeting IDs needed. WebEx PhoneConnect
automates this entire process so that IP phone users can join the audio portion of a WebEx conference by
pressing a single softkey on their IP phone.

Once a WebEx user is associated with an IP phone through WebEx PhoneConnect, a simple meeting browser
application is installed on their Cisco IP phone display that allows the IP phone user to:

e List WebEx meetings they are hosting

e List WebEx meetings to which they are invited by other IP phone users in their company (users must
share same UC500 router)

e Receive audio and visual alerts on their IP phone when it is time to join a meeting

e Control how far in advance of the meeting they want to receive alerts

e Press a single softkey to join a meeting

Webex Site Administration
Having the Site ID, Site Name and Administrator credentials is a requirement of this service. It cannot be
enabled without that.

Below is a screenshot of my administrative access and site used for this lab (confidential to Cisco).
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Simulating a very small business, | created two accounts in addition to my admin account:
Steve DiStefano (CIPC) with UID = sdistef, PW = <my password which | ain’t telling>

¢ Video Fivetwofive (SPA525) with UID=Vfivetwofile PW= *****%x
e Seven Seveone (7971) with UID = Sseveone PW= ******

You would obviously setup all related users into the account, meeting Call-In info(meeting #, Toll Free #, Toll #),
Dial-Out Prefix...done the configuration. Note that those users need to have an voicemail account in CUE

system in order to be recognized when WebEx notify for meeting approaching.

If user wanted to setup a meeting, He/She still needs to login to that WebEx account and setup a meeting and
invite all required users. Once setup, the meeting info will show up on those invited people’s phone screen once
they select WebEx service option. Meeting invited people just dial-in to attend the meeting.
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Home

Account Type:

Manage Site

Anage S @ Host € Site administrator © Site Adrin - View only
Tradking Codes * Denates required fields
B Account Information;:

Meetings in Progress First name: |Seven

Ukniipilens Last name: [Seveane 5
Add User -_—-mm - m
Edit User List User name: |Sseveone &
Import/Export Usars
Edit Privisges

Email: [sseveone@cisco.com

Send Ermsil to All e ’
Assistance & )
Help. Caonfitm password:

Language: | English = | |
Log out Time zane: [ Chicago (Central Daylight Time, GMT-05.00) |
¥ Send "Welcome" email to this host when account is created

Privileges:
Service Session Type Allowed
Select All | Clear aAll
Meeting Center [ PRO: Meeting Center Pro Meeting
¥ AUO: WebEx Personal Canference
Security: [T Force this user to change password on next login
[ Reset password
" Account locked out

General: ¥ Recording Editor
[ Enable high-guality video

Telephony privilege: I Call-in teleconferencing

< Toll

& Toll free

© Toll & Toll frae

¥ Allow access to teleconference via global call-in numbers

I™ Enable teleconferencing CLI authentication

Hinct and attans t hawe BIN anablad =

% Find: [beep & text f Previous & Highlight all ™ match case

jawascript:EdiUiser(+92251372) [a
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CCA3.0.1

You will need DNS configured on the UC for it to connect to Webex (at the login part of the setup later). As well
if your UC is behind a firewall/ISR (not tested here) we | assume the source IP of traffic is CUE so if this IP
range/IP is not in your Firewall/Router NAT list or ACL, it will have to be added.

Navigate to CCA Applications drawer> Smart Applications> SA Manager:

‘& UC540_Cheyond : Cisco Configuration Assistant

System  indow  Help

% | 4

: Ssmart Applications Manager

Applications

Hostname: ILIC54D_sdisteF - |

---General Settings
[=-Smatt Applications

Descripkion I

When you click configure, CCA will do two things

{.smart applications Managd) &

.- ¥idea Telephany

@ TirmeCardview

Configure

account and site

lmeetings they are To=eThyg or invited ﬂ
to, receive audio and wvisual meeting
alerts on their IP phone, and press a
single softkey to join the audio
portion of the mesting. L WebEx

administrator

credentials are reguired for enabling
and configuring PhoneConnect.

=l
Resources
Credits Required; ES
Total Credits Used
INENNEEEENENEEEER
oK I Al | Refresh Cancel | Help |

e Enable HTTPS Communication—This setting creates the HTTPS private certificate used by CCA and the
Connect Client to connect to the PhoneConnect Web Services API.

e Authentication —This setting creates the Cisco Call Manager Express (CME) Authentication Server
credentials and authentication URL used by WebEx PhoneConnect to authenticate inbound requests to

phones.

For example, before a message alert is sent to an IP phone associated with a WebEx user, the user’s name and
password is first sent to a web application on CME for authentication. The location of this web application is
shown in the URL field. The Name and Password fields allow you to set your own credentials to prevent
unauthorized access via CME to WebEx PhoneConnect.
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Reference Section 2 of the Admin Guide for precautions with CCA Configuration Archive and 2 year expiry on HTTPS certs.
http://www.cisco.com/en/US/docs/voice ip comm/sbcs/apps/phoneconnect/r10/admin/webex phoneconnect admin guide.pdf

UC540_Cheyond : Cisco Configuration Assistank
System Window  Help:

EEERENECRE

{i\l Horme: " Smart Applications Manager =1Oix]

Devices -
Configure i :
Hostname: |UC54D_sdisteF "l
==

Applications :
Applications - Description'l

“aeneral Settings — -
‘Smart Applications @ Unified Messaging e — |

Smart Applications Manager Imeet,ings they are hosting or invited .
It

“Aideo Telephony
(@) Tipoa avdviam

0. receive audio and visual meesting

WebEx PhoneConnect
~Dperation In F_;rog._c

Preparing ta Login to WebEx PhoneConnect
[ 1]
Elapsed time: 00:00:07

) To terminate the operation, click Cancel

Ll

uth<.cication URL

It will be overwritten by WebEx PhoneCannect Application.
Do you want ta cantinue?

_ —
o s y |
Ok Refresh w: |

> @ Custom Authentication URL is configured,
I . )

~Tatal Credits |

%" UC540_Cbeyond : Cisco Configuration Assistant
System  Window  Help.

Smart Applications Manager
Video Telephony

= LRSS = P
" Smart Applications Manager. ;Lglz(_l
~Devices:
Hostname: |UCS40_sdistef
Applications =
Applications Description |

[#-General Settings = - =
= Smart Applications @ Unified Messaging Configure |

(") Tiparar iz
i " WebEx PhoneConnect

Imeet,ings they are hosting or invited ;I
to. receive audio and visual meeting

~Operation In-Progress

Preparing to Login to WebEx PhoneConnect

9 HTTPS Authentication is disabled and \
)
V.a

Ll

s ‘it need to be enabled For WebEx PhoneConnect ko function,
Do you want bo configure?

oK I AEply | Refresh | Cancel | Help |
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| used ciscoadmin/ciscosb

C540_Cbeyond : Cisco Configuration Assistant

System  Window _ﬂelp
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Once authenticated, the Webex Application menu pops. Here | associate two phones with the two users |
created, and my own phone with mine (Admin account).

192, o C
System  Window Help

PhoneConnect Application Main
~PhoneConnect Application Main
[V Enable \WehEx PhaneConnect

First Name: [Steve Last Narne: [Distefanc

Aapplications ~Customer Administrator Information

ene_l:al Settings
[= -Smart Applicati

Email: |sdistef@c\sco._com Campary: |Steve D\s_tefano

Ph?lje: 19193925524

ebEx Users Tnformation-

* Video Telephony

UserlDy Password Email FirstN,,, & Last Name Associated ... Select Pho, ..
EdneCube@cisce #*eereoses | FdneC bed @isis Lsere UserE Mone- Select Phone ...
hh@cisco.com ek hh@ceco.com o uu -Mone- Select Phone ..

iofiess . i fiden Fivatiafile f
Select Phone User From List =10 SIpENOEL
"% —Selact Phone User From List elect Phorie ...
vine| | Existing Lser Selected User elect Phane ...
vibh Ssinby eleck Phone ...
weill| [ | [23xtyFive elect Phone ... [
| Sthirthone:
Tata| | | [Sthirtysic
Swpnone
Swpntwo
Tzeroons
Tzerothree
| Dialir
Me

rau—fn Mumber Conversian ‘

‘-To)_l Humber | |—TﬁN Free Mumber

System  Window Help

e

@ Home:

=] 5=

= S
' PhoneConnect Application Main

-PhoneConnect Application Main

@ Configure = = =
|]7 Enable WebEx PhoneCaonnect |
applications [ Customer Administratar Information
[-General Settings First Mame: ISteve Last Mame: IDiStaFano
Elipnatbanhie o Email: Isdlstef@clscn.com Gn_mhany: ISteve Distefano
iden Telephony Fhone: 19193925524
~WebEx Users Information
LiserlD Passward Email First .., & Last Mame | Associated ., | Select Pho,,
SamZ03@cisco, QPRI oam203@dsco.05am 15in -Mone- Select Phone .. :I
second@cisco, cotbbdsabdnoarond@eisco. cosecond bwo -Mone- Select Phone ...
] e 1 g 1 f . “hionss - o
isis 51 = e o lelect Phome ...
" Select Phone User From Lisk ;[ [m] XI
Shee - Select Phone User Frarm List elect Phane ...
do@ Existing Lser SelectedUser— | [eleck Phane .., 1
isisSi Sfourtyfive elect Phore ...
ssmil| | | [Sninesixone elect Phore ... |
] Sseverb
Total Ssevenc
—] Ssevenfive
Ssevenoneb
Ssixfivea
Ssifiviaby
- Dialin
WMt oK | Canicel | Help |
~Call-In Mumber Conwversion
’—TD:II"NUmbe_r [ ‘;Toll Fres MNumber |
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" 192.168.10.1 : Cisco Configuration Assistant

System  Window Help

EEEEERNAE

fE’) Harme 3" PhoneConnect Application Main
~PhomeConnect Application Main
@ Configure -
= [ Enable 'WebEx PhoneConnect

Applications
First Nama}isteve Last Mame: IDiStefanu

~Customer Administrator Information

zeneral Settings
[=l+5mart Applications
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Phone: 19193925524

~WebEx Users Infarmation

Wideo Telephorey

Lserily Password Email First M. & Lask Mame: Assnciated ... Select Pho...
MM T TonT ST o rrE= BIRCCPIIONE |
ss@cisco,com kRS0 A ss@isis weblss 5 ~hlore- Select Phone ...
S7ATS@ciscotgst ks 2078 mrisen, corSkephanie Vi Phan FMone- Select Phone ...
sttsang bRk ctteana@riseo, o Stephen Tsang Mone- Select Phone ..

[T Distefana

WENLEN " Select Phone User From List 1 =10l x|}t Phore ...
third@ci | ~Select Phone User From List | ftPhone .|
SWp3EC “Existing Liser t Phone ... .
TinalsiaT Afaurtyone I Phane .. LI
Total Row Efiveone
— || | [Efivetwo
Ffoura
Ffourb
Ffourc
. FtwentyFour
~Digling D7 | | | IFtwentyone
|:Mae_tin(
rCalI-In 1 *‘

THIS IS A CRITICAL STEP

Adjust the password to what you set when you built these users on Webex site. This is required so the PHONE
gets the right credentials. | am not sure why it isn’t imported correct, but | found that the phone uses would fail
authentication to the Webex site, until | came in here and adjusted these passwords.
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PhoneConnect Application Main

/_ﬁ\: Home

Configure
—

Applications

- PhoneConnect Application Main

[¥ Enable WehEx PhoneConnect

~Customer Administrator Infarmation

First Mame: |Steve Last Hame: [Distefano
Email: sdistef @cisco,com Company: |3tewe Distefano
Phone: 19193925524

~WebEx Users Information

[#-General Settings

UserlD Password Emnail First Al & Last Mame | Associated ... | Select Pho...
second@cisco, ok opcond@cisco.cosecond () -Hone- Select Phone ... ;I

Ssevenne [hetshistaick seveone@cisco Seven [SEvEnne SSEVENONES Select Phone

Sheeba ek sthulasi@cisco, ciSheeba Thulasidharan  -Mone- Select Phane-..
de@cisco.com RS de@dsco.com (six d hone- Select Phane-..
5isSiX@CisCo, confrtR  igis i @cisco, conSix jisis -Mone- Select Phane ...
ssmith@isco, ot eemith@risoo, corfSkyler (Smith -Hone- Select Phone ...
fF@cisco,com  preeesskksse: facsco.com (s 23 -Mone- Select Phone .. -]
Tokal Raws: 223 New | Delete | Copy FromDevice |

~Customer Site: Configuration Information

Install Language File | Advanced Configuration I

Dialing Digits Configuration

Call-In Preference: | Toll-Free 'I Dial Cut Prefix: I9

- Call-In Nurnber Conversion

~Meeting Call-In Configuration ‘

|'TU" Humber | |’TD" Free Humber

Click OK and then OK on the main screen.
At this point the phones reset and come back to registered status.

| did notice the CCA screen seems to be completed (green check), but the status window doesn’t close ...

JST=TE

alualn
cisco

e
53 cotne

Hostname; |UCS40_SIP ¥
e
—— oesoton|
[#-General Settings -

5 Smart Applications Bllkied st Configure
it Applcations Manager | | tiebEx PhoneConnect

Video Telephony ® & .

mart Applications Manager

[Unitied messaging allows users to view

T
Elapsed tine: 00:00:00

CrodtsReqect 5T

Fnta\ a

el el

I
£ console

CLI informacion and timestamps are displayed in the Console window by defaulc.
To ensble or disable display of CLI information or timestamp information in the Console,
choose System > Preferences and select the Logging teb.

[3:58:35, 500 [DEBUG]

[muLTIvINDOW) tellert wait for to be released - comp = Smartippl event = Vindow Lpply Done
13:58:39, 500 (DEBUG]
[alert lert] Alert = null Device ID = DO1e.4a26.6920

13:58:39, 500 [DEBUG]

[Alert Dispatcher:dispatchilert enqueued] Alert ID = 21008 Listener = hlert Listener HultiWindowlanager Alert ConsumerTime = Fri Apr 05 13:58:39 EDT 20
13:58:39, 500 [DEBUG]

[lert Listener:queuellert] notifying to conswmer Alert = null

13:58:39, 500 [DEBUG]

[Alert Listener:processklert] Alert Consumer = com.cisco bu. o Ltiwindow.Mule 1afozer

13:58:39, 500 [DEBUG]

-| talert Listener:processilert] Calling processilert = Fri Apr 08 13:58:39 EDT 2011

13:58:39, 515 [DEBUG]

“|(MULTIVINDOW] processhotification registersd wap = (TELEPHONY MAX_CALLS_UT= bu. detn.xultiwindow. tionf13a694h, L
13:58:39, 515 [DEBUG)
|(MULTINTNDOW] gemeratelert componetlLosk released - registered comp = Smarcipplicationslanager event = Uindow Apply Dome
[‘ ‘ »
| chowionfie |

1
| @e.. [ (55| Fove] iswe] Gov| B Bu. |G [ Be [ F e | Yo [Bon]Teae 1ome) & [FHESEEED X USERS 5550 2om

At this point you can click refresh and it shows it active. | reported the stuck status bar to the CCA team. | had
to close CCA and reopen it at this point (couldn’t close that window).
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System  Window  Help

Cisco Configuration Assistant

EEE

£33 rors

tpplications

General Settings
=) Smart Applications

* Wideo Telephony

Now since this is a new system (factory reset with only TSW specified data), | need to provide DNS.

|\ s | B

" Smart Applications Manager

Devic

Hastriame: [LUCS40_SIP = ‘
Deseriptian |
Configure

Unified messaging allows users to view

Applications

d Messaging
4 WebEx PhoneConnect

@ TimeCardview their e-mail and voice-mail messages
using = single e-mail client such as
Microsoft Outlook wia the IMAP
(Internet Message hecess Protocol)

protocol.

[ Resources-

Credits Required: |25 ‘

|—T'nta\ Credits Used

Al | Risfresh | Cancel | Help |

mart Applications Manager

~Operation In Progr

Updating Config to Device
I
Elspsed time: 00:00:00

UC540_SIP : Cisco Configuration Assistant
System ‘Window Help
2 a7 L] i= & e | 2 0| | o |
R R =S e R R P A = =

" IP Addresses .

=10ix]

Devices -
Hoskname: IUC54D_SIP VI

HCP Server
-Skatic Routing
[=1-Telephony

ysbem

orts and Trunks

Wireless
ecurity
evice Properties

nternet Connection

sers and Extensions

ite Management:

------ Save Configuration. ..

Intetface Configuration: Device Configuration |
Darnain Mame:

Enable Domain Lookup: v

——

~DNS Information

~Current Servers

+.2.2.2
3.8.8.8

~Mew Server
Enter avalid IF Address

Iglglglg Hemove |

Select All |

K | Apply | Refresh

| Cancel | Help |

You will see a pop up to go to NAT:
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isco Configuration Assistant
System  window. Help

= =N | A=t

Tordees S
-Devices
Hostname: |UC540_SIP =

Interface Configuration Device Configuration I

Daomain Mame: I

Enable Domain Lookup: [+

il

~DMS Information

=l Telephany - Current Server
I' Syskem

Ports and Trunks
Users and Extensions
Phone Graups “New Server

Voice Features Enter & walid IP Address
Call Handling 5
[#--Dial Plan

[#]-Site Management
- Wireless

E---Sacur\ty

+-Device Propetties
ave Configuration,

4.2.2.2
3.8.8.8

- - - e

Add

Remaye |

Select all

Brply | Refresh | Cancel | Help |

fo: IP Addresses

'ﬁ') Please go to Configure - Security to enable MAT to the new or modified interfaces,

Nat is enabled and OK

% UC540_SIP
System  Window  Help

| |6

/ﬁ\ Hame

.{Q)}. Eoci e

[# Ports
[# Switching
[=-Routing
P Addresses
nternet Cannection
DHCP Server
*. Static Routing
Telephomy
5-Bystem
Ports and Trunks.
-Users and Extensions
Phone Groups
Woice Features
-Call Handling
-Dial Plan
ite Management
# Wireless
E Security

co Configuration Assistant

I;] a2

db

=] el

=101

Devices
’7 Hostname: |UC540_SIP =
Outside interface: |FastEthernetOf -|  Detais

Application internal ddress | internal Fart | External Fort |

m

Add

Delete
Firewall Service

[
[
ez}
[
o
&
[

Delete NAT Settings |

fiosh | concel | help |

[#] Device Properties
-Save Configuration. ..

Phone TUI

Go to one of the phones:
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Cipc Soft

=

You are in.
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