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Configuration Overview CommView & Cisco UC500 Series

The following steps are performed to implement and configure CommView when interfacing with a UC500
solution.

e Ensure proper configuration of the workstation utilized for CDR management
e  Configure the UC500 to support the detailed format of CDR (requires CLI)
e |Install and configure the CommView IP Software Buffer application

e Enable @Comm Technical Support to proceed with configuration of application/service and
provide training.

Configure Workstation utilized for CDR management

To isolate the CDR collection and forwarding functions, a workstation in the customer’s network
environment must be made available for the CommView IP Software Buffer application supporting these
requirements:

- Make sure PC has firewall access rights to secure FTP Port 22.

- Make sure PC has firewall access rights to @Comm domain (sftp.atcomm.com) if subscribing to
the CommView Web service.

- Itis suggested that the PC has HTTP access to Port 80 to allow remote access for support if
necessary.

The most common scenario is that the vendor/customer/end-user permits @Comm Tech Support to
configure the machine where @Comm Software Buffer is to be installed to support FTP. @Comm Support
typically enables Windows FTP as well as creates a local Windows User Accounts to support FTP. @Comm
Support will then provide the vendor with the FTP information used in configuring call accounting in the
UCSXX.

Although Cisco TAC prefers to support the CCA configuration utility (over CLI), this GUI functionality is
limited in its configuration capabilities and further CLI is needed to complete the install if reliable and
accurate CDR reporting is a priority.

Configure UC500 - Configuring File Accounting

Configuring file accounting includes defining the primary and secondary file location for storing call
records. If the file transfer to the primary device fails, the gateway retries the primary device up to the
configured number of times before automatically switching over to the secondary device. You can initiate
a manual switchback to the primary device when it is restored. If the secondary device also fails, the
accounting process ends and the system logs an error. New CDRs are dropped until one device comes

back online and you manually reset.

The gateway holds call records in memory temporarily before writing the records to the specified
accounting file. It appends call records to the accounting file after a configured flush-timer limit or
whenever the memory buffer becomes full. The gateway closes the accounting file and opens a new file
after a configured file-close time limit or you can initiate an immediate close. Other options allow you to
select the specific attributes captured in the accounting record.
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The Call Accounting window appears when you choose Applications > General Settings > Call Accounting
from the feature bar.

From this window you can enable or disable Call Detail Record (CDR) collection and specify the location on
an external TFTP or FTP server where the CDRs are stored, as well as a backup location on the UC500 flash.
These settings are used in conjunction with call accounting applications that capture CDRs and store them

to an external FTP server.

Backup CDR files are stored in the flash:cdr/ directory on the UC500. Click Copy CDR to File to manually
write CDRs to the specified backup file on the flash.

Configure general settings for Call Accounting applications as described in this table. Click OK or Apply
when you are finished.

Setting Description

Call Accounting Server

FTP URL Sets the primary location for storing the CDRs
generated for file accounting.

Specify a path/filename for the location of the file
on an FTP server.

For example: ftpserver01/cdrs

Username Username for FTP server authentication

Password Password for FTP server authentication

The menu screens (config/setup) for the UC 500 Series system:

Here is the menu selection in the current release of the Cisco Configuration Assistant:

Applications

= ---ngeral Sektings
----- Buthentication LIRL
----- Setvices Menu Access

- HTTPS Authentication
+-Smart Applications
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And here is the dialog box for enabling Call Accounting:

"% Call Accounting ==&

Devices

Hostname: | C_560 =

When Call Accounting is enabled, the UCS00 will collect call detsil
records (CORs) and store them on the remote ftp server specified
below.

|/] Enable Call Accounting
Call Accourting Server
FTPURL: | nss324fcdricdr
Username: | david

Password: | Trewewewse

Flash Backup

O You can manually backup pending CORs to the UCS00 flash
memary. Specify the file name below.

flash:fedrf | cdr
[ Copy COR to Flash |

oK apply Refresh || Cancel || Hep |

[

If the ftp site being used as the destination has any interruption in service, the UC560 falls back to saving
the records to the internal flash memory on the UC560.

During the period the UC560 saved CDR data to its internal flash, you have to move them to the ftp server
manually.

To generate CDR in file format (.csv), perform the following steps.
Prerequisites

Cisco IOS Release 12.4(20)T or a later release.

Restrictions

FTP servers in Cisco |0S software are not supported because they cannot append CDRs to a file, so every
flush would create a new file.

SUMMARY STEPS

enable

configure terminal

gw-accounting file

primary {ftp path/filename username username password password | ifs device:filename}
secondary {ftp path/filename username username password password [ ifs device:filename}
maximum retry-count number

maximum buffer-size kbytes

maximum fileclose-timer minutes

maximum cdrflush-timer minutes

LN WNE
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10. cdr-format {detailed}
11. acct-template {template-name | callhistory-detail}

12. end

DETAILED STEPS

Step Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.

Example: eEnter your password if prompted.
Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 gw-accounting file Enables the file method of accounting.
Example:

Router(config)# gw-accounting file

Step 4 primary {ftp path/filename username (Optional) Sets the primary location for
username password password | ifs storing the CDRs generated for file
device:filename} accounting.

Example: oftp path/filename—Name and location of
Router(config-gw-accounting-file)# primary the file on an FTP server.
ftp serverl/cdrtest1 username bob oifs device:filename—Name and location of
password mypass the file in flash memory or other internal file
system on this router. Values depend on the
storage devices available on the router, for
example flash or slot0.
eusername username—User ID for
authentication.
epassword password—Password user enters
for authentication.
eDefault: flash:cdr.

Step 5 secondary {ftp path/filename username (Optional) Sets the backup location for storing
username password password | ifs CDRs if the primary location becomes
device:filename} unavailable.

Example: oftp path/filename—Name and location of
Router(config-gw-accounting-file)# the backup file on an FTP server.
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secondary ifs flash:cdrtest2

oifs device:filename—Name and location of
the backup file in flash memory or other
internal file system on this router. Values
depend on the storage devices available on
the router, for example flash or slotO.

eusername username—User ID for
authentication.

epassword password—Password user enters
for authentication.

eDefault: flash:cdr.

Example:

Router(config-gw-accounting-file)#
maximum cdrflush-timer 245

Step 6 maximum retry-count number (Optional) Sets the maximum number of
times the router attempts to connect to the
Example:
primary file device before switching to the
Router(config-gw-accounting-file)# secondary device.
maximum retry-count 3
enumber—Number of connection attempts.
Range:1 to 5. Default: 2.
Step 7 maximum buffer-size kbytes (Optional) Sets the maximum size of the file
accounting buffer.
Example:
Router{config-gw-accounting-file)# ekbytes—Maximum buffer size, in kilobytes.
. . Range: 6 to 40. Default: 20.
maximum buffer-size 25
Step 8 maximum fileclose-timer minutes (Optional) Sets the maximum time for writing
records to an accounting file before closing it
Example:
and creating a new file.
Router(config-gw-accounting-file)#
. ) . eminutes—Maximum time, in minutes, to
maximum fileclose-timer 300
write records to an accounting file. Range: 60
to 1,440. Default: 1,440 (24 hours).
Set this file close timer to at least five
minutes longer than the flush timer set with
the maximum cdrflush-timer command.
Step 9 maximum cdrflush-timer minutes (Optional) Sets the maximum time to hold call

records in the buffer before appending the
records to the accounting file.

eminutes—Maximum time, in minutes, to
hold call records in the accounting buffer.
Range: 1 to 1,435. Default: 60 (1 hour).

oSet this flush timer to at least five minutes
less than the file close timer set with the
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maximum fileclose-timer command.

Step 10 cdr-format {compact | detailed} (Optional) Selects the format of the CDRs

Example: generated for file accounting.

. _ . . .
Router(config-gw-accounting-file)# cdr- compact—Compact set of voice attributes is

generated in CDRs.

format compact
edetailed—Full set of voice attributes is
generated in CDRs. Default value.
Step 11 acct-template {template-name | callhistory- | (Optional) Selects the voice attributes to
detail} collect.
Example: stemplate-name—Name of custom

Router(config-gw-accounting-file)# acct- accounting template that defines the

attribute values to collect.
template custom1
ecallhistory-detail—Collects all voice VSAs for

accounting.

Step 12 end Exits to privileged EXEC mode.
Example:

Router(config-gw-accounting-file)# end

CommView IP Software Buffer Installation -

- Verify PC has firewall access rights to secure FTP Port 22.

- Verify PC has firewall access rights to @Comm domain (sftp.atcomm.com)

- Verify that the PC has HTTP access to Port 80 to allow remote access for support if necessary.

- Logonto PC as Administrator.

- Follow the instructions below to install the CommView IP Software Buffer on the designated
Windows PC or Server.

This software application is installed as a service intended to run automatically whenever the PCis
booted, regardless of login. The software application can either be downloaded from the Web to

registered users, or provided directly by @Comm Technical Support.

Note: CommView IP Software Buffer licenses are bundled with implementation assistance services.

Contact @Comm Technical Support to proceed with installation.
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Install the CommView IP Software Buffer Application

If you are supporting multiple sources of CDR data with a single instance of the CommView IP Software
Buffer application, such as several Cisco UC500 and/or CUCM systems (or other IP or legacy PBXs), please
contact @Comm Technical Support prior to this application setup for suggested configuration parameters.

Run SETUP.EXE and follow the screen instructions to install the CommView IP Software Buffer. It is
recommended that defaults are selected during the following sequence.

Welcome to the SWBuffSyclnstall Setup Wizard

The installer will guide you through the steps required to install SWELSvelngtall on pour computer,

WARMIMG: This computer program iz protected by copyright law and international treaties.
Unautharized duplication or distibution of this program, or any portion of it, mag result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

Click Next to continue...

{i SWBuffSvcInstall

Select Installation Folder

The installer will inztall SWELHS velnstall to the following folder.

To ingtall in thiz folder, click "Newxt". Toinstall to a different folder, enter it below or click "Browse'.

Folder:

CASWBLFFSwel Browse... |
Disk Cost... |

Inztall S BuffSwolinztall for pourself, or for anpote who uzes this computer;

&+ Everyone

 Just me

Cancel | < Back

Accept the default folder C:\SWBuffSvc\ and default setting for the user and click Next.
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i?;- SWBuffSvcInstall ]

Confirm Installation

The installer iz ready to install Y BukS wclnstall on your computer.

Click "Mest" bo start the installation.

Cancel | < Back

Click next to install. Please wait for the following confirmation screen.

i‘.;- SWBuffSvcInstall ]

Installation Complete

SWBulfSvelnstall has been successfully installed,

Click. "Cloze" to exit.

Flease use Windows Update to check for any critical updates to the MET Framework.

Caneel | < Back |

Click Close to complete the installation and start the software buffer service via the appropriate control
panel process for your operating system.
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A& Computer Management C==]r=]

File Action View Help

Lo ] e EENEREY

& Computer Management (Local|| Name Description  Status  Startup Type  Log OnAs = || Actions
4 %“:’"Jﬁ“i“d ‘ EhServer Supportsfil.. Stated  Automatic Local Suste. Services -
ask Scheduler
j ] Eventviewer & Shell Hardware De... Provides no... Started  Automatic SWBUffService Properties (Local Computer) 5
 chored P & Smart Card Manages ac... Manual
: g o e roups | G Smart Cord Remo... Allowsthe s.. Manual General | Log On [ Recovery | |
® P 54 SNMP Trap Receives tra... Manual
> (%) Performance B cortwre patection. Enabies th Actomatic 0 Servicename:  EUETENTS
& Device Manager &) Software Protection Enables the ... utematic (D, ) )
+ 2 Storage {€1.5PP Notification ... Provides So.. Manual Display name:  SWELffService
{2# Disk Menagement €)55DP Discovery  Discoversn... Stated  Manual Descrption 7
4 s Services and Applications || ‘o) Superfetch Maintains a.. Stated  Automatic .
> W]l Internet Information Sei | -5 SWBUfRSPService Automatic ot o
€, Services £, SWBuffSenvice Automatic e B Sve e
% WMI Control £, System Event Noti... Monitorssy.. Stated  Automatic
&}, Tablet PC Input Se... Enables Tab. Manual Startup type: [ Automatic -
&) TaskScheduler  Enablesaus.. Started  Automatic " . o
Help me configure service startup options.
ELTCP/IP NetBIOS H... Providessu.. Stated  Automatic S0L0S COTAUE SSnvice Stanp oDlons
£, ;
& Telephony Provides Tel... Manual Servicestas.  Slepped
& Themes Providesus... Stated  Automatic
&), Thread Ordering S... Provides o... Manual Stop Pause e
€1, TPM Base S Enables acc... Manual
= as envices  Enables scc anua You can specy the start parameters that apply when you start the senvice
€)UPRP Device Host  Allows UPn... Manual from here
&} User Profile Service  This service .. Started  Automatic
&), Virtual Disk Provides m... Manual Start parameters:
& VirtualBox Guest A... ManagesV... Stated  Automatic
£ Volume Shadow C... Manages an... Manual
£ WebClient Enables Win... Manual Aoply
&) Windows Activati... Performs W.. Manual
& Windows Audio  Managesau.. Stated  Automatic Local Semvice
& Windows Audio E.. Managesau.. Stated  Automatic Local Syste...
£} Windows Backup  Provides Wi... Manual Local Syste. A
< n * | Bxtended } Standard

Choose Start, then OK before proceeding to the configuration steps.
Configuration of CommView IP Software Buffer

The software buffer must be configured for both the receipt of PBX data or files as well as the parameters
required for forwarding the raw data to the location for processing.

From the Start menu, launch the SWBuffer Control icon.

Input Configuration x|
Site Mumber: |2 VI Site Mame: I LI SR
Source Type: |Cisco LICS00 | CHE |

= Serial COM Pork
Part:

Baud Rate: I ‘I

I VI End of Record: ICR,I'LF VI Timenut; IZD Secs VI

Paritys:

= TERIR
Server:

Fort:

FEDEE
DT

Lser: I Password: I
Pl Inkeryal: I i l fdvanced

—File Transfer

[

Path: | CFTP_CDRICDR,

File Mask: I** Browse Path | Transfer Interval; I 5 mins vl

Start Date: | 1 1/z012 'l Start Time: | 3:00: T PM —
Delete Source Files | Last Transfer Time:l

oK I Cancel |
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When the software buffer service starts for the first time, a default configuration will be displayed.
Confirm Site # is displayed and add a descriptor to the Site Name field.
Choose the appropriate value, in this case Cisco UC500 / CME, from the Source Type menu.

The File Transfer section will activate and shall populate some default values. (this configuration task is
typically done by @Comm support).

Set the path where the Cisco UC500 is configured to place the CDR files via FTP (either by keyboard input
or by browse button)

Set Path, File Mask, Start Date and Start Time

Set the File Mask to *.*

Choose to Delete Source Files

Accept remaining defaults and choose OK to proceed to the configuration of the data output.
Configure Output

Depending on whether the implementation is for an @Comm-hosted service or for a customer premise
application, settings and values will differ. Please contact @Comm Support for the settings specific to your

application.
Output Configuration El
Site Murnber: I 2-UCSRs j Mexk File Serial Mumber: I 1
Outpuk Type: ISFTP j Upload Interval: I S mins j
StartDate: | 1312012 v|  otatTime: | 30nooPM =

Remaote Path: | fwygdrivelefinetpubsftp

Hust | 999,999,999, 999 User: | sFtpuserlagin

kihikihkikih hkikisk ok
Password; I |

| Ik I Cancel

For CommView Web subscribers and for customers implementing the CommView IP Software buffer on a
separate workstation, choose SFTP as the output type.

Choose appropriate Site Number from the drop down box
Select SFTP and Specify the Remote Path, Host, User and Password.

(this configuration task is typically done by @Comm support)
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Dutput Configuration _ x|
Site Murmber: I 2- LICERH j ek File Serial Mumber: |1—
Cukput Type: IFiIe Transfer j Upload Interval: |15 mins j
Stark Date: I 1f31/2012 j Skart Time: I 180 PM =

Remote Path: | 3\ SWEBLFFSvelSitel|

Browse |

For CommView IP Software Buffer configured to operate on the same workstation/network as
CommView, select File Transfer and choose the Remote Path as the location that CommView will
reference to process. (this configuration task is typically done by @Comm support)

The CommView IP Software Buffer installation is now complete. It will operate without any user
interaction as long as the PC remains powered up and will start automatically whenever the PC is

rebooted.

@Comm Support will proceed with configuring CommView or CommView Web to process data for

reporting.
@Comm Troubleshooting
CommView IP Software Buffer

Ensure that the Software Buffer application is running and, when maximized, information confirming CDR
data file transfer is displayed in the window.

@Comm WebReporter User Interface

The following screen shots demonstrate some of the filtering and scheduling functionality of the

WebReporter module.
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((1(;01213) CommView WebReporter

New Report Exi

ing Reports Scheduling Help @Comm Corporation

New Report
Summary Reports
o From From Quter Sort
fetail Reports 612312011 [ ]
L |Exlens|un |z|
Organization Reports

B imer Sor
Special Reports

To
Traffic Engineering Reports = LDHgC.?Ils [None =
Directory Reports Expensive Calls
or

nternational Calls
Workgroup Reports
. 7 most recent days
' Workgroup Agent Summary

() Workgroup Agent Detail

Display Report Mavigation Tree

) Workgroup Queue Summary

() Workgroup Service Level Summary

SELECT OUTPUT ADDTIONAL FILTERS

. Additional Filters
©) Screen

CONTROL BUTTONS

[ Run Report | | Schedule Report |

Message
Format

Acrobat PDF [~]

Subject

Message

Version: 2.2 4197 19382 6/29/2011

(uf(‘" )3} n CommView WebReporter

New Report Existing Reports Scheduling Help {@Comm Corporation

Scheduling

Current Report: Call Summary Report Scheduled reports for: Brian Gailis at Local Site

Scheduled Report Name: [ Refresh Schedule Display ] [ Delete Completed Reports ]

|Weekly Call Report | Report Scheduled Time Job Interval  Start Time Stamp

Finish Time Stamp

Name Status.

Run Date (mm/ddfyyyy) s8les2008 6/29/2011 9:11:00 Complete 1 day 6/28/2011 9:11:08 6/29/2011 9:11:25
AM AM AM

6/29/2011

33les2008 €/202011 9:11:00 Pending 1 day
AM

RunTime (hh:mm})
[02[=]

Repeat Every:

|1 week B

[Schedu\e Report I [ Reset Parameters ]
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@Comm Support

@Comm is committed to providing both our partners and customers with the highest level of
support possible to ensure your satisfaction with our solutions and services. Through personalized
service and online resources, our focus is on rapid implementation of new systems, ensuring trouble
free operation of existing systems, and providing a great end user and administrator experience with
our products.

@Comm offers a flexible range of call accounting reporting solutions that may be installed and run
within your business as well as an affordable on-line service subscription, hosted in a secure
@Comm data center environment, monitored and supported 24x7. For more information or support
needs please contact us at 1-800-641-5400.
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	And here is the dialog box for enabling Call Accounting:

