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Conecte, Interactue,
Colabore!

Soluciones

Ayuda a otros usuarios a encontrar las respuestas correctas
en el motor de busqueda de la comunidad indicando que la
duda fue resuelta al activar la opcion “Aceptar como solucion”
u otoérgales un voto de utilidad.
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\otos de utilidad

iResalta el esfuerzo de otros miembros!

Los votos utiles motivan a otros miembros que colaboran en
la comunidad, a seguir ayudandonos a contestar las

preguntas abiertas, y ofreciéndoles la oportunidad de ganar
premios. jReconoce su esfuerzo!
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Premios Spotlight Awards

iDestaca por tu esfuerzo y compromiso para mejorar
la comunidad y ayudar a otros miembros!

Los premios Spotlight Awards se otorgan trimestralmente
para reconocer a los miembros mas destacados.

Conoce a los ganadores de Noviembre-Enero 2024

iAhora también puedes nominar a un candidato! Haga clic
aqui

cisco

SPOTLIGHT
AWARD



https://community.cisco.com/t5/blogs-general/premios-spotlight-awards-noviembre-enero-de-2024/ba-p/5027791
https://community.cisco.com/t5/documentos-ayuda-acerca-de-la-comunidad-help/comienza-un-nuevo-cap%C3%ADtulo-de-los-premios-spotlight-awards/ta-p/4966301

lvan
Villegas

Team Captain Security

Es Ingeniero en Telematica egresado del Instituto
Politécnico Nacional (IPN). Actualmente cuenta con cinco
anos de experiencia formando parte del equipo del
Centro de Asistencia Técnica (TAC) global de Cisco,
principalmente en la tecnologia de AAA/ISE.

lvan se desempena como Team Captain enfocado en
apoyar a su equipo en soporte técnico y manejo de
clientes. Cuenta con las certificaciones de CCNP
Enterprise y Security, CCNA y DevNet.
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Ricardo
Vera

Escalation Engineer

Se incorpord a Cisco en 2021 con el rol de Technical
Consulting Engineer en el equipo de Next Generation
Firewall.

A lo largo de su carrera profesional se especializé como
experto certificado en su tecnologia y actualmente se
encuentra desempenando el rol de Escalation Engineer en
México, asistiendo a clientes en situaciones complejas
alrededor del mundo en colaboracion con los equipos de
Technical Leaders e Ingenieria.
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Michel
Lepicard

Technical Consulting Engineer

Se uniod a Cisco en 2020 certificandose como experto en
el area de networking y desarrollador de aplicaciones.
Posteriormente se incorpord al equipo de Next Generation
Firewall volviéndose rapidamente en uno de los mejores
miembros del equipo.

Actualmente apoya al equipo de BETA poniendo a prueba
las nuevas caracteristicas de los productos para encontrar
defectos en el software o desarrollar nuevas areas de
oportunidad.
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Prerrequisitos para actualizar ISE
Max. 3

versiones

arriba
ISE 2.7 ISE 3.0 ISE 3.1 ISE 3.2

o

Actualizacion
intermedia para
4 versiones
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Prerrequisitos para actualizar ISE

- La actualizacidon solo esté soportada para Maquinas Virtuales (VMs) y Servidores Fisicos
(UCS-SNS).

- Actualmente NO esta soportado ningun tipo de actualizacion para instalaciones de ISE en la
nube (Azure, Oracle o AWS).

Nota: La instalacion de parches si esta soportado en ISE instalado en la nube.

 El Unico servidor con restricciones es el SNS-3515. Este servidor es compatible con ISE
3.0 maximo, y no puede actualizarse a 3.1 0 superior.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Prerrequisitos para actualizar ISE

- Para actualizaciones en maquinas virtuales, es importante considerar que |ISE usa Red Hat
(RHEL) para operar en el back-end. Entonces el virtualizador debe ser compatible con la
version de RHEL de ISE.

Cisco ISE Release RHEL Release Por ejemplo, para VMware la version ESXi 6.7 o superior es

compatible con cualquier nueva version de ISE.

Cisco ISE 2.6 RHEL 7.5
RHEL 8.2 and later supports the following VMware ESXi versions:

Cisco ISE 2.7 RHEL 7.6 « VMware ESXi 6.7
« VMware ESXi 6.7 U1

Cisco ISE 3.0 RHEL 7.6 . VMware ESXi 6.7 U2
Cisco ISE 3.1 RHEL 8.2 * VMware ESXi 6.7 U3
« VMware ESXi 7.0
Cisco ISE 3.2 RHEL 8.4 « VMware ESXi 7.0 U1
Cisco ISE 3.3 RHEL 8.4 » VMware ESXi 7.0 U2

« VMware ESXi 7.0 U3

afra]n , o ) . .
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Validaciones antes de actualizar ISE

Una vez elegida la version a la que se quiere actualizar se deben realizar |la verificacion de
ISE a través de dos metodos:

1. URT Bundle
2. Health Checks

URT Bundle.

Este se puede descargar desde https://software.cisco.com/, por ejemplo, para hacer
una actualizacion hacia ISE 3.2 se debe descargar el URT respectivo de ISE 3.2.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://software.cisco.com/

Validaciones antes de actualizar ISE

Software Download

Downloads Home / Security / Network Visibility and Segmentation / Identity Services Engine / Identity Services Engine Software / Identity Services Engine System Software- 3.2.0

(@ search.. ) ldentity Services Engine Software

( Expand Al Collapse Al ) Release 3.2.0 Related Links and Documentation
Release Notes for 3.2.0

A My Notifications

Suggested Release v
Latest Release v File Information Release Date Size
2 E Upgrade Readiness Tool (URT) to validate config DB upgrade from | 27-Oct-2022 962.95 MB

2.7,3.0,3.1 to 3.2. This is a signed bundle for image integrity.
ise-urtbundle-3.2.0.542a-1.0.0.SPA.x86_64.tar.gz

HP-CSCwi06794
Advisories [

HD_2 NDR_NrQMaink7aA1

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Validaciones antes de actualizar ISE

- Posteriormente este URT se debe guardar en un repositorio accesible desde ISE, y para
ejecutar la verificacion URT se usa el comando:

application install <nombre del archivo URT> <nombre del repositorio>

« El comando se debe realizar unicamente en el nodo Secundario de Administracion, si es
un cluster distribuido.

« Sies un solo nodo en el cluster, se hace en ese mismo nodo.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Validaciones antes de actualizar ISE

« El segundo método que se debe utilizar para verificar ISE son los Health Checks. Esta
opcion fue incluida en ISE 2.7 parche 3, y ISE 3.0 en adelante.

« Se encuentra en Administration > System > Health Checks.

'::Ills'élz;' ldentity Services Engine Home » Context Visibility » Operations » Policy ¥ Administration » Work Centers

* System » ldentity Management » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

Deployment  Licensing » Certificates » Logging » Maintenance Upgrade Health Checks » Backup & Restore » Admin Access » Settings

Health Checks

Validate your deployment against any critical errors. Starting will perform a range of checks to ensure that all your
software is working stable (Health Check might not respond for 15 minutes). Once validation will finish you can
download report. After successfull checking you can go to Upgrade Workflow.

Platform Support Check 0/3
3 0 s i| O
| Deployment Validation 3/3
’ o ---------—----—-e-—-—-"" " - - - - - "™ "—-—ee—
| DNS Resolvability 3/3
} o e — 1
|
T © 2024 Ci d/or its affiliates. All righ d. Cisco Publi
CISCO isco and/or its affiliates. rights reserved. ISCO Public
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Validaciones antes de actualizar ISE

« A partir de ISE 3.2 parche 3 ya no es necesario usar el URT bundle, y se puede utilizar
solamente los Health Checks, los cuales igual son verificados durante el proceso de
actualizacion:

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup ¢&

© © © @

Welcome Checklist Select Nodes Prepare to Up

Upgrade
kstimated time ot Upgrade process: Ohr Omin

Repository Validation 3/3

o ®
Bundle Download 2/2

®
Memory Check 3/3

®
PAN Failover Validation 1/1

®
Scheduled Backup Check 1/1

> @ o e

il ) o ) ) .
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¢ Qué herramienta se tiene que usar antes de actualizar ISE?

a) Health check desde la Interfaz Grafica de ISE
@ 0%

b) Solo el URT en el nodo Secundario de Administracion

@ 0%

c) URT y Health Checks en versiones anteriores a 3.2 parche 3

@ 0%
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Méetodos existentes para actualizar ISE

Existen 3 formas de actualizar ISE.

1. Back up and restore
2. Full Upgrade

3. Split upgrade (CLI)
o Legacy Split Upgrade
o New Split Upgrade

18



Meétodos existentes para actualizar ISE

Backup and restore

« El primer método, backup and restore, como su nombre lo dice, implica tomar un
backup de la configuracion de ISE y crear un nuevo nodo desde O en la nueva version
deseada, y restaurar el backup de la configuracion en este nuevo nodo.

- Si es una actualizacio a un cluster, posteriormente se debe apagar los nodos anteriores
y reinstalar la nueva version de ISE en estos, y se procede unir estos nodos al nodo en
el cual se restauro la configuracion para crear un cluster.

- Este método es ideal para clusters chicos y medianos (menos de 6 nodos) y es menos
propenso a fallas, y proporciona disponibilidad (HA) durante el proceso.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Metodos existentes para actualizar ISE

Full Upgrade

El método de Full Upgrade - es ideal cuando puede existir una ventana de mantenimiento en
la cual no importe que los servicios estén fuera, el método full upgrade es el mas rapido de
todos ya que actualiza el nodo primario de administracion y posterior a eso se actualizan
todos los demas nodos al mismo tiempo.

Pre upgrade Post upgrade
PPA PPAMN
SPA SPA

566
566

()
o
W
=
0
L
1]
=z

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Meétodos existentes para actualizar ISE

Legacy Split Upgrade

El método de Legacy Split Upgrade - llamado asi porque es el usado en versiones anteriores
a ISE 3.2 patch 3 - es ideal para clusters grandes, en los cuales se requiere que las
autenticaciones sigan funcionando en todo momento. Sin embargo, e€s un proceso lento,
aproximadamente 240 minutos por nodo.

Pre upgrade Post upgrade

A A

PAN P PAN

0
)

SMnT SMnT
A\ (A
PSN PSN
A A
alvaln PSN » PSN

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Metodos existentes para actualizar ISE

New Split Upgrade

El método de New Split Upgrade - llamado asi porque es el usado en ISE 3.2 patch 3 o
superior — su objetivo es de igual manera es tener a ISE operando sin interrupcion, sin
embargo, es mas rapido ya que el proceso se hace por iteraciones secuenciales y no por

nodos.
3.2P3 3.3 & Above

22



;. Donde empiezo la actualizacion?

cisco Products & Services Support How to Buy Training & Events Partners @ 9 e o o

Software Download

Downloads Home / Security / Network Visibility and Segmentation / ldentity Services Engine / Identity Services Engine Software / Identity Services Engine System Software- 3.2.0

(@ searcn.. ) ldentity Services Engine Software

( Expand All Collapse All ) Release 3.2.0 Related Links and Documentation
Release Notes for 3.2.0

A My Notifications

Suggested Release v
Latest Release N File Information Release Date Size
Upgrade bundle for upgrading ISE version 2.7, 3.0,3.1 to 3.2. This 09-May-2023 15250.36 MB AR/

3.3 Patch 2 . . o - .
is a signed bundle for image integrity.g

ise-upgradebundle-2.7.x-3.1.x-t0-3.2.0.542b.SPA .x86_64 tar.gz
Advisories [

HP-CSCwi06794

HP-3.0P8-CSCwi06794

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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;. Donde empiezo la actualizacion?

il
Ccisco

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Upgrade Selection

Select the upgrade process you want to carry out:

1. Full upgrade is a multi-step process that enables a complete upgrade of your Cisco ISE Deployment. This will upgrade all nodes
in parallel so services will be down during the upgrade with this option. This is intended to upgrade the deployment as quickly as
possible.

2. Split upgrade is a multi-step process that enables the upgrade of your Cisco ISE Deployment while allowing services to remain
available during the upgrade process for end-users and administrators. This may require changes to the network or load balancers
to ensure there are available nodes to service authentications. Uptime is accomplished by upgrading nodes in batches and is the
option to limit downtime while taking longer than full upgrade.

® Full Upgrade

O Split Upgrade

Start Upgrade

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Pre upgrade Post upgrade
Y8 pg

P 4

afra]n , . ) : .
cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Ejemplo - Full Upgrade 1/5

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Welcome Checklist Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade

Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and

patch file. Then, click Start Preparation.

Bundle Download, Patch bundle Download, Platform Check, Configuration data upgrade and disk space check are valid for 12 hours.
Other prechecks get expired after 3 hours and can be revalidated using refresh failed checks button or individual refresh button.

Repository*

local v

Bundle*

ise-upgradebundle-3.0.x-3.2.x-to-... »»

Patch

None v

Start Preparation

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ejemplo - Full Upgrade 2/5

= Cisco ISE

Deployment Licensing Certificates Logging

© ©

Welcome Checklist

[ Download Report ] Refresh Failed Checks

Estimated time of Upgrade process: Ohr Omin

Repository Validation

Prepare to
Upgrade

3/3

Bundle Download

3/3

Memory Check

3/3

PAN Failover Validation

1/1

Scheduled Backup Check

11

Config Backup Check

0/1

Configuration Data Upgrade

(,1 ] Exit Wizard

i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Maintenance

®

Administration - System

Health Checks Backup & Restore Admin Access

Upgrade Staging Upgrade Nodes

Back
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Ejemplo - Full Upgrade 3/5

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

© © © @ 5 6
Welcome Checklist Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade

Upgrade Staging

The upgrade bundle files are being transferred to all nodes in your ISE deployment,
the status of transfer for each node can be viewed below. You can continue to use
Cisco ISE while the transfer is in progress.

Cancel Staging

ise-demo-1.aaamex.com
> 0 — [O)

ise-demo-2.aaamex.com

o ©
ise-demo-3.aaamex.com
> e —— [0}

€] Exit Wizard Back

il ! , : , ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

S



Ejemplo - Full Upgrade 4/5

A

Warning

Initiating ISE Upgrade will cause a downtime in ISE Services. Do you want to continue
with Upgrade?

Cancel

i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Ejemplo - Full Upgrade 5/5

®

Information

The system is about to upgrade. Logging out.

il ) ) ) . ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Pre upgrade Post upgrade
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Eijemplo - Legacy Split Upgrade 1/7

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

e
Overview Upgrade
@ Read only mode. Click the Upgrade tab to proceed.
Node Group - Host Name Persona Version - Repository Status
ise-demo-5.aaamex.com Admin SECONDARY 3.2.0.542 - Patch 1,2 ® Active
Policy service
I ise-demo-6.aaamex.com Policy service 3.2.0.542 - Patch 1,2 ® Active
ise-demo-4.aaamex.com Admin 3.2.0.542 - Patch 1,2 ® Active
Monitor SECONDARY
Policy service

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Eiemplo - Legacy Split Upgrade 2/7

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

I
@
Review Checklist Download Bundle Upgrade Node(s)
to Node(s)
Print Checklist Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.
BACKUP ISE

Configuration and operational data (see Administration > System > Backup & Restore)
Backup system logs (see Operations > Troubleshoot > Download Logs)
Export certificates and private keys (see Administration > System > Certificates > System Certificates)

SOFTWARE

Review the ISE Upgrade Guide and Release Notes for upgrade information (under http://cisco.com/go/ise)

Confirm valid ISE upgrade paths. Ensure that a repository is available to store the ISE upgrade bundle (see Administration > System > Maintenance > Repository)
Download the ISE upgrade bundle and place it in the repository (ISE software is available at http://cisco.com/go/ise)

CREDENTIALS
Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.

OPERATIONAL DATA PURGE
Purge operational data to improve upgrade performance (see Administration > System > Maintenance > Operational Data Purge)

License
Convert your old licenses to the new license types through the Cisco Smart Software Manager (CSSM)

Enable the new licenses in the Administration > System > Licensing window. Check the checkboxes for all your purchased licenses, and click Enable.
We recommend that you enable PLR on your secondary PAN as well to avoid any Cisco ISE service disruption. If your secondary PAN does not have PLR enabled, you might have service disruption after upgrade process.

Health Checks
Be sure that all your software is working stable, check your system on page (Administration > System > Health Checks)

| have reviewed the checklist

il ) ) ) . ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Eijemplo - Legacy Split Upgrade 3/7

Confirm Repository and Bundle

Selected Repository
local Change Repository

Selected Bundle
ise-upgradebundle-3.0.x-3.2.x-t0-3.3.0.427.SPA.x86_64.tar.gz

Back Begin Download

o
ICII s.clo' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Eijemplo - Legacy Split Upgrade 4/7

= Cisco ISE Administration - System Q ®

3

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

@ @

Review Checklist Download Bundle Upgrade Node(s)
to Node(s)
Terminate Note: The bundle must be present in the repository.

From the repository, download the bundle to one or more nodes simultaneously. To proceed with upgrade, download the bundle to the Secondary Administration and
Primary Monitoring Nodes first.

O

Node Group - Host Name Persona Version - Repository Status

ise-demo-5.aaamex.com Admin SECONDARY 3.2.0.542 - Patch 1,2 £ local Ready for upgrade f;

Monitor ( PRIMARY

Policy service

O ise-demo-6.aaamex.com Policy service 3.2.0.542 - Patch 1,2 ® Active

0 ise-demo-4.aaamex.com Admin 3.2.0.542 - Patch 1,2 ® Active
Monitor SECONDARY

Policy service

il

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Eiemplo - Legacy Split Upgrade 5/7

= Cisco ISE Administration - System Q ® 53
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
I
N\
@® O ®
Review Checklist Download Bundle Upgrade Node(s)
to Node(s)
Deployment (3.2.0.542 ) New Deployment Upgrade (3.3.0.427) Total estimated time: 240 mins
Seque... Node Group - Host Na... Persona Status
Node Group - Host Na...  Persona 1 ise-demo-5.aaamex.com MO!’NtOT Upgrading... (U
Policy service
ise-demo-5.aaamex.com Admin SECONDARY 2 Select nodes for sequence 2
Monitor .

Policy service

ise-demo-6.aaamex.com Policy service

is not ready for upgrade

ise-demo-4.aaamex.com Admin

is not ready for upgrade Monitor SECONDARY
Policy service

O Continue with the next node on upgrade failure (applicable for Policy Service Nodes only)

(o]

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Eiemplo - Legacy Split Upgrade 6/7

= Cisco ISE Administration - System Q @

iy

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

® @

Review Checklist Download Bundle Upgrade Node(s)
to Node(s)
Terminate Note: The bundle must be present in the repository.

From the repository, download the bundle to one or more nodes simultaneously. To proceed with upgrade, download the bundle to the Secondary Administration and
Primary Monitoring Nodes first.

=) Node Group - Host Name Persona Version - Repository Status
ise- - i - + 5% )
ise-demo-5.aaamex.com Admin SECONDARY 3.2.0.542 - Patch 1,2 & local Upgrading... O]
Monitor
Policy service
0 I ise-demo-6.aaamex.com Policy service 3.2.0.542 - Patch 1,2 « local @ Ready for upgrade @
0 ise-demo-4.aaamex.com Admin 3.2.0.542 - Patch 1,2 & local Ready for upgrade 'CD
Monitor SECONDARY
Policy service
o)
il ! , : , ) )
isco and/or its affiliates. rights reserved. isco Public
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Eiemplo - Legacy Split Upgrade 7/7

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

——
O ®
@ €
Review Checklist Download Bundle Upgrade Node(s)
to Node(s)
Deployment (3.2.0.542 ) New Deployment Upgrade (3.3.0.427)
Seque... Node Group - Host Na... Persona
Node Group - Host Na...  Persona ! se-demo-5.azamex.com  Monitor
Policy service
ise-demo-5.aaamex.com Admin SECONDARY > 2 ise-demo-6.aaamex.com  Policy service
Monitor
Policy service Admin SECONDARY
3 ise-demo-4.aaamex.com Monitor SECONDARY
ise-demo-6.aaamex.com Policy service Policy service
ise-demo-4.aaamex.com Admin 4 Select nodes for sequence 4
Monitor SECONDARY
Policy service

=

il ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Settings

Status

Upgrade complete @
240 min. est. time

240 min. est. time

Total estimated time: 480 mins

O cContinue with the next node on upgrade failure (applicable for Policy Service Nodes only)
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3.3 & Above
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Ejemplo - New Split Upgrade 1/9

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

(N N =\
NS, ) 3)
Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary

Upgrade

Select Nodes (lteration 1)

Select Nodes for Split Upgrade

P-PAN cannot be selected until all the other nodes are upgraded or selected for upgrade.
S-PAN will be selected by default in first iteration of upgrade.

Hostname Personas Role(s)
ise-demo-8.aaamex.com Secondary Administration,Secondary Monit... SECONDARY
[ ise-demo-9.aaamex.com Policy Service SECONDARY

ise-demo-7.aaamex.com Primary Administration,Primary Monitoring,P...  PRIMARY

<] Exit Wizard Back

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ejemplo - New Split Upgrade 2/9

= Cisco ISE Administration - System Q @ 0@ @
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
——
Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade
patch file. Then, click Start Preparation.
ISE Services will continue to run while Prechecks are executed. Report will be valid for 12 hours during which
Upgrade can be triggered. Proceeding to Upgrade Staging (by clicking Start Staging) step will not cause suspension of any ISE Services.
Precheck will continue execution in the background even if ISE Ul is closed.
Bundle Download, Patch bundle Download, Platform Check, Configuration data upgrade and disk space check are valid for 12 hours.
Other prechecks get expired after 3 hours and can be revalidated using refresh failed checks button or individual refresh button.
Repository*
local = Cisco ISE Administration - System a @ B8 &
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Bundle* R
ise-upgradebundle-3.0.x-3.2.x-to-... ) ) ) )
Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade
Patch Estimated time of Upgrade process: Ohr Omin
None

Download Report }

Estimated time of Upgrade process: Ohr Omin

{l Exit Wizard

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Repository Validation

ETE]

Bundle Download

n

Memory Check

s

PAN Failover Validation

Scheduled Backup Check

1

Config Backup Check

—O0—O0—0—0—0—0

Configuration Data u_

Admin Certificate Check in Trusted store

o

1

L]
| Disk Corruption checks

<] Exit Wizard

s

Back
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Eiemplo - New Split Upgrade 3/9

= Cisco ISE
Deployment Licensing Certificates Logging Maintenance
() ()
L\\_{/.‘ Y )
Welcome Checklist Select Nodes

Upgrade Staging

The upgraded data is being transferred to all nodes in your ISE deployment,

Administration - System

Upgrade Health Checks Backup & Restore Admin Access Settings

9, ®
Prepare to Upgrade Staging Upgrade Nodes
Upgrade

the status of transfer for each node can be viewed below. You can continue to use

Cisco ISE while the transfer is in progress.

Cancel Staging

ise-demo-8.aaamex.com
"

Operations:
Config Files Backup
Copy Upgrade DB dump

<] Exit Wizard

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

0,

Summary

Back J

&
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Ejemplo - New Split Upgrade 4/9

= Cisco ISE Administration - System Q @ B @&

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

7N / .
) 6

~ N
) W)

o/

Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade

Upgrading Nodes (Iteration 1)

View the progress of the upgrade process on each Cisco ISE node.
Upgrade progress can be monitored from Secondary PAN Ul while Primary PAN is getting upgraded and
from Primary PAN Ul while Secondary PAN is getting upgraded.

Nodes selected for current iteration are: ise-demo-8.aaamex.com

Estimated time of Upgrade process: 2hr 48min

Overall Upgrade Progress

— 2hr 35min

ise-demo-8.aaamex.com
~ @ L] \’j.

STEP 3 OF 8 - IMPORTING CONFIG DB DUMP

Exit Wizard Back

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Eiemplo - New Split Upgrade 5/9

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

rd Y /"\_‘ /"'\ /"\. S Y /"\_‘ N
NS NS, N\ ) o) ) )
Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade

Summary (Iteration 1)

You are successfully completed Upgrade workflow! Download all reports before clicking Finish.

+ Selected Nodes Download Report

Selected Nodes: ise-demo-8.aaamex.com

v Prepare to Upgrade Download Report

Repository: local
Bundle: ise-upgradebundle-3.0.x-3.2.x-t0-3.3.0.427.SPA.x86_64.tar.gz
Patch:

v~ Upgrade Report Download Report

Upgraded Nodes: ise-demo-8.aaamex.com

"] Exit Wizard

=

il ! , : , ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Eiemplo - New Split Upgrade 6/9

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

P )
© © ®
Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade
Select Nodes (lteration 2)
Select Nodes for Split Upgrade
P-PAN cannot be selected until all the other nodes are upgraded or selected for upgrade.
S-PAN will be selected by default in first iteration of upgrade.
Hostname Personas Role(s)
°“ ise-demo-8.aaamex.com Secondary Administration,Secondary Monit... SECONDARY
ise-demo-9.aaamex.com Policy Service SECONDARY
ise-demo-7.aaamex.com Primary Administration,Primary Monitoring,P... PRIMARY
<] Exit Wizard Back

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ejemplo - New Split Upgrade 7/9

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
) ) ) ) ) (6)
N N N N’ N/ —
Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade
Estimated time of Upgrade process: 3hr 45min
Overall Upgrade Progress
_— 3hr 3min
ise-demo-7.aaamex.com
e ®
A
Upgrade Queued
ise-demo-9.aaamex.com
STEP 5 OF 8 - REBOOT
€] Exit Wizard Back

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Eiemplo - New Split Upgrade 8/9

n

il
Ccisco

il |dentity Services Engine

Administration / System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

Deployment

= o~
= oh

> o Deployment

% PAN Failover

© 2024 Cisco and/or its affiliates. All rights reserved.

Deployment Nodes

Register
O Hostname ~ Personas
E] ise-demo-7 Administration, Monitoring, Policy Service
O ise-demo-8 Administration, Monitoring, Policy Service
O ise-demo-9 Policy Service
Cisco Public

Backup & Restore

Role(s)

SEC(A), PRI(M)

PRI(A), SEC(M)

Admin Access Settings
Selected 0 Total 3 [ 0%
All Y
Services Node Status
SESSION,PROFILER A
SESSION,PROFILER

SESSION,PROFILER

47



Eiemplo - New Split Upgrade 9/9

‘tses’ Identity Services Engine Administration / System

cisco

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
. e Q) ® (2 "" \

) ) &) ) ) 6)
! Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary

Upgrade
\ vVicw L pIUHICaD v ouic UPSIU\JC MIVLEID VI Saull wIDLU 1uL 1Ivug.
Upgrade progress can be monitored from Secondary PAN Ul while Primary PAN is getting upgraded

1 and from Primary PAN Ul while Secondary PAN is getting upgraded.
2 Iteration 1 Download Report

Nodes selected for current iteration are: ise-demo-9.aaamex.com,ise-demo-7.aaamex.com

Al Estimated time of Upgrade process: 3hr 45min

Overall Upgrade Progress
Thr 37min

ise-demo-7.aaamex.com
v @ ®

STEP 7 OF 8 - POST OS UPGRADE COMPLETED

ise-demo-9.aaamex.com

<] Exit Wizard Back

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Join at
slido.com
#4114 200

(}) Passcode:

u9jada

:= Active poll

¢Cual de estos métodos se pueden usar para hacer upgrade de Cisco ISE?

a) Split Upgrade, Full upgrade, backup and restore
@ 0%

b) Split upgrade, schedule upgrade, reimage
@ 0%

c) Split upgrade, isolated upgrade, full upgrade
@ 0%

S

49



Plan de contingencia

Si la actualizacion falla en algun nodo, se puede continuar con el proceso manualmente
desde el CLI con los comandos:

application upgrade cleanup

application upgrade prepare <nombre del upgrade bundle> <nombre del repositorio>

application upgrade proceed

Si la actualizacion sigue fallando desde el CLI, se debe de registrar el nodo afectado y
proceder con el siguiente nodo para no retrasar la actualizacion.

El nodo afectado debe ser reinstalado en la version objetivo o aplicarle el comando:

application reset-config ise

Este comando reiniciard la configuracion a valores de fébrica (sin quitar parches). Si el reset
es exitoso, se puede intentar nuevamente la actualizacion en ese nodo usando los
comandos de upgrade manualmente.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Implicacion de la actualizacion de ISE y FMC

La principal implicacion es el funcionamiento de la integracion pxGrid entre ISE y el FMC. Es
importante verificar que las versiones de pxGrid sean compatibles entre FMC v ISE.

ISE 3.0 6 anterior usa pxGrid version 1y 2.

ISE 3.1 6 superior solo usa pxGrid version 2.

FMC 6.6 6 anterior solo usa pxGrid version 1.

FMC 6.7 6 superior solo usa pxGrid version 2.

Tomando en cuenta lo anterior, por ejemplo, un FMC 6.6 puede operar con ISE 3.0, pero no
puede operar con ISE 3.1.

afra]n
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de Secure Firewall

........
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Descripcion general de FTD, FDM vy FMC

Cisco Firewalls Gestor del FTD

(FMC) (FDM)

Adaptive Firewall Firewall Firewall
Security Threat Management Device
Appliance Defense Center Manager

53



Tipos de implementaciones en FTD y FMC

FTD FMC

Standalone
Standalone

High Availability

High Availability

Cluster




|[dentificar tipo de

il
Ccisco

Cisco-ftd# show failover state

State Last Failure
This host - Primary
Active None

Other host - Secondary
Standby Ready None

====Configuration State===
Sync Skipped
====Communication State===
Mac set

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Reason Date/Time

implementacion en FTD

FTD-Cluster# show cluster info
Cluster FTD-Cluster-RB: On
Interface mode: spanned
Cluster Member Limit : 16

This is "unit-2-1" in state SLAVE

ID : 1

Site ID : 1

Version : 9.18(3)53
Serial No.: FCH22247MKJ
CCL IP : 10.99.2.1

CCL MAC : 0015.c500.028f
<--- More —--——>
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|dentificar tipo de iImplementacion en FMC

il
Ccisco

Firewall Management Center

Peer Manager

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

1 % Switch Peer Roles ‘ <P Break HA [ | Il Pause Synchronization
Summary System Status
Status Healthy Local Remote
Active - Primary Standby - Secondary
Synchronization OK (10.18.19.31) (10.18.19.32)
Active System 10.18.19.31 Operating System 725 725
Standby System 10.18.19.32 Software Version 7.25-208 7.2.5-208

Secure Firewall
Management Center for
VMware

Secure Firewall Management

e Center for VMware

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Overview Analysis Policies Devices Objects Integration Deploy Q @ £ @ adminv 'Yt SECURE
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Prerrequisitos para una actualizacion

> ]

Validar compatibilidad
de actualizacion

Ejecutar la verificacion de
preparacion para hacer
validaciones técnicas

afra]n
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

o

Generar un respaldo de
las configuraciones

L —|

Limpiar deployments
y tareas pendientes

Descargar y subir el
paquete de instalacion
al gestor del firewall

Agendar ventana de
mantenimiento

57



il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Actualizacion de FMC
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Actualizacion de FMC

1. Loguearse a la interfaz grafica del FMC
2. Dirigirse a System (&) > Updates

3. Haz click en el icono de “instalar” sobre el paguete de actualizacion
deseado para comenzar la actualizacion (3=)

dlial. Firepower Management Center Q Ou
CISCO  System | Upc

erview Analysis Policies Devices Objects AMP Intelligence Deploy @ It @ adminv
Updates / Product Updates

Product Updates Rule Updates Geolocation Updates

Upload Update

Currently running software version: 6.6.5

Updates
Type Version Date ReleaseMNotes @~ Reboot
Cisco FTD Upgrade 7.2.7-500 Sat Apr 27 04:09:28 UTC 2024 - i
I Cisco Secure FW Mgmt Center Upgrade 7.2.7-500 Sat Apr 27 03:56:22 UTC 2024 -9 I

il ! , : , . )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

1. Selecciona el equipo a instalar

2. Haz click en el boton “Launch Readiness Check” para ejecutar las
validaciones técnicas

alial. Firepower Management Center Q

Overview Analysis Policies Devices Objects AMP Intelligence Deplo admin v
CISCO  System / Updates | Upload Update v ) g ploy @ &+ @

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.6.5

Selected Update
Type Cisco Secure FW Mgmt Center Upgrade
Version 7.2.7-500
Date Sat Apr 27 03:56:22 UTC 2024
Release Notes

Reboot  Yes
By Group v
v Ungrouped
f;l;a;?\g:r] .3 - Cisco Firepower Management Center for VMWare v6.6.5 o mﬁiaﬂ"trHZ‘;llilhc{POHW
2021-05-21 14:10:56

Launch Readiness Check

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

1. Selecciona el equipo a instalar

2. Haz click en el boton “Launch Readiness Check” para ejecutar las
validaciones técnicas

alial. Firepower Management Center Q

Deplo admin v
CISCO  System / Updates | Upload Update poy  © & @

Overview Analysis Readiness Check Status X

Current Version: 6.6.5

Product Updates Rule Updates Geolocation Updates .
Update Version: 7.2.7-500

Currently running software version: 6.6.5 O

Total 1 devices Selected

Selected Update

Type Cisco Secure FW Mgmt Center Upgrade

Version 7.2.7-500 firepower Initiating
192.168.1.3 - Cisco Firepower Management Center for VMWare Readiness check
Date Sat Apr 27 03:56:22 UTC 2024 V6.6.5
Release Notes
Reboot Yes Status Log:Initializing...

By Group

v Ungrouped

Health Policy
[!] Initial_Health_Paolicy
2021-05-21 14:10:56

Launch Readiness Check

firepower
192.168.1.3 - Cisco Firepower Management Center for VMWare v6.6.5

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

1. Selecciona el equipo a instalar

2. Haz click en el boton “Launch Readiness Check” para ejecutar las
validaciones técnicas

alial. Firepower Management Center Q

Overview Analysis Policies Devices Objects AMP Intelligence Deplo admin v
CISCO  System / Updates | Upload Update v ) g ploy @ &+ @

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.6.5

Selected Update
Type Cisco Secure FW Mgmt Center Upgrade
Version 7.2.7-500
Date Sat Apr 27 03:56:22 UTC 2024
Release Notes

Reboot  Yes
By Group v
v Ungrouped
f;l;a;?\g:r] .3 - Cisco Firepower Management Center for VMWare v6.6.5 o mﬁiaﬂ"trHZ‘;llilhc{POHW
2021-05-21 14:10:56

Launch Readiness Check

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

1. Selecciona el equipo a instalar

2. Haz click en el boton “Launch Readiness Check” para ejecutar las
validaciones técnicas

aliali. Firepower Management Center Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ ¥+ @ adminv
CISCO  System / Updates | Upload Update
Product Updates Rule Updates Geolocation Updates Deployments Health Tasks (M Show Noifications
Currently running software version: 6.6.5 ‘ Owaiting  1running  Oretrying 20+ success 0 failures
Selected Update i Local Install
Type Cisco Secure FW Mgmt Center Upgrade Readiness Gheck For version: 7.2.7-500 2m 235
Version 7.2.7-500 [57%] Running script 000_start/110_DB_integrity_check.sh
Date Sat Apr 27 03:56:22 UTC 2024
Release Notes
Reboot Yes
By Group v
v Ungrouped
Health Policy
firepower o .
N . Initial_Health_Pol
192.168.1.3 - Cisco Firepower Management Center for VMWare v6.6.5 o 2“65 ?059?21_1 4?1%\:{56

Launch Readiness Check

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

1. Selecciona el equipo a instalar

2. Haz click en el boton “Launch Readiness Check” para ejecutar las
validaciones técnicas

ajui. Firepower Management Center Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ ¥+ @ adminv
CISCO  System / Updates | Upload Update
Product Updates Rule Updates Geolocation Updates Deployments Health Tasks (_MD Show Notifications
Currently running software version: 6.6.5 | Owsaiting  Orunning  Oretrying 20+ success O failures
Selected Update © Local Install
Type  Cisco Secure FW Mgmt Center Upgrade Readiness Check For version: 7.2.7-500 2m 563 >
Version 7.2.7-500 Readiness Check Completed Successfully
Date Sat Apr 27 03:56:22 UTC 2024

Release Notes

Reboot  Yes
By Group v
v Ungrouped
Health Policy
firepower o .
v e : [!] Initial_Health_Policy
. 192.168.1.3 - Cisco Firepower Management Center for VMWare v6.6.5 2021-05-21 14:10'56

Launch Readiness Check

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

1. Selecciona el equipo a instalar

2. Haz click en el boton “Launch Readiness Check” para ejecutar las
validaciones técnicas

alial. Firepower Management Center Q

Overview Analysis Policies Devices Objects AMP Intelligence Deplo admin v
CISCO  System / Updates | Upload Update v ) g ploy @ &+ @

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.6.5

Task Notification
Selected Update Message Center Tasks Tab Your task
Type Cisco Secure FW Mgmt Center Upgrade o Readiness Check For version: 7.2.7-500 b4
Version 7.2.7-500 (Local Install) succeeded at Tue May 7

00:07:21 2024

Date  Sat Apr 27 03:56:22 UTC 2024 Readiness Check Completed Successfully

Release Notes

Reboot  Yes
By Group v
v Ungrouped
f;l;a;?\g:r] .3 - Cisco Firepower Management Center for VMWare v6.6.5 o mﬁiaﬂ"trHZ‘;llilhc{POHW
2021-05-21 14:10:56

Launch Readiness Check

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

- Haz click en el boton de “Install” para comenzar la actualizacion

Al Firepower Management Center

Q Overview Analysis Policies Devices Objects AMP Intelligence Deplo admin v
CISCO  System / Updates | Upload Update v ) 9 poy © It @

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.6.5

Selected Update
Type Cisco Secure FW Mgmt Center Upgrade

Version

Date

Release Notes
Reboot

7.2.7-500
Sat Apr 27 03:56:22 UTC 2024

Yes

v Ungrouped(1 total)

firepower

192.168.1.3 - Cisco Firepower Management Center for VMWare v6.6.5

cisco © 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public

By Group v

Health Policy
Initial _Health_Policy
2021-05-21 14:10:56

Launch Readiness Check
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Actualizacion de FMC

- Haz click en el boton de “Install” para comenzar la actualizacion

Update installation will reboot the system(s). Are you
sure you want to continue?

Cancel

il ) ) ) . ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

- Haz click en el boton de “Install” para comenzar la actualizacion

alial. Firepower Management Center a
CISCO  System / Updates / Upload Update

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.6.5

Updates
Type Version
Cisco FTD Upgrade 7.2.7-500
Cisco Secure FW Mgmt Center Upgrade 7.2.7-500

i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Overview Analysis

Devices Objects AMP Intelligence

Task Notification
© Message Center Tasks Tab Local Update
queued

Date

Sat Apr 27 04:09:29 UTC 2024

Sat Apr 27 03:56:22 UTC 2024

Release Notes

Deploy

Reboot

Yes

Yes

2 + @ adminv

Upload Update

Download updates



Actualizacion de FMC

- Haz click en el boton de “Install” para comenzar la actualizacion

Al F|rep0wer Management Center Q Overview Analysis Palicies Devices Objects AMP Intelligence
CISCO  System [ Updates / Upload Update

Deploy A? ¥+ @ adminv

Product Updates Rule Updates Geolocation Updates

Deployments A Health Tasks C:. Show Motifications
‘ 0 waiting 0 running 1 retrying 20+ success 0 failures
o

% Local Install
Task Notification

Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.7-500 3m 24s
(i ] Message Center Tasks Tab Local Update X Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.7-500
queued

Currently running software version: 6.6.5
Updates

Type Version Date Release Notes Reboot

Cisco FTD Upgrade 7.2.7-500 Sat Apr 27 04:09:29 UTC 2024 Yes ey

Cisco Secure FW Mgmt Center Upgrade 7.2.7-500 Sat Apr 27 03:56:22 UTC 2024 Yes = u

Download updates

il ) ) ) . ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

« Iniciar sesidn de nuevo en la interfaz grafica temporal para monitorear la actualizacion

' l l ' ' ' I l ' For technical/system questions, e-mail tac@cisco.com
c I s c o or call us at1-800-553-2447 or 1-408-526-7209

Login
Username
Password

Log In

Cisco Firepower System

o
ICII S.CIO' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

70



Actualizacion de FMC

- Iniciar sesion de nuevo en la interfaz grafica temporal para monitorear la actualizacion

[, Firewall Management Center

st Logout bl oo

LiJ System / Updates / Upgrade Status asco SECURE
Current Version: 6.6.5-81
Upgrade Version: 7.2.7-500
Elapsed Time: 4 minutes

Estimated Time Remaining: 28 mins to go for reboot
20 %

(Updating Operating System)

Running script 300_os/070_setup_partition.sh...

(show log for current script)

. Ll L . . . . . .
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

- Iniciar sesion de nuevo en la interfaz grafica temporal para monitorear la actualizacion

Firewall Management Center

System [ Updates / Upg

[ - - L .
cisco © 2024 Cisco and/or its affiliates. All rights reserved.

"

3de

Cisco Public

Current Version: 6.6.5-81
Upgrade Version: 7.2.7-500
Elapsed Time: 4 minutes

Estimated Time Remaining: 28 mins to go for reboot
20 %

(Updating Operating System)

Running script 300_os/070_setup_partition.sh...

(hide log for current script)

[£4@5y

[240507
[240507
[240507
[240507
[240507
[240507
[240507
[240507
(240507
[240507
[240507
(240507
[240507
(240507
(240507
[240507
[240507
(240507
(240507
[240507
(240507

Y4TZIT33T990]
94:27:55:991]
04:27:55:992]
©04:27:55:993]
94:27:55:993]
04:27:55:994]
©04:27:55:995]
94:27:55:995]
04:27:55:996]
04:27:55:996]
94:27:55:997]
04:27:55:997]
©04:27:55:998]
94:27:55:999]
04:27:56:000]
04:27:56:001]
94:27:56:001]
04:27:56:002]
04:27:56:003]
94:27:56:003]
04:27:56:004]
04:27:56:005]

TUNCTIONS, 5TOSTITUNME! STep L
functions.sfos unme: Step 2

functions.sfos unme: Step 3

Command [chmod 755 /new-root/ /new-root/usr /new-root/etc/ /new-root/usr/locall succeeded!
functions.sfos::runme: Step 4

functions.sfos opy_root: Step 13

functions.sfos reate_new_partitions: Step 8

functions.sfos::copy_var: Step 1

functions.sfos opy_var: Step 2

functions.sfos opy_var: Step 3

functions.sfos::copy_var: Step 4

functions.sfos::copy_var: Step 5

functions.sfos : Step 1

functions.sfos : Step 2

functions.sfos::runme: Step 3

Command [rm -rvf /var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.7/copy_var.log] succeeded
functions.sfos::runme: Step 4

functions.sfos::copy_var: Step 6

functions.sfos opy_var: Step 7

Copying var, exclude ——exclude=sf/updates/# --excludessf/apply/+ —exclude=sf/fireamp/fireamp
functions.sfos opy_var: Step 8

functions.sfos opy_var: Step 8a

Log is current

alialin
cisco

SECURE
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Actualizacion de FMC

- Iniciar sesion de nuevo en la interfaz grafica temporal para monitorear la actualizacion

il
Ccisco

* Firewall Management Center

Systemn [ Updates | Upgrade Status

© 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Current Version: 6.6.5-81
Upgrade Version: 7.2.7-500
Elapsed Time: 27 minutes

Estimated Time Remaining: 1 min to go for reboot

100 —

The appliance is rebooting.

This will take several minutes after which the upgrade will be
complete. There will be no further reboat status updates on this page
and it can be closed.

Reboot started Less than a minute ago.

(hide log_for eurrent seript)

[240507 ©4:51:42:015] Starting script: 999_finish/999_disable_upgrade_ui.sh
Entering 999_finish/999 disable_upgrade_ui.sh...

writing reboot file to lock dir

Log is current

Wil SECURE
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Actualizacion de FMC

- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

o
.CII s.clo' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

casco SECURE

Secure Firewall
Management

il
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FMC

- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public

User Agreement

End User License Agreemeant

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept’ below or using this Cisco Technology, you agree that such use is
governed by the Clsco End User License Agreement and applicable Product Specific Terms
available at: https:/fwww.cisco.com/c/enfus/about/legal/cloud-and-software/software-
terms._html. You also acknowledge that you have read the Cisco Privacy Staternent at https://
www.cisco.com/c/en/us/aboutflegal/privacy-full. html. If you are a Cisco partner accepting
on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with

access to all relevant terms. If you do not have hority to bind your pany and its
affiliates, or if you do not agree with the terms of the EULA, do not click "Accept' and do nat
use the Cisco Technology.
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Actualizacion de FMC

- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

Overview Analysis Policies Devices Objects Integration Deploy Q @ 4+ @ adminv vl cecype

* Firewall Management Center

Owerview [ Dashboards / Dashboard

Reporting

SU mma ry Dashboa rd [zwitch dashboard)

Provides a summary of activity on the appliance

Task Notification
Message Center Tasks Tab Your task

o Installing Cisco Secure FW Mamt Center X
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed

Network Threats x Intrusion Events Status Geolocation Qos + Showthe Last | 1 hour v | 11
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
No Data No Data No Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago

alaln,
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- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

Firewall Management Center . ) .
Overview Analysis Policies Devices Objects Integration Depl bl
% Owerview / Dashboards / Dashboard yst ! ) teg ploy Q @ {r @ adminv UL SECURE
Q Advanced Deploy Reporting
«# (] FTD Backbone | Ready for Deployment

SU mma ry Dashboa rd [zwitch dashboard)

Provides a summary of activity on the appliance

Task Notification
Message Center Tasks Tab Your task

o Installing Cisco Secure FW Mamt Center X
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed

+# 1 inspect interruption | @@ 1 pending = D]
Network Threats x Intrusion Events Status Geolocation Qos + L J A | 11
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
No Data No Data No Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago
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- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

Firewall Management Center . ) .
Overview Analysis Policies Devices Objects Integration Depl alali
% Owerview / Dashboards / Dashboard ysl ! ) teg ploy Q@ 3 @ adminv Ll SECURE
Q Advanced Deploy Reporting
< W4 FTD Backbone | Ready for Deployment

SU mma ry Dashboa rd [zwitch dashboard)

Provides a summary of activity on the appliance

Task Notification
Message Center Tasks Tab Your task

o Installing Cisco Secure FW Mamt Center X
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed

Network Threats x Intrusion Events Status Geolocation Qos + 2 MRl G ecket] | O sy 20 A | 11
— )
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
No Data No Data No Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago

alaln,
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- Iniciar sesion en la interfaz grafica del FMC vy realizar las implementaciones de configuracion

Firewall Management Center . ) .
Overview Analysis Palicies Devices Objects Integration Depl adminv  clul
% Owerview [ Dashboards [ Dashboard 4 i teg poy Q@ @ asco’ SECURE
Q, Advanced Deploy Reporting
" In Progress... (8%)
SU m ma I'y DaShboa rd (zwitch dashboard) " FTD Backbone Depleyment = Collacting policies and ob
Provides a summary of activity on the appliance
Task Notification
Message Center Tasks Tab Your task
o Installing Cisco Secure FW Mamt Center
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed
Network Threats x Intrusion Events Status Geolocation QoS — -+ 1 inspect interruption | 1 in progress Z M r | 11
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
Mo Data Mo Data Mo Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago

alaln,
Ccisco
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Firewall Management Center . ) .
bl
% Overview / Dashboards  Dashboard Overview Analysis Policies Devices Objects Integration Deploy Q @ 4* @ adminv vl secuRe
Q Advanced Deploy Reporting
Su m ma ry Dashboa rd A ] e FTD Backbone Completed
Provides a summary of activity on the appliance
Task Notification
Message Center Tasks Tab Your task
o Installing Cisco Secure FW Mamt Center
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed
Network Threats x Intrusion Events Status Geolocation Qos + 4 1 inspect interruption | & 1 succeeded =2 0 A | 11
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
No Data No Data No Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago

alaln,
Ccisco
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Overview Analysis Policies Devices Objects Integration Deploy Q @ 4+ @ adminv vl cecype

* Firewall Management Center

Owerview [ Dashboards / Dashboard

Reporting

SU mma ry Dashboa rd [zwitch dashboard)

Provides a summary of activity on the appliance

Task Notification
Message Center Tasks Tab Your task

o Installing Cisco Secure FW Mamt Center X
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed

Network Threats x Intrusion Events Status Geolocation Qos + Showthe Last | 1 hour v | 11
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
No Data No Data No Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago

alaln,
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% Elrewa"_ Management Center Overview Analysis Policies Devices Objects Integration Deploy Q @ ¥+ @ adminv “dul cecpype
Owerview [ Dashb s | Dashboard
Page-level Help Secure Firewall YouTube Ask a Question ing
How-Tos Secure Firewall on Cisco.com TAC Support Cases
Documentation on Cisco.com Firepower Migration Tool About
itch dashboard)
SU m ma ry DaShboa rd Izalich dashoea What's New in This Release Partner Ecosystem
Provides a summary of activity on the appliance
‘Software Download Application Detectors
Task Notification
Message Center Tasks Tab Your task
o Installing Cisco Secure FW Mamt Center X
Upgrade version: 7.2.7-500 (Local Install)
succeeded at Tue May 7 00:55:45 2024
Successfully Installed
Network Threats x Intrusion Events Status Geolocation Qos + Showthe Last | 1 hour v | 11
Add Widgets
P Indications of Compromise by Host - X » Indications of Compromise by User - » Connections by Security Intelligence Category -
Mo Data Mo Data Mo Data
Last updated 4 minutes ago L-3 Last updated 4 minutes ago © Last updated 3 minutes ago

alaln,
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘deds’ SECURE
Firewall Management Center

Version 7.2.7 (build 500)
Secure Firewall Management Center for VMware
None
2.9.20 (Build 6102)
3.1.21.600 (Build 26)
2993
3377
Isp-rel-20220511-1540
build 353 (2022-03-07 22:13:19)
2024-05-01-001-vrt
ion Country Code: 2024-04-07-030, IP: None
Cisco Firepower Extensible Operating System (FX-0S)
2.12.1 (build 73}
Hostname FMC_Backbone

For technical/system questions, emall .com phone: 1-800-5
1-408-526-7209. Copyright 2004-2024, and/or ts affiliates. All rig
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Actualizacion de FTD

1. Iniciar sesion en la interfaz grafica del FMC

2. Dirigirse a System (&) > Product Upgrades

3. Haz click en el boton de “Upgrade” sobre el pagquete de actualizacion

deseado para iniciar el asistente de actualizacion.

~L, Firewall Management Center

X Overview Analysis Policies Devices Objects Integration
ystem { Product Upgrades

Product Upgrades

System Overview

Management Center: 7.2.7-500 Threat Defense: 1 device
MNew upgrade available: 7.4.1-172 Visit Device Management to view your devices.
Last upgrade performed: 6.6.5-81 — 7.2.7-500 Upgrade: Active (7.2.7-500) Resume

Available Upgrade Packages

These are the downloadable upgrades that apply to your current deployment, and the upgrade packages you have manually uploaded or configured.

Upgrade Release Date Required Minimurm 1 Version Availability Actions
> 7.41-172 2023-12-13 7.00 Awailable for download Download
» 731-19 2023-03-09 6.7.0 Awailable for download Download
¥ 7.30-69 2022-11-28 6.7.0 Awailable for download Download

> 7.2.7-500 2024-04-27 6.6.0 Downloaded for all devices

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Upgrade

Deploy CQ @ {4t @ adminv

Upgrade Guide ™
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Actualizacion de FTD

1. Iniciar sesion en la interfaz grafica del FMC
2. Dirigirse a System (&) > Product Upgrades

3. Haz click en el boton de “Upgrade” sobre el paguete de actualizacion
deseado para iniciar el asistente de actualizacion.

% Firewall Management Center

System / Product Upgrades Overview Analysis Policies Devices Objects Integration Deploy Q @ ¥+ @ adminv vl oo pe
System ( Product Upgrades

Product Upgrades

System Overview

Management Center: 7.2.7-500 Threat Defense: 1 device
MNew upgrade available: 7.4.1-172 Visit Device Management to view your devices.
Last upgrade performed: 6.6.5-81 — 7.2.7-500 Upgrade: Active (7.2.7-500) Resume

Available Upgrade Packages

These are the downloadable upgrades that apply to your current deployment, and the upgrade packages you have manually uploaded or configured. Upgrade Guide ™
Upgrade Release Date Required Minimum Version Avallability Actions
» 7.41-172 2023-12-13 7.0.0 Awvailable for download Download
» 733-19 2023-03-09 6.7.0 Available for download Download
* 7.3.0-69 2022-11-28 6.7.0 Awvailable for download Download
w 7.2.7-500 2024-04-27 6.6.0 Downloaded for all devices
Cisco Secure Firewall Management Center Downloaded

Firepower Threat Defense for ASA/ISA/FTDv Downloaded



Actualizacion de FTD

1. Iniciar sesion en la interfaz grafica del FMC

2. Dirigirse a System (&) > Product Upgrades

3. Haz click en el boton de “Upgrade” sobre el paguete de actualizacion
deseado para iniciar el asistente de actualizacion.

Firewall Management Center

{ Product Upgrade

Owverview Analysis Paolicies Devices Objects Integration

Syster

Product Upgrades

System Overview

Threat Defense: 1 device
Visit Device Management to view your devices.
Upgrade: Active (7.2.7-500)

Management Center: 7.2.7-500
MNew upgrade available: 7.4.1-172

Last upgrade performed: 6.6.5-81 — 7.2.7-500 Resume

Available Upgrade Packages

These are the downloadable upgrades that apply to your current deployment, and the upgrade packages you have manually uploaded or configured.

Upgrade Release Date Required Minimum Version
» 7.41-172 2023-12-13 7.0.0
» 733-19 2023-03-09 6.7.0
* 7.3.0-69 2022-11-28 6.7.0
~ 7.2.7-500 2024-04-27 6.6.0

Cisco Secure Firewall Management Center

Firepower Threat Defense for ASA/ISA/FTDv

asco SECURE

Deploy Q @ 4t @ adminv

Upgrade Guide ™

Avallability Actions

Available for download Download
Available for download Download
Available for download Download

Downloaded for all devices

Downloaded

Downloaded
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Actualizacion de FTD

1. Selecciona los equipos a actualizar

2. Haz click en “Add to Selection” para agregarlos a la lista de actualizacion

Firewall Management Center

i i i i i i i il
L Devices | Upgrade | Threal Defense Upgrade Overview Analysis Policies Devices Objects Integration Depoy Q @ % @ adminv % sEcuRre
—
Threat Defense Upgrade
@ Copy Upgrade Packages to Devices 2| Compatibility and Readiness Checks 3 Upgrade 4 Upgrade Status
Upgrade to: | 7.2.7-500 Manage Upgrade Packages nattended Mode v
Device Selection Action Device Details Q, Search ‘

1 device is a candidate to add to your upgrade list.
1 device is a candidate to add to your upgrade list.

[ Device - Model Details
No devices selected. Use the Device Details pane to select devices to upgrade _ FTD Backbone
to the selected version. Or, use Device Management to U Version 665 FTDv for ViMware

select more devices.

i 1 - : : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FTD

1. Selecciona los equipos a actualizar

2. Haz click en “Add to Selection” para agregarlos a la lista de actualizacion

Firewall Management Center

; : ici i ; i i il
Dev | Upgrade { Threat Defense Lgrade QOverview Analysis Policies Devices Objects Integration Deploy Q @ 1+ @ adminv i sEcURrE
—
Threat Defense Upgrade
o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages nattended Mode ¥
Device Selection Action Device Details Q,_ Search ‘ Add to Selection

1 device is a candidate to add to your upgrade list.

1 device is a candidate to add to your upgrade list.

Device - Model Details
No devices selected. Use the Device Details pane to select devices to upgrade FTD Backbone
to the selected version. Or, use Device Management to Version 6.6.5 FTOv for VMware

select more devices.

il 1 = = = - -
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Actualizacion de FTD

1. Selecciona los equipos a actualizar

2. Haz click en “Add to Selection” para agregarlos a la lista de actualizacion

Firewall Management Center

; : ici i ; i i il
Devices  Upgrade / Threat Defense Upgrade QOverview Analysis Policies Devices Objects Integration Deploy Q @ £t @ admin~ “dal sEcuRe
—
Threat Defense Upgrade
o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages © Unattended Mode *

Device Selection Action Device Details Q. Search l

1 device is a candidate to add to your upgrade list.

1 device is a candidate to add to your upgrade list.

Device - Model Details
No devices selected. Use the Device Details pane to select devices to upgrade FTD Backbone
to the selected version. Or, use Device Management to Version 665 FTOv for VMware

select more devices.

i 1 - : : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Selecciona los equipos a actualizar

2. Haz click en “Add to Selection” para agregarlos a la lista de actualizacion

Firewall Management Center
Device | Threat Defense Upgrade

Threat Defense Upgrade

Overview Analysis Policies Devices Objects
—
o Copy Upgrade Packages to Devices 2

Upgrade to: | 7.2.7-500

Manage Upgrade Packages

Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Deploy Q @ %t @ adminv Ul secure

Unattended Mode v

Device Selection

A 1 device still needs an upgrade package.

1 device selected to upgrade to Version 7.2.7-500.

Action

Use Device Management to select more devices.

Copy Upgrade Package

Device Details

1 device selected for upgrade.

) Device - Model

—, FTD Backbone
(]} FTDv for VMware
—  Version 665

Details

Device is missing upgrade package.

92



Actualizacion de FTD

1. Haz click en “Copy Upgrade Package” para enviar el paguete de
instalacion al FTD

Firewall Management Center

. . . . . . i il
Devices | Upgrade | Threat Deferse Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ it @ adminv I cEcuRe
—
Threat Defense Upgrade
o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages Unattended Mode v
Device Selection Action Device Details Q_ Search | Remove from Selection

1 device selected for upgrade.

1 device selected to upgrade to Version 7.2.7-500. Use Device Management to select more devices.
() Device - Model Details
A 1 device still needs an upgrade package. Copy Upgrade P e _ FTD Backbone
(] Version 665 FTDv for VMware Device is missing upgrade package.

i ) — . . .
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Haz click en “Copy Upgrade Package” para enviar el paguete de
instalacion al FTD

Firewall Management Center

. . . . . . i il
Devices | Upgrade | Threat Deferse Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ it @ adminv I cEcuRe
—
Threat Defense Upgrade
o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages Unattended Mode v

Device Selection Action Device Details

Q_ Search |
1 device selected for upgrade.
1 device selected to upgrade to Version 7.2.7-500. Use Device Management to select more devices.
() Device - Model Details
A 1 device still needs an upgrade package. Copy Upgrade P e _ FTD Backbone
(] Version 665 FTDv for VMware Device is missing upgrade package.

il ) ) ) . ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Haz click en “Copy Upgrade Package” para enviar el paguete de
instalacion al FTD

Copy Upgrade Packages

ade packages to the
elected devices.

i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FTD

1. Haz click en “Copy Upgrade Package” para enviar el paguete de
instalacion al FTD

Firewall Management Center

: . . . . . . alealte
Devices | Upgrade / Threat Defense Upgrade Qverview Analysis Policies Devices Objects Integration Deploy Q @ &+ @ adminv % spcure
—
Threat Defense Upgrade
o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages Unattended Mode v
Device Selection Action Device Details Q_ Search | Remove from Selection

1 device selected for upgrade.

1 device selected to upgrade to Version 7.2.7-500. Use Device Management to select more devices.
[ Device - Model Details
+ 1 device still needs an upgrade package. Copy Upgrade Package o FTD Backbone T for Ui Lot comme in oroarese
Last performed 2024-05-07 08:07:41 EDT. Use the Message Center to view copy status. T Version 6.65 py:in prog

il ) ) ) . ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Haz click en “Copy Upgrade Package” para enviar el paguete de

instalacion al FTD

Firewall Management Center

i i ici i e i i PIIT—
Devices | Up e / Threat Defense Upgrade QOverview Analysis Policies Devices Objects Integration Deploy Q @ ¥ @ adminv M sEcure
—
Threat Defense Upgrade
o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages Unattended Mode ¥

Device Selection Action Device Details Q. Search

1 device selected for upgrade.
1 device selected to upgrade to Version 7.2.7-500. Use Device Management to select more devices.
(] Device - Model Details

1 device has the upgrade package and is ready for compatibility and
readiness checks.

— FTD Backbone
— Version 6.6.5

FTDv for VMware

Ready for checks.

1 of 1 selected device has the upgrade package.

il ) E— ) : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FTD

1. Haz click en “Copy Upgrade Package” para enviar el paguete de
instalacion al FTD

Firewall Management Center

i i ici i ji i i il
Devices / Upgrade / Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ &t @ adminv b secure

Threat Defense Upgrade

o Copy Upgrade Packages to Devices 2 | Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: | 7.2.7-500 Manage Upgrade Packages Unattended Mode ¥

Device Selection Action Device Details Q. Search ‘

1 device selected for upgrade.
1 device selected to upgrade to Version 7.2.7-500. Use Device Management to select more devices.
(] Device - Model Details

1 device has the upgrade package and is ready for compatibility and  FTD Backbone

i FTDv for VM Ready for check:
readiness checks. L] Version 6.6.5 for VMware eady for checks.

1 of 1 selected device has the upgrade package.

il ) ) ) . : :
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Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

Firewall Management Center Overview Analysis Policies
Devices / Upgrade / Threat Defense Upgrade ¥:

Devices Objects Integration

Deploy Q @ it @ adminvy Il spcure
Threat Defense Upgrade

(?:u Copy Upgrade Packages to Devices — ° Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: 7.2.7-500

Device Selection

@ Unattended Mode v
Action

Device Details

Q, Search ‘
1 device has the upgrade package and is ready for compatibility and readiness checks.
1 device ready for compatibility and readiness checks.

Device - Madel Details
G ibility and Readi Check P FTD Backbone FTOv for WM
() Require passing compatibility and readiness checks. Version 6.6.5 for Viware
A Ready to upgrade: 0 devices.

Not ready for upgrade. Compatibility check passed. Readi...
Compatibility and Readiness Checks

A No results available: 1 device.

i ) . : : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

Firewall Management Center

i i ici i j i i el
Devices / Upgrade / Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ £t @ adminv ‘i secure

Threat Defense Upgrade

(?:u Copy Upgrade Packages to Devices — ° Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: 7.2.7-500 @ Unattended Mode v

Device Selection Action Device Details Q. Search ‘

1 device has the upgrade package and is ready for compatibility and readiness checks.
1 device ready for compatibility and readiness checks.

Device - Model Detalls
C ibility and Readi Check P
FTD Backbone - N
() Require passing compatibility and readiness checks. Version 665 FTDv for VMware Not ready for upgrade. Compatibility check passed. Readi...

A Ready to upgrade: 0 devices.

Compatibility and Readiness Checks

A No results available: 1 device.

il ) ; : . : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

Firewall Management Center . i - . . . ’ el
Devices | Upgrade / Threat Defense Ungrade Overview Analysis Policies Devices Objects Integration Deploy Q @ 4+ @ adminv st SECURE
Threat Defense Upgrade
) Copy Upgrade Packages to Devices — e Compatibility and Readiness Checks 3 | Upgrade 4 | Upgrade Status

Upgrade to: 7.2.7-500 Unattended Mode ¥

Action Device Details Q_ Search |

Device Selection

1 device has the upgrade package and is ready for compatibility and readiness checks.
1 device ready for compatibility and readiness checks.

Device - Model Detalls
C ibility and Readi Check
FTD Backbone . -
() Require passing compatibility and readiness checks. \orsion 6 6.5 FTDv for VMware Not ready for upgrade. Compatibility check passed. Readi...

A Ready to upgrade: 0 devices.

‘Compatibility and Readiness Checks
Last performed 2024-05-07 08:23:27 EDT. Use the Message Center to view check status.

... In progress: 1 device.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 0



Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

Firewall Management Center

: . . : . . . aliale
Devices / Upgrade / Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ £ @ adminv U SECURE
Deployments Upgrades Health Tasks () Show Notifications
Threat Defense Upgrade . e
(1) Copy Upgrade Packages to Devices — e Compatibility and Readiness Checks 3 Up Owalting  1running  Oretrying  5suceess O falures Filter

© Remote Readiness Check

Checking Cisco FTD Upgrade 7.2.7-500 on FTD Backbone 1m 9s
Upgrade to: 7.2.7-500 FTD Backbone : Readiness Check has completed.
Device Selection Action Device Details @ Copy Files
1 device has the upgrade packa, Copy ﬁles‘m devices 125 X
1 device ready for compatibility and readiness checks. Requested : 1
Device - Copied : 1.
Falled : 0.
¢ and Check FTD Backbone
() Require passing compatibility and readiness checks. Version 6.6.5

@ Policy Deployment
A Ready to upgrade: 0 devices.

Policy Di 1t to FTD Applied 48s X
‘Compatibility and Readiness Checks
Last performed 2024-05-07 08:23:27 EDT. Use the Message Center to view check status. © Policy Pre-Deployment
Pre-deploy Device Configuration for FTD Backbone 3 X

... In progress: 1 device.
Remove completed tasks

i ) - : : -
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Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

Firewall Management Center
Devices / Upgrade / Threat Defense Upgrade

Overview Analysis Policies Devices Objects Integration Deploy Q @ £+ @ adminv % sEcuURE

Threat Defense Upgrade

\':Tt'\ Copy Upgrade Packages to Devices — a Compatibility and Readiness Checks 3 1 Upgrade 4 | Upgrade Status

Upgrade to: 7.2.7-500 Unattended Mode ¥

Device Selection Action Device Details Q_ Search |

1 device has the upgrade package and is ready for compatibility and readiness checks.
1 device ready for compatibility and readiness checks.
Device - Model Details

Ci

and Readil Check FTD Backbone

-D Require passing compatibility and readiness checks. Version 665 FTDv for VMware Ready for upgrade. Compatibility and readiness checks p...

@ Ready to upgrade: 1 device.

Compatibility and Readiness Checks
Last performed 2024-05-07 08:23:27 EDT.

Use the Message Center to view check status.

© Passed: 1 device.

1 of 1 selected device is ready to proceed with upgrade.

il ) : - . : :
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Actualizacion de FTD

1. Haz click en “Run Readiness Check” para realizar las validaciones técnicas
del firewall

Firewall Management Center
Devices / Upgrade / Threat Defense Upgrade

Overview Analysis Policies Devices Objects Integration Deploy Q @ £+ @ adminv % sEcuURE

Threat Defense Upgrade

\':Tt'\ Copy Upgrade Packages to Devices — a Compatibility and Readiness Checks 3 1 Upgrade 4 | Upgrade Status

Upgrade to: 7.2.7-500 Unattended Mode ¥

Device Selection Action Device Details Q_ Search |

1 device has the upgrade package and is ready for compatibility and readiness checks.
1 device ready for compatibility and readiness checks.
Device - Model Details

Ci

and Readil Check FTD Backbone

-D Require passing compatibility and readiness checks. Version 665 FTDv for VMware Ready for upgrade. Compatibility and readiness checks p...

@ Ready to upgrade: 1 device.

Compatibility and Readiness Checks
Last performed 2024-05-07 08:23:27 EDT.

Use the Message Center to view check status.

© Passed: 1 device.

1 of 1 selected device is ready to proceed with upgrade.

i ) | — - - -
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Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la

actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center

Devices 1 Upgrade / Thieat Deferse Upgrade Overview Analysis Policies Devices Objects Integration

Threat Defense Upgrade

(1) Copy Upgrade Packages to Devices — (2 ) Compatibility and Readiness Checks — (§)) Uparade

Upgrade to: 7.2.7-500

4 | Upgrade Status

Deploy Q @ #f @ adminv dt SECURE

nattended Mode ¥

Device Selection Device Details

1 device is ready for upgrade.
1 device is ready for upgrade to Version 7.2.7-500.

Device -
Upgrade Failure FTD Backbone
Automatically cancel on upgrade failure and roll back to the previous Version 6.6.5
version.

Troubleshooting
Generate troubleshooting files before upgrade begins.

Enable Revert 4
Enable revert after successful upgrade. @

Upgrade Snort A
Convert eligible devices from Snort 2 to Snort 3. @

Model

FTDv for VMware

Q. Search

Snort3 Details

[/] Ready for upgrade. Compatibility and readiness chec...

1 of 1 selected device is ready for upgrade.

il ) ] : . : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la

actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center

Devices 1 Upgrade / Thieat Deferse Upgrade Overview Analysis Policies Devices Objects Integration

Threat Defense Upgrade

(1) Copy Upgrade Packages to Devices — (2 ) Compatibility and Readiness Checks — (§)) Uparade

Upgrade to: 7.2.7-500

4 | Upgrade Status

Deploy Q @ #f @ adminv dt SECURE

nattended Mode ¥

Device Selection Device Details

1 device is ready for upgrade.
1 device is ready for upgrade to Version 7.2.7-500.

Device -
Upgrade Failure FTD Backbone
Automatically cancel on upgrade failure and roll back to the previous Version 6.6.5
version.

Troubleshooting
Generate troubleshooting files before upgrade begins.

Enable Revert 4
Enable revert after successful upgrade. @

Upgrade Snort A
Convert eligible devices from Snort 2 to Snort 3. @

Model

FTDv for VMware

Q. Search

Snort3 Details

[/] Ready for upgrade. Compatibility and readiness chec...

1 of 1 selected device is ready for upgrade.

alialn , . : : :
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Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la
actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center

i i ici i ji i i il
Devices / Upgrade / Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ & @ adminv L SECURE

Threat Defense Upgrade

(1) Copy Upgrade Packages to Devices — (2 ) Compatibility and Readiness Checks — (§)) Uparade 4| Upgrade Status

Upgrade to: 7.2.7-500 nattended Mode v

Device Selection Device Details Q_ Search ‘

1 device is ready for upgrade.
1 device is ready for upgrade to Version 7.2.7-500.

Device - Model Snort3 Details
Upgrade Failure FTD Backbone
. . . FTDv for VMware Ready for upgrade. Compatibility and readiness chec...
Automatically cancel on upgrade failure and roll back to the previous Version 6.6.5 o v Pg P ¥
version.

Troubleshooting
Generate troubleshooting files before upgrade begins.

Enable Revert 4
Enable revert after successful upgrade. @

Upgrade Snort A
Convert eligible devices from Snort 2 to Snort 3. @

1 of 1 selected device is ready for upgrade.

Start Upgrade

il ) ] : . : :
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Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar la
actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la
actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center

i i ici i j i i il
Devices | Upgrade | Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ ft @ adminv U SECURE

Threat Defense Upgrade

(1) Copy Upgrade Packages to Devices — (2 Compatibility and Readiness Checks — (3) Upgrade — (@) Upgrade Status

® Upgrade of selected devices started 2024-05-07 10:43:20 EDT.

Use the Message Center to view overall upgrade status. Detailed upgrade status is available on this page and the Device Management page.
The information on this page is for the last performed upgrade, and is for reference only. Click Clear Upgrade Information to clear the page and upgrade additional devices. To view detailed upgrade status after clearing the page, use Device Management.

Clear Upgrade Information

Upgrade to: 7.2.7-500 Completed: 0 Failed: 0 In progress: 1 | & Search
Device - Model Status
FTD Backbone P sS... (0%]
FTOV for Viware . \n. progres 0%) _
Version 6.6.5 Initializing... View Details

cISco © 2024 Cisco and/or its



Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la
actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center

i i ici i 1 i i el
4 Devices [ Upgrade | Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy Q @ t @ adminv {4 SECURE
—
Deployments Upgrades Health Tasks C‘ Show Notifications
Threat Defense Upgrade —

(1) Copy Upgrade Packages to Devices — (2) Compatibility and Readiness Checks — (3 ) U| Owaitng  1rumning  Oretrying 9 success O faiures [ Filer

. Remote Install

Apply Gisco FTD Upgrade 7.2.7-500 to FTD(s) 1m 58s
Running update for 1 devices.

® Upgrade of selected devices started 2024-05-07 10:43:20 EDT.

Use the Message Center to view overall upgrade status. Detailed upgrade status is available on this page and the Device Management page. ©  Policy Deployment

The information on this page is for the last performed upgrade, and is for reference only. Click Clear Upgrade Information to clear the page and upgrade additional de Policy D 1t to FTD Applied 255 X

Clear Upgr Information

© Policy Pre-Deployment
Pre-deploy Device Cor fon for FTD 25 X
success
Upgrade to: 7.2.7-500
Device - Model Status © Policy Pre-Deployment
Pre-deploy Global Configuration Generation 8s X
FTD Backbone progress
FTDv for VMware . \n. progresst success
Version 6.6.5 Initializing... \

Remove completed tasks

cISco © 2024 Cisco and/or its



Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la
actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center
— Devices [ Upgrade | Threat Defense Upgrade

Overview Analysis Policies Devices Objects Integration Deploy Q @ %+ @ adminv b cecyuge

Deployments Upgrades Health Tasks B Show Notifications
Threat Defense Upgrade J—

(1) Copy Upgrade Packages to Devices — (2 ) Compatibilty and Readiness Checks — (3) U Iinprogiess 0 completed 0 faled

“t In Progress - 1 Tasks
Upgrade In Progress (1)
Firepower Threat Defense for ASA/ISA/FTDv 7.2.7-500 (1)

® Upgrade of selected devices started 2024-05-07 10:43:20 EDT.

Use the Message Center to view overall upgrade status. Detailed upgrade status is available on this page and the Device Management page.
The information on this page is for the last performed upgrade, and is for reference only. Click Clear Upgrade Information to clear the page and upgrade additional de|

Clear Upgr Information

Upgrade to: 7.2.7-500

Device ~ Model Status

FTD Backbone Drogress,
FTDv for VMware . In progres

Version 6.65 Initializing... V

Go to Device Management for details on upgrade tasks

cISco © 2024 Cisco and/or its



Actualizacion de FTD

1. (Opcional) Selecciona las opciones que desees habilitar para realizar |la
actualizacion

2. Haz click en “Start Upgrade” para iniciar la actualizacion en el FTD

Firewall Management Center

. . . . . 0 i el
Devices / Upgrade / Threat Defense Upgrade Overview Analysis Policies Devices Objects Integration Deploy QA" &+ @ adminv &b spcure

Threat Defense Upgrade

\:E:\ Copy Upgrade Packages to Devices — @) Compatibility and Readiness Checks — (é:\ Upgrade — ° Upgrade Status

@ Upgrade of selected devices started 2024-05-07 10:43:20 EDT.

Use the Message Center to view overall upgrade status. Detailed upgrade status is available on this page and the Device Management page.
The information on this page is for the last performed upgrade, and is for reference only. Click Clear Upgrade Information to clear the page and upgrade additional devices. To view detailed upgrade status after clearing the page, use Device Management.

Clear Upgrade Information

Upgrade to: 7.2.7-500 Completed: 1 Failed: 0 In progress: 0 | 2. Search
Device * Model Status
FTD B:
lackbone FTOv for Viware Completed
Version 6.6.5 View Details

cISco © 2024 Cisco and/or its a



Actualizacion de FTD

1. Dirigete a Devices > Device Management para validar la nueva version del
FTD

2. Realiza las implementaciones de configuracion pendientes

-, Firewall Management Center
U

i i ici i i i i il
it | Devices / Device Management Overview Analysis Policies Devices Objects Integration Deploy Q @ &t @ adminv I cecupe

Deployment History

View By: ‘ Group A |
All(1)  ®Emor(0)  ® Warning (0) Offine (0) @ Normal (1) Deployment Pending (1) ® Upgrade (1) ® Snort 3 (1) Q_Search Device |
Collapse All
|:| Name Model Version Chassis Licenses Access Control PU'\CL" Auto RollBack

|:| ~ Ungrouped (1)

M FTD Backhone [SIEEE FTDv for VMware 7.2.7 NfA Base, Threat (2 more...) 0 test “D ra H

— 192.168.1.2 - Routed

il ! , : , ) )
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Actualizacion de FTD

1. Dirigete a Devices > Device Management para validar la nueva version del
FTD

2. Realiza las implementaciones de configuracion pendientes

-, Firewall Management Center
U

i i ici i i i i il
it | Devices / Device Management Overview Analysis Policies Devices Objects Integration Deploy Q @ &t @ adminv I cecupe

Deployment History

View By: ‘ Group A |
All(1)  ®Emor(0)  ® Warning (0) Offine (0) @ Normal (1) Deployment Pending (1) ® Upgrade (1) ® Snort 3 (1) Q_Search Device |
Collapse All
|:| Name Model Version Chassis Licenses Access Control PU'\CL" Auto RollBack

|:| ~ Ungrouped (1)

M FTD Backhone [SIEEE FTDv for VMware 7.2.7 NfA Base, Threat (2 more...) 0 test “D ra H

— 192.168.1.2 - Routed

il ) o ) ) )
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Actualizacion de FTD

1. Dirigete a Devices > Device Management para validar la nueva version del

FTD

2. Realiza las implementaciones de configuracion pendientes

Flr.ewa," Managemen_t Center Overview Analysis Policies Devices Objects Integration
1 Devices [ Device Management
View By: ‘ Group A |
All (1) ® Error (0) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (1) ® Upgrade (1) ® Snort 3 (1)
Collapse All
I:I Name Model Version Chassis Licer
|:| ~ Ungrouped (1)
M FTD Backhone [SIEEE FTDv for VMware 7.2.7 NFA Base,

— 192.168.1.2 - Routed

Deploy Q @ %+ @ adminv

< [ | FTD Backbone

- 1 inspect interruption | @ 1 pending

Advanced Deploy Deploy All

Ready for Deployment

el SECURE

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actualizacion de FTD

1. Dirigete a Devices > Device Management para validar la nueva version del
FTD

2. Realiza las implementaciones de configuracion pendientes

. Firewall Management Center
- . . . . . . i vl
Ut | Devices  Device Management Qverview Analysis Policies Devices Objects Integration Deploy Q @ &t @ adminv I cecupe
Q Advanced Deplo ry
View By: ‘ Group - | ! :
All (1) ® Error (0) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (1) ® Upgrade (1) ® Snort 3 (1) e FTD Backbone I Ready for Deployment m
Collapse All
[]  Name Model Version Chassis Licer;
|:| ~ Ungrouped (1)
0N FTD Backbone (IR FTDv for VMware 7.2.7 NfA Base,
- 192.168.1.2 - Routed
< 1 inspect interruption | 1 selected | @ 1 pending Ez 4

il ) o ) ) )
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Actualizacion de FTD

1. Dirigete a Devices > Device Management para validar la nueva version del
FTD

2. Realiza las implementaciones de configuracion pendientes

. Firewall Management Center

- . . . . . . i vl
Ut | Devices  Device Management Overview Analysis Policies Devices Objects Integration Deploy Q @ &t @ adminv I cecupe

’ Q Advanced Deploy ry
View By: ‘ Group A |

. : ; In Progress... (37%)
All (1) ® Error (0) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (1) ® Upgrade (1) ® Snort 3 (1) e FTD Backbone C Dbl o o monive, el

Collapse All

I:I Name Model Version Chassis Licen

|:| ~ Ungrouped (1)

. FTD Backbone |Snort 3 FTDv for VMware 727 NIA Base, ri

— 192.168.1.2 - Routed

- 1 inspect interruption | 7 1 in progress B

il ! , : , ) )
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Actualizacion de FTD

1. Dirigete a Devices > Device Management para validar la nueva version del

FTD

2. Realiza las implementaciones de configuracion pendientes

Flr_.ewa," Managemen_t Center Overview Analysis Policies Devices Objects Integration
1 Devices [ Device Management
View By: ‘ Group A |
All (1) ® Error (0) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (1) ® Upgrade (1) ® Snort 3 (1)
Collapse All
I:I Name Model Version Chassis Lice
|:| ~ Ungrouped (1)
M FTD Backhone [SIEEE FTDv for VMware 7.2.7 NFA Base,

— 192.168.1.2 - Routed

Deploy Q @ ¥ @ adminv Uil secupe

Q Advanced Deploy Iy

FTD Backbone Completed

- 1 inspect interruption | & 1 succeeded 2

il ) o ) ) )
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Plan de Contingencia

Cosas que debes hacer

» Recolectar los logs de la falla del
upgrade

 En caso de urgencia reinstalar y
recuperar funcionalidad con
backup

 Levantar un caso con TAC

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco ‘ forits affi ‘s

Cosas que no debes hacer

Apagar o reiniciar el equipo
Reinstalar sin resolver el problema
previo

Intentar instalar una version distinta

Eliminar firewalls del FMC
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Uias y otras referencias
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Upgrade FTD via FDM

Upgrade Standalone FTD

Use this procedure to upgrade a standalone FTD device. If you need to update FXOS, do that first. To upgrade high availability threat defense, see Upgrade High
Availability FTD.

A Traffic is dropped while you upgrade. Even if the system appears inactive or unresponsive, do not manually reboot or shut down during upgrade; you could
Caution place the system in an unusable state and require a reimage. You can manually cancel failed or in-pregress major and maintenance upgrades, and retry
falled upgrades. If you continue to have issues, contact Cisco TAC.

For details on these and other issues you may encounter during upgrade, see Troubleshooting Threat Defense Upgrades.

Before you begin

Upagrade FTD HA via FMC

Introduction
This decument describes the upgrade process for a Cisco Secure Firewall Threat Defense in High Availability managed by a Firewall Management Center.

Prerequisites

Requirements
Cisco recommends you have knowledge of these topics:

= High Availability (HA) concepts and configuration
+ Secure Firewall Management Center (FMC) configuration
« Cisco Secure Firewall Threat Defense (FTD) configuration

Upagrade FTD Cluster via FMC

Upgrade Threat Defense with System > Updates (Enable Revert)

Use this procedure to upgrade threat defense using the System Updates page.

A

Do not make or deploy configuration changes during upgrade. Even if the system appears inactive, do not manually reboot or shut down. In most cases, do

Caution not restart an upgrade in progress. You could place the system in an unusable state and require a reimage. If you encounter issues with the upgrade,
including a falled upgrade or unresponsive appliance, see Unresponsive Upgrades.



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/device-manager/710/upgrade-fdm-710/upgrade-threat-defense.html#id_32969
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220668-upgrade-ftd-ha-managed-by-fmc.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/720/upgrade-management-center-72/upgrade-threat-defense.html#Cisco_Task.dita_be55637c-5d96-401c-8775-ddc77862961c

Guias vy otras referencias (2

Upgrade FMC HA

Introduction
This document describes the steps to upgrade an environment of Firewall Management Center (FMC) in High Availability (HA).

Requirements
Cisco recommends you have knowledge of these topics:

+ High Availability concepts
+ FMC configuration

Compatibility Guide

Cisco Secure Firewall Threat Defense Compatibility Guide

This guide provides software and hardware compatibility for Cisco Secure Firewall Threat Defense. For related compatibility guides, see the following table.

~

Not all software versions, especially patches, apply to all platforms. A quick way to tell if a version is supported is that its upgrade/installation packages are posted on the Cisco Support &

' Download site. If the site is "missing” an upgrade or installation package, that version is not supported. You can also check the release notes and End-of-Life Announcements. If you feel
a version is missing in error, contact Cisco TAC.

il ! , : , ) )
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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220602-upgrade-fmc-in-high-availability.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

Guias vy otras referencias (3)

@ ArcaneDoor Vulnerability

Cisco Event Response: Attacks Against Cisco Firewall Platforms

Summary

In early 2024, the Cisco Product Security Incident Response Team (PSIRT) became aware of attacks that were targeting certain devices that were running
Cisco Adaptive Security Appliance (ASA) Software or Cisco Firepower Threat Defense (FTD) Software to implant malware, execute commands, and
potentially exfiltrate data from the compromised devices.

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://sec.cloudapps.cisco.com/security/center/resources/asa_ftd_attacks_event_response

= Active poll 03

¢Cual es la mejor manera de hacer un upgrade en un Cisco FTD?

a) Realizar backup, agendar ventana de mantenimiento, correr readiness
check, instalar upgrade

@ 0%

b) Correr readiness check, realizar backup, agendar ventana de
mantenimiento, instalar upgrade

@& 0%

Join at
slido.com

c) Agendar ventana de mantenimiento, correr readiness check, Instalar

#4114 200 upgrade y realizar backup

(}) Passcode: @ 0%
u9jada

124
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JAUN tiene dudas?

Si hizo una pregunta en el panel de preguntas y
respuestas o regresa a la comunidad en los dias
posteriores a nuestro webinar jNuestros expertos aun
pueden ayudarlo!

Participe en el foro Ask Me Anything (AMA) antes del
viernes 17 de mayo de 2024

https://bit.ly/CL2ama-may24

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Haga valer su opinion

Responda a nuestra encuesta para...

e Sugerir nuevos temas

« Calificar a nuestros expertos y el contenido
* Enviar sus comentarios o sugerencias

iAyadenos respondiendo a 5 preguntas de opcién
multiple!

Al término de esta sesion, se abrira una encuesta en
Ssu navegador.


https://bit.ly/CL2ama-may24

Qo

Nuestras
Redes Sociales

LinkedIn

Cisco Community

Twitter
@CiscoCommunity

YouTube

CiscoCommunity

Facebook
CiscoCommunity

o
IC|| s'clo' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

@ HeyCisco ©

ire en frangais
Redécouvrez Cisco SD-WAN
L'offre Cisco SD-WAN évolue avec une
nouvelle interface graphigue optimisée.

Mardi 17 janvier 202
1= °

Wishing al #CiscoCommunity members a wonderful hol

<«  Cisco Community @
18.5K Tweets

Following

Cisco Community @
@Cisco_Support

A peer-to-peer online community where customers, partners and Cisco experts
collaborate, co-create, share, and learn.

Find out more: cs.c CUY

© San Jose, CA (2 community

co.com [&) Joined November 2009

D Youlibe I 2 0@

@ Cisco Community =

Weicome and merts fox storong iy Ciec - © R
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 Foliowing Visit website

Posts

o
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®
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Redécouvrez Cisco SD-WAN avec
Aymeric Marchand et Nicolas Boursier
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Stay one step ahead ]



https://www.linkedin.com/showcase/cisco-community/
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