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C H A P T E R
Using the Cisco Discovery Tool

This guide describes how to use the Cisco Discovery tool.

Contents

 • Understanding Cisco Discovery Configuration Tool, page -1

 • Using the Discovery Configuration Tool, page -3

 • Configuring Devices, page -4

Understanding Cisco Discovery Configuration Tool
The Cisco Discovery Configuration Tool allows you to discover and configure 
network and password options for the following device types:

 • Cisco IP cameras

 – SD (Dome and Box)

 – HD (4300 and 4500)

 • VSM Servers

 • Cisco single-port encoders

Each device type uses a different discovery/configuration combination. 
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Understanding Cisco Discovery Configuration Tool
DHCP Server Detection
The Discovery Configuration Tool can detect if a DHCP server is available on the 
network. If a DHCP server is not available, the tool will use its internal DHCP 
server to temporarily assign IP addresses in the 192.168.0.0/24 subnet to the VSM 
servers and Cisco IP cameras. 

The following criteria apply to use of the DHCP server:

 • On computers with multiple network interface cards, all but one of them must 
be disabled. 

 • Most commonly configured networks do not route multicast network traffic 
over wireless, so it is best to use the wired network interface.

 • The interface must have a static IP address in the 192.168.0.0/24 network 
range, such as 192.168.0.2. 

The Cisco encoder uses the static IP address 192.168.0.100. When the Discovery 
Configuration Tool is started, it employs the StreamManager Discovery Protocol 
to find any devices that use this default address, and sends the appropriate 
StreamManager Configuration command to trigger the device to use DHCP. The 
device is then added to the appropriate configuration list. 

The DHCP process works as follows:

 • For Cisco encoders:

 – The Encoders are shipped with the static IP address 192.168.0.100. 

 – When the Discovery Configuration Tool is running, it continually 
discovers Cisco encoders. 

 – When the tool discovers an encoder with the default IP address of 
192.168.0.100, it sends a configuration message to the encoder, 
instructing it to use DHCP. 

 – When the encoder is configured to use DHCP, it sends DHCP requests 
continually until it is assigned an IP address.

 • Cisco IP cameras:

 – The cameras are shipped with DHCP enabled.  

 – Each camera tries for up to 60 seconds to find a DHCP server.

 – If the attempt fails, the static IP address 192.168.0.100 is assigned.
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Using the Discovery Configuration Tool
 – The camera continues to send DHCP requests until it is assigned an IP 
address.

 • VSM Servers

 – The server sends messages to request a DHCP address until an address is 
assigned.

Configuring User Names
The device types handle login credentials as follows:

 • Cisco encoders do not use the concept of user name and password. They rely 
on the StreamManager Configuration Protocol for configuration security.

 • Cisco IP cameras have fixed admin and root user names. You cannot change 
the user names, but you must set a password for each before you can 
configure the device. When you set the password for a Cisco IP camera, the 
admin and root passwords are both assigned the value that you enter in the 
password field.

 • For VSM Servers, assign the user name and password by entering credentials 
in the appropriate fields in the Discovery Configuration Tool device list. (It is 
not possible to change the VSM user name with this tool.)

Using the Discovery Configuration Tool
To download the Discovery Configuration Tool and start discovering devices, 
perform the following steps:

Procedure

Step 1 Download Discovery Installer.exe from the Software and Downloads page in 
Cisco Video Surveillance Operations Manager. Refer to the Cisco Video 
Surveillance Operations Manager User Guide for instructions.

Step 2 Double-click the Discovery Installer.exe file to start the tool.

The tool starts running, and a progress window is displayed on your screen. The 
tool begins by discovering VSM servers on the network, and displays the server 
host names as they are discovered. The tool then discovers the cameras and 
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Configuring Devices
encoders. This process may take some time, depending upon the number of 
servers and devices. When the process is complete, the Discovery Configuration 
Tool window opens to display information and status for all of the discovered 
devices.

The Discovery Tool installer will also install the Bonjour discovery protocol 
application. If the tool has already been installed on the your PC, the tool will 
offer to repair or remove the application. Removing the Bonjour application will 
prevent the Discovery Tool from working, so you must click Repair or cancel out 
of the Bonjour portion of the installation. Cancelling the Bonjour repair/remove 
has no negative effect on the installation process.

Note The Discovery Configuration Tool window is a fixed size and cannot be 
resized; however, you can resize the columns in the window, and a 
scrollbar appears when needed to extend the viewing range.

Step 3 Select the tab for the type of device that you want to configure. See Configuring 
Devices, page -4 for details.

Step 4 Click Refresh to rediscover the devices of the selected type.

Configuring Devices
Each tab in the Discovery Configuration Tool displays information about the 
device. The Status column indicates whether the tool has been able to log in to the 
device.

The following rules apply to device configuration:

 • You can modify any configuration settings that are shown in white cells (not 
grayed or blued out). A server, camera, or encoder parameter is grayed out if 
the parameter is not available for configuration. An encoder entry is blued out 
(not editable) if its firmware version does not support changes made by the 
Discovery Configuration Tool.

 • All fields are locked or grayed out until the device is in the Logged In state.
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 • For changes to all parameters except IP address: 

 – To modify an individual setting, double-click the setting and enter a new 
value. To store the value, press Enter or click to a new cell. When you 
modify an entry, an asterisk (*) is shown along with the number in the 
Number column.

 – To make changes to multiple lines at once (bulk changes), use your cursor 
to select the rows. Hold down the Control key and click to select multiple 
individual rows, or hold down the Shift key and click to select 
consecutive rows. Enter the new value in any of the selected rows, and 
when you press Enter, the same value is applied to all of the selected 
rows.

 • For IP address changes:

 – To modify an individual setting, double-click the setting and enter a new 
value. To store the value, press Enter or click to a new cell. When you 
modify an entry, an asterisk (*) is shown along with the number in the 
Number column. If the new IP address is not available, the tool chooses 
the next available IP address in the same subnet.

 – When an IP camera is not logged in, the address type is listed as DHCP, 
although this might not be the case.

 – To make changes to multiple entries at once (bulk changes), use your 
cursor to select the rows. Hold down the Control key and click to select 
multiple individual rows, or hold down the Shift key and click to select 
multiple consecutive rows. Click in the IP address column in one of the 
selected rows, and enter a new IP address. If the address is available, then 
it is assigned to that row. The IP addresses for the following rows are 
incremented, and for the preceding rows are decremented. If any 
addresses are unavailable, then the tool jumps to the next available 
addresses.
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For example, the screen below shows the result of an IP address change 
to rows 14-17 on the VSM tab. The new IP address (10.10, 50.110) was 
entered in row 15. The tool assigned the previous IP address 
(10.10.50.109) to row 14. It attempted to assign the next IP address 
(10.10.50.111) to row 16, but the address range 
10.10.50.111-10.10.50.119 was already taken, so the tool started the next 
assignment at 10.10.50.120.

 • When it is not possible to log in to a device (typically because the password 
for that device is no longer set to the default password) the Address Type lists 
DHCP by default. Despite this label, the device might not actually be 
configured for DHCP addressing.

 • You must manually enter dhcp or static to switch address type modes. The 
case sensitivity does not matter, any capitalization of dhcp or static will be 
converted to lower case.

 • You can use bulk configuration when you set login credentials for the first 
time on devices that have the status Password Not Set.

 • You can make changes on multiple tabs before applying, but you must click 
Apply to send any configuration changes to the devices. If you close the 
Discovery Configuration Tool without applying, a pop-up message reminds 
you that you must save to avoid losing the changes.

 • When configuring devices on multiple tabs, you must click Apply for each 
tab or the changes will be lost.
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 • All parameter changes, except changes to the VSM server password, require 
a device reboot, which happens automatically when you click Apply. Because 
the rebooting process may take some time, we recommend that you make all 
desired configuration changes on all tabs before clicking Apply.

VSM Servers
If it is not possible to log in to a VSM server because the password is not set to 
the default (secur4u for VSMS servers, Cisco123 for cameras), the status bar of 
the device is red and indicates Not Logged In. In addition, the address type is 
shown as DHCP, even if the device has a static IP address.

To log in to a device that no longer has the default password stored, double click 
the password field, enter the correct password, press Enter, and then Apply. If the 
password is entered correctly, the Status indicator turns green and shows 
Logged In.

You can modify the following VSM server values:

 • Address type (static or DHCP)

 • IP address

 • Net Mask

 • Gateway

 • Password

Click Apply after making all the desired changes. 

IP Cameras
If a discovered IP camera is in the factory default state, the Status column displays 
Password Not Set. Enter a password for the camera, and click Apply. The status 
changes to Logged In. 

If the camera is already configured, the Status column displays Not Logged In. 
Enter the user name and password, and click Apply. If the user name and 
password are correct, the status changes to Logged In. 

The Discovery Configuration Tool only discovers cameras that are on the same 
Layer 2 switch as the client PC. For example, a client with an IP address of 
10.10.40.100 can only discover cameras in the 10.10.40.0/24 network. To 
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discover devices in other network ranges, the client PC running the discovery tool 
must be directly connected to the switch with those devices and have an IP address 
within the same range.

You can modify the following camera parameters:

 • Address type (static or DHCP)

 • IP address

 • Net Mask

 • Gateway

 • Password

Click Apply after making all the desired changes. To save a CSV file contain the 
camera values, click Save, and specify a file name. All of the logged in camera 
parameters are written to the specified file. 

After taking a CSV export, you can quickly add the camera information into 
VSOM by using the Batch Administration feature. Refer to the Cisco Video 
Surveillance Operations Manager User Guide.

Cisco Encoders
Cisco encoders do not require a user name and password for configuration; 
therefore, user name and password are not displayed in the device list.

Note An encoder entry is blued out (not editable) if its firmware version does not 
support changes made by the Discovery Configuration Tool. The minimum 
supported firmware version is 5.3.

You can modify the following encoder parameters:

 • Address type (static or DHCP)

 • IP address

 • Net Mask

 • Gateway

Click Apply after making all the desired changes.
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