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6. Single Sign-On

As stated in the design solution, we will implement SSO using ADFS 2.0 and test with Internet
Explorer. We will also enable Integrated Windows Authentication (IWA) for IE so users do not have
to log into WebEXx if they have already logged into the domain on their PC. Since Active Directory
Federation Services (ADFS) 2.0 is not supported on a domain controller, we have another VM we will
use as Customer ABC’s SAML server (adfs.abc.com), which also has IS server (required for ADFS).
Outside of a lab environment, an ADFS architecture might be performed using several servers
including servers in a DMZ. But for this lab, we will keep it simple and utilize a single ADFS server.
Company ABC’s ADFS server will act as the Identity Provider (IdP) - or “Federation Server”, or
“SAML Server”. We will configure the SAML as “Service Provider Initiated” where users start at the
WebEx meeting site and are redirected to their IdP system (ADFS 2.0 Server) for authentication. The
IdP authenticates the user and sends a SAML assertion back to the WebEx Meetings Server. The
majority of WebEx customers use this method. Some steps have been performed for you to
reduce lab time. These steps are in bold GREEN.

6.1 Installing and Configuring Windows 2008 ADFS 2.0 as the
SAML Server

1. Since IS is required for ADFS, this was added as a role on adfs.abc.com server. This
step is not shown.

2. ADFS 2.0 is not native to windows 2008 as a role to be added to the server. It must be
downloaded and installed on the server. This step is not shown.

3. RDP into the ADFS server and log in as Administrator/C1sc0123 to the abc domain. ADFS
requires a certificate. Normally in a production environment, a certificate would be procured or
generated from PKI. Because we are in a lab, we will generate a self-signed certificate. Open
[IS by clicking on the 1IS Manager ICON on the desktop. Click on ADFS (ABC\administrator)
top level tree in the left pane, and then open Server Certificates. On the right, click on Create
Self-Signed Certificate and specify a friendly name for the certificate when asked. Then
minimize IS Manager.
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Authentication Compression Default Directory Error Pages Handler HTTP
Document Browsing Mappings
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"'E Internet Information Services (115) Manager [_[O]
G [ wom o @ %@~

File  Wiewm Help

TR G‘i! Server Certificates il

I: fg it[;:t;{igazﬂdmﬁmtm) Create Certificate Request...

Use this feature to request and manage certificates thak the Web server can use with Web sites configured for 5L,

) Applicatian Faols Name_+ | 1ssued Ta | 1ssued & | Expiration Date | Certificate Has| Complets Cortiicaie Reguit. .
L e Create Domain Certificate. ..

Create Self-Signed Certificate. .,

@ Heb

Online Help

When done generating the self-signed cert...

g Internet Information Services (II5) Manager ==
@l-”! | 95 v aors @ - @

File  Yiew Help

FEETETY Q? Server Certificates Sl

5 Start Page
H Create Certificate Request...
=95 ADFS (ABCadministrator)

Ust this Feature to request and manage certificates that the Web server can use with Web sites configured For S5L.

2! Application Pocls Name - | Issued To | 1ssued ey | Espiration Date | Certicate Hasl Cosrpluts Carifiiabe Bl =
[ = Sites adfsz0 adfs.abc.com adfs.abc.com 9f12/2012 7:00:00 PM 500172581476 Create Domain Certificate. ..

Create Self-Signed Certificate...

4. Now, we need to enable Windows Authentication on all Web Sites in 1IS for the ADFS server.
Go back to IIS Manager, click on the main ADFS (ABC\administrator) tree in the left pane
(top level), double-click on the Authentication icon in the middle pane, and enable Windows
Authentication. Afterwards, minimize 1IS Manager.
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G'i! Authentication

Group by: Mo Grouping

Mame = | Skatus | Response Type

Active Direckary Client Certificate Aut... Disabled HTTP 401 Challange
Anonymous Authentication Enabled

ASP.MET Impersonation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disablad HTTP 401 Challznge
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge
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6.2 Configuring WebEx Meetings Server and ADFS 2.0 for SSO

Operation

1. From the ADFS Server in the CWMS administrative screens, click on Settings, and expand
Security on the left hand side. A message explaining SSO will come up where you simply click

on Continue.

Federated SSO

Company Info

Branding S50 allows companies to use their on-premise S350 system to simplify the management of Cisco
WebEx Server. With 350, users securely log into Cisco WebEx Server using their corporate login
Meetings credentials. The user's login credentials are not sent to Cisco, which protects the user's corporate
lagin informatian,
Audio g
Cisco WebEx Server supports 350 systermns based on the industry standard Security Assertion
Wideo Markup Language (SAML) 2.0 protocal.
Mabile Befare you enable the S50 serice, you need to generate a set of public and private keys and an
#.509 certificate that contains the public key. Once you have a public key or certificate, you can
Quality of Semvice upload it in Certificates section.

P Password Managerment
¥ Email
Continue
Daownloads
~ Security

Certificates

User Sessions

Federated S50

This section will allow you to configure single sign-on settings for your organization. If you would like
to proceed start by enabling S50,

2. While inside the SSO Configurations screen, fill in the following as shown EXACTLY. Failure to do
so will result in errors. For now, do not select Auto Account Creation . Finally, click on the Enable

44

SSO button:

Note that the SAML Issuer (SP ID) is actually just a name or a tag and can be anything, however
it must be reflected accurately in ADFS in order for SSO to function properly. For your cut and

pasting pleasure:
AuthnRequest Signed Destination
Target Page URL parameter name
SAML issuer (SP ID)
Issuer for SAML (IdP ID)
Customer SSO Service Login URL
NamelD format

AuthnContextClassRef

Cisco WebEx Meetings Server (CWMS) Configuration Lab

https://adfs.abc.com/adfs/Is

TARGET
wms

http://adfs.abc.com/adfs/services/trust

https://adfs.abc.com/adfs/ls

select “Email address”

urn:federation:authentication:windows
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Auto Account Update on

You can view the [dF Certificate here.
@ 5P (Service Pravider) Initiated

Service Provider Initiated Login is where a user starts by clicking a link to the the sewice provider
{e.g. a bookmark, mailed link, etc) and termporarily redirected to the identity provider for
authentication, then returned to the link they initially requested.

AuthnFequest signed

* Destination

| https:ffadfs abe. comiadis/ls

0 1dP {ldentity Provider) Initiated

Identity Provider Initiated Login is where a user starts directly at their identity provider, logs in,
and is then redirected to a landing page at the serice provider.

Target page URL parameter name:

| TARGET |

Import SAML Metadata
*SAML issuer (SP 1D):

| wms

“lssuer for SAML (IdP 1D):

| http: ffadfs.abe. com/adfs/senicesitrust

*Customer $50 service login URL

| https:ffadfs abe. comiadis/ls |

NamelD format:
Ernail address E

*AuthnContextClassRef:

| urn:federation: authentication:windows |

Default Webex target page URL:
I

Customer S50 error URL:
I

Export SAML Metadata File

[C] Single logout @

[T Auto account creation

Auto account update

[ Remave ID domain suffix for Active Directory UPN

Cancel

3. A“Review SSO Settings” dialog box will appear. Review your settings and click on Save. SSO
enablement does not require CWMS to be in Maintenance Mode. Also, this will not affect the
administrator password which will stay local. If you have issues saving, switch browsers.
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Review S50 Settings X
550 enabled '
SAML version 20
330 profile SF Initiated
SAML issuer (3P IDY: WIS
Issuer for SAML (IdF 1D): http:/fadfs. abe. com/adfs/servicestrust
Custamer S50 service login URL https:fadfs. abe. com/adfs/ls

Custarmer S50 service logout LIRL

Custamer S50 error URL

AuthnContextClassRef urn:federation: authentication: windows
Default Webex target page URL

Auto account creation

Auto account update &

Femave UID domain suffix for Active Directory UPN

4. Next, we will export the signed Metadata from WebEx Meetings Server so we can simplify the
ADFS configuration in a later step. Since it is signed, we will not have to separately import a
certificate on the ADFS server. While still RDP’d into your ADFS server and in the Federated
SSO configuration screen, click on the Export SAML Metadata File button and save the .xmil file
onto the desktop when asked (not shown). You can minimize this browser after you have saved
the file.

5. Now, we would normally begin the ADFS 2.0 installation, however ADFS 2.0 was already installed
for you. Proceed to the next step.

6. Double click on the ADFS 2.0 Management icon on your desktop.

7. ADFS knows it’s not fully configured, so click on the AD FS 2.0 Federation Server Configuration
Wizard in the middle of the window.
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‘E File  Acktion Wew ‘Window Help

"HAD FS 2.0

&= ="
[Borsci]

opsz0
Overview

AD FS 2.0 provides single-sign-on [S50] access for client computers.

Configure This Federation Server

The &0 F5 2.0 Federation Server Configuration ‘wizard must first be completed successfully before you can use this
zhap-in ko manage vour Federation Service.

= AD FS 2.0 Federation Server Confiquration Wizard

Learn About:

Confiquring Claims Provider or Relying Party Trusts

Adding Federation Servers to a Farm and Setting Up | oad-Balancing

Confiquring Federation Server Proxies

8. You will see the wizard pop up. Leave Create a new Federation Service selected, and click on
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Next.

%l AD FS 2.0 Federation Server Configuration Wizard

Welcome

Steps

@ ‘Welcome

@ Select Deployment Type
@ Federation Service Name
@ Surnrnary

@ Results

Welcome to the AD F5 2.0 Federation Server Configuration Wizard
Thiz wizard helps you configuie Active Directary Federation Services [AD FS] 2.0 software on this

camputer, which etz up the computer az a federation server. An instance of AD FS iz referred to az a
Federation Service.

{*) Create a new Federation Service
Select thiz option ta zet up either a stand-alone federation server or the first server in a federation

zerver faim.

() Add a federation server to an existing Federation Service

Select thiz apltion ta join thiz computer to an existing federation server farm

< Previous | Mext = I Cancel Help

Select Stand-alone federation server, and click on Next.
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nfiguration Wizard

Select Stand-Alone or Farm Deployment

Slzns “f'ou can create either a stand-alone federation server for evaluation purpozes or a small production
@ ‘welcome environment, or you can create a federation server in a news fam for load balancing and high availability.
@ Select Deplayment Type Select one of the following options. Either of these options will use the ‘Windows Internal Database to store

5 5 configuration data.
@ Federation Service Mame
@ Summary ) New lederation server farm

Thiz option will create a new Federation Service with settings for high availability and load balancing.
This computer will be the primary federation server in the farm. Later, pou can scale out this farm by
adding mare federation servers.

@ Results

To create a federation server fam, you must run this wizard while vou are logged on with an account
that haz sufficient permiszions in Active Directory to create a container object [for sharing certificates)
and ta set an SPM [for the service account). such az an account that iz a member of the Domain
Admins group.

{*) Stand-alone federation server

Thizs option will create a new Federation Service on thiz computer. Thiz option is recommended for
evaluation purpozes ar a emall production enviranment. IF you eelect this option, you will nat be able
to add maore servers bo create a fam.

) T'ou can use SOL Server with AD FS 2.0 ta take advantage of the full feature set and achieve
maximum scalability. To set up AD FS to use SOL Server, use the command-ine version of this
wizard. For more infomnation, click Help

<Previ0us| Mest = I Cancel | Help |

10.As you can see, the certificate we generated before is in SSL Certificate field. Click Next Twice.

"; AD F5 2.0 Federation Server Configuration Wizard
Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL certificate for the

@ Welcome Default 'web Site. I the wizard cannat determine the Federation Service name from the S5L seftings, you
must select a certificate.

@ Select Deployment Type
Select the certificate and/or port, and then click Mext.

@ Federation Service Mame

® Summary S5L certificate: Fart:

@ FResults |‘3‘:"32D v| iew... | 443 =

Federation Service name:

| adfs.abe. com = |

“w'hat kind of certificate do | need?

< Previous | Mest » I Cancel Help
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11.The wizard will begin installing the necessary components as shown below, but probably with
errors. Click on Close when it is finished.

% AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Steps

@ ‘welcome

@ Select Deployment Type
@ Federation Service Name
@ Summary

@ Results

The fallowing settings are being configured
Comporient Statuz
c}‘; Stop the AD FS 2.0'Windows Service Configuration finished

| Install Windows Internal Database

Configuration finished

| Start the Windows Internal Database service

Configuration finished

|| Creeate AD FS configuration database

Configuration finished

@

Configure service settings

Configuration finished

|| Deploy browser sign-in ‘web site

Canfiguration finished

| Start the AD FS 2.0 'Windows Service

Canfiguration finished

‘a-}

Create default claim set

Configuration finished

f_’

Create default Active Directory claim acceptance rules | Configuration finished

*You have successfully completed the AD FS 2.0 Federation Server Configuration Wizard,

Ta close this wizard, click Clase.

(20| Deploy broweser sign-in w'eb site

Configuration finished

I@I Start the AD FS 2.0Windows Service

Tazk failed

Create default claim zet

Note: If you receive an error on the “Start the ADFS 2.0 Windows Service”, simply re-run the
wizard, confirm the deletion of the previous database, and you should be OK (even if the
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configuration results show yet another Microsoft warning).
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Configuration Results

Steps

@ 'Weloome

@ Select Deployment Tppe
@ Federation Service Name
@ Existing Database

@ Summary

@ FResults

The fallowing settings are being configured

Component Statuz
{'_}\ Stop the A0 FS 2.0 Windows Service Configuration finished
v_)\ Start the Windows Internal Databaze service Configuration finished
v}\ Create AD FS configuration database Configuration finished
v}\ Configure service settings Configuration finished
E) Dieploy browser sign-n'web site Configuration finished with warnings...

Start the AD F5 2.0 Windows Service

Configuration finished

@

Create default claim sat

Configuration finished

@

Create default Active Directary claim acceptance rules

Configuration finished

*You have successfully completed the AD FS 2.0 Federation Server Configuration \wizard.

To cloge this wizard, click Close.

12. After it is complete, you will notice in the main ADFS 2.0 management window that it knows it has
an incomplete configuration. We need to add a trusted relying party, in our case, your WebEx
site. Click on Required: Add a trusted relying party in the middle of the screen to start a new
configuration wizard, and then click Start.
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"aAD FS 2.0

& Fle  Action

Wiew  Window Help

== 8=

oz

| Service

] Trust Relationships

Overview

ADFS 2.0 provides single-zsign-on [550) access for client computers,

Before you can uge AD FS 2.0 to manage 550 access for users and services, you must complete the following tazk:

Required Configuration Incomplete

= Required: Add a trusted relying party

A new wizard will begin...
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Add Relying Party Trust

i
Welcome

Steps Welcome to the Add Relying Party Trust Wizard

@ ‘Welcome
@ Select Data Source
autharization decisions.

@ Choose [ssuance
Authorization Rules

Thiz wizard will help you add a new relying party trust to the AD FS configuration databaze. Relying parties
conzume claims in security tokens that are izsued by this Federation Service to make authentication and

The relying party trust that thiz wizard creates defines how thiz Federation Service recognizes the relying
@ Ready to Add Trust party and izzues claims to it 'ou can define issuance transform rules for izsuing claims to the relying party

after you complete the wizard.
@ Finish

< Previous | Start I

Cancel |

Help |

13.Next, we will “auto-configure” much of ADFS 2.0 with the WebEx SP FAS information using
CWMS’s SSO metadata file we saved from the previous step. Therefore, select Import data
about the relying party from a file, browse to the . XML metadata file on the desktop and click on
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Next.

dd Relying Party Trust Wizard B

Select Data Source

Siehs Select an option that this wizard will use to obtain data about this relying party:
@ Weleome . X

" Import data about the relying party published online or on a local network
@ Select Data Source

Use this option ta impart the necessam data and certificates from a relying party arganization that

@ Choose [ssuance publishes its federation metadata online or on & local netwark.
Authorization Rules

Federation metadata address [host name or URL):
@ FReady to Add Tiust

@ Finish
Example: fs.contozo.com or https: /A www, contoso.com/app

0]

Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relving party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will

not validate the source of the file.

Federation metadata file location:

€ Enter data about the relying paity manually

Browse...

Use this option ta manually input the necessary data about this relying party arganization.

<Prawﬂus| st > I

Cancel

Help
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14.Give it a friendly name, like WebEXx, and click on Next.

Add Relying Party Trust Wizard

Specify Display Name

Steps Type the dizplay name and any optional notes for this relying party.
@ ‘welcome
Displ :
@ Select Data Source EEED ENTE
. [iaiebEd
@ Specify Display Name
@ Choose |ssuance Motes:
Authorization Rules ;I
@ FReadyto Add Trust
@ Finish

15.Leave the Permit all users to access this relying party radio button selected, and click on Next
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twice.

Add Relying Party Trust Wizard

Choose Issuance Authorization Rules

SIS |zsuance authorization rules determing whether a uzer is permitted ta receive claims far the relving party.

@ ‘Welcame Chooze one of the following options for the initial behavior of this relying party's issuance authorization
rules.
@ Select Data Source

® Spechy Display Name ' Pamiit all users to access this reling party

The izzsuance authorization miles will be configured to permit all users to access this relving party. The

@ Chaose lssuance relying party service or application may still deny the user access.

Authorization Rules
@ Ready to Add Trust " Deny all users access to this ieling party

@ Firish The issuance authorization wles will be configured to deny all users access to this relying party. *r'ou must
later add igsuance authorization rules to enable any uzers to access this relying party.

*r'ou can change the issuance autharization rules for this relying paity tust by zelecting the relying party
trugt and clicking Edit Claim Rules in the Actions pane.

< Previous | Mext > I Cancel Help
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16.Here, leave the default checkbox selected (Open Edit Claim Rules....) and click on Close.

";;iAdd Relying Party Trust Wizard

Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

Choose |ssuance
Autharization Rules

Ready to Add Trust
@ Finish

®

The relying party trust was successfully added to the AD FS configuration database.

You can modify this relying party trust by using the Properties dialog box in the AD FS 2.0 Management

snapin.

¥ Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

o

17. After the Wizard closes, the Edit Claim Rules for WebEXx dialog box comes up (“WebEX” being
the relying party we just added). This rule will map LDAP attributes to WebEx user attributes for

the SAML 2.0 authentication and auto account creation process. While on the Issuance
Transform Rules tab, Select Add Rule, then you will see the following:

d aim Rules for Web ] s
Issuance Transform Rules | |ssuance Autharization Rules | Delegation Autharization Rules I move roles and Features,
The fallowing transform miles specify the claims that will be sent ta the relying party.
Order | Fule Mame | Issued Claims I 8 SRR =)

Add Rule.. Edit R

Select Rule Template

SicEs Select the template for the claim rule that pou want to create from the following list. The description
@ Choose Rule Type provides details sbout each claim e template,
@ Configure Claim Rule Claim rule template:

Send LDAP Attribubes as Claims

Clain rule template description:

Using the Send LOAP Attibute as Claims rule template you can zelect attibutes from an LDAP attribute
stare such as Active Directary to send as claims to the relving party. Multiple attributes may be sent as
multiple claims from & single rule using this rule type. For example, you can use this ule template to
create a wile that will extract attribute values for authenticated uzers from the displayM ame and
telephoneMumber Active Directory attibutes and then send those values as two different outgoing
claimz. This mile may alzo be uzed to send all of the user's group memberships. IF you want to only send
individual group memberships, use the Send Group Membership a2 a Claim ule template.

Tell me mare ahout this nle template:

<Prewous| Next > I
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18.We will create 3 rules. Not all entries are in the drop down box and must be typed out. Create the
rules *exactly* as follows

a. After clicking Add Rule as shown above, leave the Claim rule template as “Send LDAP

Attributes as Claims” and click on Next (shown above). Now fill the rest out as follows and
click on OK:

*r'ou can configure this rule to zend the values of LDAP attibutes as claims. Select an attribute store from
which to extract LDAP attiibutes, 5 pecify how the attributes will map to the outgoing claim types that will be
izzued from the rule.

Claim rule name:

Fiule 1 - Dutgaoing Standard Mappin
Fule template: Send LDAP Attributes az Claims

Attribute store:
Active Directony j

b apping of LDAP attributes to outgoing claim twpes:

LDAP Aftribute
E-Mail-Ad:

| Outgoing Claim Type
| || E-bail £cdhess

Wiew Rule Language. .. | ok I Cancel | Help |

b. Click on Add Rule again, but this time select Transform an Incoming Claim, click on Next
and fill out the rest of the entries exactly as shown in the second screen shot.
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% Add Transform Claim Rule Wizard

Select Rule Template

Sichs Select the template far the claim rule that you want ta create fram the following list. The description
@ Chaose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Clairn rule template:
Clairn rule template description:
Using the Transform an Incoming Claim rule template you can select an incoming claim, change its
claim type. and optionally change its claim value. Far example, you can use this rule template to create
a rule that will send a rale claim with the same claim value of an incoming group claim. You can alza
uze thiz e to gend a group claim with a claim value of "Purchasers” when there iz an incoming group
claim with a value of "Admins'. Multiple claims with the same claim type may be emitted from this rule.
Sources of incoming claims wany based on the rules being edited. For more infarmation on the sources
of incoming claims, click Help.
Tell me more about this rule template. .
¢ Previous | Mest > I Cancel Help
*r'ou can configure this rule to map an incoming claim type to an outgoing claim type. Az an option, you can
also map an incoming claim value to an outgoing claim value. 5pecify the incoming claim type to map ta the
outgoing claim type and whether the claim value should be mapped to a new claim value.
Claim rule name:
Rule template: Transform an Incoming Clain
Ineoming claim type: IE-MaiI Address j
Incoming name |0 farmat: IUnspecified j
Outgoing claim type: IName D j
Outgoing name |0 farmat: IEmail j
' Pagzs through all claim values
" Replace an incoming claim value with a different outgoing claim walus
Incoming claim walue: I
Outgaing claim wvalue: I Erowsze. |
" Replace incoming e-mail suffix claims with a new e-mail suffiz
Mew e-mail sufix I
Examnple: fabrikam.com
Wiew Fule Language... | ok I Cancel Help
. . . at)ran]ns
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c. For your third and final rule, clicking Add Rule as shown above, leave the Claim rule template
as “Send LDAP Attributes as Claims” and click on Next and fill out the mappings exactly as
follows (note that the outgoing claim types must be typed in much of the time, as it all depends
on the schema on the remote end), then click on OK:

i Add Transform Claim Rule Wizard

Configure Rule

A “'ou can configure this rule to zend the values of LDAP atributes ag claims. Select an attibute store from

@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map bo the outgaing claim types that will be
issued from the rule.

@ Configure Claim Rule
Clairn rule name:

Rule 3 - Auto Account Creation

Rule template: Send LDAP Attributes as Claims

Aftribute store:

Active Directony j

tapping of LOAF attributes to outgoing claim pes:
LDAR Attribute Outgoing Claim Tepe =
E-Mail-Addresses ﬂ ermail ﬂ
E-Mail-éuddesses || uid |
E-Mail-dddiesses || 5aML_sUBJECT =]
Given-Mame ﬂ firsthame j
Sumname ﬂ lastname j_

3 Telephone-Murmber ﬂ OPhoneLocal j =

<Erevious| Finigh I Cancel | Help |

Note: CWMS, like WebEXx in the cloud, out-dials the country code plus the phone number. The
TelephoneNumber AD attribute is the typical attribute where office phone numbers exist. In the
above mapping, this can be changed to any AD attribute of your choosing. AD actually has no native
attribute for country code, which is a standard LDAP field WebEx Meetings Server is expecting in
conjunction with the phone number (the combination of which is standard E.164 format). Therefore,
what is displayed above maps user’s numbers in AD (which don’t have a “+1” in it). CWMS server,
using the +1 default country code as a default value, combines this and uses it for out-dialing. If your
TelephoneNumber AD attribute has a +1 in it, then have your AD team write a script to populate
another attribute field with the same number without the country code or special characters, then use
this attribute for the mapping. This way, the phone number will be right when CWMS tries to out-dial
the number. CWMS, at the time of its release, should handle the special characters. Therefore, the
solution could also be handled in CUCM using translation patterns.

at)ran]ns
CIsSCO

56 Cisco WebEx Meetings Server (CWMS) Configuration Lab



d. You should see the following when complete. Select OK again

Wi Edit Claim Rules for WebEx

Issuance Transform Rules | |ssuance Authorization Fules | Delegation &utharization Rules I
The following transform rules zpecify the claims that will be sent to the relying party.
Order | Rule Mame |zzued Claims
Rule 1 - Outgoing Standard Mapping E-tail Address
2 Rule 2 - Incaring Transform Mame [0
3 Rule 3 - Account Auto Creation ernail,uid.SamL_SUBJELC..
addRue. | EdtRus. | RemovsRuk.. |
Ok I Cancel | Aol | Help |
l@ Ele Action Wiew Window Help
=2z
= [ Service
| Endpaints

| Certificates
| Claim Descriptions

[=] [ Trust Relationships
| Claims Provider Trusts
| Relying Party Trusts
| Attribute Stores

Tes s

| [ DisplayMame | Enabkd

Relying Party Trusts
Add Relying Party Tr
Wiew
Mew Windaw from H

|G Refresh

Help

WebEx

19.Double click on the the WebEXx relying party trust to open the properties box, select Advanced,

57

and change the Secure hash algorithm to SHA-1. Then click on OK.
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WebEx Properties [ x|

onitoring I |dertifiers I E ncryption | Signature |
Accepted Claims I Organization | Endpaints I Mates Advanced

Specify the secure hash algarithm to use for this relying party tust.

Secure hash algorithm: | gl

Ok, I Cancel Apply Help

20.Now, since we generated a self-signed certificate in IIS earlier (instead of buying one or getting
one from our non-existent Public Key Infrastructure), we need to export the Token-Signing key
used by ADFS 2.0 for import into WebEx Meetings Server in a later step. In the left pane, expand
Service and select Certificates, then double click on the Token-signing certificate.

W1 AD FS 2.0 1 [=] 3|
Wi Fle Action  view ‘Window Help !;Jil_xl
T = = ]
e S Eall 7 153
_ ADF52.0 Certificates Actions
B [ service i
Endpaints Subject = Issuer Effactive Date | Expitation Date Certificates ia
Certificates Service communications Add Token-Signing Certificate...
P T [ Chi=adis.abo,com CH=adfs abo com a/13/2011 91272012 Add Token-Decrypting Certficats. .
=] Trust Relationships
Claims Provider Trusts Token-decrypling Set Service Communications Certifi...
Relving Party Trusts — -
_ Attribute Stores [E1CH=ADFS Encryption - adfs... CN=ADFS Encryption - ad... 941342011 91272012 Primaty
Mew Window from Here
Token-signing
@ Refresh
H Help

21.Click on the Details Tab of this certificates information window and click on the Copy to File
button to start the Certificate Export Wizard. Then click on Next twice, making sure it is BASE-
64 Encoded X.509.
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icate [ <]

| General Detals |Certlflcatlon Path I

Certil

Show:

| Field | value B
D\fersion W3
DSeriaI number 3af5ef28cadz25b9c 4586 ..
DSignature algarithm sha2?SeR5A
Dlssuer ADFS Signing - adfs,abc.com
D\n‘alid from Tuesday, September 13, 2011..,
D\n‘alid ta Wednesday, September 12, 2.,  —

Subject ADFS Signing - adfs,abc.com

=] Pubic key RS (2048 Bits) =l

Edit Praperties. .. | Copy ko File... |

Learn more abouk certificate details

Certificate Export Wizard B Certificate Export Wizard B3

Welcome to the Certificate Export G (Al ol
Wizard Certificates can be exported in a wariety of file formats,

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists from a certificate Select the Format you want to use:
skore bo your disk,

" DER encoded binary 509 {,CER)
A certificate, which is issued by a certification authaority, is
a confirmation of your identity and contains information % Base-64 encoded %,509 (.CER)

used ko protect data or to establish secure network X .
connections. & certifizate store is the system area where = Cryptographic Message Synkax Standard - PKCS #7 Certificates { P7E)
certificates are kept. I~ Include all certificates in the certifization path if possible

To continue, click Mext., € Personal Information Exchanges - PRES #12 (PR

™| Include all certificates in the certification path if possible
™| Delete the private key if the export is successhul
I™ | Export all extended propertics

= Microsoft Serialized Gertificate Store (55T

Learn more about certificate file Formats

Cancel < Back I Mext = I Cancel

< Back

22, Save the file to the desktop and give it a name, then click Next and Finish. You can also close
the Certificate window.
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( )(_/‘ |F[ » Administrator = Documents

x [ﬂ_]] ISearch

File name: I adfs-cert|

Save as bype; IBaseG4 Encoded %509 {*.cer)

. * Browse Fnldersl

Certificate Export Wizard B

File to Export
Specify the name of the file wou wank to export

Save I

File name:

C\Userstadministrabor, ABC\Deskiopladfs-server. cer Brawse, ., I

Certificate Export Wizard [ x|

< Back I Mext = I Cancel |

Completing the Certificate Export
Wizard

ou have successfully completed the Certificate Export
wizard,

‘¥ou have specified the Following settings:

Export Keys
Include all certificates in the certification path Mo
File Format DER En

4] | i

< Back I Finish I Cancel
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23. After, go to IIS Manager, click on the main ADFS (ABC\administrator) tree in the left pane (top
level) again, and click on Restart on the right side of the window to restart IIS.

™ Internet Information Services (115) Manager

@:, [+ aoes » |

Fle  Wew  Help

“'Jl ADFS Home

Manage Server

-
Groupbyi Area -E- 2 Restat

Start

& Step

ASP.NET

24.0n your ADFS Server, maximize your CWMS Admin browser and go back to your SSO
configuration in the administration pages. Under SSO IdP Certificate, import the newly
exported ADFS server certificate that is currently on your desktop. Browse to the desktop, choose
the certificate, and click on Open and then click on Upload. When finished, click on Done as
shown below:

Certificates
Cormpany Info SSL Cetificate
Branding There is a zelt-signed cerificate setup for the system currently.
Meetings Generate CER Maore Options ¥
Audio
y SS0 IdP Cerificate
ideo
Mahile Impart Certificate

Cuality of Service
Secure Teleconferencing Cenrtificate
¥ Password Managerent
Import Certificate
¥ Ermail

Diownloads

- Security

Certificates

User Sessions
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Import SSO |dP Certificate

‘Choose Certificate file to upload: @

Choose File |N0 file chosen

Favarite Links

B Desktop

:! Computer

E Documents

E Pictures

[J Music

|y PRecently Changed
32012 Cisco and) E Searches

. Public

Faolders -~

File name: I adfs-server.cer

o ______________________________________HE
e m Ibearrr. ﬂ
T @
Mame |1-| Size Ivl Tvpe |-| Date modified |v| Altr... |v|
-mdmln\stratur
. Public
‘ Computer
& Netwark
E;BAD F5 2.0 Management 3KE Shorkout 9i12{2011 347 PM A
= . &
Eicammand Prompk. 2KE Shorkout 11j1f2011 6:38PM A&
ET Google Chrome 2KB  Shorbout Zi30i2012 12:24... A
= healthlogo. PG 19KE JPEG Image BI7/2012 133 AM AN
ﬁlntemet Information Services (1L, 2FKE Shorkout 9/12(2011 1146 PM A
?DLIHZV.EXE 472 KE  Application 9/14j2011 254 PM A

| JaiFies |
Coes

Import SSO |dP Certificate

*Choose Certificate file to upload: @

Choose File |adfs-server.cer

Upload |

Cancel

SSO [dP Certificate

Certificate file:

Certificate name:

Expiration date:

Dane

Return to Table of Contents
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“ersion: 2

Serial number: 2eeb7 0890059 fabfdc abbhB5e7 727 a3bE
Signature Algorithrm: SHAZSEwithREA, =
QID=1.2.840.113549.1.1.11

Issuer: CH=ADFS Signing - adfs.abc.com

Walidity: [From: Jul 30, 2012 5:36 PM,

To: Jul30, 2013 5:36 FM]

Subject: CN=ADFS Signing - adfs.abc.com

Key: com.rsa.crypto).f dki@488ecy 2f

]

ADFS Signing - adfs.abe.com

Jul 30, 2013 5:36 P
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6.3 Testing and Fine-Tuning SSO on the Clients
We will test SSO using IE

1. On wkstn1, open Internet Explorer and browse to https://gold-meet-podx.cisco.com, where “x”
is your pod number. Accept any certificate warnings you see before and after clicking on Sign In.

8 Sgnn - Cisco Webkx - Windows ntermet Explorer = EE=
O U~ Uk oo st =gl et o 5 cenaetnar [ [ s 5

. Favorites (= @ WebEx Meeting

@ SignIn - Cisca \WebEx 3~ B - 0 s o~ Page~ Safety~ Tools~ @~

Cisco
webex

Sign in to WebEx

Click Sign In to access your account from your company's single sign-on (SS0) page

Sign In

2. Hopefully, you've successfully logged in to IE. You should see the screen below. After a
successful login, proceed to the next step.

& Meetings - Cisco WebEx - Windows Intemet Explorer
6(\)- S e o e e a = (e

\ Favorites | @ WebEx Meeting

() Meetings - Cisco WebEx B8 - f v Pagew Safety~ Toolsv @

r Welcome! A User x
: b Click hiere ta watch the How To Videos and learn more about the key features in WebEx

Ifyou elose this welcome note, you ean go 1o Help and view these videos whenever you want

Cisco

webex

Mestings Recordings

Meetings: Today
3] Mest bow E] Schedule

Today Al Maetings

August 7, 2012
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3. Click on the “My Account” link at the top right of your user page and notice that your phone
number has been updated. This is because on the Federated SSO page, we selected Auto
Account Update.

Mestings Recordings

My Account

Personal Information

" Full Name: A .U.s.;er

Email Address: usera@abc.com
Your email address is your login 1D and the address where you receive account notificatio
Your password is your enterprise single sign-on password. To change this password, con

Address 1:
Address 2:
City:
State/Province:

ZIP/Postal code:

Country/Region: United States of America X
My Phone Numbers — -
—
ofi - b | [aoasseznt
ice: g
- & [soosesan)

N

4. If you were prompted for a username and password above, its because Integrated Windows
Authentication (IWA) was not on. While still in wkstn1, go to Tools, Internet Options, then to the
Advanced tab. Scroll to the bottom, and note that Enable Integrated Windows Authentication
is checked.

Internet Options ﬂ E

General I Security I Privacy I Content I Connections I Programs Advanced |

Sektings

O Allow saftware to run or install even if the signature is in\-'e;l
Check for publisher's certificate resocation

O check for server certificate revocation™

Check For signatures on downloaded programs

O bo not save encrypted pages to disk

[ Erpty Temparary Internet Files Folder when browser is clc
Enable DOM Storage

Enable Integrated Windows Authentication®

Enable memory protection to help mitigate online attacks*
Enable native XMLHTTP support

O Enable SmartScreen Filker

[ use s5L 2.0

Use 55L 3.0

Use TLS 1.0 hd
4| | »

*Takes effect after vou restart Internet Explorer

Restare advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset... |
condition.

*fou should only use this if your browser is in an unusable state,

OF I Cancel Apply

at)ran]ns
CIsSCO

64 Cisco WebEx Meetings Server (CWMS) Configuration Lab



o

Other settings to note are as follows. Click on the Security tab, select the Internet zone, click on
Custom Level, scroll to the bottom, and select Automatic logon with current user name and
password. Select OK, then select yes when the warning pops up. Do the same thing for the
Local Intranet. When finished, select OK to close the Internet Options window and close down
IE completely.

Internet Options x|

General  Security |Privacy I Cantentl Connections I Programs I Advanced |
|

Security Settings - Internet Zone

Select a zone to view or change security settings.
@ € Vv

Intarnet

Local intramet  Trusted sites

[ Security level For this zons

Bllowed levels For this zane: Medium ta High

- | - Medium-high

i - Appropriate for most websites

_'rl_ - Prompts before downloading potenti
content

- Unsigned Activel contrals will not be

(

Res
L4
Internet

This zone is far Internet websites,
except those listed in trusted and
restricted zones,

Custom level.., |

Reset all zone:

CK |

Ca

~ Sethings

{2 Disable
O Enable
= | Enable ®55 filter
O Disable
{® Enable
= | Scripting of Java applets
O Disable
{2 Enable
O Prompt
3, User Authentication
2, Logon
O Anonymous logon
O Automatic lagon only in Inkranet zone
[OF Automatic lagon with current user name and pas
O Prompt for user name and password

41 |

*Takes effect after you restart Internet Explorer

- Reset custon settings
Resettor  Amedium-high (default)

j Reset.., |

=]

Cancel

6. Now, go ahead and fix WebEx Assistant (running in the system tray) which, depending on timers,
is currently trying to log in, oris idle. Ifitis notin error, right click on it and sign out. Ifit has
already popped up in error (trying sign in with the old local password for usera, but failing), click on
“Sign in using single sign-on” and make sure that gold-meet-podx.cisco.com is in the WebEx
site URL field. Then click Continue and accept any certificate warnings.
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EWebExAssistant E Q) WebEx Assistant (==3a]

Email Address: Enter your WebEx site URL if vou are required ko
- use a separate single sign-on website, Contact
usera@abc.com M wour administrator For mare infarmation,
Sign in using single: sign-on WebEx site URL:

gold-meet-podi ¢

Password:

[ remember me
() sutomatically sign in

Can't access your account?

Sign in using corporate website,

9:51

{7 I U T — & T - .
e, Ulbs ey TR

7. You have completed WebEx SSO. Now, we will work on the rest of the user(s) while enabling auto
account creation.
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6.4 Auto Account Creation with SSO

1. Where ever you are, browse to the meetingsadmin.abc.com and go to the SSO section under
Settings. The administrator account is always a local account and password, so use C1sc0123*.
Enable Auto Account Creation, then Save.

Dashboard Users System Settings Turm On Maintenance Mode

Federated SSO

Company Info Single Sign On [S50] Profile
Branding You ean view the 1dF Certificate here.
heetings @ . 4 i
SF (Sernvice Providen Initiated
Audio Senice Provider Initiated Login iz where 3 userstafs by clicking a link to the the senvice provider
{e.g. 8 bookmark, mailed link, etc) and tamporarily redirected to the identity provider for
Nidgs authentication, then returned to the link they initially requested.
Mabile i)

AuthnRequest signed
Quality of Senvice

! Dastination
¥ Passnord Management | https:dladfs. abe. com/adisfls
. H =
i R {ldentity Prowider) Initiated
R R ldentity Provider Initiated Login izwhere a userstans directhy at theit identity provider, logs in,
= Sacurity arid is then redirected to a landing page at the senice prowider.
Carificates Target page URL parameter nams

| TARGET

User Sessions

Import SAML Metadata
o

Cloud Features "saML |ssuer (SP 10)

Witual Machines |wms

"lesusr for SAML (IdP 1D):

| hitp:itadis. abe.comiadisize i cesttrust

"Custamer 550 service login URL

hitps:#adfs. abe. comiadisls |

NamelD formmat:
Email address *

*futhnCortedClassRaf:

| urn:federation: authenticationwindons

Default Webe:x target page URL
|
| |

Customer SS0error URL:

Export SAML Metadata File
[Z] single lagout @
¥ Auto acoount creation

9] Aute aceount update
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2. Now, go to wkstn2 and open up Internet Explorer, which is already set up for IWA. Browse to
https://gold-meet-podx.cisco.com, where “x” is your pod number. Accept any certificate warnings
you see before and after clicking on Sign In below. You should not be prompted for any
credentials, and you should see a screen that says “Your account has been created!”.

€ Signn - Cisco WebEx - Windows Internet Explarer ==
& - Ui comjorian/log nfsiteuri=gald-meet-padl v L Cettificate Error | 45 | | Ging e
¢ Favarites | 4 | WebExMesting

W Sign In - Cisca WebEx i~ 8 ~ m v Pagew Safety= Took~ @~

version is not supported for use with WebEx and may not provide an optimal experience To view b

Cisco
webex

Sign in to WebEx

Click Sign In to access your account fram your company's single sign-on (SS0) page

Efi!:_] nln

wabex

Your account has been created!
Setyour preferences for this website.

@ These settings deterrming how your scheduled meeting tirmes and
other time-stamped activities are displayed.

Location:

e v]

Time Zone:

\ San Francisco (Facific Daylight Tirre, GMT-07:00) v |

Language:

‘ English v |

3. The restis not shown. Follow through with the setup of WebEx Assistant and log into it using
SSO. Look out for any certificate warnings you need to accept, as the “Sign-in using Single Sign-
On” link will not appear until the certificate is accepted. If you are asked to set preferences, go
through the motions , but you will not have to do anything as SSO/AD integration will populate
things for you. Refer to previous slides for WebEx Assistant configuration if needed.
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4. You have completed the SSO portion of the lab

Note that it is not possible to delete users. You can only deactivate them. If you ever choose to
remove SSO from the Federated SSO page, to set the local password accounts that were auto-
created, simply deactivate and reactivate the user and they will be sent an email to create a
password.

Return to Table of Contents
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