AAA Client Setup for
marsOlbal

10.1.z20.200
Add Client IP Address

Shared Secret 1234
Metwork Device Group Diverse hd
Authenticate Using RADIUS (Cisco YPMN 3000/ASA/PIX 7.x+) hd

RADIUS Key Wrap

kKey Encryption Key 00000000000000000000000000000000
Message authenticator Code Key 0000000000000000000000000000000000000000
key Input Format O aSCIL @ Hexadecimal

[ Log UpdateMatchdog Packets from this ass Client
RADIUS Options

[] Replace RADIUS Port info with Username from this AsA Client

[ Log RADIUS Tunneling Packets from this Ass Client

[] Match Framed-IP-Address with user IP address for accounting packets from this A&a Client
TACACS+ Options

[ Generate account stop packet for unexpected Single-Connect termination

Single Connect Flag support
® Legacy TACACS+ Single Connect support for this ass client
(O TACACS+ Draft compliant Single Connect suppart for this Aas client



1. Enter the reparting IP {the IP address where events originated from) to ensure that the system processes the events,
2. * denotes a required field.

Device Type: Edit host with security applications

&+
General Reporting Applications

Enter reporting application:

—» Device Name: cis04bal.topdanmark local

— Select application: | Generic A4A Server vl Add

| |Devi|:e Type |
Generic AAA Server

| [mars01bal] Device Discovery-Generic AAA Server. - Microsoft Internet Explorer

NI
CIsCo
| Mov 27, 2009 §:52:54 &M CET |

Standalone: marsdibal v6.0 m Close

AAA Server Configuration:

Name: [cisD4bal |
Shared Secret: [ewne |
Re-enter Shared Secret: [ewee |
Authentication Part: [1312 |
A [1813 |
’ Test Connectivity ] [ Cancel ] ’ Subrnit ]
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2 [mars01ba1] Authentication Method Changed - Microsoft Internet Explorer

]

CIScO
| Moy 27, 2009 §:42:01 &AM CET |
Standalone: mars0lbal w6.0 Login coe— . Closc

Connection to AAA server failed!

Copyright © 2003-2009 Cisco Systerns, Inc.
all rights reserved,




