·	Oracle JD Edwards Web Runtime SEC Cross Site Scripting Vulnerability, CVE-2011-0836

A cross site scripting vulnerability is present in some versions of Oracle JD Edwards EnterpriseOne Tools.
The vulnerability is specific to the Web Runtime SEC component. Successful exploitation could allow an attacker to execute arbitrary script code.

The vendor has released an update to address the issue:
http://www.oracle.com/technetwork/topics/security/cpuapr2011-301950.html

·	Secure Socket Layer (SSL) Expired Certificate
One or more certificates in the certificate chain returned from an SSL server are expired.
Secure Socket Layer (SSL) is an industry standard protocol used to secure network communications. SSL is most often used to secure traffic generated while visiting web sites that display sensitive information.

A part of how SSL enables trusted communication involves exchanging one or more certificates that are used by the communicating devices to verify that they can trust each other. These certificates are created by a Certificate Authority (CA) and installed on web servers by system administrators. The certificates generated by CAs include an expiration date. When the expiration date has passed, standards-compliant SSL clients and servers no longer consider the certificate valid. In the case of an SSL-enabled web server, this results in users visiting the web site receiving a warning indicating that the SSL certificate is no longer valid.

It has been determined that the target SSL server returns one or more expired certificates (this could be the site-specific certificate, or one of the signing certificates in the chain).

Affected systems:
Any SSL server
For more information see:
http://www.ietf.org/rfc/rfc2246.txt
http://www.ietf.org/rfc/rfc3280.txt

Replace the expired certificate with a new, valid certificate.

·	SquirrelMail Multiple Cross Site Scripting Vulnerabilities, CVE-2009-1578
Multiple cross site scripting (XSS) vulnerabilities are present in some versions of SquirrelMail.

The flaws are present in the decrypt_headers.php, PHP_SELF and query string, which fail to validate user supplied input. Successful exploitation could allow an attacker to execute arbitrary script code.

Upgrade to SquirrelMail version 1.4.21 or later from the following location:

http://squirrelmail.org/download.php


