
Site Configuration Windows
To add an Active Directory domain:

1. Click Add in the Active Directory section. The Domain Information window 
appears (Figure 15).

Figure 15. Domain Information window
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2. Complete the dialog box as follows, and then click OK. The connection 
information is checked using the credentials you enter, and the user paths 
are validated when you click OK. 

Table 5. Domain Information dialog box fields 

Field Description

Active Directory Connection

Base DN The location in the directory server tree under which all 
Active Directory users are located. This field is autofilled 
with a sample format with variable names that you 
replace with the domain information. Maximum number 
of characters allowed = 1000. If your hostname has 
more than 3 parts, add additional DC=domain 
statements to the beginning of the Base DN field.

Domain Name Defaults to the first part of the string entered in the Base 
DN field. In most cases this is the domain name, but in 
some cases the default must be edited.

Host Name/IP Address The host name or IP address of the Active Directory 
server.

Port The port used to access the Active Directory server. The 
field is autofilled with the default port 389, or 636 if you 
are using SSL (Secure Socket Layer).

NOTE:  If the port is changed to anything other than 
389 or 636, clearing or selecting the Use SSL 
checkbox will not change the port.

Active Directory User Credential with Read Access

Display Name The name (not the login name, but the display name as 
configured in Active Directory) of a user with read access 
to the Active Directory database. Maximum number of 
characters allowed = 1000.

User Password The user’s password.

User Search Base The node in the LDAP (Lightweight Directory Access 
Protocol) directory under which the user resides. 
Maximum characters allowed = 1000.

Use SSL Select this check box to use SSL for connection to LDAP. 
The check box is clear by default and indicates SSL is 
not enabled. Clearing or selecting this check box 
changes the default port number in the Port field.
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Add Certificate Click this button to locate the Certificate Authority (CA) 
certificate for AD. This certificate is required if you intend 
to use AD with SSL. The certificate provides the AD 
identity and public key for SSL communication.

Contact your AD administrator for the location of the CA 
certificate for AD. In many cases, the CA certificate for 
AD is issued from a Certificate Authority on the AD 
machine. If this is the case, the certificate can be 
accessed from: 
 
http://<AD-server-IP-address>/certsrv

Download the certificate from this website by clicking 
Download a CA certificate, Certificate Chain, or CRL and 
save it to a folder. Then click Add Certificate to import 
the certificate.

NOTE:  After you import the certificate and save 
your changes, log off and log back in to verify the 
certificate works.

View Certificate Select this button to view the certificate associated with 
AD.

User Records (OUs) One or more paths to user records (OUs). Click Add to 
add at least one path, or Remove to remove an existing 
path. Maximum characters allowed = 1000.

LDAP paths must be specified from the most specific to 
the least specific (from left to right in the path 
statement). For example, if the AD tree is:

 ou=US 
     ou=Minnesota 
         ou=Minneapolis 
             ou=Users

Then the user record is written as follows:

 ou=Users,ou=Minneapolis,ou=Minnesota,ou=US

QM will search subtrees by default. For example, you 
could write the user record path as follows, and QM will 
search all the subtrees under Minnesota.

 ou=Minnesota,ou=US

Table 5. Domain Information dialog box fields (cont’d)

Field Description
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To edit or remove an Active Directory domain:

1. Select the Active Directory domain you want to edit or delete from the list in 
the Path pane.

2. Do one of the following:

■ To edit the selected domain, click Edit, make the desired changes, and 
then click OK.

■ To delete the selected domain, click Remove.

Locale

If the version of QM supports other languages in addition to English, use the Locale 
section to enable the language used in your contact center.

To enable a locale:

■ Select the desired language from the Locale drop-down box. You can enable 
only one locale per system.
38 September 2009


