List of identified vulnerability’s

Condition
EXT-H-002: Cisco IOS Internet Key Exchange Vulnerability (cisco-sa-20120328-ike)
Discussion of ICondition
EXT-H-003: Cisco IOS Line Printer Daemon (LPD) Stack Overflowcted Systems

EXT-H-004: Cisco IOS Software Command Authorization Bypass (cisco-sa-20120328-
pai)
Discussion of Impact
EXT-H-005: Cisco IOS Software DHCP Denial of Service Vulnerability (cisco-sa-
20120926-dhcp)
Discussion of Impact
EXT-H-006: Cisco IOS Software DHCP Version 6 Server Denial of Service Vulnerability
(cisco-sa-20120926-dhcpv6)

EXT-H-007: Cisco IOS Software Intrusion Prevention System Denial of Service
Vulnerability (cisco-sa-20120926-ios-ips)
Discussion of Impact
EXT-H-008: Cisco IOS Software IP Version 6 over Multiprotocol Label Switching
Vulnerabilities (cisco-sa-20110928-ipv6mpls)
EXT-H-009: Cisco IOS Software IPS and Zone-Based Firewall Vulnerabilities - Cisco
Systems
EXT-H-010: Cisco IOS Software IPv6 Denial of Service Vulnerability (cisco-sa-
20110928-ipv6)
EXT-H-011: Cisco IOS Software Multicast Source Discovery Protocol Vulnerability
(cisco-sa-20120328-msdp)
EXT-H-012: Cisco IOS Software Network Address Translation Vulnerabilities (ciscosa-
20110928-nat)
EXT-H-013: Cisco IOS Software Network Address Translation Vulnerabilities (ciscosa-
20120926-nat)
EXT-H-014: Cisco IOS Software Network Address Translation Vulnerability (cisco-sa-
[bookmark: _GoBack]20120328-nat)
EXT-H-015: Cisco IOS Software Protocol Translation Vulnerability (cisco-sa-
20130327-pt)
EXT-H-016: Cisco IOS Software Reverse SSH Denial of Service Vulnerability (cisco-sa-
20120328-ssh)
EXT-H-017: Cisco IOS Software RSVP Denial of Service Vulnerability (cisco-sa-
20120328-rsvp)
EXT-H-018: Cisco IOS Software Session Initiation Protocol Denial of Service
Vulnerabilities (cisco-sa-20110928-sip)
EXT-H-019: Cisco IOS Software Session Initiation Protocol Denial of Service
Vulnerability (cisco-sa-20120926-sip)
EXT-H-020: Cisco IOS Software Zone-Based Firewall Vulnerabilities (cisco-sa-
20120328-zbfw)
EXT-H-021: Cisco IOS Software Zone-Based Policy Firewall Session Initiation Protocol
Inspection Denial of Service Vulnerability (cisco-sa-20130327-cce)
EXT-H-022: Cisco Unified Communications Manager Session Initiation Protocol Denial
of Service Vulnerability (cisco-sa-20120926-cucm)


 
