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Overview:
Multi-Protocol Label Switching (MPLS) is offered by a increasing number of  
carriers as a replacement for point-to- point frame relay and private IP WANs.  
It's especially popular for business VPNs. MPLS offers a number of advantages  
over traditional point-to-point technologies, including lower cost, greater  
scalability, and, in many cases, improved reliability.

But the top concern of enterprises considering MPLS is not its eventual benefits  
but how to handle the migration. A fundamental problem is that the network  
management solutions they are using with frame relay, ATM, or TDM will not  
work with MPLS without extensive upgrades. And even if the budget is there for  
the upgrade, there's no easy way to baseline the current performance of their  
critical application over the present network, monitor performance during the  
migration, and then report on the results to justify the expenditure to the C-level  
executives.

A new approach to network management offers a solution. This is flow-based  
network management, which looks at end-to-end performance using a  
technological approach that is largely independent of the underlying network  
infrastructure. Flow-based network management not only doesn't require an  
upgrade to monitor MPLS networks, but it can baseline current performance,  
monitor performance during migration, and report on performance when  
migration is complete, as well as monitoring the new infrastructure going  
forward.

This white paper briefly explores flow-based network management and describes  
its benefits for migrating to and managing MPLS networks.
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ABSTRACT

Multi-Protocol Label Switching (MPLS) is offered by a

increasing number of carriers as a replacement for point-

to-point frame relay and private IP WANs. It's especially

popular for business VPNs. MPLS offers a number of

advantages over traditional point-to-point technologies,

including lower cost, greater scalability, and, in many

cases, improved reliability.

But the top concern of enterprises considering MPLS is

not its eventual benefits but how to handle the

migration. A fundamental problem is that the network

management solutions they are using with frame relay,

ATM, or TDM will not work with MPLS without extensive

upgrades. And even if the budget is there for the

upgrade, there's no easy way to baseline the current

performance of their critical application over the present

network, monitor performance during the migration, and

then report on the results to justify the expenditure to

the C-level executives.

A new approach to network management offers a

solution. This is flow-based network management, which

looks at end-to-end performance using a technological

approach that is largely independent of the underlying

network infrastructure. Flow-based network

management not only doesn’t require an upgrade to

monitor MPLS networks, but it can baseline current

performance, monitor performance during migration,

and report on performance when migration is complete,

as well as monitoring the new infrastructure going

forward.

This white paper briefly explores flow-based network

management and describes its benefits for migrating to

and managing MPLS networks.
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MPLS Migration Obstacles

Multi-Protocol Label Switching (MPLS) is offered by an

increasing number of carriers as a replacement for

point-to-point frame relay and private IP WANs. It's

especially popular for business VPNs. MPLS offers a

number of advantages over traditional point-to-point

technologies, including lower cost, greater scalability,

and, in many cases, improved reliability.

But the top concern of enterprises considering MPLS is

not its eventual benefits but how to handle the

migration. Two fundamental network management

limitations make this difficult. First, MPLS requires

different network management technologies from

predecessors such as TDM, frame, or ATM. (For the

sake of clarity, we'll consider migration from frame

relay to MPLS as an example; the problems are similar

for migration from TDM or ATM.) And second, these

technologies deliver different kinds of information.

A typical frame relay management system collects

data on a per-PVC (Private Virtual Circuit) basis (i.e.,

point to point) via instrumentation at the DSU/CPE

(Digital Services Unit/Customer Premises Equipment).

It measures utilization (e.g., top talkers and protocols),

network delay, and availability. It can also display a

network topology, as well as other information, and

can perform Layer 1/Layer 2 fault isolation.

By contrast, MPLS management systems, dependent

on standards such as RMON, NetFlow/SAA, and sFlow,

collect data on a per-interface basis, and have no

concept of a point-to-point connection. They measure

utilization (top talkers and ports) and availability, and

can do Layer 3 fault isolation, but there are no network

performance metrics (e.g. network delay), nor any

topology.

In neither case is there any end-to-end application

performance data, which is the keystone of business

network management, for applications are where the

work gets done. This must be added by integration

with another management system.

This leads to problems in three important areas:

baselining application performance over the existing

WAN, deploying and validating the MPLS network that

replaces it, and managing the MPLS network once

migration is complete.

Baselining application performance

With frame relay and MPLS management systems

delivering such different metrics, and because neither

sees all aspects of application performance, baselining

application performance and the network

contribution to it is virtually impossible: apples and

oranges don't even come close!

Deploying and validating the new network

Deployment involves not only new network

connectivity, but deploying a new management

system on top of it, virtually a forklift upgrade. Even

worse, the technologies used to monitor an MPLS

network are technology-dependent: different probes

are needed depending on the network interface used.

This is a manager's nightmare. As for validation,

without a true baseline, how can you prove that you

made things better?

Managing the MPLS network

The network contribution to application performance,

which is what both frame relay and MPLS

management systems monitor, is only part of ongoing

management. Even after a successful deployment and

management system upgrade, there's still the problem

of integrating and correlating information from an

application performance management system-which

is generally under the control, not of the network

team, but the application or server team, leading to a

contentious environment characterized by finger-

pointing and time wasted trying to figure out whose

responsibility a given issue is.

It doesn't have to be this hard. A new approach to

network management offers a simpler solution. This is

flow-based network management, which looks at end-

to-end performance using primarily information

garnered from TCP/IP packet headers, making it largely

independent of the underlying network infrastructure.

Flow-based network management not only doesn’t

require an upgrade to monitor application

performance over MPLS networks, but it can baseline

current performance, monitor performance during

migration, and report on performance when migration

is complete and going forward.

A brief review of both MPLS and flow-based

management will set the stage for discussing how the

latter can help the migration process.
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Multi-Protocol Label Switching
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As a multiprotocol architecture capable of supporting

both Layer 2 services such as frame relay, ATM, and

Ethernet, and Layer 3 services such as IP VPNs, MPLS

offers the reliability and performance of a Layer 2

network with the scalability of a Layer 3 network.

Rather than relying on IP packet forwarding, an MPLS

network uses a simple indexing mechanism called a

"label" to assign a Forwarding Equivalence Class (FEC)

to each packet entering the cloud, which determines

its routing and priority. All packets with the same FEC

are treated the same way.

Packets are forwarded along a "Label Switched Path"

(the MPLS equivalent of a route, and the basis of MPLS

VPNs) that is determined by the label. At each hop, the

router strips off the label and applies a new one to tell

the next hop how to handle the packet. Routers in an

MPLS network use the Label Distribution Protocol to

exchange the label and reachability information that

determines routes in a manner analogous to the

Border Gateway Protocol in a Layer 3 IP network. In

effect, IP routing stops at the edge of the cloud, which

appears as one hop to IP-based tools such as

traceroute.

Regional Enterprise WANs 

ASN 65001
(Private)

ASN 65002
(Private)

ASN 65003 
(Private)

ASN 65004
(Private)

● IP packet forwarding
● Border Gateway Protocol (BGP) 
●  IP Routes

● 

● 

●



A flow is an end-to-end TCP or UDP conversation

(Layer 4), across any IP network type, between two

business entities: a business resource provider and a

business resource consumer (e.g., application and user,

server and client). Flows can be monitored by

aggregating the data from TCP/IP packet headers as

they pass through a data aggregation point, via a

spanning port or tap-there is no need for agents, no

SNMP or RMON, no synthetic transactions, no probes

deployed at remote locations, making deployment

simple and cost effective. The information supplied by

the TCP header in particular can even distinguish

between application/server and network issues,

greatly accelerating troubleshooting.

TCP or UDP Connection

> End-to-end, Layer 4

> Source, destination

> Application or service port

Non-Invasive Monitoring

> Via switch spanning port or tap

> No agents, no SNMP, no polling, no synthetic

transactions

All the Traffic, All the Time

> No sampling error

N E T W O R K  F L O W S

Go with the Flow

However, it should be noted that by itself, flow

information is insufficient to manage MPLS migration

or operation, for two reasons in particular. First, by

itself, flow data supplies detailed information only on

performance, utilization, and the applications involved

(by port); a flow-based management system must be

capable of correlating information from BGP and

traceroute daemons with the associated flows to

deliver the route and ISP/AS data that is key to

managing an MPLS network.

Second, it's important to be able to aggregate flows

into business-significant groupings, so that the

information delivered can be prioritized in terms of its

impact on the business. Notionally, this is quite

simple: lists of IP addresses, Autonomous Systems,

and ports can be used to create groups representing

key business entities, locations, applications, and

services, thereby mapping flows to the relationships or

transactions they represent. Practically, there are

nuances to this approach that managers should

investigate carefully when selecting a flow-based

management system.

Flow-based systems with correlation and business

groupings offer a number of capabilities that help

network managers tasked with migrating to MPLS

networks and managing them going forward.

——44——
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Device and Network Independence

As an end-to-end phenomenon defined and

controlled by the TCP/IP protocol suite, a flow is

independent of the underlying physical devices. The

information supplied by TCP/IP is the same whether

the flow passes through one device or one hundred,

even if those devices or lower-level protocols change.

In effect, flow-based technology virtualizes the

network in terms of relationships between sources

and destinations.

This device independence is the basis of the ability of

these systems to ease migration to MPLS. They deliver

the same performance and utilization information for

both the old and new networks, and can deliver that

information even as the network underneath is

changing. A flow-based system can thus establish a

baseline for existing performance, maintain visibility of

performance during migration without any need for

an upgrade, and furnish a measure of the benefits of

the migration afterwards, enabling managers to

maintain control and visibility throughout the process

from start to finish.

In addition, device independence gives a flow-based

management system the scalability needed to handle

the largest networks, makes it easier to maintain, and

more easily adaptable to new TCP/IP-based

technologies such as VoIP.

Correlating BGP and Traceroute Data

As the fundamental end-to-end protocol of IP

networks, TCP itself delivers all the information needed

to characterize end-to-end performance across any

and all networks in the extended enterprise network.

In fact, TCP (along with IP) delivers four of the six types

of performance metrics listed in the table below:

usage/utilization, network performance, server

performance, and client performance.

——55——

MMeettrriicc  TTyyppee MMeettrriicc  EExxaammpplleess  ((fflloowwss  ++  BBGGPP  ++  ttrraacceerroouuttee))

Usage and Utilization Packets or bytes in and out, by IP address (end point) or by TCP port (application)

Network Performance Packet loss, round trip time, throughput, network transfer time

Server Performance Server response time, connection rate, number of connections

Client Performance Fetch time, reset rate, payload size

ISP Performance Autonomous System information, peering point performance, trans-ISP performance

Route Performance Traceroutes and route history, time to live (hops)

With the addition of information from the Internet's 

fundamental routing protocol, BGP, and a modicum of

active path discovery (via traceroute), the NP-2000 also

delivers information on service provider performance

and route performance, which is the key to giving

network managers insight into the contribution of the

MPLS cloud to their network’s performance 
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Although the internal workings of an MPLS network

are largely invisible from outside, the interface at its

edge between IP routing and MPLS label switching

gives a flow-based management system capable of

correlating BGP and traceroute information with flow

data the information it needs to isolate the

contribution of the MPLS cloud to end-to-end

application performance. As shown in the illustration,

an MPLS network has a public Autonomous System

number (ASN) and thus participates (as one hop) in

the BGP-based distribution of IP routing information.

Generally, the various private WANs linked by the

MPLS network are assigned private ASNs (AS64512

through AS65535 are reserved for this purpose); the

effect is to make the MPLS network part of the overall

enterprise WAN as far as route information is

concerned.

If a flow-based system can correlate BGP and

traceroute information with flow data, it can isolate

the contribution of the MPLS cloud to overall, end-to-

end application performance, giving network

managers the data they need to verify carrier SLA

claims without depending on carrier-provided

information. Obviously, traceroute delivers no

information about conditions inside the MPLS

network, since it sees the entire MPLS network as a

single hop. But if the time across that hop suddenly

increases, that is an indication that the  MPLS network

may be contributing to poor application performance.

Of more importance is the visibility into the MPLS

cloud offered by the correlation of BGP data, which

reveals the private AS information discussed above.

With groups based on AS numbers representing

branch offices, for instance, this correlation supplies

point-to-point information otherwise unavailable from

an MPLS management system.

In addition, with all this information available in one

place, a flow-based system can immediately identify a

problem as originating in the server, network, or client,

enabling the related teams to zero in on it, using their

more specific tools if necessary. Furthermore, ability to

supply all six metrics can eliminate the need for

additional management systems or enable their

consolidation, releasing network budget for other

uses.

Regional Enterprise WANs 

ASN 65001
(Private)

ASN 65002
(Private)

ASN 65003 
(Private)

ASN 65004
(Private)

● IP packet forwarding
● Border Gateway Protocol (BGP) 
●  IP Routes

● 

● 

●
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With some carriers, it may be possible to isolate the

source of problems within the cloud using the

grouping capability described above, which enables

managers to group flows by their business

significance, or by any other distinguishing

characteristic.

Some MPLS carriers assign groups of private networks

to specific switches in the MPLS cloud (somewhat

analogous to a static IP routing table). In this case, a

manager can collect those networks into a Business

Group identified by the switch ID. If trouble arises, a

comparison of the performance of networks within

the group will quickly reveal whether the problem is

inside the MPLS network (i.e., all the networks in the

group are experiencing the same problem), or outside

it (i.e., only one or some are experiencing the

problem).

Business Groups—Even More SLA Detail

The Network Physics NP-2000 is such a system. More

detailed information on its features may be found in

the NP-2000 System Description, available online. In

addition, a whitepaper on flow-based network

management that includes a guide to the use of the

NP-2000 for typical management tasks, as well as a

number of case studies, are available from the

Network Physics website.

MPLS and Flow-Based Network Management—a Summary

A flow-based system capable of correlating BGP and

traceroute information and grouping flows according

to their business significance can baseline all aspects

of network usage to support MPLS migration and

determine its benefits, delivers quicker

troubleshooting of problems caused by the MPLS

cloud, clearly isolates the impact of MPLS network

performance on important business services and

users, and gives managers the information they need

to verify service provider SLAs.

491 Fairchild Drive, Mountain View, CA 94043 USA

1.650.230.0900 (main)   1.650.230.0909 (fax)
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