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P O R T A B L E  P R O D U C T  S H E E T S  - V P N

 

T a b l e  1 .  Cisco Product Matrix and Feature Benefits for Site-to-Site and R em ote-A ccess V PN 

  Site-to -Site V PN  I PSec  R em o te-A c c es s  V PN  W eb  ( SSL )  R em o te-A c c es s  V PN  
C i s c o  P I X  S e c u r i t y  A p p l i a n c e s  Y Y N 

C i s c o  V P N  3000 S e r i e s  Y Y Y 
C i s c o  I O S  R o u t e r s * Most feature-rich  Y Y 

C i s c o  A S A  5500 S e r i e s  Y Most feature-rich  Most feature-rich  
* WebV PN  o n  I O S  R o u t er s  i s  m o d el  d ep en d en t .   N o t  a l l  m o d el s  s u p p o r t  WebV PN .  
 
T a b l e  2 .  V PN 3 0 0 0  Concentrators 

M a x i mu m I P S e c  
R e mo t e -A c c e s s  U s e r s  253** 100 ( 32 M B ) 

200 ( 6 4 M B ) 100 750 1,500 

M a x i mu m S i t e -t o -S i t e  
T u n n e l s  1 100 100 250 500 

M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s  - 10 ( 32 M B ) 

50 ( 6 4 M B ) 75 200 
100 ( 128 M B ) 
200 ( 256  M B ) 
500 ( 512 M B ) 

E n c r y p t i o n  T h r o u g h p u t * 2. 2 M b p s  4 M b p s  4 M b p s  50 M b p s  50 M b p s  

M a x i mu m I P S e c  
R e mo t e -A c c e s s  U s e r s  5,000 10,000 

M a x i mu m S i t e -t o -S i t e  
T u n n e l s  1,000 1,000 

M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s  

200 ( 256  M B ) 
500 ( 512 M B ) 

200 ( 256  M B ) 
500 ( 512 M B ) 

E n c r y p t i o n  T h r o u g h p u t * 100 M b p s  100 M b p s  
* T h r o u g h p u t  n u m ber s  ba s ed  o n  bi n a r y  f i l es  o r  f i l es  t h a t  r eq u i r e l es s  i n s p ec t i o n  a n d  p r o c es s i n g .  
** R ef er s  t o  t h e n u m ber  o f  d ev i c es  o n  a  s i n g l e n et w o r k  beh i n d  t h e C i s c o  V PN  3 0 0 2  h a r d w a r e c l i en t .  
*** WebV PN  n u m ber s  ba s ed  o n  S E P-E  i n s t a l l ed .  
 

    V PN  3 0 0 2  V PN  3 0 0 5  V PN  3 0 1 5     V PN  3 0 2 0 ***    V PN  3 0 3 0 *** 

    V PN  3 0 6 0 ***   V PN  3 0 8 0 *** 
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T a b l e  3 .  PI X  5 0 0  Series* 

M a x i mu m T h r o u g h p u t  
( c l e a r t e x t ) 6 0 M b p s  100 M b p s  19 0 M b p s  330 M b p s  1. 7 G b p s  

M a x i mu m I P S e c  
R e mo t e -A c c e s s  

U s e r s ** 
10 25 2,000 2,000 2,000 

M a x i mu m S i t e -t o -S i t e  
T u n n e l s ** 10 25 2,000 2,000 2,000 

3D E S  P e r f o r ma n c e  3 M b p s  16  M b p s  6 3 M b p s  ( V A C ) 
135 M b p s  ( V A C + ) 

72 M b p s  ( V A C ) 
145 M b p s  ( V A C + ) 

100 M b p s  ( V A C ) 
425 M b p s  ( V A C + ) 

A E S  P e r f o r ma n c e ** 4. 5 M b p s  ( 128 b i t ) 30 M b p s  ( 128 b i t ) 
25 M b p s  ( 256  b i t ) 

130 M b p s  ( 128 b i t ) 
130 M b p s  ( 256  b i t ) 

135 M b p s  ( 128 b i t ) 
135 M b p s  ( 256  b i t ) 

49 5 M b p s  ( 128 b i t ) 
425 M b p s  ( 256  b i t ) 

* WebV PN  i s  n o t  s u p p o r t ed  o n  t h e PI X  5 0 0  s er i es .  
** I PS ec  r em o t e-a c c es s ,  s i t e-t o -s i t e a n d  A E S  p er f o r m a n c e n u m ber s  ba s ed  o n  u s a g e o f  V A C +  w i t h  PI X  5 1 5 E ,  5 2 5  a n d  5 3 5  m o d el s .  
*** PI X  5 0 1  D E S  p er f o r m a n c e o f  6  M bp s  a n d  PI X  5 0 6 E  D E S  p er f o r m a n c e o f  2 0  M bp s .  
 

T a b l e  4 .   A SA  5 5 0 0  Series ( v ersion 7 . 2 . 2 )* 
 A SA  5 5 0 5  A SA  5 5 1 0  A SA  5 5 2 0  A SA 5 5 4 0  A SA  5 5 5 0  

M a x i mu m I P S e c  
R e mo t e -A c c e s s  

U s e r s  

10 ( B a s e ) 
25 ( P l u s ) 250 750 5,000 5,000 

M a x i mu m S i t e -t o -S i t e  
T u n n e l s  

10 ( B a s e ) 
25 ( P l u s ) 250 750 5,000 5,000 

M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s ** 25 250 750 2,500 5,000 

V P N  T h r o u g h p u t  100 M b p s  170 M b p s  225 M b p s  325 M b p s  425 M b p s  

C o n c u r r e n t  S e s s i o n s  10,000 ( B a s e ) 
25,000 ( P l u s ) 

50,000 ( B a s e ) 
130,000 ( P l u s ) 280,000 400,000 6 50,000 

C o n c u r r e n t  S e s s i o n s  /  
S e c o n d  3,000 6 ,000 9 ,000 20,000 28,000 

* I PS ec  r em o t e-a c c es s  u s er s ,  s i t e-t o -s i t e t u n n el s  a n d  WebV PN  u s er  n u m ber s  a r e c o n c u r r en t  T O T A L  n u m ber  o f  V PN  c o n n ec t i o n s  a l l o w ed  
( I PS ec  +  s i t e-t o -s i t e +  WebV PN )  s u p p o r t ed  o n  t h e d ev i c e.  
** T h er e a r e 2  WebV PN  l i c en s es  i n c l u d ed  w i t h  ea c h  p l a t f o r m .  
 
 
 
 
 

                        PI X  5 0 1 ***        PI X  5 0 6 E ***      PI X  5 1 5 E         PI X  5 2 5                   PI X  5 3 5  
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T a b l e  5 .  I O S R outers 

M a x i mu m I P S e c  
R e mo t e -A c c e s s  

U s e r s  
8 10 5 10 100 

M a x i mu m S i t e -t o -
S i t e  T u n n e l s  8 10 5 10 100 

M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s * - - - 2 - 

3D E S  P e r f o r ma n c e  1 M b p s  7 M b p s  8 M b p s  30 M b p s  15 M b p s  

A E S  P e r f o r ma n c e  - 2 M b p s  8 M b p s  30 M b p s  - 

M a x i mu m I P S e c  
R e mo t e -A c c e s s  

U s e r s  
50 100 ( B a s e ) 

800 ( A I M -V P N ) 800 800 150 ( B a s e ) 
1,500 ( A I M -V P N ) 

M a x i mu m S i t e -t o -
S i t e  T u n n e l s  50 100 ( B a s e ) 

800 ( A I M -V P N ) 800 800 150 ( B a s e ) 
1,500 ( A I M -V P N ) 

M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s * 10 ( O n l y  i n  1811) 25 - - 25 

3D E S  P e r f o r ma n c e  40 M b p s  45 M b p s  ( B a s e ) 
9 5 M b p s  ( A I M -V P N ) 22 M b p s  150 M b p s  50 M b p s  ( B a s e ) 

100 M b p s  ( A I M -V P N ) 

A E S  P e r f o r ma n c e  40 M b p s  45 M b p s  ( B a s e ) 
9 5 M b p s  ( A I M -V P N ) 22 M b p s  150 M b p s  50 M b p s  ( B a s e ) 

100 M b p s  ( A I M -V P N ) 

M a x i mu m I P S e c  
R e mo t e -A c c e s s  

U s e r s  
200 ( B a s e ) 

1,500 ( A I M -V P N ) 
250 ( B a s e ) 

1,500 ( A I M -V P N ) 
300 ( B a s e ) 

1,500 ( A I M -V P N ) 2,000 500 ( B a s e ) 
2,000 ( A I M -V P N ) 

M a x i mu m S i t e -t o -
S i t e  T u n n e l s  

200 ( B a s e ) 
1,500 ( A I M -V P N ) 

250 ( B a s e ) 
1,500 ( A I M -V P N ) 

300 ( B a s e ) 
1,500 ( A I M -V P N ) 2,000 500 ( B a s e ) 

2,000 ( A I M -V P N ) 
M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s * 50 50 75 75 100 

3D E S  P e r f o r ma n c e  55 M b p s  ( B a s e ) 
130 M b p s  ( A I M -V P N ) 

56  M b p s  ( B a s e ) 
140 M b p s  ( A I M -V P N ) 

6 6  M b p s  ( B a s e ) 
145 M b p s  ( A I M -V P N ) 19 0 M b p s  170 M b p s  ( B a s e ) 

175 M b p s  ( A I M -V P N ) 

A E S  P e r f o r ma n c e  55 M b p s  ( B a s e ) 
130 M b p s  ( A I M -V P N ) 

56  M b p s  ( B a s e ) 
140 M b p s  ( A I M -V P N ) 

6 6  M b p s  ( B a s e ) 
145 M b p s  ( A I M -V P N ) 19 0 M b p s  170 M b p s  ( B a s e ) 

175 M b p s  ( A I M -V P N ) 
 
 
 
 
 

                       SO H O  9 0                     8 3 0                                8 5 0                         8 7 0                     1 7 0 0 **** 

                      1 8 0 0  ( F ix ed )                  1 8 4 1                       2 6 0 0 X M **       2 6 9 1 **            2 8 0 1  

                       2 8 1 1                   2 8 2 1                              2 8 5 1                           3 7 0 0 **                    3 8 2 5  
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M a x i mu m I P S e c  
R e mo t e -A c c e s s  

U s e r s  

700 ( B a s e ) 
2,500 ( A I M -V P N ) 5,000 5,000 

M a x i mu m S i t e -t o -
S i t e  T u n n e l s  

700 ( B a s e ) 
2,500 ( A I M -V P N ) 5,000 5,000 

M a x i mu m W e b V P N  
( S S L  V P N ) U s e r s * 100 150 150 

3D E S  P e r f o r ma n c e  180 M b p s  ( B a s e ) 
185 M b p s  ( A I M -V P N ) 280 M b p s  379  M b p s  

A E S  P e r f o r ma n c e  180 M b p s  ( B a s e ) 
185 M b p s  ( A I M -V P N ) 280 M b p s  379  M b p s  

* E a c h  I O S  r o u t er  c a p a bl e o f  s u p p o r t i n g  WebV PN  c o m es  w i t h  2  t r i a l  u s er s  w i t h  t h e 1 2 . 4 ( 6 ) T  s o f t w a r e r el ea s e ( B a s e I P f ea t u r e s et  d o es     
N O T  i n c l u d e t h i s  f u n c t i o n a l i t y ) .   WebV PN  f u n c t i o n a l i t y  i s  N O T  s u p p o r t ed  o n  a n y  m a i n l i n e t r a i n  a s  o f  y et .   T h e 8 7 0  i s  n o n -u p g r a d ea bl e 
f r o m  2  WebV PN  u s er s .   L i c en s es  a r e h o n o r -ba s ed  p a p er  l i c en s es .  
** 2 6 0 0 X M ,  2 6 9 1  a n d  3 7 0 0  n u m ber s  a r e ba s ed  o n  A I M -V PN  i n s t a l l ed .  
*** 7 2 0 0 V X R  ( N PE -G 1 )  a n d  7 3 0 1  n u m ber s  a r e ba s ed  o n  S A -V A M 2 +  i n s t a l l ed .  
**** 1 7 0 0  n u m ber s  ba s ed  o n  V PN S M  i n s t a l l ed .

                     3 8 4 5            7 2 0 0 V X R ***        7 3 0 1 *** 
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C o r p o r a t e  H e a d q u a r t e r s  
C i s c o  S y s t em s ,  I n c .  
1 7 0  Wes t  T a s m a n  D r i v e 
S a n  J o s e,  C A  9 5 1 3 4 -1 7 0 6  
U S A  
w w w . c i s c o . c o m  
T el :  4 0 8  5 2 6 -4 0 0 0  
 8 0 0  5 5 3 -N E T S  ( 6 3 8 7 )  
F a x :  4 0 8  5 2 6 -4 1 0 0  

E u r o p e a n  H e a d q u a r t e r s  
C i s c o  S y s t em s  I n t er n a t i o n a l  
B V  
H a a r l er ber g p a r k  
H a a r l er ber g w eg  1 3 -1 9  
1 1 0 1  C H  A m s t er d a m  
T h e N et h er l a n d s  
w w w -eu r o p e. c i s c o . c o m  
T el :  3 1  0  2 0  3 5 7  1 0 0 0  
F a x :  3 1  0  2 0  3 5 7  1 1 0 0  

A m e r i c a s  H e a d q u a r t e r s  
C i s c o  S y s t em s ,  I n c .  
1 7 0  Wes t  T a s m a n  D r i v e 
S a n  J o s e,  C A  9 5 1 3 4 -1 7 0 6  
U S A  
w w w . c i s c o . c o m  
T el :  4 0 8  5 2 6 -7 6 6 0  
F a x :  4 0 8  5 2 7 -0 8 8 3  
 

A s i a  P a c i f i c  H e a d q u a r t e r s  
C i s c o  S y s t em s ,  I n c .  
1 6 8  R o bi n s o n  R o a d  
# 2 8 -0 1  C a p i t a l  T o w er   
S i n g a p o r e 0 6 8 9 1 2  
w w w . c i s c o . c o m  
T el :  + 6 5  6 3 1 7  7 7 7 7  
F a x :  + 6 5  6 3 1 7  7 7 9 9  

 
Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on  

the Cisco Web site at w w w .cisco.com / g o/ of f ices. 
 

Argentina •  Australia •  Austria •  B elgium •  B raz il •  B ulgaria •  Canada •  Chile •  China P R C •  Colombia •  Costa R ica •  Croatia •  Cyprus  
Cz ech R epublic •  D enmark  •  D ubai, U AE  •  F inland •  F rance •  G ermany •  G reece •  H ong K ong SAR  •  H ungary •  I ndia •  I ndonesia •  I reland 
I srael •  I taly •  J apan •  K orea •  L uxembourg •  M alaysia •  M exico •  T he N etherlands •  N ew Z ealand •  N orway •  P eru •  P hilippines •  P oland 
P ortugal •  P uerto R ico •  R omania •  R ussia •  Saudi Arabia •  Scotland •  Singapore •  Slov ak ia •  Slov enia •  South Africa •  Spain •  Sweden 
Switz erland •  T aiwan •  T hailand •  T urk ey •  U k raine •  U nited K ingdom •  U nited States •  V enez uela •  V ietnam •  Z imbabwe 
       
Copy r i g h t   2 0 0 4  Ci s c o S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .  CCI P ,  CCS P ,  t h e  Ci s c o Powered N e t w or k  m a r k ,  Ci s c o U n i t y ,  F ol l ow  M e  B r ow s i n g ,  F or m S h a r e ,  a n d  S t a c k W i s e  a r e  
t r a d e m a r k s  of  Ci s c o S y s t e m s ,  I n c . ;  Ch a n g i n g  t h e  W a y  W e  W or k ,  L i v e ,  P l a y ,  a n d  L e a r n ,  a n d  i Q u i c k  S t u d y  a r e  s e r v i c e  m a r k s  of  Ci s c o S y s t e m s ,  I n c . ;  a n d  A i r on e t ,  A S I S T ,  B P X ,  
Ca t a l y s t ,  CCD A ,  CCD P ,  CCI E ,  CCN A ,  CCN P ,  Ci s c o,  t h e  Ci s c o Ce r t i f i e d  I n t e r n e t w or k  E x pe r t  l og o,  Ci s c o I O S ,  t h e  Ci s c o I O S  l og o,  Ci s c o P r e s s ,  Ci s c o S y s t e m s ,  Ci s c o S y s t e m s  
Ca pi t a l ,  t h e  Ci s c o S y s t e m s  l og o,  E m pow e r i n g  t h e  I n t e r n e t  G e n e r a t i on ,  E n t e r pr i s e / S ol v e r ,  E t h e r Ch a n n e l ,  E t h e r S w i t c h ,  F a s t  S t e p,  G i g a S t a c k ,  I n t e r n e t  Q u ot i e n t ,  I O S ,  I P / T V ,  i Q  
E x pe r t i s e ,  t h e  i Q  l og o,  i Q  N e t  R e a d i n e s s  S c or e c a r d ,  L i g h t S t r e a m ,  L i n k s y s ,  M G X ,  M I CA ,  t h e  N e t w or k e r s  l og o,  N e t w or k i n g  A c a d e m y ,  N e t w or k  R e g i s t r a r ,  Pa c k et ,  P I X ,  P os t -
R ou t i n g ,  P r e -R ou t i n g ,  R a t e M U X ,  R e g i s t r a r ,  S c r i pt S h a r e ,  S l i d e Ca s t ,  S M A R T n e t ,  S t r a t a V i e w  P l u s ,  S t r a t m ,  S w i t c h P r ob e ,  T e l e R ou t e r ,  T h e  F a s t e s t  W a y  t o I n c r e a s e  Y ou r  I n t e r n e t  
Q u ot i e n t ,  T r a n s P a t h ,  a n d  V CO  a r e  r e g i s t e r e d  t r a d e m a r k s  of  Ci s c o S y s t e m s ,  I n c .  a n d / or  i t s  a f f i l i a t e s  i n  t h e  U n i t e d  S t a t e s  a n d  c e r t a i n  ot h e r  c ou n t r i e s .  
 
A l l  ot h e r  t r a d e m a r k s  m e n t i on e d  i n  t h i s  d oc u m e n t  or  W e b  s i t e  a r e  t h e  pr ope r t y  of  t h e i r  r e s pe c t i v e  ow n e r s .  T h e  u s e  of  t h e  w or d  pa r t n e r  d oe s  n ot  i m pl y  a  pa r t n e r s h i p r e l a t i on s h i p 
b e t w e e n  Ci s c o a n d  a n y  ot h e r  c om pa n y .  ( 0 4 0 2 R )  
 
P r i n t e d  i n  t h e  U S A  
 

 
 
 
 


