Cisco Router as a Remote VPN Server using SDM
Configuration Example
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Introduction

This document describes how to use the Cisco Security Device Manager (SDM) to configure the Cisco route
to act as an Easy VPN Server. Cisco SDM allows you to configure your router as a VPN server for the Ciscc
VPN Client using an easy-to—use Web-based management interface. Once the Cisco router configuration |
complete, it can be verified using the Cisco VPN Client.

Prerequisites

Requirements

This document assumes that the Cisco router is fully operational and configured to allow the Cisco SDM to
make configuration changes.

Note: Refer to Allowing HTTPS Access for SDM in order to allow the router to be configured by the SDM.

Components Used
The information in this document is based on these software and hardware versions:
« Cisco 3640 Router with Cisco IOS® Software Release 12.3(14T)
 Security Device Manager Version 2.31
* Cisco VPN Client Version 4.8
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.



Configure

In this section, you are presented with the information to configure the Easy VPN Server feature which allow
a remote end user to communicate using IPsec with any Cisco IOS® VPN gateway.

Note: Use the Command Lookup Toaokgistered customers odlyo obtain more information on the commands
used in this section.

Network Diagram

This document uses this network setup:
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Easy VPN Server

Mobile user — VPN
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Configuration Procedure

Complete these steps to configure the Cisco router as a remote VPN server using SDM.

1. Select Configure > VPN > Easy VPN Server from the Home window and click Launch Easy VPN
Server Wizard.
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2. AAA must be enabled on the router before the Easy VPN Server configuration starts. Click Yes to
continue with the configuration.

The 'AAA has been successfully enabled on the router' message displays on the window. Click OK ti
start the Easy VPN Server configuration.

Enable AAA : X

AMA s disabled on the router. AAA must be enabled to configure
Easy VPN Server. SDM will perform the following precautionary
& tasks while enabling AAA to prevent loss of access to the router.

* Configure authentication and authorization for vty lines. The local
database will he used for hoth authentication and authorization.

* Configure authentication for the console line. The local database
will he used for authentication.

Do you want to enable AAA?

No l

3. Click Next to start the Easy VPN Server Wizard.




Easy VPN Server Wizard ﬁ

Welcome to the Easy VPN Server Wizard

This wizard will guide you through the configuration of an Easy VPN Server on this router. An
Easy VPN Server allows a remote end user to use IP Security (IPSec) when communicating
with a Cisco 108 Virual Private Network (VPN) gateway. Centrally managed IPSec policies
are "pushed” to the client by the server, minimizing configuration by the end user.

This wizard will guide you in performing the following tasks to successfully configure an
Easy VPN Server on this router:

* Selecting the interface on which the client connections will terminate.
* Configuring IKE policies.

* Configuring an IPSec transform set.

* Configuring a group policy lookup method.

* Configuring user authentication.

* Configuring group policies on the local router,

< aack |iNext= ] Finen | cancet| Heip |

4. Select the interface on which the client connections terminate and the authentication type.

Easy VPN Server Wizard - 10% Complete ' 5]

Interface and Authentication
——Interface

Please select the interface on which the Easy VPN Server should be configured,
Easy ¥PN clients will connect to the server through this interface.

Interface for this Easy VPN Server: @ Details... I

——Authentication
Select the method used for authenticating YPN clients connecting to this Easy
VPN Server.
@ Pre-shared keys " Digital Certificates " Both

;h.i'n the interfa d:’ the
VPN:wn‘dnnn?m::VPN For more information please click the
clients will terminate.

<Back | Next> | Finish | cancel| Heip |

5. Click Next to configure the Internet Key Exchange (IKE) policies and use the Add button to create
the new policy.




Configurations on both sides of the tunnel must match exactly. However, the Cisco VPN Client
automatically selects the proper configuration for itself. Therefore, no IKE configuration is necessary
on the client PC.

Easy VPN Server Wizard - 20% Complete - - : Ll

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algorithm and key exchange
method thatis used by this router when negotiating @ VPN connection with the remote
device.

Click the &dd... button 1o add more policies and the Edit.. button to edit an existing policy.

Priority| Encryption | Hash D-H Group | Authentication| Type

group? PRE_SHARE User Defined

¢Backl Na:dﬂ Hn‘ehl Cancell Halp I

6. Click Next to choose the default transform set or add the new transform set to specify the encryption
and authentication algorithm. In this case, the default transform set is used.



Easy VPN Server Wizard - 35% Complete

Transform Set
Atransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN tunnel.
Click the Add... button to add a new fransform set and the Edit... button 1o edlt the specified
fransform set.

Select Transform Set

Name ESP Encryption| ESP Integrity AH Integrity

ESP-3DES-SHA1 ESP_3DES ESP_SHA_HMAC

<
Add... | Edit... |

<ack | Next> | Firisn | cancel| Heip |

7.Click Next to create a new Authentication, Authorization, and Accounting (AAA) authorization
network method list for group policy lookup or to choose an existing network method list used for

group authorization.

Easy ¥PN Server Wizard - 50% Complete

Group Authorization and Group Policy Lookup

An ISAKMP client configuration group (or VPN group) i a group of VPN clients that share the
same authentication and configuration information. Group policies can be configured locally
on this router, an external server, or hoth. Easy VPN Server will use these group policies to

authenticate VPN clients.

Method List for Group Policy Lookup

‘ Selectthe servers on which group policies will be configured, or select an existing AAA
policy that defines the servers used for configuring group policies.

% Local

" RADIUS
" RADIUS and local

I»:—‘-»-M.a'n-nir-' 'I

| (" Select an existing AAA method list

Add RADIUS Berver, I

| Summary

| The local database will be used for group authonzation. This option is recommended if
| you do not have 3 RADIUS or TACACS+ server in your network.

<gack | Next> | Firisn | cancel| Heip |

8. Configure user authentication on the Easy VPN Server.



You can store user authentication details on an external server such as a RADIUS server or a local
database or on both. An AAA login authentication method list is used to decide the order in which
user authentication details should be searched.

Easy VPN Server Wizard - 65% Complete ﬁ]

User Authentication {(XAuth)

User authentication (XAuth) provides additional security by authenticating the user of a device
afer the device has undergone IKE authentication. User credentials XAuth can be configured
locally on this router, on an external server, or both.

Select the servers thatwill be used for configuring user credentlals, or select an exsting
AAA policy that defines the senvers usad for configuring user credentials.

@ Local Only
(" RADIUS and Local Only Add RADIUS Sarver ]
 Select an existing AAA method list |-Select an entry =l
Add User Cregentials... |
-Summary

Local database will be used for user authentication.

<Back | Next= | finen | cancel| Hep |

9. This window allows you to add, edit, clone, or delete user group policies on the local database.

E

|

asy YPN Server Wizard - 80% Complete

Group Authorization and User Group Policies

The Easy VPN Server allows you to group remote users who are using Cisco YPN clienis or
other Easy VPN Remote client products. The group attributes will be downloaded through the
clients or device thatis part of a given group. The same group name should be configured on
the remote client or device to ensure that appropriate group attributes are downloaded.

Click the Add... button to add more groups, the Edit.. bution to edit an existing group, or the
Clone... button to create a new group from an existing group.

Group Name Pool | DNS WINS Domain Name

«| | »

Add... Edit. Clone... Delete

~— I Configure Idle Timer

Configure a timeout value after which VPN tunnels from idle clients should be
cleared.

Idle Timer: [ [ HHmmss

<Back| Nm:] Finish I Cancell Help |




10.Enter a name for the Tunnel Group Name. Supply the pre—shared key used for authentication
information.

Create a new pool or select an existing pool used to allocate the IP addresses to the VPN Clients.

Add Group Policy =

General | DNSAMINS | Split Tunneling | Client Seftings | Auth Options |

Name of This Group: [vor:

—— Pre-shared keys

Specify the key that will he used to authenticate the clients associated with this group.

Current Key: =None=
Enter new pre-shared key: |*“*m*
Reenter new pre-shared key: |*””””***

~—|v Pool Information

Specify a local pool containing a range of addresses that will be used to allocate an
internal IP address to a client.

' Create a new pool (" Select from an existing pool

Starting IP address:|192.168.2.1 -Select an entry _‘_'_] Details...

Ending IP address: |1 92.168.2.5

Enter the subnet mask that should be sent to the client along with the IP address.

Subnet Mask: |255.255.255.0 (Optional)

Maximum Connections Allowed: |

OK Cancel I Help l

11.This window shows a summary of the actions that you have taken. Click Finish if you are satisfied
with your configuration.




Easy YPN Server Wizard - 90% Complete x|

Summary of the Configuration

Click finish to deliver the configuration to the router.

[IKE Policies: a

Hash DH Group Authentication  Encryption

SHA_1 group2 PRE_SHARE  3DES

Transform Set
Name: ESP-3DES-SHA1
ESP Encryption: ESP_3DES
ESP Integrity: ESP_SHA_HMAC

Mode: TUNNEL
Group Policy Lookup Method List - Local
User Authentication Method List - Local
Idle Timer - =NONE=
Number of Group Policles =4

—' Srann Balicw Mama “wnneliont _Iﬂ
4 4

™ TestVYPN connectivity after configuring.

<Back | et | Finish | {Gancel] Help |

12.The SDM sends the configuration to the router to update the running configuration. Click OK to
complete.

Commands Delivery Status - 5]

Command Delivery Status:

Preparing commands for delivery... ;]
Submitting 27 commands, please wait...
Configuration delivered to router.

4 o
]
oK I

13. After completion, you can edit and modify the changes in the configuration, if needed.
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Router Configuration (VPN Server)

Building configuration...

Current configuration : 3336 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname Router
!
boot-start—-marker
boot—-end—-marker
!
enable password cisco
!

aaa new—model
|

I-——In order to set AAA authentication at login, use the aaa authentication login
I-—— command in global configuration mode

aaa authentication login default local

I-—— Here, list name "sdm_vpn_xauth_ml_1" is specified for
1-—— the authentication of the clients.

aaa authentication login sdm_vpn_xauth_ml_1 local
aaa authorization exec default local

aaa authorization network sdm_vpn_group_ml_1 local
|
aaa session-id common




|
resource policy

I-—- The RSA certificate generates after the
I-——ip http secure—server command is enabled.

crypto pki trustpoint TP-self-signed—392370502

enrollment selfsigned

subject—-name cn=10S-Self-Signed-Certificate—392370502
revocation—-check none

rsakeypair TP-self-signed—392370502

|

!

crypto pki certificate chain TP-self-signed—392370502

certificate self-signed 01
3082023C 308201A5 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33393233 37303530 32301E17 0D303530 39323130 30323135
375A170D 32303031 30313030 30303030 5A303031 2E302C06 03550403 1325494F
532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3339 32333730
35303230 819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100
ED61BD43 0AD90559 2C7D7DB1 BB3147AA 784F3B46 9E63E63C 5CD61976 6BC46596
DB1AEB44 46644B18 8A890604 489B0447 B4B5C702 98272464 FFFD5511 A4BA79EC
239BCEA2 823F94EE 438B2EOA 5D90E9ED 8158BC8D 04F67C21 AEE1DB6F 046A0EF3
4C8798BE 0A171421 3FD5A690 7C735751 E7TC58AA3 FBACCEA4F 5930212D 90EB4A33
02030100 01A36630 64300F06 03551D13 0101FF04 05300301 01FF3011 0603551D
11040A30 08820652 6F757465 72301F06 03551D23 04183016 8014B278 183F02DF
5000A124 124FEF08 8B704656 15CD301D 0603551D OE041604 14B27818 3F02DF50
00A12412 4FEF088B 70465615 CD300D06 092A8648 86F70D01 01040500 03818100
C12AB266 OE85DAF6 264AC86F 27761351 E31DF628 BE7792B2 991725ED AAB3BABE
B1F1C6CA 7E5C0D19 B9793439 ESAECC78 C5ECBES6 871EB4D3 39B60AD1 ABOB97FE
515B4CC6 81BEE802 DC02BD1B AOD10EE9 OFD79D72 B44C0143 6E39C06B D9178590
57D02A8F 750DA100 ABEEB1F1 BO2A8B1F B746942B 892D1514 B2CC9D58 A28F08E2
quit

I-—— Creates a user account with all privileges.

username sdmsdm privilege 15 password 0 sdmsdm
!
!

I-—— Creates an isakmp policy 1 with parameters like
1-—— 3des encryption, pre—share key authentication, and DH group 2.

crypto isakmp policy 1
encr 3des

authentication pre—share
group 2




crypto isakmp client configuration group vpn
1-—— Defines the pre-shared key as sdmsdm.

key sdmsdm
pool SDM_POOL_1

netmask 255.255.255.0
!

I-—— Defines transform set parameters.
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp—sha—-hmac
|

crypto dynamic-map SDM_DYNMAP_1 1
set transform-set ESP-3DES-SHA

reverse—-route
|

1-—— Specifies the crypto map parameters.

crypto map SDM_CMAP_1 client authentication list sdm_vpn_xauth_ml_1
crypto map SDM_CMAP_1 isakmp authorization list sdm_vpn_group_ml_1
crypto map SDM_CMAP_1 client configuration address respond

crypto map SDM_CMAP_1 65535 ipsec-isakmp dynamic SDM_DYNMAP_1
|

|
|
!

interface Ethernet0/0
no ip address
shutdown
half-duplex

|
interface FastEthernet1/0

ip address 10.77.241.157 255.255.255.192
duplex auto

speed auto

|

interface Serial2/0

ip address 10.1.1.1 255.255.255.0

no fair-queue

1-—— Applies the crypto map SDM_CMAPL1 to the interface.
crypto map SDM_CMAP_1
|

interface Serial2/1
no ip address
shutdown

!

interface Serial2/2
no ip address
shutdown

!

interface Serial2/3
no ip address
shutdown

I-—- Creates a local pool named SDM_POOL_1 for issuing IP
I-—— addresses to clients.

ip local pool SDM_POOL_1 192.168.2.1 192.168.2.5
I-—— Commands for enabling http and https required to launch SDM.

ip http server




ip http secure-server
|

control-plane
|
|
|
|
|
|
|
|
|

line con 0

line aux 0
linevty 04
password cisco
|
|
end

Verify

Attempt to connect to the Cisco router using the Cisco VPN Client in order to verify that the Cisco router is
successfully configured.

1. Select Connection Entries > New.

# status: Disconnected | VPN Client - Version 4.8.01.0300 -« =10 x|
Connection Ertrle/s__&atus Certificates Log Options Help
s L2 : b4 Cisco Systems
&3 { | e
Connect New Impott Modiy Delete k
Connection Entries | Certificates I Log I
l Connection Entiy  * I Host l Transport
< ] H
| Not connected. /

2. Fill in the details of your new connection.

The Host field should contain the IP address or hostname of the tunnel end point of the Easy VPN
Server (Cisco router). The Group Authentication information should correspond to that used in step ¢
Click Save when you are finished.



# ¥PN Client | Properties for “vpn™

Connection Entry: l

Description: |

Host 10.1.1.1

Authentication ITransport | Backup Servers I Dial-Up I

{* Group Authentication ' Mutual Group Authentication

Name: fvpn

Ixxxxxxxx

Password:

Confitm Password: [

" Certificate Authentication

Hame; |

[~ Send C& Certificate Chain

Erase User Passwordl

Save Cancel

3. Select the newly created connection and click Connect.

» status: Disconnected | YPN Client - Version 4.8,01.0300 =10] x|
Connection Entries Status Certificates Log Options Help
o, £ 4 m Cisco Srsrems
< -
Connect New Import Modify Delete N
Connection Entres I Certificates I Log I
|Conmction Enty / IHoﬂ ITlampon
vpn 10111 IPSec/UDP
< | »
| Not connected, | 4

4. Enter a username and password for extended authentication (Xauth). This information is determined

by the Xauth parameters in step

7.



# status: Disconnected | YPN Client - Version 4.8.01.0300 =10 x|

Connection Entries  Status Certificates Log Options Hslp

'@ ﬁ %]ﬁ % m Cisco Systens

Cancel Connect New Import Modify Delete A
Connection Entres ICettiﬁcam I Log I

| Connection Entry  / | Host | Transport

¥pn 10111 IPSec/UDP

# VPN Client | User Authentication for “vpn® x|

The server has requested the following information to complete the user
authentication.

Cisco SISTENS 150inarme: [oer

. Password |
oK Cancel |
- — 2
(Authenticating user .. WEENENEERNEARREAEN

5. Once the connection is successfully established select Statistics from the Status menu to verify the
details of the tunnel.

This window shows traffic and crypto information:

# ¥PN Client | Statistics S X

P

iTunnel Detailsi | Route Details I Firewall I

Address Information Connection Information

Client: 192.168.2.5 Entry: vph

Server:  10.1.1.1 Time: 0 day(s), 00:06.43
Bytes Crypto

Received: 1800 Encryption: 168-bit 3-DES

Sent: 1800 Authentication: HMAC-SHAT
Packets Transport

Encrypted: 30 Transparent Tunneling:Inactive

Decrypted: 30 Local LAN: Disabled

Discarded: 37 Compression: None

Bypassed: 164

Reset |

Close |

This window shows split tunneling information if configured:




« ¥PN Client | Statistics i 5]

I Firewall I
Local LAN Routes Secured Routes
Network ISubnet Mask | Network Subnet Mask
0.0.00 0.0.00

Close L\\i |

6. Select Log > Log Settings to enable the log levels in the Cisco VPN Client.

# ¥PN Client | Log Settings - X

Chanaing logging levels will take effect immediately and will cause the current log

window to be cleared.
~| [LOGIKE] >

ke
Connection Manager: m [LOG.CM ]
Daemon(cvpnd): | 1-Low ] [LOG.CYPND ]
User Authentication: | 1-Low v [LOGXAUTH ]
Cettificates: | 1-Low | [LOG.CERT ]

CTPSec: [3-Hich =] [LOGIPSECT >

Command Line: I 1-Low ~| [LOG.CLI]

GUI: I 1-Low vl [LOG.GLI ]
PPF: I 1-Low 'I [LOG.PPP ]
Firewall: I 1-Low 'I [LOG.FIREMWALL ]

0K Cancel

7. Select Log > Log Windows to view the log entries in the Cisco VPN Client.



# YPNClient | Log Window S =10 x|

Cisco Systems YPN Chent Version 4.8.01.0300 ;]
Copypnigrt (C) 1998-2005 Cesco Systems, Inc. All Rights Reserved.

Chent Type(s): Windows, WinNT

Rurning on: 5.0.2195 Sesvice Pack 4

227 10:3332 140 05/31/08 Sev=info/6 IKE /0x63000038
Altempling to establish & connection with 101,11

228 10:3332156 05/31/08 Sev=nfo/4 IKE /0x63000013
SENDING >>> ISAKMP DAK &G [SA, KE. NON, 1D, VID[<auth), VID(dod). VID[Frag).
VID[Nat-T)L VID[Uniy)l to 10111

229 10:3332156 05/31/06 Sev=nfo/4 IPSE CARG3700008
|PSec dnver successhuly started

230 10:3332156 05/31/06 Sey=nfo/4 IPSE CARG3700014
Deleted all keys

231 10:3332156 05/31/08 Sey=nio/6 IPSE CAXG370002C
Sent 120 packets, 0 were fragmented.

232 10:3333921 05/31/06 Sey=nfo/5S IKE /0x6300002F
Received ISAKMP packet peer=101.1.1

233 10:3333921 05/31/08 Sev=info/4 IKE/0x63000014
RECENVING <<< ISAKMP DAK AG (S4, VID[Unity). VID(dpd). VID[?). VID (Xauth). VID [Nat-T).
KE, 1D, NON, HASH, NAT-D, NAT-D) trem 10.1.1.1

234 10:3333921 05/31/06 Sev=nfo/S IKE /0x63000007
Peet iz a CizcolUnty compliant peer

235 10:3333921 05/31/06 Sev=nfo/S IKE /0x63000001
Peer support: DFD
236 10:3333921 05/31/06 Sev=nfo/S IKE /0x63000007
Pee: supports DWE Code and D'WH Text
237 10:3333921 05/31/06 Sev=nio/S IKE /0x63000001
Pees supports XAUTH
238 10:3333921 05/31/08 Sev=info/5 IKE /0x63000001
Pees supports NAT-T
239 10:3333937 05/31/06 Sev=nfo/6 IKE /0x63000001
10S Vendor 1D Contruction successhd
=
Save | Log Settings | Clea I [ Chose
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Networking Professionals Connection is a forum for networking professionals to share questions, suggestiot
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.
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Related Information

» Downloading and Installing Cisco Router and Security Device Manager
« Cisco VPN Client Support Page

* IPsec Negotiation/IKE Protocols
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