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Introduction

I
CISCO.

This document demonstrates key SSL VPN features and capabilities of the ASA 5500 Adaptive Security
Appliance. It can help you evaluate the security appliance for your own network security needs.

The Cisco ASA 5500 offers two types of SSL VPN, a key technology for remote access to corporate
resources:

¢ Clientless SSL VPN provides access to Web applications, such as email, and corporate portals via
Web browsers and Java components. It requires no client software.

e The AnyConnect SSL VPN Client provides direct access to corporate resources, just like an IPsec
client.

Both clientless and AnyConnect client connections use posture assessment policies. You can define these
policies to evaluate whether an endpoint is a corporate or public entity with the properly configured
operating systems, firewall, antivirus software, and antispyware that you require.

Additional Information

This document provides configuration tasks for Dynamic Access Policies (DAP)—a powerful tool for

controlling access to corporate resources regardless of the location or security posture of the end user

device. For a more in-depth discussion about DAP, see the white paper Dynamic Access Policies at this
URL:

http://wwwin.cisco.com/data-shared/stg/pmtool/VPN-Edition/dapwhitepaper.pdf

For detailed DAP configuration information, see the Understanding Policy Enforcement of Permissions
and Attributes section of the Cisco Security Appliance Command Line Configuration Guide, Version 8.0
at this URL.:

http://www.cisco.com/en/US/partner/docs/security/asa/asa80/configuration/guide/extsvr.html
#wp1598961

We continue to document additional use cases and publish them under Selected ASDM Configuration
Tasks at the following URL.:

http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_
list.html

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2008 Cisco Systems, Inc. All rights reserved.
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W Introduction
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Example Network Topology

e AnyConnect VPN Client, page 77
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— Uninstalling the Cisco AnyConnect VPN Client, page 85
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Example Network Topology

This document assumes the following network topology:
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Initial Setup

This section provides instructions for setting up ASDM to manage the security appliance, configuring
basic settings, and adding users.

Preparing for ASDM Access

To use ASDM, perform the following steps:

Step 1 Use an Ethernet cable to connect the MGMT interface to a switch or hub. To this same switch, connect
a PC that will run ASDM to configure the security appliance.

~

Note  You can use other interfaces inside for ASDM access if you choose.

Step2  Configure your PC to use DHCP. This enables the PC to obtain an IP address automatically from the
security appliance. It can then communicate with the security appliance and the Internet as well as run
ASDM for configuration and management tasks.

ASA 8.x SSL VPN Deployment Guide
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M nitial Setup

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

~
Note  Alternatively, you can assign a static IP address to your PC by selecting an address in the
192.168.1.0 subnet.

Valid addresses are 192.168.1.2 through 192.168.1.254, with a mask of 255.255.255.0 and default route
of 192.168.1.1. When you connect other devices to any of the inside ports, make sure that they do not
have the same IP address. The MGMT interface of the adaptive security appliance is assigned the IP
address 192.168.1.1 by default, so this address is unavailable.

Check the LINK LED on the MGMT interface.

When a connection is established, the LINK LED interface on the adaptive security appliance and the
corresponding LINK LED on the switch or hub are solid green.

Connect the console for CLI access, enabling ASDM access, assigning IP addresses to other interfaces
and, if necessary, for debugging.

To configure CLI commands you must be in global configuration mode. To enter config mode, at the
prompt type config t.

asa# config t
asa(config)#

~

Note  To display the running configuration, type show runn for the complete configuration or show
runn <command> for specific output.

To enable default ASDM access, enter the http commands.

asa(config)# http server enable
asa(config)# http 0.0.0.0 0.0.0.0 management

Verify that the browser uses the same SSL version and encryption as the security appliance. The default
ssl-server-version is any (SSL3.0 and TLSv1) and AES, 3DES and RC4 encryption ciphers.

asa(config)# show runn ssl - displays the SSL encryption and server versions
asa(config) # ssl <options> - sets the SSL configuration

The security appliance generates an SSL self-signed certificate for each interface when booting. For
most lab environments you can use this certificate. Third party certificates (for example, Verisign) are
also supported. For instructions on enrolling the security appliance for third party certificates, see
Configuring Certs section in the Cisco Security Appliance Command Line Configuration Guide at
http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html

Launch ASDM by entering https://192 168 1 1 /adm in In the brow ser.
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Initial Setup W

Step10 The initial ASDM screen offers three operational options. Select Install ASDM and Run ASDM:

=%, Cisco ASDM 6.1 tliles

CISCO

Cisco AZ0M 6.1 provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco Security Appliances,

Cisco AZ0M runs as¥either a local application or lava Web Start,

Wrhen you run Cisco R50M as a local application, it connects to your Security Appliance from
vour deslktop wia 5L % unning Cisco AS0M as an application has these advantages:

+ Tou can invoke AXDM from desktop shortcuts, Mo browser is required.,
+ One desktop shortdyt allows you to connect to medtiods Secority Appliances,

Install ASDR Launcher and Run ASDK

ou can run Cisco 8S0M as Java Web Start that is dynarmically downloaded fram the dewvice
o which vou connect.

« Click Run ASDM to run Cisco ASDM,
o Click Run Startup Wizard to run Startup Wizard Startup Wizard walks you through,
step by step, the initial configuration of your security appliance,

Fun ASDh ] [ Fun Startup Wizard

Copyright €@ 2006-2008 Cisco Systemns, Inc. All rights reserved.

The security appliance downloads an ASDM .msi file to your PC. Double-click the .msi file to launch
the ASDM installer. After installing, the Launcher window displays:

& Cisco ASDM Launcher v1.5{30)

Cisco ASDM Launcher ~ tluzile

Device P Address f Mame: 192.168.1.1 |

Lzernatne: | |

Paszward: | |

[ Run in Demo Mode

T L&

Step11  Enter the username and password. The main ASDM screen displays.

Step12 To see the commands that ASDM sends to the security appliance, in the toolbar at the top of the main
ASDM screen, go to Tools > Preferences > General tab, and check Preview commands before sending
them to the device.

ASA 8.x SSL VPN Deployment Guide
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M nitial Setup

Configuring Hostname, DNS, Basic Routing

The hostname provides a name for the security appliance. Domain Name Server (DNS) provides name
resolution for clientless SSL. VPN connections. To configure a hostname, DNS, and basic routing on the
security appliance, perform the following steps.

Step 1 Configure the ASA Hostname and Domain Name.

Navigate to Configuration > Device Setup > Device Name/Password. Enter the hostname and domain

name:
File ‘Wiew Tools ‘izards ‘Window Help Look For:
B : NI
éi] Home | 2 Configuration @ - Monitoring| Q Save @Refresh | e Back. J | ? Help |l CISCO

Device Setup o B x Configuration > Device Setup > Device Hame/Password O

('30 Startup Wizard Hostname and Domain Name

B3 Interfaces
# +5+ Routing Hostname: hostriame

H

D= vice Name/ ™ Domain Name: example.com

+ @- System Tihe
Enable Password
[] Change the privileged mode password.
§§) Db Telnet Password
Ef{; Firewall [] €hange the password to access the console of the security appliance,
(}’ Remote Access VRN
7 Siteto-site VPN
o : Device Management
» Apply ] [ Reset ]
docs 15 &R 3/31J08 12:54:24 PM EDT
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Step 2
routes.

Initial Setup

Configure routing to access your internal resources. For lab environments we recommend you use static

Navigate to: Configuration > Device Setup > Routing > Static Routes. Click Add and enter the static

route information:

Cisco ASDM 6.0/for ASA - 10.86.194.224

BIX]

00 Startup Wizard
B Interfaces

File View Tools ‘Wizards ‘Window Help Look For:
= > afra]n
Harme | @7, Configurati @M't' |BS th|°Bk | HI|
@ ome: | 375y Configuration lonikaring AVE @ efres Al O o elp CISCO
Device Setup o B X Configuration > Device Setup > Routing > Static Routes O

Specify Static Routes.

= *é' Routing
st atic

gﬂ Firewall
Remoate Access WPN

@‘P‘ﬁ: Site-ta-Site YPH

iy

Interface IP Address Netmask

Gateway IP Metric Options

Add Static Route

Interface MName:

IP Address: 209.165.200.226 Mask: 255255255224 W
Gateway IP: 209165200225 Metric:
Dptions

(%) Mone

() Tunneled {Used anly For deFault raute and metric will be set ta 255)

]
R |

Monikoring Options

() Tracked

[ ]
[ ]

ok H Cancel ][ Help
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Initial Setup

Step 3

Configure the DNS settings to use for clientless SSL VPN hostname resolution.

Navigate to Configuration> Remote Access VPN > DNS. Select To configure the DefaultDNS set of
servers, select DefaultDNS and click Add. This is a global setting for all clientless sessions on the

security appliance:

Cisco ASDM 6.0 for ASA - 10.86.194. 224

File Wiews Tools ‘Wizards ‘window Help

Lack For:

0 Configuration

@ Home

@ fonitaring | IB Save @ Refresh | o Back O

F

alvaln
cISCco

Remote Access VPH O & *
= & Metwork (Client) Access
D} 551 YPM Connection Profiles

IPsec Connection Profiles

DNS Server Groups

Configuration > Remote Access YPH = DHS

Specify how to resolve DMS requests.

O

B8 croup Policies
Lo Dvnamic Access Policies
&} AreyConnect Custornization

= G

Mame

Address Assignment
Advanced

Clientless 551 YPM Access
g A0d Setup

B Secure Deskbop Manager
Certificabe Management
Language Localizatiol
2.8 ) nad Balancing

B FEEE

ja) DNS Lookup
Advanced

&i’ Device Setup
% Firesall

Remote Access WP

Enable DMNS Guard
configured, this op

Domain Mame
| |:|| £, O

Timeout Retries

Servers

& Add DNS Server Group

Delete

Mane: | DMS_server_2

DNS Servers
Specify up ko & DNS servers to which DMS requests can be forwarded.,

Server [P Address to Add:
209, 165,200,231 |

Delete

Mowve Lip

Iove Down

Other Settings

Timeaout: seconds

Retrigs:

Darnain Marne: | example.com|

Help

[ Ok, H Cancel H
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Configuring VPN Users in the Local Database

Initial Setup W

User accounts can be stored in a local database on the security appliance or on an external AAA server.

This section shows how to configure VPN users in the local database:

Step1  Navigate to Configuration> Device Management > Users/AAA > User Accounts. The Identify pane
displays. Add three users: Sales, Engineer, and Admin.
Step2 Inthe VPN Policy pane, assign these users to the default group-policy, DfltGrpPolicy. You can select the

Tunneling Protocols in this screen or inherit the setting from DfltGrpPolicy.

H

]

o

Device Management

Configuration > Device Management > Ugers/AAA > User Accounts

f5' Management Access
Systemn Image/Configur ation
High v ailability
Lagging
Users/add
ﬁ A48 Server Groups
g fuwthentication Prompt
i}' b fccess
i} Dynamic Access Policies

Certificate Management

{5 DHCP

=) DNS
A Advanced

[

gjﬁ Firewal
Remote Access YR

€421 Site-to-sice vEN

E) Device Management

Create entries in the ASA local user database,

Command authorization must be enabled in order for the user account privileges to be enforced. To
enable command authorization, go ko Authorization.

Ads authentication console commands must be enabled in order for cerkain access restrictions ko

be enforced. To enable AAa authentication command go to Authentication.

Userna...

WPN Policy Username: | Sales = |

Password: | |

Confirm Password: |

8% Add User Account

Identity

Group Palicy: [ Inherit

Tunneling Pratocols: [ Inherit Clientless 55L VPN 55L WP Client

[JIPsec []LZTR{IPsec
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M nitial Setup

Configuring VPN Users on Active Directory/LDAP

The security appliance supports various authentication methods: RSA one-time passwords, Radius,
Kerberos, LDAP, NT Domain, TACACS, Local/Internal, digital certificates, and a combination of both
authentication and certificates.

To configure VPN users on an Active Directory LDAP AAA server, follow these steps.

Step1  Navigate to Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups.
Step2  Add a server group and specify the Protocol as LDAP.

Remote Access VPH O B X Configuration > Remote Access VPH = AAA Setup > AAA Server Groups |
Mebwork (Clent) Access
Clientless 551 YPM Access
&0 Connection Profiles

AAA Server Groups
| —
Server Group | Protocol Accounting Mode © Reactivation Mode | Dead Time
[ (~) |

B sroup Policies

e Dvniamic Access Policies
7 advanced

= g AdA Setup

i3 FOLPS
£ LDAP Attribute Map
Local Users

& Secure Deskiop Manager Server Group: LDAP _server_grp

B Add AsA Serven Group

Certificabe Management < =
Language Localization Protocol: LDAP .
22 L oad Balancing Servers in the Selected Group

Reactivation Mode: (%) Depletion () Timed
i’ DHCP Server Server Mame or IP Address Interface

DS Dead Time: minutes
B, advanced
Max Failed Attempts: _
&) Device Setup
gﬁ. Firewall
Remote Access YRR oK l ’ Cancel ] ’ Ly

Site-ta-Site YPH
E;l} Device Managemenk

.

docs 15

4i2{08 1:22:03 FM EDT
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Step 3

Add. The Add AAA Server window displays:

Initial Setup

Add a server entry with the minimum parameters defined. In the Servers in the Selected Group area, click

Note

Login DN is the user record used for binding operations. You must have at least read privileges to retrieve
LDAP records.

Remote Access VWPH O 0 x

Metwork {Client) Access
ientless SSLWPM Aocess
Connection Prafiles
Paortal

B sroup Policies

e Dvnamic Access Policies
7 advanced

= g AdA Setup

i3 roups
Eie LDAP Attribute Map
Local Users
& Secure Deskbop Manager
[+ Certificate Management
Language Localization
2.8 | nad Balancing
i DHCP Server

A= DNS
7 advanced

&) Device Setup
gﬂ Firesall

Remote Access YWPMN

Q@ Site-to-Site WPN

El

Configuration > Remote Access YPH = AAA Setup > AAA Server Groups O

AAA Server Groups

Protocol

Server Group

<

Accounting Mode

Reactivation Mode

Add

Dead I

Servers in the Selected Group

Server Mame or IP Address

B Add AAA Server

Server Group:

Interface Name:

Timeouk:

LDAF Parameters

Step 4

Server Part:
Server Type!
Base DM:

Scope:

Login DN:

Login Password:

Interface

Server Name or IP Address: | 209.165.200.240 |

[ Enable LDAP over 551

Maming Attributeds):

Timeaout

LDAP _setver_grp

|inside v |

| 10 | seconds

| 389 |

|—— Detect dutomatically/Use Generic Twp.., % |

| Ol=people, dc=cisco, dc=com |

|One lewel beneath the Base DN A |

| sAMAccounthiame |

| bind |

| FEEEETREEE |

LDAP Attribute Map: |-- None -

[] 5A5L MDS authentication

[] 5451 kerberas authentication

I oK, ][ Cancel ][

Help

screen is an example Active Directory screen:

Define users on Active Directory by assigning them to their appropriate AD Groups. The following

| Document version number 1.0

ASA 8.x SSL VPN Deployment Guide g



M nitial Setup

sales1 Properties d |

Remate caontral I Terminal Services Profile I COM+
General | Bddrezs I Account I Frofile I Telephones I Crganization
Member OF | Dial-in I E nvironment I Seszionz

Member of:

Employees uzer example comiUsers
Salez uzer example comiUzers

Step5  To test connectivity from the security appliance to the Active Directory authentication server, navigate
to Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups.

Step6  Select the server entry from the servers in the Selected Group area and click Test. Then enter the
username and password to test.

Servers in the Selected Group

Server Name or IP Address
209.165.200.240

Interface Timeout add
inside:

& Test AfA Server -209.165. 200, 240

To test the Following AAA server enter a username and password,

AAA Server Group: LDAP_server_grp (LDAR) . et -

Host: 209,165,200,240 4-_'_'___.-—'

(#) Authorization () Authentication

L 4{2/08 2:42:13 PM EDT
-

I Ok H Cancel ]

When the test is complete, the security appliance displays a window indicating success or failure.
e If the test is successful, you can use the server for authentication/authorization.

e If the test fails, you can debug using the CLI command debug ldap 255. This command displays the
information exchanged between the LDAP server and the security appliance.

ASA 8.x SSL VPN Deployment Guide
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Initial Setup

Enabling SSL VPN on Interfaces

You must enable SSL. VPN on the interface(s) for remote users to establish connections. This is done in
the Connection Profiles pane. Follow these steps to enable SSL VPN:

Step1  Navigate to Clientless SSL VPN Access > Connection Profiles.

Step2  In the Access Interfaces section, check the appropriate Allow Access boxes.

Remote Access W... O & X Configuration > Remote Access WPH = Clientless SSL WPH Access > Connection Profiles [
anatwork (Client] Access Configure Clientless S5L VPN access parameters.
= Clientless 551 WPM Access
Access Interfaces
k = interfaces for clientless S5L WPN access, and indicate whether to require a certificate for access.
m Group Policies — —
e Dynamic Access Policies InEe_LFace Require Client Certificate
T Advanced _DU_SI & 0
ARAA Setup iniside s O
Secure Deskiop Manager management O O
Certificate Management test O O
Language Laocalization
S5 Load Balancing Access Part: | 443
fi5" DHCP Server
= DMS Click here ko Assign Certificate to Interface,
G Advanced
Connection Profiles
Connection profile {tunnel group) table below contains records that determine connection policies, A
record identifies a default group policy For the connection and contains prokocol-specific connection
pararmekers,
dp add| (& Edit [
Mamne Aliases Cligntless S5L WPM Pratocol Graup Policy
Enabled i
é) Device Setup DefaultWEBYPMGroup  DefaultSSLPolicy  Enabled DFkGrpPalicy
Engineearing Engineering Enabled DflkGrpPolicy
% Firewall Sales Sales Enabled DflkGrpPolicy
Remate Access VPN
Allov user to select connection, idenitified by alias in the table above, at login page
ﬁ Site-to-Site YPN O ’ ’
= [] Allow user ko enter internal password at login page
E;L Device Management
» Apply ] [ Reset ]
docs 15 E 3/31/08 11:22:54 AM EDT
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B Establishing a Clientless SSL VPN session

Establishing a Clientless SSL VPN session

To establish a clientless SSL VPN session, perform the following steps.

Step 1 Clear your browser cache and cookies and also the Java RunTime Environment (JRE) cache.

Step2  Enter https://<web-interface-IP> or https://<ASA-FQDN> in the browser address bar to initiate the
session. The Login window displays:

SSL VPN Service

Flease enter your username and password

191336

Step3  Enter the user credentials and verify that the default clientless SSL VPN portal displays:

2 https://10.86.93.100/+ CSCOE+/portal.html - Microsoft Internet Explorer

File Edit WYiew Favorites Tools Help

eE\ack - @ |ﬂ @ ;] /':\J Search ‘?;'_:_(Favorites {‘3 v'hd »4 _J @:? ' ﬁ j\,. 3

Address |f§] hittps+ /10,8693, 100+ CSCOE+fportal el . |
Google |Glvasaped v Goo@ M B~ 99 Bookmarksw |EPopups okay | % Check + - s Send o~ 4 > Q
____________________________________________________________________________________________________________________________________________|]

alvaln .
CISCO WebWPN Service

) Home address [t v |
@ weh Applications

@ Browse Netwarks

| [ Browse

B Application Access
Step4  Browse to a website (for example, https://our-internal-portal).

No Bookmark/URL-Lists are defined at this point. Enter the website and verify it is processed by SSL
VPN.
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Enforcing VPN Access via Connection Profiles, Group Policies,
and Customization Objects

You can configure and enforce VPN access policies by configuring connection profiles and group
policies, or by configuring dynamic access policies. The following procedure provides instructions on
configuring group policies and connection profiles.

Understanding Policy Enforcement of Permissions and Attributes

You can configure the security appliance to apply user attributes obtained from a RADIUS/LDAP
authentication /authorization server, user attributes set in group policies on the security appliance, or
both. If the security appliance receives attributes from both sources, the attributes are aggregated and
applied to the user policy. If there are conflicts between attributes coming from the server and from a
group policy, those attributes obtained from the DAP always take precedence.

To summarize, the VPN permission policy for user authorization is the aggregate of the DAP access
attributes and the group-policy inheritance hierarchy.

1. The security appliance applies attributes in the following order:
Dynamic Access Policy attributes—Take precedence over all others.

User attributes—The AAA server returns these after successful user authentication or authorization.

& W DN

Group policy attributes —These attributes come from the group policy associated with the user. You
identify the user group policy name in the local database by the vpn-group-policy attribute or from
a RADIUS/LDAP server by the value of the RADIUS CLASS attribute (25) in the OU=GroupName.
The group policy provides any attributes that are missing from the DAP or user attributes.

5. Connection profile (tunnel group) default-group-policy attributes —These attributes come from the
default group policy associated with the connection profile. This group policy provides any
attributes that are missing from the DAP, user or group policy.

6. System default attributes—System default attributes provide any values that are missing from the
DAP, user, group policy, or connection profile.

Configuring an Engineering and a Sales Connection Profile

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

To configure a connection profile, perform the following steps.

Navigate to Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection Profiles.
In the Connection Profiles section, add the connection profiles Engineering and Sales.
Click OK and Apply the changes.

Select the Engineering connection profile and click Edit. The Edit Clientless SSL VPN Connection
Profile screen opens.

Enter Engineering as an alias of in the Aliases field.

On the left side of the screen select Advanced and select Clientless SSL. VPN.
In the Group URLs section, click Add. The Add Group URL screen opens.
Enter the Group URL https://ip_address/Engineering.

ASA 8.x SSL VPN Deployment Guide
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Step 9

Enforcing VPN Access via Connection Profiles, Group Policies, and Customization Objects

screen, and click Apply to apply the changes.

Step 10

Click OK in the Add Group URL screen and OK in the Edit Clientless SSL VPN Connection Profile

Perform the same steps for the Sales connection profile using Sales as the alias and Group URL.

Remote Access VPH - O

pox

Clientless S3L VPM Access
ion P

Portal

m Group Policies
o Dynamic Access Policie
Advanced
Add Setup
Secure Deskbop Manager
Certificate Management
Language Localization

2.8 ) oad Balancing
iﬁ‘ DHCP Server

o DS
) Advanced

gﬂ Firewall

Remate Access WP
Site-ta-Site VRN

a) Device Management

I vy ¥ ¥ v S
&) Device Setup

Configuration > Remote Access YPH > Clientl SSL VPH A =G tion Profiles [

Configure Clientless S50 YPM access parameters,

Access Interfaces

Enable interfaces for clientless S5L YPM access, and indicate whether ko require a certificate For access

Interface Allow Access Require Client Certificate
autside O
inside O
managemenk O O
best O O

Access Pork: | 443

Click here to Assign Certificate to Interface,

Copnection Profiles

Cdpnection profile {tunnel group) table below contains records that determine connection policies. &
rechrd identifies a default group policy For the connection and contains protocol-specific connection

T Edit| [
Aliases Clientless 551 WPM Protocol Group Policy
Enabled DFflkcrpPalicy
Enabled CflkGrpPoli

& Add Clientless SSL ¥PN Connection Profile

Biasic

» [ame: | Engineering |
= Advanced §
Seneral Bliases: |
Authentication
authorization 8 Add Clientless SSL ¥PH Connection Profile
Accounting
Mame Servers Basic Partal Page Customization: |DFItCust0mizati0n

lientle J | = Advanced

\ General
Authentication

Authorization

Accounking

Connection Aliases

[C] Enable the display of Radius Reject-Message on the login screen when au...

[[] Enable the display of Securld messages on the lagin screen

& Add Connection Alias

v| Manage. ..

Alias: | Engineering|

Enabled

[ o

] [ Cancel

J{

g &= Add Group URL

URL: | https: f209.165.200.226/Engineering |

Enabled

[ o

] [ Cancel

] [ Help ]
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Configuring Engineering and Sales Group Policies

r ASA 8.x SSL VPN Deployment Guide

To configure a group policies for Engineering and Sales, perform the following steps.

Step 1 Navigate to Clientless SSL VPN Access > Group Policies. Click Add. The Add Internal Group Policy
window displays.
Step2  Enter Engineering as the Name.
Step3  Click OK and Apply the changes.
Step4  Repeat the procedure to create the Sales group policy.
@ & * | Configuration > Remote Access VPH > Clientless SSL VPH Access > Group Policies |

Remote Access YPH

i Network (Client) Access
Clientlass 550 ¥PM Access

Manage WPM group policies. & YPM group policy is & callection of user-oriented attributefvalue pairs that
may be stored internally on the device or externally on a RADIUS/LDAP server, The group policy
information is referenced by YPR tunnel groups and user accounts,

@ [ Edt| [

i Dryvnamic Access Policies
T Advanced

A48 Setup
Secure Deskbop Manager

Portal
More Cptions

===

Type Tunneling Protocol AAA Server Group
DFkGraP m Dief aulk) -~ [ -

Marne: | Engineeting

Barner: [+] Inherit ‘

More Options ~
Tunneling Protocols: Clientless S5L WP S5L VPN Client IPsec LZTPiIPsec
\Web ACL: Inherit | | [ manage...
Access Hours: Inheric | | Manage. ..
Simultaneous Logins: Inherit | |

Restrick access bo YLAM: Inherit | |

Unlirmited |:|
Unlirmited |:|

Mazximum Connect Time: Inhetic

Inherit

Idle Timeout:

[ oK H Cancel H Help ]
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Associating Group Policies Engineering and Sales to Connection Profiles

To associate the new group-policies Engineering and Sales to the Engineering and Sales Connection

Enforcing VPN Access via Connection Profiles, Group Policies, and Customization Objects

Profiles, perform the following steps.

Step 1 Navigate to Clientless SSL VPN Access > Connection Profiles.

Step2  In the Connection Profiles area, select the Engineering connection profile and click Edit. The Edit

Clientless VPN Connection Profile displays.

Step3  In the Default Group Policy drop-down menu, select the Engineering policy.
Step4  Click OK and Apply the changes.

Step5  Perform the same steps for the Sales Connection Profile using Sales as the default group policy.

{ Mebwork {Client) Access
= [ Clientless S5 YPN Access
= HCornection Profiles

B Group Policies

e Drvnamic Access Policid
T Advanced

448 Setup

Secure Deskbop Manager
Certificate Management
Language Localization

28 | nad Balancing
|§' DHCP Server

= ppys
T advanced

&) Device Setup
g{—} Fireveall

m Rermote Access YR

¢741 Ste-to-site VP

4 : Device Mana

Remote Access WVWPH O 0 x

Mame Servers
Clientless SSL YPN

Configuration » Remote Access YPH = Clientless 551 VYPH Access = Connection Profiles

Configure Clientless S50 YPM access parameters,

Access Interfaces

Enable interfaces for clientless S50 YPM access, and indicate whether to require a certificate for access.

Interface Allow Access Require Client Certificate
outside O
inside O
management | O
test O O

Access Part: | 443

Click here to Assign Certificate to Interface,

Connection Profiles

Connection prafile (funnel group) kable below contains recards that determine connection policies. &
record identifies a default group policy For the connection and contains protocol-specific connection
paramekers,

{ Edit| [ Delate

Aliases Clientless 551 WPM Protocol Group Policy
Enabled DFlbarpPolicy
Enabled DFlbGrpPolicy

led
Enabled DfkGrpPalicy

B Edit Clientless SSL YPN Connection Profile: Engineering

Marne: Engineering
= Advanced Aliases: Engineering
General
.C\uther!t@tlon Authentication
Autharization
Accounting Method: @ ana (O Certificate (O Both

AAA Server Group:

Default Group Policy
Group Palicy: Engineering

Clientess 550 WPM Protocal: Enabled

OF H Cancel ” Help

) (e
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Creating Bookmark Lists for the Engineering and Sales Group Policies

Step 1
Step 2
Step 3
Step 4

Step 5

To create a bookmark list, and apply it to a group policy, perform the following steps. You can specify
access through the SSL portal to your corporate resources such as OWA, Sharepoint, and Citrix with
these bookmarks.

Navigate to Clientless SSL VPN Access > Portal > Bookmarks. Click Add.
Enter Engineering as the bookmark list name.
Click Add and specify several URL entries.

Perform the same steps for Sales, creating a Sales bookmark list with a different subset of URL entries
and/or applications.

Click OK and click Apply to apply the bookmark lists.

File

View Tools  Wizards

Window  Help

Look Far: Firic]

@ Home Ci' Configuration

| Monitoring Save Refresh Back _-.. Farward @ Help

afia]n
cisco

Remote Access WPH o)

Y

&P} Connection Profiles

'.

arks

Cuskomization

Port Forwarding

% Smart Tunnels

Web Conkerts
@ Group Policies

1
Advanced
=]

AfA Setup
7]

& [ Certificate Management
# [#) Language Localization
2.8 | nad Balancing
{f5" DHCP Server

o DHS
= [ Advanced
@ IZ__)pvi_ce_ Setqp
% Firewuall
.'f-.—-;'-m__? — =

Remote Access VPN

liertless S50 VPN Access

Clignt-Server Plug-ins

] Help Customization

Dwnamic Access Policies

Secure Deskiop Manager

Configuration > Remote Access VPH > Clientless S5L VPH Access = Portal > Bookmarks [

& Add Bookmark List

Bookmark List Name: | Engineering

Mame LIRL

8% Add Bookmark Entry

Move Lip

MMave Diown

Bookmark Title: | i,

URL Yalue: http

¥ | i | wars example comisxchange |

Advanced Options

fsﬁ Site-to-Site YPH

@ Device Management

<«

[ Ok ] [ Cancel

I

Help

[ Apply Reset ]

I

1%

15

B E R

dacs

jfBISIIUB 4:19:14 PMEDT I
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Applying the Bookmark Lists to Group Policies

Now you need to associate the bookmark lists to a specific group policy. Perform the following steps:

Step1  Navigate to Clientless SSL VPN Access > Group Policies.

Step2  Select the Engineering policy and click Edit. The Edit Internal Group Policy window displays.

Step3  Select Portal in the left navigation pane.
Stepd  In the Bookmark list section, select Engineering.

Step5  Select Ok and click Apply to apply the changes.

Step6  Perform the same steps to apply the Sales URL list to the Sales group policy.

isco ASDM 6.0 for ASA - 10.86.194.224

@ Home G Configuration D Monltor|ng| LQ Save Q ReFreshJ o Back. \J

File Wiew Tools | Wizards | 'Window  Help Loak For: Finel™ lll lll
= L] L] L]

werc | D o] § cisco

Network (Cllent) Arcess
Clientless S5L WPN Access

Configuration > Bemote Access YPH » Clientless 551 YPH Access > Group Policies O

Manage YPM group policies, A YPM group policy is a collection of user-oriented attributefvalue pairs that
may be stored internally on the device or externally on a RADIUS/LDAP server, The group policy
infarration is referenced by WPR bunnel groups and user accounts.

[E Certificate Management
Language Localization
2.8 | oad Balancing
iﬁ’ DHZP Server

& Edit Internal Group Policy: Engineering

General Bookmark List: ] TnhPriP: Engineering

[ G
Dynarnic Access Policies Marne - Tyvpe Tunneling Prakocal AL Server Group
[} Advanced DflkGrpPalicy (System Default)  Inkernal  swe,webvpn —MjA -
of s S PG
Secure Desktop Manager Sales Internal  sve,webvpn - N8 -

Mare Cptions LRL Entry: Inherit Enable Disable
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Creating WebType ACLs

Web Access control lists (ACLs) filter internet traffic for clientless users. The ACLs table displays the
filters configured on the security appliance and the access control entries (ACEs) for each ACL. Each
ACL permits or denies access to specific networks, subnets, hosts, and web servers; the ACE specifies
one rule for the ACL. To create an ACL, follow these steps:

Step 1
Step 2

Navigate to Clientless SSL VPN Access > Advanced > Web ACLs.
Click Add and enter Engineering as the ACL name.

Remote Access WPH O B X

ligrkless SSL WPMN Access
& Connection Profiles
Portal

m Group Policies

e Dvnamic Access Policies
= Advanced
Encoding
Proxy Bypass

Content Cache
(3] Content Rewri
application Hyfper

[iF Single Signofl Servers
hiad b ACLs

Step 3

Configuration > Remote Access YPH = Clientless SSL VPH Access = Advanced > Web ACLs O

+ 4 sEBRE

Service Action

B Add ACL

ACL Mame: | Engineering |

I OF H Cancel ][ Help ]

Click Add and select Add ACE .

& Add - @

Configuration > Remote Access WPH = Clientless S5L YPH Access > Advanced > Web ACLS

m Delete

+ 4 BB

Service

*

L

B Add ACL..
o Adzﬁ\CE.i [:

B Add ACE

action: (3) Permit () Deny

Filter
(%) Filter on URL

| http e | | ey ooge Com |

() Filter on address and service

Logging
Enahle Logging

Logging Level: |Defaulk 'S

More Dptions

<

[o]4 H Cancel ][ Help

Time
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Step 4 For Action, select Permit.
Step5  To demonstrate filtering, enter a URL such as http://www.google.com.
Step6  Click OK to apply the changes
Step7  Perform the same steps to create an ACL for Sales. Set the Sales ACL action to Deny to create an
example whose actions are opposite the Engineering ACL.
Configuration » Remote Access YPH = Clientless 551 VPH Access > Advanced = Web ACL = O
d add - & Edic [[f Delete 4+ & % 2!
Mo Address Service Action Time
= Engineeting
= Sales
1 hitkp: /v, google, com & Deny
Step8  In the main screen, click Apply.
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Applying the ACLs to Group Policies

Step 1
Step 2

You must associate the ACLs created in the previous section, with group policies. To associate an ACL

to a specific group policy, perform the following steps:

Navigate to Configuration > Remote Access VPN > Clientless SSL VPN Access > Group Policies.

Select the Engineering policy and click Edit. The Edit Group Policy Engineering pane displays:

o g X Configuration > Remote Access VPH > Clientless SSL WPH Access > Group Policies

[

may be stored internally an the device or externally on a RADIUS/LDAP server. The group policy

Manage YPM group policies. A& YPM group policy is a collection of user-oriented attributefvalue pairs that

Internal
In ;
Internal  svc,webvpn - M8 -

sve, webvpn

i Connection Profiles information is referenced by WPK tunnel groups and user accounts.,

i & Add |~ [{@ [ Delete

- g Dynamic Access Pollthag, Type Tunneling Protocol ALA Server Group
[, Advanced

Ad Setup E

Secure Deskkop Manager
Certificate Management
Language Localizatio

8= Edit Internal Group Policy: Engine=ring,

23| nad Balancing
i@ DHCP Server -
Mame: | Engifgetin
ph= Partal | g*? : |
55 Advanced More Options Banner: Inhe |
&) Cevice Setup More Dptions n
g Firewal Tunneling Protocols: Inherit Clientless 5L WP S5L WPM Client  []IPsec [CJLETRY
Remote Access YPM
- Access Hours: Inherit | |
QQ Site-ta-Site YPH
= Simultaneous Logins: Inherit | |
E;L Device Management
Restrict access to VLAM: Inherit | |
Maxdimurm Connect Time: Irherit l:l
Idle Timeout: Inherit l:l

Step 3
Step 4
Step 5
Step 6
Step 7

OF H Cancel ][ Help ]

Select General in the left pane.

Select the More Options drop down.

Uncheck the Inherit checkbox and select Engineering in the drop down list.
Select Ok and Apply the changes

Perform the same steps for the Sales WebType ACL.
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Creating Customization Objects for Engineering and Sales

The security appliance uses customization objects to customize the screens displayed during a clientless

SSL VPN connection and to customize the AnyConnect client user interface.

To create a customization object, perform the following steps:

Step 1 Create the new customization objects. Navigate to Clientless SSL VPN Access > Portal >

Customization.
Step2  Click Add and enter Engineering as the Customization Object Name. Click OK.
Step3  Click Add again and enter Sales to create the Sales customization object. Click OK.

Step4  Click Apply to add the new objects to the security appliance configuration:

Remote Access WPH [ L Configuration > Remote Access VPH > Clientless S5L WPH Access > Portal » Customization [J

: Metwork, (Client) Access
Clientless 550 YPN Access

=

Customization Dbjects

= Parkal

Bookmarks ‘
Clignt-Server PIM

Help Custamizatian
Part Forwarding
Smart Tunnels
Web Contents
Eﬁ Group Policies
e Dvnamic Access Policies
Adwanced
g ARA SetLp This will create a copy of defaulk customization object and sawe it with the
Secure Deskkop Manager oy
F ” specified name.
Certificate Management
Tl Language Localization
2.8 ) nad Balancing
{8 DHCP Server

DNS ok || canesl || Hel

T Advanced

& Add Customization Object

Customization Object Name: | Sales|

)i Connection Profiles B customization objects that the security appliance uses to customize the SSL VPN portal.
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Step 5

Step 6

Enforcing VPN Access via Connection Profiles, Group Policies, and Customization Objects

Edit the customization objects. Select each of the new customization objects in the table and click Edit.
The Customization Editor launches in a browser window.

Select the items to customize and make your changes. When you are done, click Save:

Configuration > Remote Access YPH = Clientless 551 VPH Access > Portal > Customization [

Remote Access YPH

g Portal

5

m Group Policies
Lo Drvnamic Acod
Advanced
AAA Setup
Secure Desktop
Certificate Manag|
Language Localizg
2.8 | nad Balancing

Connection Profiles

Bookmarks

Client-Server Plug-ins

] Help Customization
Port Forwarding
Smart Tunnels

Web Contents

Customization Objects

g

©3 SSL VPN Customization Editor, (Engineering) - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

il ss1 veN customization Editor

fig' DHCP Server

o DM
A Advanced

Remote Access YP

ﬁ Site-to-Site WPN

CIsSCO

Logon page Engineering : Logon Page > Logon Form
+ Browser Window .

* Titie Panel Title Login |

* Languages Message |F'Iease enter your username and passward. |

*+ Language Selector Usernarme Prompt |USERNAME: |

* Logon Form Password Prompt |PA55WORD3 |

* |nformation Panel

. m Passcode Prompt | |

+ Full Customization Internal Password Prompt |Interna| Passward: |

Shaw Internal Password First

Configuration changes sav

Partal Group Selectar Prompt |GROUF’: |

Logout page Button Text |Lc|gin |
Border Color | | EH:I
Title Font Colar T | ED
Title Background Calar |#566666 | g .
Font Color #000000 | E.
Background Color |#fﬁﬂ’r | EH:I

Dane =

r ASA 8.x SSL VPN Deployment Guide

Document version number 1.0 |
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Importing Web Content for use with Logos

You can change the logo that appears on the portal screen with your own custom logo. Follow these steps
to import your own logo and enable the security appliance to display it:

Step 1 Import your logo as web content. Navigate to Clientless SSL VPN Access > Portal > Web Contents.

Step2  Click Import. Specify a source file. Destination determines whether the logo appears to remote users

before authentication or after.

Step3  Click Import Now. Click Apply on the Web Contents pane.

Remote Access WPH

: etwork, (Client) Access

= Clientless 551 YWPN Access

&} Connection Profiles
= Portal

Bookmarks
Client-Server Plug-ins
Custamization
Help Custamizatian

Port Forwarding
Smart Tunnels
Eﬁ;j Group Policies

e Dvnamic Access Policies
+ T Advanced

+ AfA Setup

+ Secure Deskiop Manager
+ Certificate Management
+ T Language Localization

2.2 | nad Balancing
{f5" DHCP Server

o DMS
+ [ sdvanced
&ﬁ) Device Setup
gﬁ Firgwuall

m Remote Access VPN

¢74 Site-to-site YR

¥ : Device Management

0
e

Configuration > Remote Access YPH > Clientless S5L VPH Access = Portal > Web Contents [

Impart or export Web contents to or from the security appliance. Examples of Web contents
include images and HTML conkent For constructing a custom home page for clientless users,

g Import | B i

File Mame File Tvpe

B= Import Web Content

Source

(&) Local computer
Path: Crimarketingicorporate_logo. gif

Browse Local Files. ..

() Flash file system
() Remate server

Destination

Require authentication to access its content?
() Wes. For example, use this option to make the content: available only to the portal page.
(%) Mo, For example, use this option to make the cantent available to lagan ar portal page.

Web Content Path: J+CSCOU+ | corporate_logo.gif

[ Import Mow l [ Cancel ] ’ Help

| Document version number 1.0

ASA 8.x SSL VPN Deployment Guide g
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Stepd  Specify the logo in a customization object. Navigate to Clientless SSL. VPN Access > Portal >
Customization.

Step5  Edit the customization objects and specify the logo. Click Save.

Remote Access UPH o I x Configuration > Remote Access YPH = Clientless SSL VPH Access > Portal > Customization [
: - Customization Dbjects
=2 lientless 5L VPM Access
&5 connection Profiles Configure customization objects that the security appliance uses to customize the S5L YPN
Partal portal.
Bookmarks B add| F Edit| [ Delete| & Import | F Export
Client-Server Plug-ins -+
an Customizatjgn Objects
7| Help Customization
Port Forwarding
Smark Tunnels
Web Contents
B sroup Policies
VREHELEEEE: ) 55 YPN Customization Editor (Engineering) - Mozilla Firefox
7 Advanced y ° ) .
Ay Setup Fle Edit Wew History Bookmarks Tools  Help
Secure Deskbop Mar| I I
Cortficate Mansgerd (V1101110 551 PN Customization Editor G
Language Localizatid C1SCO
2.8 | nad Balancing
&' DHCP Server Logon page Engineering : Logon Page > Title Panel
= DS
T ¢ BrowserWindow
Sdvanced — Mode
Tz
% T — o Languages Text |S5L WPN Service |
. ; : :
g ¢ Language Selector T Logo URL [ +CECOU+icorporate_logo.gif v
Fireswall .
3 Lagon Form Gradiant
& |nformation Panel
Remote Access YR —_— Fant Weight Bold 3
2 a + Copyright Panel ! Bold v
ﬁ Sike-to-Site YR * Full Customization Font Size 160% »
a} Device Management Font Colar |#BDDDDD | m .
Partal Background Co|0r|#fﬁ°fff | E]I:‘
Logaut page Style (C55) | |
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Setting the Customization in the Connection Profile

You must specify the customization objects for the connection profiles for Engineering and Sales. This

ensures the portal is customized for different users connecting over different connection profiles. Follow
these steps:

Step 1 Navigate to Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection Profiles.
Step2  Select Engineering connection profile and click Edit.
Step 3 In the left pane, select Advanced > Clientless SSL VPN.
Step4  Verify that your customization is selected in the Portal Page Customization drop-down.
Remote Access VPN O 0 X Configuration > Remote Access VPH > Clientless SSL VPH Access » Connection Profiles |

= Clientless 350

@ CHCP Server
CMS
i Advanced

f'}’ Remote Access

7 Site-to-site VPN

Mebwork (Client) Access

ﬁ: Group Policies — —
& Dynamic Access Policies Inte.rface Allove Access Require Client Certificate
Advanced F'UFSIde O
AAA Setup inside O
g Secure Deskkop Manager management d O
Certificate Management test O O
Language Localization

2.2 | nad Balancing

Basic Partal Page Customizatiow =
E;!) Device Management = Advanced

Configure Clientless 551 WPM access parameters,
YPM Access

2 Access Interfaces

Enable interfaces for clientless S50 YPM access, and indicate whether bo require a certificate For access.

Adgess Pork: | 443

Delete
Mame aliases Clientless 551 ¥PM Protocol Group Policy
DefaultRAGroup Enabled DFlbarpPolicy
DefaulWwEBYPHG. .. DefaultSSLPolicy Enabled DflbarpPolicy

Engineering

Enabled DFlbrpPolicy

Sales

YR & Edit Clientless SS1. ¥PN Connection Profile: Engineering

General [C] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
Authentication

Authorization [ Enable the display of Securld messages on the login screen

Accounting

Connection Aliases

Mame Servers

&k add|[F Delete
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Setting the Customization in the Group Policy

Step 1
Step 2
Step 3
Step 4

Navigate to Configuration > Remote Access VPN > Clientless SSL VPN Access > Group Policies.

Select the Engineering group policy and click Edit.
Select More Options> Customization in the left pane.

Select the Engineering Customization object you created previously.

etwork (Client) Access

Remote Access YPH o & X Configuration > Remote Access YPH > Clientless 55L WPH Access > Group Policies

Manage ¥Ph group policies. A& YPM group policy is a collection of user-oriented attributefvalue pairs that may be

Certificate Management
Language Localization
2.8 | nad Balancing
fi' DHCP Server

BBV
£ Advanced
& =k &= Edit Internal Group Policy: Engineering
General Portal Customization: [ Inherit

i Firewall
Bl
Portal

= '_Iientless S5L YPM Access stored internally an the device or externally on a RADIUSILDAR server, The group palicy information is
onnection Profiles referenced by ) nnel graups and user accounts,
Partal :
ﬁ roup P 5 m@ Delet
Drynamic Access Policies Marne Tvpe Tunneling Protocal A48 Server Group
[ Advanced DflbarpPolicy {Syskeg Default) Internal sve,webvpn

g Afd Setup Sales Internal L2TP-IPSec,sve, IPSec, webvpn
Secure Deskbop Manager T—— Internal /

Remotal | = Maore Options

Homepage URL (optional): Inherit

ﬁ Site-to- Login Setting

Single Signon .
El’ Device Session Setkings Access Deny Message: Inherit

[ O H Caneel H

Step5 Click OK and Apply the changes

Step6  Perform the same steps for the Sales group policy.

r ASA 8.x SSL VPN Deployment Guide

Document version number 1.0 |



Enforcing VPN Access via Connection Profiles, Group Policies, and Customization Objects

Establishing a Clientless Session Using the Drop-Down Menu

This section shows how to use the previously defined Engineering and Sales group-aliases to present aa
drop-down menu to users that lets them select the appropriate connection profile.

Step 1 Navigate to Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection Profiles
> Edit Clientless SSL. VPN Connection Profile.

Step2  Check Allow user to select connection, identified by alias in the table above, at login page.

Step3  Click Apply.

Remote AccessWPH O 0 =

i J! Network (Client) access
= Clientless S50 WPM Access

ﬁj Group Policies
s Dvnamic Access Policiks
+ Advanced
Aa4 Setup
Secure Desktop Manager
Certificate Management
Language Localization

2.2 | nad Balancing
Ig CHCP Server

B DS
T, Advanced

+

+

&ﬁ) Device Setup
gﬂ. Firewall

m Remoke Access WPN
7 Site-to-gite VPN

i b Device Management

Configuration > Remote Access YPH = Clientless S5L VPH Access = Connection Profiles |

Configure Clientless 5301 YPM access parameters,

Access Interfaces

Enable interfaces for clientless S50 WPN access, and indicate whether to require a certificate For access.

Interface Allowe Access Require Client Certificate
outside O
inside O
management O O
test O O

Access Pork: | 443

Click here to Assign Certificate to Interface,

Connection Profiles

Connection prafile (kunnel group) table below conkains records that determine connection policies, &
record identifies a default group policy For the connection and contains protocol-specific connection
paramekers,

d add| (& Edit| [ Delete

Mame Aliases Clientless S5L YPM Protocol Group Policy
DefaultRAGroup Enabled DflbarpPolicy

.. DefaultSSLPolicy  Enabled DFbarpPolicy

Engineering Enabled DFlbiarpPe
Enabled DFlbarpPolicy

llows user ko select connection, idenitified by alias in the table above, at login page

[] Allaws user to enter internal password at login page

Bpply ] [ Reset ]

docs 15 &R 4/4/08 4:19:33 PM EDT

step4  Establish a VPN session i.e. https://ip_address

The login page now displays a drop down menu that includes the Engineering group and the Sales group.
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Login

Flease enteryour username and password,

USERMAME: | |
PASSWORD: | |

GROLIP: Engineering

Step5  Select the Engineering group and examine the portal. As a result of the configuration you have created,
you should see:

¢ Customization for the Engineering group.
e A list of specific URLs.
e Access to www.google.com only, a result of creating your ACL.

Step6  Establish a new connection and select the group Sales, and observe its portal.

Establishing an SSL VPN Session Using a Group URL

In Configuring an Engineering and a Sales Connection Profile, you configured a group URL for the
Engineering and Sales connection profiles. Group URLs have the following advantages:

e The path part of the URL can be any text that is logical.
® You can configure multiple, unique group URL strings in a single connection profile.
e Group URLs do not expose group names, as group aliases do.

e If you not using a Group URL, using https://<IP | FWDN.com> [path] causes the security appliance
to use the system default settings in the Default WEB VPNGroup connection profile and its
associated group-policy, DfltGrpPolicy.

To demonstrate group URLs, follow these steps:

Step1  Establish a VPN session to https://<ip_address>/Engineering
Step2  As a result of the configuration you have created, you should see:
¢ (Customization for the Engineering group.
e A list of specific URLs.
e Access to www.google.com only, a result of creating your Webtype ACL.

Step3  Connect into the Sales Group and observe its portal and attributes: https://ip_address/Sales
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Single Sign-on & Macros

This section explains how to configure Single Sign-on (SSO) with Macros.

Introduction into the Macros:

Your configuration will most likely require personalized resources that contain the username and
password, for example, in URL lists or in group URLs. Macro substitutions let you enter a username and
password just once per session to access all configured features. SSL VPN supports the following macro
substitutions:

CSCO_WEBVPN_USERNAME - User login name
CSCO_WEBVPN_PASSWORD - User login password

CSCO_WEBVPN_INTERNAL_PASSWORD - User internal password that provides another field to
specify a value along with the username and password.

CSCO_WEBVPN_CONNECTION_PROFILE —User login group drop-down (tunnel group alias)
CSCO_WEBVPN_MACROL1- Set via Radius or LDAP vendor specific attribute
CSCO_WEBVPN_MACRO2- Set via Radius or LDAP vendor specific attribute

Each time the security appliance recognizes one of these strings in an end-user request, it replaces the
string with the user-specific value before passing the request to a remote server.

For example, a URL list that contains the link:
http://someserver/homepage/CSCO_WEBVPN_USERNAME.html

is translated by the security appliance to the following links for SSL. VPN USER1 and USER2:
http://someserver/homepage/USER1.html
http://someserver/homepage/USER2.html

Note  You can obtain the http-post parameters for any application by performing an HTTP Sniffer trace in the
clear (without the security appliance involved). Here is a link to a free browser capture tool, also called
an HTTP Analyzer: http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe.

To enable the internal password feature, navigate to Clientless SSL. VPN Access > Connection Profiles,
then check Allow user to enter internal password at login page:

ASA 8.x SSL VPN Deployment Guide
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Remote Access VPHO! 7 X

&0} Metwork (Client) Access

= Clientless S5L VPN Access

onnection Profiles

Parkal
B Group Policiks

e Diyniamic Acce
Advanced
88 Setup
Secure Deskbop M3
Certificate Managerkent:
Language Localizatio

22| nad Balancing
i? DHCP Server

s DS
B, advanced

Configuration > Remote Access YPH = Clientless SSL WPH Access = Connection Profiles [

Configure Clientless S50 WPM access parameters,

Access Interfaces

Enable interfaces for clientless SSL YPM access, and indicate whether to require a certificate for access.

Interface Allow Access Require Client Certificate
outside |
inside O
management O O
best O O

fccess Part: | 443

Click here to Assign Certificate to Interface,

Connection Profiles

Connection profile (runnel group) table below contains records that determine connection policies. &
record identifies a default group policy For the connection and contains probocol-specific connection
paramekters,

& Add| 2 Edit| [

[Mame

Aliases

Clientless S5L YPM Protocol

Group Policy

i DefaultWEEYP, ., |DefaultSSLP Enabled
k%’.) Devics Setup DefaultRAGroup Enabled DflbarpPolicy
) Sales Sales Enabled DflbrpPolicy
@— Firewal N R .
o Engineering Engineering Enabled DFlbGrpPolicy

l’?ﬂ Remote Access YPM

7 cie-to-site YR [ ] Alloww user to select connection, idenitified by alias in the table above, at login page
C4 o} Site-to-Site

llow user to enter inkernal password at login page
o : Device Management

» Apply ] [ Reset ]

dacs 15 (5 4/s08 2:32:38 PM EDT

Configuring Post Parameters for SSO with Outlook Web Access

If the Exchange server uses forms-based authentication, the procedure for configuring SSO depends on
the specifics of the Outlook Web Access (OWA) implementation. You can obtain the necessary
information by analyzing a direct browser capture.

Exchange 2003 and later versions support forms-based authentication, but Exchange 2000 does not.
Example configurations of the SSL VPN OWA bookmark follow:

Step1  Navigate to Configuration-> Remote Access VPN-> Clientless-> Portal-> Bookmarks.

Step2  Select and edit the bookmark list that contains a corporate OWA Server. You configured such lists for
Engineering and for Sales in a previous exercise.

Step3  Select Advanced Options and then select Add in the Post Parameters section.

Step4d  Review direct browser captures to be able to define the following post parameters as well as the

username & password.
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Remote Access WPH o B X

Clientless S5L WPM Access
)} Connection Profiles

.

Configuration > Remote Access YPH > Clientless SS5L VPH Access > Portal » Bookmarks O

Configure bookmark lists that the security appliance displays on the S5L YPH portal page,

& add | [E @ [[ Delete| & Import | Export
f

Bookmarks

Client-5erver Plug-ins
Cuskomization
Help Customization
Part Forwarding
Smart Tunnels
Web Contents
i Group Policies

e Dyvnamic Access Policies
Advanced
AR Setup
Secure Desktop Manager
Certificate Management
Language Localization

2.8 | nad Balancing
ﬁ’ DHCP Server

= DS
7, Adwanced

Remote Access YPM

‘fﬁ Site-to-Site VPN

E) Device Management

Engineeting
Sales
Template

& Edit Bookmark List

B2 Edit Bookmark Entry

Bookmark. Tithe: |OW.¢\2003 FORMS Test /

URL Walue: https

Advanced Options
Subtitle:

Thurbnail:
URL Method :
Enable Favorite Option:

Enable Smart Tunnel Option:

Post Parameters

b

ample comyexchweb binfauthfowaauth.dl |

£

|—— Mone --

vH Manage ]

() Get
(%) es
() Ves

(=) Post
3 Na
(O

e add| @ Edi| flf Delets
Marme Walue
destination hktps: | sy exarmple comiexchange
flags i]
username Ex2003test /userl
password Foofonéé
SubmitCreds Log Cn
forcedownlewvel ]
trusted 1]
[ o4 .] [ Cancel J [ ]

The next example includes the use of Macros to automatically enter the username & password. The
security appliance substitutes login credentials supplied at initial SSL VPN login as seen below.

S

Note

The Macro in the username works with or without defining the domain.

| Document version number 1.0
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8 Edit Bookmark Entry

URL Yalue: .bEps B ! g :_SD 199.103,l'exch.ume-l.n,l'bin,l'auth,l'owaauth.dII |
Advanced Options ¥
Subitls: | B
Thurnbnail: it—ﬂone - v! Manage ]
URL Method : () Get () Post
Enable Favorite Option: @ ves (ONNo

Enable Smart Tunnel Option: (T Yes (33 Mo

Fost Parameters

4 add| @ edc| T oolete|

Tdame Walue

destination https: (100,160,199, 105 exchange
flags Z
|username eZkGomwalCSCO_ WEEBYPN_USERMNAME
Ipassword CSCO_ WEBVPM_PASSWIORD
SubmitCreds Log+Cn

forcedownlewvel 1]

trusted 0

[ 4 H Cancel H Help ]

Step5  Verify that you can connect to the portal page and launch the bookmark without OWA prompting for
credentials.
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Using Macros to Access SharePoint

This example shows how to use Macros to access SharePoint:

8 Add Bookmark Entry

Bookmark Title: | SharePoint 2.0-550 |

LRL Yalue: http v| oI | win, example. comfEnginesring/def ault. aspx |
Advanced Options A
Subtile: | |
Thumbnail: |—- Mone -- w | Manage
URL Methad : () Get

Enable Favorite Option: @ ¥es (O No
Enable Smart Tunnel Option: () Yes  (3) No
Post Parameters

G add| & Edit| [ Delete

Mame Yalue
USEFname CLIEMTLESS_USERMAME

CLIEMTLESS R

(o] 4 H Cancel ” Help
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Configuring Post Parameters for Single Sign-on with Citrix

The following procedure uses Post parameters to create a new bookmark entry for Citrix with SSO.
S,

Note  Before following the procedure, use a browser capture tool such as http-watch to learn which parameters
and values to specify.

Step1  Navigate to Clientless SSL VPN Access > Portal > Bookmarks.
Step 2 Select a bookmark list, and click Edit. The Edit Bookmark List window opens.

File ‘Wiew Tools ‘Wizards ‘Window Help LoDkFor:l |Find x

@ Home C’.‘ Configuration EZ% Monitoring Save Refresh Back | Forward| ? Help| I

mll *

]
CISCO

C

ebwork, {(Client) Access
lientless 551 YPM Access Cﬁ;akmark lists that the security appliance displays on the 550 WPM portal page.
Add

Cannection Profiles Edit| i Delete| L Import| & Export|
[ Portal

s

Client-Server Plug-ins

Custamization

Help Customization
Poart Forwarding
Smart Tunnels

Web Contents
# Group Policies

e Dynamic Access Policies
17 Adwanced

AR Setup
Secure Desktop Manager
[ Certificate Management
Language Localization &% Add Bookmark Entry

2.8 | nad Balancing )

B DHCP Server Bookmark: Title: | MetaFrame |

.FE'- DS URL Yalue: http V| i | 10,1.53, 34 iktrixgMetaFramefauth/login, asp:x | —
7 Advanced

Advanced Options ~

Subtitls: | |

Thurnbrail: |—— Mone - w | Manage
& Dievice Setup URL Method : () Get

Enable Favorite Option: Ves Mo
@3 Firewall p ®© O

Enable Smart Tunnel Option: (O Yes (%) Mo

Remote Access YR

: Post Parameters

(21 Site-ta-site VPN m a

= ‘ [l ccic| Jf Celete

E} Device Management Na - Valle

Mame: | login | it AME

Value: | LogIn |

[ Cancel ][ Help ]

L [o]4 J[ Cancel ][ Help ]
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Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Note

Step 11

Single Sign-on & Macros

Click Add to create a new bookmark for Citrix. The Add Bookmark List window opens.
Type a name, such as MetaFrame, in the text box next to Bookmark List Name.

Click Add to create an entry to insert into the list. The Add Bookmark Entry window opens.
Enter MetaFrame into the Bookmark Title text box.

The bookmark title and list have the same name because this list will have only one entry. The list name
is for administrator use on ASDM; the bookmark title appears in the user’s browser window.

Select http in the drop-down list next to “URL Value” and enter the Citrix login URL into the adjacent
text box.

Click Post next to URL Method.
Click Add. The Add Post Parameter window opens.

For each post parameter, enter the Name and Value text as follows, click OK, and reopen the Add Post
Parameter window.

For the password attribute, use CSCO_WEBVPN_INTERNAL_PASSWORD rather than
CSCO_WEBVPN_PASSWORD if you want to substitute the internal password of the security appliance
for the user password.

&% Add Bookmark Entry

Bookmark Title: | MetaFrame |

URL Yalue: http w | i) | 10.1.53, 34/ CitrixfMetaFrame/authflogin. aspex |
Advanced Options ES
Subtitle: | |
Thumbnail: -- Mone -- w | Manage
LIRL Methad : () Get (%) Post
Enable Favorite Option: (@ ves (Mo

Enable Smart Tunnel Option: () Yes (&) Mo

Post Parameters

& add [F Edic [ Delete

Marne Walue

login Log In

LoginTwvpe Explicit

passwaord CSC0_WEBYPN_PASSWORD
ReconneckAtLoginopkion DisconnectedandActive
slLanguage en

submitMode submit

S0 _WEBVPN_USERMANME

[ QK H Cancel ” Help ]

Click OK in each window. ASDM adds the newly created bookmark list to the Bookmarks window.
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| Document version number 1.0 .m



M Single Sign-on & Macros

Step 12

Step 13
Step 14

Assign the bookmark list to each DAP and group policy for which you want to provide Citrix access, as
follows:

e DAP—Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Dynamic
Access Policies, double-click the DAP, click the URL Lists tab in the Access Policy Attributes area,
check Enable URL Lists, select the name of the bookmark list below, and click OK.

e Group Policy—Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access >
Group Policies, double-click the group policy, click Edit > Portal, uncheck Inherit next to
Bookmark List, select the name of the bookmark list from the adjacent drop-down list, and click
OK.

Click Apply to save the changes to the running configuration.

Verify that you are able to successfully connect into the Cisco Clientless SSL. VPN page and use the
bookmark without Citrix prompting for credentials.

SSO0 Substitution via Active Directory Attribute Mapping

Note

Step 1

Step 2

You can use values from a Radius or LDAP server for macro substitutions, using the
CSCO_WEBVPN_MACROI1 and CSCO_WEBVPN_MACRO?2 macros.

This example shows how to use macro substitution with values from an Active Directory/LDAP server
during authentication/authorization of the SSL VPN clientless session. You accomplish this substitution
by using a field in the LDAP/AD server to represent a URL. You then map the URL to a bookmark on
the portal.

In this example, the AD user Title parameter having a value of \\209.165.200.241 maps to
cifs://209.165.200.241/tftpd bookmark.

You can perform LDAP attribute mapping with any LDAP server.

On the LDAP server, populate the user attribute Title with the URL \\209.165.200.24 1\tftpd.

Member Of ] Dialin ] Erwiratiment ] Sessions ]
Remote control ] Terminal Services Profile ] CObd+ ]
General ] &ddress ] Account ] Profile ] Telephones | Organization

I Title: |4 209.165.200.241 Mftpd I

Departrnent: 1Engineering

Compary: iEiSCD
mapped to LDAP. HMACRO
i~ Manager TET0 WEBVEN MACROT
Marme: ]
Change... ‘ 2rameriE ‘ ‘

In ASDM, navigate to AAA Setup > LDAP Attributes Map. Click Add. The Add LDAP Attribute Map
windows displays:

r ASA 8.x SSL VPN Deployment Guide
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Configuration = Remote Access UPH > AAA Setup > LDAP Attribute Map O

:
= g A8/A Setup

LDAR Abtribute
Local Users

Language Localization
22 | oad Balancing
{8 DHCP Server

i DNS
G Advanced

é;, Device Setup

gﬁ‘} Firewall

¢

Remote Access WPH
e
o

oA Siteto-Site e

Eg) Device Managemenk

i Metwork {Client) Access
Cligntless S5L WPM Access

I nan Server Groups

Secure Desktop Manager
Certificate Management

Add and configure attribute map used by LDAP server,

L.
P 7 |Mame Attribube Map Name

& Add LDAP Attribute Map

MACZROL

Map Name | Map Yalue

Mame:

Single Sign-on & Macros

Custamer Name:

title |

Cisco Mame:

Step 3
Step 4

skitution-Yalue 1

Cisco Marmne

I o] ] [ Cancel Help

I

Enter a name for the macro and click the Map Name tab.

Enter a customer name, select the name of the Cisco attribute and click Add.
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Step 5
Server.

Step 6

Apply the LDAP attribute map to the LDAP AD server:

Navigate to Configuration > Remote Access VPN > AAA Setup > AAA Server Groups > Edit AAA

Remote Access VPH

ebyaork, {(Client) Access

B Clientless 551 YPN Access

§ R X

onneckion Profiles

5

Portal
3 Group Policies
e Dyvnamic Access Policies
Adwanced
= g AsA Setp /
£4g LDAP Attribute Map
Local Users
& Secure Deskbop Manager
Certificate Management
Language Localization
2.8 | nad Balancing
ﬁ' DHCP Server
= DS
Advanced

Remote Access YPN
Site-ta-Site YR

E;L Device Management

Configuration > Remote Access YPH = AAA Setup > AAA Server Groups

AAA Server Groups

Server Group Protocol Accounting Mode | Reactivation Mode | Dead Add
o

<

Servers in the Selected Group

or IP address

Interface
inside

Timeouk

& Add AAA Server,

Server Group:

LDAP _setver_grp

Interface Name: |inside

]

Server Name or IP Address: | 209.165,200.240

Timeauk: | 10

| seconds

LDAP Parameters

[] Enable LD&P over 551

Step 7

Server Port: | 389

Server Type:

|—— Detect dutomatically/Use Generic Twp... % |

[] 545L kerberas authentication

Base Dh: | Ol=people, de=cisco, de=com |
Scope; |One level beneath the Base DN - |
Maming Attributels): | sAMACcounthame |
Login Di: | bindt |
Login Password: FEREERRRES |
LDAP Attribute Ma;ﬂ\m v|
[] 545L MDS authentication

[o]:4 ] [ Cancel

I

Help

Edit Bookmark List displays.

Step 8

Navigate to the Clientless SSL VPN Access > Portal > Bookmarks. Select a bookmark list and Edit. The

Click Add. The Add Bookmark list displays. Enter the bookmark information:

r ASA 8.x SSL VPN Deployment Guide
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Remote Access VPHO 0 X Configuration > Remote Access VPH > Clientless S5L VPH Access > Portal » Bookmarks [

)i Mebwork (Client) Access
Configure bookmark lists that the security appliance displays on the SSL WPM portal page.
dit 'ﬂ Delete | 9 Import| [ Export

EEngineering

Client-Server Plug-ins
ustomization Sales

] Help Custamization Template
Port Forwarding
Smart Tunnels
Weh Contents B Edit Bookmark List

m Group Policies

Lo Drynamic Access Policies
Advanced
AAA Setup
Secure Desktop Manager
Certificate Management
Language Localization

2.8 Load Balancing
fi' DHCP Server

o) DHS
A Advanced

Bookmark List Mame: Engineering

& Add Bookmark Entry

¢ | ¥ Bookmark. Title: | File_shiare |

] URL Value:  |[dfs | 1} | CSC0_WEBYPN_MACROL |
&D Device Setup
gﬂ Firewall Advanced Options ¥
Remate Access VPN oK l [ Cancel ] [ Help
1‘9@ Site-to-Site VRN
El’ Device Management

» Apply ] ’ Reset ]
docs 15 E +/905 12:30:38 PM EDT

Step9  Establish a clientless SSL VPN session and observe that the portal has the bookmark. Click the
bookmark to see that it takes you to address you specified, cifs://<IP address>/tftpd. The example screen
below shows the new link:

@ Horme () Address | hitp:s v||

Q File Access

| : | File Bookmarks
—q Terminal Servers

File Share
%3 AnyConnect

= MetaFrame Access

ﬁ Telnet’SSH Servers

@ Application Access |

&y szs0
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Accessing Applications using Smart Tunnels and Plug-ins over
Clientless Connections

This section describes how to configure the security appliance to allow application access using plug-ins
or Smart Tunnels over clientless SSL VPN connections. Use the Table 1 to help you choose which access
method to use.

Table 1 Clientless, Plug-in, and Smart Tunnel Usage Guidelines
Clientless SSL VPN Smart Tunnel
Topic (Using Content Rewriting) (Bypassing Content Rewriter) Plug-in
Recommendations  |Use for all web applications Enable Smart Tunnels if a Import a plug-in to allow a

unless the user experience is
unsatisfactory. Most
administrators choose this
method for most web
applications, including Citrix
Presentation Server, OWA, or
SharePoint

specific application and/or a
URL is experiencing problems
over a clientless connection or if
you want to use the native client
application on the PC, such as
Microsoft RDP.

Note: If you enable a URL for
Smart Tunnels, a client
application is not required

browser to perform a dedicated
function, such as connect a
client to a server within the
browser window. Available
plug-ins include SSH, RDP,
VNC, and Citrix.

Use a plug-in whenever the
clientless connection or Smart
Tunnel is not an option.

Client application
required?

<

b 4

Guest user access
rights OK

<

<

<

Stateful failover

4 3 3

Not for IPv6 or Citrix

authentication
Relative Lower Between clientless and plug-ins |Higher
Performance
Session support for
Proxy server ( ® ®
Macro_Substitutions
variables ( ( ®

32-bit Microsoft
Windows operating
systems (Vista, XP,
and 2000)

Mac OS 10.4 and
10.5

Tested 32-bit Linux
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Plug-ins

Accessing Applications using Smart Tunnels and Plug-ins over Clientless Connections ||

The security appliance supports Java plug-ins for clientless SSL VPN connections. Plug-ins are Java
programs that operate in a browser. These plug-ins include SSH/Telnet, RDP, VNC, and Citrix.

Per the GNU General Public License (GPL), Cisco redistributes plug-ins without making any changes
to them. Per the GPL, Cisco cannot directly enhance these plug-ins.

To use plug-ins you must install Java Runtime Environment (JRE) 1.4.2.x or greater. You must also use
a compatible browser specified here:
http://www.cisco.com/en/US/docs/security/asa/compatibility/asa-vpn-compatibility.html

Plug-in Requirements and Restrictions

S

Note

Each SSH/Telnet, RDP, and VNC plug-in is an open source client redistributed without any changes, per
the GNU General Public License. The origin of this client is http://javassh.org/.

Clientless SSL VPN must be enabled on the security appliance to provide remote access to the plug-ins.
The plug-ins do not work if the security appliance configures the clientless session to use a proxy server.

The minimum access rights required for remote use belong to the guest privilege mode. The plug-ins
automatically install or update the Java version required on the remote computer.

A stateful failover does not retain sessions established using plug-ins. Users must reconnect following a
failover.

Install an SSL certificate onto the security appliance interface to which remote users use a fully-qualified
domain name (FQDN) to connect.

N

Note Do not specify an IP address as the common name (CN) for the SSL certificate. The remote user
attempts to use the FQDN to communicate with the security appliance. The remote PC must be
able to use DNS or an entry in the System32\drivers\etc\hosts file to resolve the FQDN.

Importing Plug-ins

Step 1
Step 2

Plug-ins are not pre-installed on the ASA. Before you can use a plug-in, you must import it to the
security appliance.

To import plug-ins, perform the following steps.

Download the latest Cisco-published plug-ins from http://www.cisco.com/cgi-bin/tablebuild.pl/asa.

To import the plug-ins, choose Configuration > Remote Access VPN > Clientless SSL. VPN Access >
Portal > Client-Server Plug-ins.

ASA 8.x SSL VPN Deployment Guide
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= Cisco ASDM 6.0 for ASA - 10.86.194.224

File  Wiew Tools wizards ‘Window Help Look Far:
_ = afia]n
Harne | 6%, Configurati Dmt |Bs RFh|°Bky; | HI|
@ e [ S35 Configuration onitaring aWE @ efres Ela o Elp CISCO
Remote Access YPH 2 Configuration > Remote Access YPH > Clientless S5L VPH Access » Portal = Client-Server Plug-ins [
b} Metwork (Client) Access "
=] Clientless S5 WM Access 1 .Impnrt plug-ins ko the seu;urity applialjce. A browser plug-lin isa s.eparate prngramlthfat aWeb bru:uwselr
Y Connection Profiles invokes to perform a dedicated function, such as connecting a client to a server within the browser window,
= Portal =
Eookmatks Impark Delate
| Server Plug-ins " -
[ Customization ver Plug-inz
550, Ceinet
Help Customization a—
] v
& Device Setup & Import Client-Server Plug-in
% Firewall Plug-in Mame (Prokocol): fvnc W
rdp
select a file =sh, kelnet
hz
() Local computer =2
Path: i nts and SettingsisterusseDesl | l Browse Local Files. ..
- () Flash file system
| | Browse Flash, ..
FOT
() Remate server -
‘Empnrt anh [ Zancel ] [ Help ]
Step3  Click Import.
Step4  Select the plug-in protocol from the Plug-in Name drop-down list.
Step5  Click Browser Local Files, select the plug-in you downloaded, and click Select.
Step6  Click Import.
Step7  Click OK when the Information window opens.

Configuring a Plug-in to Appear As a Bookmark

To predefine a bookmark for the plug-in and assign the bookmark to the group policy or DAP, perform

the following steps:

~

Note  As an alternative to this procedure, you can follow the instructions in one of the Using the Plug-in”
sections that follows to enter the URL into the Address field of the Cisco Clientless SSL. VPN page;
however, if you want to use single sign-on (SSO), you must use this procedure because the user cannot
enter the SSO-enabled URL on the Cisco Clientless SSL. VPN page.

Step 1

ASA 8.x SSL VPN Deployment Guide

Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Portal > Bookmarks.
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Step2  Select a bookmark list already assigned to the group policy or DAP to be tested and click Edit, or click
Add to create a new bookmark list if one is not already assigned.

= Cisco ASDM 6.0 for ASA - 10.86.194.224

File “iew Tools ‘Wizards ‘indow Help

Loak, For: i1

@ Horme 0 Configuration D MMonitoring | B Save Q Refresh | o Back. Q Forward | @' Help | CISCO

Remote Access VPH o R X

Configuration > Remote Access YPH » Clientless S5L YPH Access > Portal » Bookmarks [

.3

——
C||ent Server Plug-ins
H =] Customization

Help Custamization

& Device Setup
Firewall

Eemnte Acess VRN
‘ Site-to-3ite VPN
E:;L Device Managerment

4%

Zonfigure boo

% ndd|

| lists that the security appliance displays on the 330 WPN portal page.,

Edit Delete| ] Import| & Export|
7

Bookmarks
Template

Sales
Bookmarkl
Lest_lisk

Engineering

&= Edit Bookmark List

Bookmark List Mame: Engineering

Example Bookmark, tepe ) .example, com

& Add Bookmark Entry

Bookmark Title: | ¥NC |

URL walue; |vnc Vl i | myvserver: 3300 ompression level=18JPEG i |

Advanced Options ¥

'. Cancel H Help l

[ oK

[ Cancel H Help I

Step3  Name the bookmark list if this is a new one.

Step4  Click Add to add an entry identifying the server to be accessed by the plug-in.

Step5  Assign values to the following parameters:

Bookmark Title—Enter the name of the bookmark to appear in the Cisco Clientless SSL VPN browser

window.

URL Value (drop-down list)—Select http, https, cifs, ftp, ssh, telnet or vnc to specify the protocol to be

used to access the

SErver.

URL Value (text box)—Enter the URL of the server, along with any parameters you want to specify.

~

Note  To view the parameters for a plug-in, establish a clientless SSL. VPN session with the security
appliance, click the menu option associated with the plug-in protocol, and view the help on the
right side of the page. (You do not need a bookmark configured to view the help, but the plug-in
must be added to the running configuration for the help to appear.) The instructions in the “Using
the Plug-in” sections that follow also provide basic syntax guidelines.
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Step 6
Step 7

Step 8

Refer to the following list of URLs if you want to add one without consulting the help. Substitute the
text indicated in italics with the name of the server on your network:

e RDP without SSO—terminal-server/?geometry=1024X800&FullScreen=true
e SSH—ssh-server
¢ VNC—vnc-server:5500/?Compression level=1&JPEG image quality=9

All plug-ins support single sign-on (SSO). Enter the parameter csco_sso=1 if you want the bookmark to
support it. For example, the following RDP URL supports SSO:

terminal-server/?geometry=1024X800&FullScreen=true&csco_sso=1

Note  Plug-ins do not support the Macro_Substitutions variables.

Click OK to add the entry to the bookmark list, then OK again.
Assign the bookmark list to each DAP and group policy for which you want to provide bookmark access:

e DAP—Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Dynamic
Access Policies, double-click the DAP, click the URL Lists tab in the Access Policy Attributes area,
check Enable URL Lists, select the name of the bookmark list below, and click OK.

¢ Group Policy—Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access >
Group Policies, double-click the group policy, click Edit > Portal, uncheck Inherit next to
Bookmark List, select the name of the bookmark list from the drop-down list, and click OK.

Click Apply to save the changes to the running configuration.

Using the SSH Plug-in

Step 1
Step 2
Step 3

Note

To use the SSH plug-in, perform the following steps.

Clear your Java Runtime (JRE) cache.
Start the clientless SSL VPN session.

Click the SSH link and confirm that the plug-in starts, or manually enter the URL into the Address field.
For entering the URL manually, the basic SSH URL is ssh://server. and the basic SSH URL is
telnet://server. You can ask someone, that has physical access to the computer, for the full computer
name. In Windows, this name is found in:

Start > (Settings >) Control Panel > Performance and Maintenance > System > Computer Name tab.

You can also add the following additional parameters beyond the basic URL in the format
server:port/?parameters :

port (optional)—The virtual address of the host computer to which you want to connect.
parameters (optional)—a query string of parameter-value pairs in this format:

server:port/?Parameterl=value&Parameter2=value&Parameter3=value

For help with the URL syntax, click Telnet/SSH Servers on the left menu.

For each additional SSH session you want to establish, click “Click here if you want to open another
window with the Cisco Clientless SSL VPN page”, then click the SSH link again.
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Using the RDP Plug-in

To use the RDP plug-in, perform the following steps.

Step 1 Clear your Java Runtime (JRE) cache.
Step2  Open the clientless SSL VPN session.

Step3  Click on the RDP link and confirm that the plug-in starts, or manually enter the URL into the Address
field.

The basic URL can be rdp://terminal-server/?geometry=1024X800&FullScreen=true

~

Note  Help for this plug-in and all associated parameters displays on the right-pane after you open a
clientless SSL VPN session and click the Terminal Servers icon on the left menu.

The parameters available for the ActiveX client used by Microsoft Internet Explorer include:
e RedirectDrives—Set to true to map remote drives locally.
e RedirectPrinters—Set to true to map remote printers locally.
e FullScreen— Set to true to start in FullScreen mode.
e force_java—Set to yes to force the Java client.

An intermediate window opens, then a client popup window. Please don't close the intermediate window,
or return to the main page until your work is finished, otherwise the popup window closes.

Step4  Enter the user credentials if they are required, and ensure the plug-in connects to the terminal server.

The plug-in supports both Microsoft ActiveX control and Java modes. The security appliance first tries
to start the plug-in using ActiveX, used by Microsoft Internet Explorer. If ActiveX fails, Java, used by
Mozilla Firefox, starts the plug-in.
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Smart Tunnels

Note

The smart tunnel feature allows only winsock2 TCP applications to use the security appliance as a proxy
gateway to the private side of a network. Examples of applications that work through smart tunnels
include Telnet, Passive FTP, Outlook Express, Sametime, SSH, RDP, and VNC.

We recommend that you enable CSD cache-cleaner whenever you are using smart tunnels. The
cache-cleaner removes any sensitive content in the cache of the browser and logs out the user after the
user closes all browser windows.

Requirements for Smart Tunnels

Note

To use smart tunnels, you must have the following:
e A browser with either ActiveX or Java and JavaScript.
e 32-bit operating system only (you cannot use 32-bit applications on a 64-bit OS).

e Microsoft Windows XP, 2000, or Vista. For Vista, if you are starting smart tunnels from Internet
Explorer protected mode, the security appliance must be in the trusted zone.

e Ifyouneed a proxy to reach the security appliance, only basic authentication is supported. Also, the
remote end (the private side, not the security appliance) must be in the excluded list (or you must
configure the application to reach the remote end by its normal address rather than the proxy
address).

Smart tunnels do not support MAPI with Microsoft Exchange.

The smart tunnel feature intercepts all connections and redirects them to the security appliance, except
connections to the following:

e The security appliance (no point to redirect).

e The proxy (because the endpoint might not be able to reach the security appliance without going
through the proxy; the alternative would be to implement a proxy within the smart tunnel, which
bloats its size prohibitively).

e The local host.

Connections to proxies are not redirected. For a smart tunnel to intercept and redirect a connection to an
application, the application must call connect to the target address, not the proxy address. If an
application is connecting to a proxy, it is probably aware of the proxy settings, so it probably knows
about the Internet Explorer proxy exception list as well. Therefore, we recommend that you insert the
target addresses into the Internet Explorer proxy exception list.

Using Smart Tunnels for Web Applications

If an application does not render well through the clientless rewriter, you can modify a bookmark for the
application to enable the Smart Tunnels for that bookmark. This does not require additional CLI
commands. It is just a convenient way to open a bookmark within a new window, using the smart tunnel
feature to pass the traffic for that application, avoiding rewrite issues.
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Step 1 Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Portal > Bookmarks.
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Configuration changes saved successfully,

Configuration > Remote Access YPH > Clientless S5L VPH Access » Portal » Bookmarks [

Template

B2 Add Bookmark List

Bookmark: List Name: | Engineering

Mame

LRL

LIRL Yalue:

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Bookmark Title: | Engineering Services

https

v| i | service, example.com |

Advanced Options

=

Subtitle: | |
Thumbnail: | Mone -- w | Manage
URL Method : (#) Get () Post

Enable Favorite Cption: Gues ()Mo

Enable Smart Tunnel Option, @ b

Post Parameters

* add| W Edi| 1l

() Ma

ncel l [ Help
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Click Add to create a bookmark list, and name it Engineering or Sales.
Click Add to open the Add Bookmark Entry pane.
Configure the bookmark entry, then click Advanced Options.
Click Enable Smart Tunnel Option.
Click OK twice, then click Apply to save the changes to the running configuration.

Establish a clientless SSL session and click the smart tunnel-enabled bookmark.
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The application opens in a new browser window.

Configuring Smart Tunneling for Nonbrowser-based Applications

Configuring the smart tunnel feature to support an application requires that you know which processes
the application executes. For example, because RDP uses the process mstsc.exe, you must specify that
process name when creating a smart tunnel entry for RDP.

Note  Complicated applications can require multiple processes. Some processes have parent processes, which
an application also requires. Applications started from the Windows Command window, such as Telnet,
require Telnet access to the cmd.exe process. We recommend that you use a utility to identify the
processes of the application you want the Smart Tunnel feature to start before proceeding, if you choose
an application other than the one used in the example.

The following example configures the Smart Tunnel feature to support RDP.

Step1  Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Portal > Smart
Tunnels.
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Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

Click Add. The Add Smart Tunnel List window opens.

Enter a list name such as Engineering into the List Name text box and click Add. The Add Smart Tunnel
Entry window opens.

In the Application ID text box, enter RDP.
In the Process Name or Full Path text box, enter mstsc.exe.
Click OK to insert the entry into the list.

Add more entries for each additional process the application requires, using the same value for the
Application ID.

Click OK to insert the list, then click Apply to save it to the running configuration.
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Assigning a Smart Tunnel List to a Group Policy

If a group policy specifies a smart tunnel list and the security appliance assigns the policy to a clientless
session, the applications specified in the list become available to the session. Therefore, to complete the
configuration of the smart tunnel feature, you must assign a smart tunnel list to any group policies to be
applied to the users for whom you want to provide smart tunnel access, as follows:

Step1  Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Group Policies.
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Step2  Select the policy for which you want to provide smart tunnel access and click Edit. The Edit Internal
Group Policy window opens.

Step3  Click the Portal option in the left menu.
Stepd  Uncheck Inherit next to Smart Tunnel List.

Step5  Select the smart tunnel list you created earlier from the adjacent drop-down menu.
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Step6  Check Auto Start if you want to start smart tunnel access automatically upon user login, or leave it
unchecked to require the user to click Application Access > Start Smart Tunnels on the Cisco
Clientless SSL VPN page for the smart tunnel feature to work.

Step7  Click OK, then click Apply to save the changes to the running configuration.

Using Smart Tunnels

To use the smart tunnel feature if the Auto Start option is checked, establish a clientless SSL session,
then start the application from outside of the browser. For example, to initiate an RDP session through
the clientless SSL connection, start Remote Desktop Connection natively on the client PC.

To use the smart tunnel feature if the Auto Start option is unchecked, perform the following steps:

Step 1 Establish a clientless SSL session, as follows:

¢ Enter the fully-qualified domain name (FQDN) into the address field of the browser (e.g.,
http://fgdn), then enter login credentials associated with the group policy for which you assigned the
smart tunnel list.

¢ Enter the FQDN, followed by “Admins” (“Admins” is case-sensitive, e.g., http://fgdn/Admins), then
enter the administrator’s login credentials to receive an aggregation of the policies configured on the
security appliance.

Step2  Click Application Access.
Step3  Click Start Smart Tunnel.

il gg1 veN service

CISCO
! -
Home [
@ Address | ntps v Logout 4
@; Wb Applications
X ~
annlication Access Application Access Requirements
@ Browse Networks PR and Recommendations
E’& Application Access These applications are authorized to o
access Smart Tunnel: To access applications remotely, you
[ ) need the following prereguisites:
%’u SCHeC s BICFT * The corresponding links configured
on the Application Access page.
= MetaFrame Access [ Start Smart Tunhel * Remote servers configured for your
- use,
@ VNG Connections * The client applications installed
locally on your system.
[a TelnetiSSH Servers * Each client application properly

Stepd  Click Yes in response to the confirmation prompts.

The Start Smart Tunnel button changes to the text “Smart Tunnel has been started,” and a list shows the
eligible applications that can connect to the private side of the network.

Step5  Start the application from outside of the browser. For example, to initiate an RDP session through the
tunnel to the server, start Remote Desktop Connection natively on the client PC.
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Dynamic Access Policies (DAP)

Using DAPs for VPN Policies (no Cisco Secure Desktop)

In this section we configure and test basic Dynamic Access Policies (DAP). The security appliance
combines or aggregates DAP access attributes, for example, ACLs and URL lists, from multiple DAP
records and then applies them to user sessions.

In 8.0.x not all VPN authorization/enforcement attributes can be set in DAP, therefore the security
appliance enforces the complete VPN policy as the aggregation of the DAP record(s) and the
group-policy attributes.

The current VPN policy enforcement/authorization criteria is defined at
http://www.cisco.com/en/US/partner/docs/security/asa/asa80/configuration/quide/extsvr.html,

“Understanding Policy Enforcement of Permission and Attributes”section, as summarized below:

The security appliance applies attributes in the following order:

1.
2.
3.

Dynamic Access Policy attributes—Take precedence over all others.
User attributes—The AAA server returns these after successful user authentication or authorization.

Group policy attributes —These attributes come from the group policy associated with the user. You
identify the user group policy name in the local database by the vpn-group-policy attribute or from
a RADIUS/LDAP server by the value of the RADIUS CLASS attribute (25) in the OU=GroupName.
The group policy provides any attributes that are missing from the DAP or user attributes.

Connection profile (tunnel group) default-group-policy attributes —These attributes come from the
default group policy associated with the connection profile. This group policy provides any
attributes that are missing from the DAP, user or group policy.

System default attributes—System default attributes provide any values that are missing from the
DAP, user, group policy, or connection profile.

If the security appliance receives attributes from multiple sources, the attributes are aggregated and
applied to the user policy. If there are conflicts between attributes coming from the external AAA
server and from a group policy, those attributes obtained from the DAP always take precedence.

Advantages of Using DAP instead of Group Policies

DAP provides:

Flexible VPN policy selection criteria based on AAA or endpoint access attributes.
Tighter integration with Active Directory attributes (for example, memberOf).

Aggregation of multiple DAP policies.

Creating a DAP for Engineering

To create a DAP for Engineering users, perform the following steps:

Step1  Remove the bookmark list assignment from each group policy and URL list assignment from each DAP
that you previously configured.
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N

Note  You can configure local AAA service to run on this security appliance for testing.

Step2  Configure the Engineering connection profile for LDAP authentication and authorization, using the
Active Directory server configured earlier.

Step3  Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Dynamic Access
Policies.

Stepd  Click Add.

= Add Dynamic Access Policy

Policy Mame: | Engineering

Description: |

Selection Criteria
Define the AAA and endpaint attributes used ko select this access policy, & paolicy
below and every endpoint attribute has been satisfied. These attributes can be
specify the logical expression kext,

|User has AMY of the Following AfA Attributes values,,, |

a8 Attribute COperation/value '@.

E% Add AAA Attribute

AL Attribute Type: |LD.0.F‘ L |

Advanced Attribute ID: | memberof |

Value: = |

—Access Policy ALk
Configure acce

Ackion | pek

Ackion:

Specify the 1

'@. Zancel ][ Help ]

User Messag =

Step5  Enter Engineering next into the Policy Name text box.

The next steps show how to assign the users for whom this DAP applies to two Active Directory groups
(Employees and Engineering).

Step6  In the AAA section on the left side of the window, click Add, and set the following parameters:
e AAA Attribute Type—LDAP
e Attribute ID—memberOf
e Value (drop-down list) — =
e Value (text box)—Employees
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N

Note

These steps assume you are using remote authentication. If you are using local authentication (that is,

authentication configured on this security appliance), select Cisco next to AAA Attribute Type and enter
the values to match those in the security appliance configuration. Then go to Step 9.

Step7 Click OK.

Step8  Add another AAA attribute record to the DAP using the same values, except enter Engineering in the

Value text box.

B Add Dynamic Access Policy

Palicy Name: | Engineering

Descripkion: Prioriby: | 0
Selection Criteria

Define the AAA and endpaint attributes used ko select this access policy, A policy is used when a user's autharization attributes match the AA8 attribute criteria

below and every endpoint attribute has been satisfied. These attributes can be created using the kables below andfor by expanding the Advanced option to
specify the logical expression kext,

Iser has Al of the Following AdA Attributes walues,,,  »

and the Following endpoint atkribukes are satisfied,

Aad Atkribute Operationyalue Endpoint 1D MamejCperationyvalue
ldap. memberOF = Emplovees
Idap. mem

Logical Op,
Advanced ¥

Access Policy Attributes

Configure access policy attributes For this policy, Attributes values specified here will override those values obtained fram the 848 swstem.
Metwork ACL Filters | Web-Type ACL Filkers | Functions | Part Forwarding Lists | URL Lists || Access Method

Ackion: Cnntinue () Terminate

Specify the message that will be displaved when this recard is selected.

I Myelcome to the Engineering DAP policy!

User Message:

[ QK H Cancel ” Help ]

Step9  Use the following table to enter values into the Access Policy Attributes area of the window.

Table 2 Access Policy Attribute Settings for Engineering DAP Policy

Tab Attribute Value

Action Action Continue

Action User Message Welcome to the Engineering DAP policy!
Web-Type ACL Filters |Web-Type ACL Engineering (select, then click Add)

r ASA 8.x SSL VPN Deployment Guide
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Table 2 Access Policy Attribute Settings for Engineering DAP Policy

Tab Attribute Value

Functions Entry Disable

Lists Enable lists (check box) Check

Lists Enable lists drop-down list Engineering (select, then click Add)
Access Method Access Method AnyConnect Client

Step10  Click OK, then click Apply to save the changes to the running configuration.

Verifying the DAP for Engineering

To verify the DAP for Engineering, perform the following steps:

Step1  Establish the Clientless SSL VPN session to https://IP_FQDN/Engineering.
Step2  Verify the following:

e Only the links configured as bookmarks are present on the Cisco Clientless SSL VPN page for
Engineering.

e The Address Bar is not available to enter a URL. Only the links appear.

Welcome to the Engineering Portal

@

| || #8@Web Bookmarks
e Engineering-Portal
| o OWA-Email

| o Google

44 Terminal Servers

r)
- 4 MetaFrame Access

=

Creating a DAP for Sales

To create a DAP for Sales users, perform the following steps:
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Step1  Remove the bookmark list assignment from each group policy and URL list assignment from each DAP
that you previously configured.

Step2  Configure the Sales connection profile for LDAP authentication and authorization, using the Active
Directory server configured earlier.

A

Note  You can configure local AAA service to run on this security appliance for testing.

Step3  Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Dynamic Access
Policies.

Step4  Click Add.
Step5  Enter Sales into the Policy Name text box.

The next steps show how to assign the users for whom this DAP applies to two Active Directory groups
(Sales and Employees).

Step 6 In the AAA section on the left side of the window, click Add, and set the following parameters:
e AAA Attribute Type—LDAP
e Attribute ID—memberOf
e Value (drop-down list) — =
e Value (text box)—Sales

Note  These steps assume you are using remote authentication. If you are using local authentication
(that is, authentication configured on this security appliance), select Cisco next to AAA
Attribute Type and enter the values to match those in the security appliance configuration. Then
go to Step 9.

Step7  Click OK.

Step8  Add another AAA attribute record to the DAP using the same values, except enter Employees in the
Value text box.

Step9  Use the following table to enter values into the Access Policy Attributes area of the window.

Table 3 Access Policy Attribute Settings for Sales DAP Policy

Tab Attribute Value

Action Action Continue

Action User Message Welcome to the Sales DAP policy!
Web-Type ACL Filters |Web-Type ACL Sales (select, then click Add)
Functions File Browsing Disable

Lists Enable lists (check box) Check

Lists Enable lists drop-down list Sales (select, then click Add)
Access Method Access Method Web-Portal

Step10  Click OK, then click Apply to save the changes to the running configuration.
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Verifying the DAP for Sales

To verify the DAP for Sales users, perform the following steps:

Step 1 Establish the Clientless SSL VPN session to https://IP_FQDN/Sales.
Step2  Verify the following in the Sales portal that opens.
e The Address bar lets you enter a URL.

e Attempting to browse to a file share (i.e., CIFS://<file-share>) fails (because file-browsing is
disabled for this policy).

e Attempting to browse to Engineering fails (because the Web-type ACL denies access).

Welcome to the Sales Portal

(i) Address | hitp:/i v

| #$@Web Bookmarks
Sales Portal

OWA Email
| e . Sharepoint
%—J AnyConnect o Citrix

: MetaFrame Access

4.4 Terminal Servers
-

H Telnet’'SSH Servers

Creating a DAP for Administrators: An Example of Multiple DAP Aggregation

This section shows how to configure a DAP for a user who belongs to the Administrators, Engineering,
Sales, and Employees Active Directory groups. The resulting DAP is an aggregation of the
Administrators, Engineering, and Sales DAP polices, including the lists, ACLs, and other attributes.

To create a DAP for administrators, perform the following steps:

Step1  Remove the bookmark list assignment from each group policy and URL list assignment from each DAP
that you previously configured.
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Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Configure an Administrators connection profile for LDAP authentication and authorization, using the
Active Directory server configured earlier.

S

Note  You can configure local AAA service to run on this security appliance for testing.

Choose Configuration > Remote Access VPN > Clientless SSL VPN Access > Dynamic Access
Policies.

Click Add.
Enter Administrators into the Policy Name text box.

The next steps show how to assign the users for whom this DAP applies to three Active Directory groups
(Administrators, Sales and Employees).

Add a AAA attribute record consisting of AAA Attribute Type LDAP and Attribute ID memberOf with
the Value Administrators, another for Engineering, another for Sales, and the last for Employees.

S,
Note  This step assumes you are using remote authentication. If you are using local authentication (that

is, authentication configured on this security appliance), select Cisco next to AAA Attribute
Type and enter the values to match those in the security appliance configuration instead.

Click OK, then click Apply to save the changes to the running configuration.

Verifying the Multiple DAP Aggregation

Step 1

Step 2

To verify the DAP for administrators, perform the following steps:

Establish the Clientless SSL VPN session to https://IP_FQDN/Admins.
The Administrators portal opens.

Verify that the lists are an aggregation of the Engineering, Sales, and Administrators DAPs.
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Welcome to the Administrators Portal

e

| #5@Web Bookmarks
e Sales Poral
- | | o OWAEmail
44 Terminal Servers e Sharepoint
| | e Citrix
L { | » Admins-Portal
H Telnet'SSH Servers e Google

@ Application Access e Engineering Portal

= MetaFrame Access

Integrating Cisco Secure Desktop with DAPs

This section provides information on how to use Cisco Secure Desktop with DAPs.

Installing and Enabling Cisco Secure Desktop

Cisco Secure Desktop Release 3.2.1 requires ASA Release 8.0(3). You do not need to restart the security
appliance after you install or upgrade Cisco Secure Desktop. However, you must exit and restart your
ASDM connection to access Secure Desktop Manager.

To install and enable Cisco Secure Desktop, perform the following steps.

Note  Be sure to install the Advanced Endpoint Assessment license.

Step1  Use a browser to download the securedesktop.pkg from the following URL to “My Documents” on your
PC:

http://www.cisco.com/cgi-bin/tablebuild.pl/securedesktop.

Step2  Establish an ASDM session with the security appliance.
Step3  Choose Configuration > Remote Access VPN > Secure Desktop Manager > Setup.
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Step 4

Step 5
Step 6
Step 7
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Step 9
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Step 11
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Step 13
Step 14
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Remote Access ... O B X Configuration > Remote Access YPH > Secure Desktop Manager > Setup [
&0} Network (Client) Access #

Clientless 5L VPR Acce .
£ 4 Sehp Update Cisco Secure Desktop,

Secure Desktop Image

[

B Secure Deskiop Manage Location: redeskiop-asa-3.2.1.126-k3.plg | [ Browse Flash. ..
%
%3 Prelogin Policy []Enable Secure Deskiop

it Default
T Host Scan

Certificate ManagernerfE=MUNTNETIN | e
<

—
Uninstall

TSI - TR S MR T,

Upload a file Fram local computer ta Flash File swstem on the device. The upload process might take a
Fews minutes, Flease wait For the operation to Finish,

Local File Path: | CiiDocuments and Settingsisterusse\Deskiopis |

Flash File System Path: | disk: fsecuredeskbop_asa-3.3.0,115-k9.phkg |

@[ G ][ rep )

Canifi... docs 15 [ 4/3/08 5:16:03 PM EDT

Browse Flash, ..

Click Upload to prepare to transfer a copy of the Cisco Secure Desktop software from your local PC to
the security appliance.

Click Browse Local Files to select the file on your local PC.
Choose the securedesktop.pkg you downloaded in and click Select.

Click Browse Flash and enter the name of the securedesktop.pkg file you are uploading in the File Name
field, then click OK.

Click Upload File.

Click OK.

The Use Uploaded Image dialog box displays the following message:
Use disk0:/securedesktop.pkg as your new current image?

Click OK.

Check Enable Secure Desktop.

Click Apply.

An ASDM Restart Confirmation window displays the following message:

The Secure Desktop image is successfully updated. The new features can be accessed after ASDM is
restarted.

Choose File > Save Running Configuration to Flash.

Close the ASDM session and restart before continuing.
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Cisco Secure Desktop Prelogin Policy Checks

The prelogin policy feature lets you specify checks to be performed between the time the user establishes
a connection with the security appliance and the time the user enters the login credentials. These checks
determine whether to assign a prelogin policy or whether to display a Login Denied message for the
remote user. The settings of the matched prelogin policy determine whether Secure Desktop,

Cache Cleaner or only Host Scan loads. The application of a prelogin policy to a dynamic access policy
(DAP) determines the access rights and restrictions placed on the connection.

When a remote PC attempts to establish a remote VPN connection, Cisco Secure Desktop automatically
checks for the conditions you configure, and assigns the attribute settings of the prelogin policy
associated with the result of the checks to the connection, or issues a login denied message.

The following checks are available:
e Checking for a Registry Key
e Checking for a File
¢ Checking for a Certificate
e Checking for the OS Version
¢ Checking for an IP Address

The following example initiates a check based upon the existence of a file. The outcome of the prelogin
check determines if the connection loads Secure Vault (non-corporate asset) or runs only Host Scan
(corporate asset).

~

Note In the C:\ directory of the PC, create a file, test.txt.

Step 1 To view the prelogin assessments present in the configuration, choose Secure Desktop Manager >

Prelogin Policy.
= = TLELTLY
; ] ] o . &5
@ Home Q}ié} Zonfiguration @ IMonitoring | : ]J Save @ Refresh | 0 Back. e d | a‘) Help | l CISCO
Remote Access ... 0 & ¥ Configuration > Remote Access YPH = Secure Desktop Manager = Prelogin Policy O
# &b} Metwork (Client) Access Prelogin Policy
+ E Clientless 550 WP Access
= p,,q_,::, setup Use the decision tree below to create prelogin policies, Click the + symbol to check for a specific registry ke,
E&f AAA Server Groups file, certificate, OS5 wersion, or IP address. Click an end node to rename a prelogin policy, change it ko a
&‘ LDAP Aktribuke Map subsequence, or change it ko "Login Denied.”

Local Users
= & Secure Deskiop Manager
C%i} Setup

P e lPrelogin Policy
= {f Default ﬁ
g Host Scan
e Certificate Management
+ Language Localization
2.8 |nad Balancing
fﬁ' DHCP Server

Select the type of check that vou would like o insert

A DN =
+ Advanced Check:  |File Check w
| N

ek

e Check
(05 Check:
TP Address Check

,_.3_ Device Setup
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Rename the Default location to “corporate” by clicking on the Default icon and entering corporate in

Step2  Click the “+” icon.
Step3  In the Check drop down menu select File Check and click Add.
[Stat »————— —{File Checke ===
e < Login Deed |
File Path;
(#) Exists () Daes Mot Exists
[ version
[ checksum {in hex)
= 9
FW] [ Delete ] [ Cancel ]
b
Step4  In the File Path field enter C:\test.txt and click Update.
Step 5
the Label text box. This prelogin policy is to identify corporate assets.
[stat >——— —{File Check? |
() Login Denied () Pgle¥ () Subsequence
Label; | corporate
” X
(>=2)
Step6  Click Update.
Step7  Click Login denied to open a dialog box for that end node.
Step8  Click Policy and enter non-corporate in the Label text box.
Step9  Click Update.

[start >—————  —{File Check?

Success

Failure

carparate
naon-carparate

In the left menu under Prelogin Policy, click the corporate icon.

r ASA 8.x SSL VPN Deployment Guide
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File  Views Tools  ‘Wizards  Window  Help Look, For:
= = = = = = — il l Il l I
4}] Hame | &%, Configuration| [ 7] Monitorin Save Refresh Back ) . ) Hel
] 3 Config 0| lg > 7 Help CISCO
Remote Access VPN o B o= Configuration » Remote Access YPH » Secure Desktop Manager » corporate |
+ &0 Netwark {Client) Access Privacy Protection
+ Clientless 55L VPN Access
+ A88 Setup These options proteck the remote computer from access to session data after session kermination, IF you
- Secure Deskkop Manager check Secure Deskiop and it cannot install on the remote device buk Cache Cleaner can, Cache Cleaner
{'-}qo:} Setup inskalls instead, Be sure to inspect both the Cache Cleaner and Secure Deskbop settings in the
) ) subordinate windows if you check Secure Deskkop,
#H Prelogin Policy
= ':'F”:""E‘te Uncheck both Secure Desktop and Cache Cleaner if the computer is safe from unauthorized access,
Kewstroke Logger & Safety Checks
(&5 Cache Cleaner Install to wipe session data: [] secure Deskiap ar @ache Cleaner
[£3 secure Desktop General
EJ} Secure Deskiop Settings
(4 Secure Deskkop Browser
1 @r non-corporate
f& Host Scan

Step10  Uncheck Cache Cleaner and confirm that Secure Desktop is also unchecked. Doing so runs only Host
Scan on corporate assets.

Step11  Click the non-corporate icon and check Secure Desktop to run Secure Desktop on non-corporate
assets.

Step12 Click Apply All.

Step13  Create a test.txt file on the C:\ drive on a PC and test the prelogin policy for corporate computers.
Only Host Scan runs on the PC when you connect.

Step14  Delete the test.txt file, then try again, this time to test the prelogin policy for non-corporate computers.

Secure Desktop runs on the PC when you connect.

Configuring DAPs for AnyConnect and Clientless SSL VPN Access

You can configure one DAP to support AnyConnect access for corporate computers, and another DAP
to support only clientless SSL. VPN access for non-corporate computers.

This section assumes you have already used Cisco Secure Desktop to create different prelogin policies
for corporate and non-corporate computers, as described in the previous section. To configure the DAPs
for corporate and non-corporate computers, perform the following steps:

Note  Install AnyConnect before beginning these instructions.
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Step 1 Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Dynamic Access
Policies.

Cisco ASDM 6.0 for ASA - 10.86.194.224

File Wiew Tools ‘Wizards Window Help Loak Far: Cind
_ N
@ Home (D Configuration| | =] Manitoring | B Save G Refresh | 9 Back | ) Foryward | @ Help | I CISCO

]

Remote Access VPH o B X
Nétwork {Client) Access Configure Dynamic Access Policies
Clientless S5L WPM Access
For IPsec, 551 WPM Client, Clientless 551 WPN, and Cut-Through-Proxy sessions, vou can configure dynamic access policies that define
which network resources a user is authorized ko access, Policies in the kable below are sorted automatically based on the priority assigned
ko therm,

Metwork, ACL List Web-Type ACL List

AdA Setup
Secure Deskbop
[E2) Certificate Mana [ I HEE Puhcy

Language Locali
S5 Load Balancing Palicy Mamne: corporate)

i§‘ DHCP Server
=] Descripkion: | Priority: Cl

ﬁ DNS

) Advanced ~Selection Criteria
Define the &84 and endpaint attributes used to select this access policy. & policy is used when a user's autharization attributes match the AAd attribute criteria
belaw and every endpaint attribute has been satisfied, These attributes can be created using the tables below andfor by expanding the Advanced option ta

specify the logical expression text,

|User has &MY of the Following Add Attributes values.., |+ | and the Following endpaint attributes are satisfied.
A Attribuke Operation/Yalue add Endpoint ID Mame/Operation)talue
é Device Setup Edit
= &= Add Endpoint Attribute
_3‘_?5 Firewall Delste
o
Remote Access ¥ 4 Endpaint Attribute Type:
C2m Site-to-Site VPN advanced
Location: |c0rp0rate W

:2 Device Manageme ~#ccess Policy Attributes

Configure access policy attributes For this paolicy, Attributes values specified here will of

[ Action | Metwork ACL Filters | Web-Type ACL Filters | Functions || Port Forwarding Li

Ackian; () Continue () Terminate

Specify the message that will be displaved when this record is selected.

User Message: '@. Cancel H Help ]

L Ok ][ Cancel H Help

Step2  Click Add.

Step3  Enter corporate next into the Policy Name text box.

Step4  In the endpoint attributes section on the right side of the window, click Add.
Step5 In the drop down menu for Endpoint Attribute Type, select Policy.

Step6  Be sure the Location is equal to the corporate location previously created in Cisco Secure Desktop.

Step7  Click OK.
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Step8 In the Access Methods tab of the Access Policy Attributes section in the Edit Dynamic Access Policy
pane, click AnyConnect Client.

B Add Dynamic Access Policy

Policy Mame: | corporate

Description: | | Priarity: I:l

Selection Criteria

Define the Ad and endpoint attribubes used bo select this access policy, A policy is used when a user's authorization atbribubes match the Aa8 attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables belov andfor by expanding the Advanced option to
specify the logical expression bext,

|User has ANY of the Following AAA Attributes values.,.,  » | and the Following endpaint attributes are satisfied.

a88 Attribuke Cperation)alue add Endpoink 1T Marne/CperationsYalue add

Advanced ¥

location = corporate

Access Palicy Attribukes
Configure access policy attribubes For this policy, Atkributes values specified here will override those values obtained from the AA8 system,

Action | Metwork &CL Filkers | Web-Type ACL Filkers | Functions | Port Forwarding Lists | URL Lists | Access Method |

Access Method: () Unchanged

) Web-Portal
() Both-default-Web-Portal

() Both-default-AnyConnect Client

a4 H Cancel ][ Help

Step9  Click OK.

Step10 Repeat these steps to create another DAP for non-corporate computers.

N

Note  Set the Location attribute in the Add Endpoint Attribute window to non-corporate.

Step11  Set the Access Method to Web-Portal.
Step12 Click OK, then click Apply to save the changes to the running configuration.

Step13  Create a test.txt file on the C:\ drive on a PC and test the DAP for corporate computers. Start AnyConnect
or establish a clientless SSL. VPN session, click the AnyConnect menu option, then click Start
AnyConnect.

Step14  Delete the test.txt file, then try again, this time to test the DAP for non-corporate computers.

ASA 8.x SSL VPN Deployment Guide
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Even though the connection profile is set to allow all VPN tunneling protocols (AnyConnect and
clientless SSL), DAP values prevail. Non-corporate assets have only clientless access while Corporate
assets have AnyConnect (full tunneling) access.

Remediation via Advanced Endpoint Assessment

Advanced Endpoint Assessment attempts automatic remediation of specific antivirus, antispyware, and
firewall applications, based on selection criteria. The remediation process supported by Advanced
Endpoint Assessment is independent and in addition to the basic host scan and endpoint assessment
Cisco Secure Desktop performs. Therefore, use DAPs to ensure posture enforcement in case a
remediation fails or a user cancels the remediation.

Advanced Endpoint Assessment provides the following features for antivirus, antispyware, and
firewalls:

e Turns on active scans if that function is not enabled.
e Verifies the active scan function is running, and if it is not, turns it on.

e Forces the antivirus, antispyware, and firewall applications to auto update the .dat file if it has not
been updated in the time period you specify.

e Pushes firewall rules.

To configure automatic remediation for antivirus, antispyware and firewall software programs,
remediation, perform the following steps.

Step 1 Choose Cisco Desktop Manager > Host Scan and check Advanced Endpoint Assessment.

Hiost Scan Exfensions

=
( [ Advanced Endpoink éssessment ver 2.5.0.1

[ Endpoint &ssessment ver Z.5.0.1

Step2 Check Advanced Endpoint Assessment.

~

Note = The Configure button activates only if the configuration includes a key for an Advanced
Endpoint Assessment license. To enter a key after acquiring it from Cisco, choose Device
Management > System Image/Configuration > Activation Key, enter the key in the New
Activation Key field, and click Update Activation Key.

When you check Advanced Endpoint Assessment, Secure Desktop Manager inserts a check mark next
to both options.

Step3  Click Configure.

ASA 8.x SSL VPN Deployment Guide
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B8 Advanced Endpoint Assessment

Windaws | Mac 05 || Linux

Ankitirus

Wendor Product

Personal Firewall

Wendor Product
Microsoft Corp, Micrasaft Windows Firewall <P SP2 FM.
N

Firewall Actio@

e
AnLispyware
Wendor Product

[ ]

()
—

Step4  In the Personal Firewall section, click Add and select Microsoft Windows Firewall XP SP2.
Step5  In the Firewall Action drop-down drop-down list, select Force Enable.

Step6  Click OK, then click Apply to save the changes to the running configuration.

Step7  On the PC you are using for testing, disable the Microsoft Firewall.

The Windows XP Firewall is disabled by default. To check or change its status, choose Start > Control
Panel > Network Connections > Local Area Connection, click Properties, click the Advanced tab,
and click Settings in the Windows Firewall area.
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Step 8

Establish a VPN connection with the security appliance.

Cisco Secure Desktop automatically enables the Microsoft Firewall, despite the fact that it was disabled.

Using a DAP to Enforce Access Based on Attributes Returned from Host Scan

Step 1

This section shows how to use Host Scan to scan both Windows and Mac computers for a file named
asset.txt, and how to configure a DAP to grant access to the corporate network for computers that satisfy
this criterion.

To configure the Host Scan check and create the associated DAP, perform the following steps.

Choose Configuration > Remote Access VPN > Secure Desktop Manager > Host Scan.

Host Scan

Basic Host Scan

Create entries to be scanned on the endpaint system. The scanned information will
then be stored in the endpoint attribute, Access policies using the endpaint information

can be configured under Dynamic Access Palicies

Configuration > Remote Access YPH > Secure Desktop Manager > Host Scan O

Type

Step 2

Step 3

bin] Info

Registry Scan...

% File Scan...

Process Scan...
|

B Add File Scan

Endpaint 1D ek, bk - Windows
File Path: cihassek. txt
[ ( oK ] ] [ Cancel ]
v

The next steps describe how to configure different checks for Windows and Macs. The path structure is
different, so you must create two unique entries.

Click Add and select File Scan from the drop-down list, then enter the following values to specify the
path of the asset.txt file on computers running Microsoft Windows:

¢ Endpoint ID—Enter asset.txt - Windows.
¢ File Path—Enter c:\asset.txt
The value of the Endpoint ID attribute serves only as a unique index to the Basic Host Scan entry.

Click OK.

ASA 8.x SSL VPN Deployment Guide
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Click Add and select File Scan again, then enter the following values to specify the path of the asset.txt

I
asset, bxt Windows

Info
C:hasset, bt

assel.bxt - Macs

IUsers/asset, bk

Step 4
file on Macs:
e Endpoint ID—Enter asset.txt -
¢ File Path—Enter /Users/asset.txt
Step5  Click OK.
Basic Hoskt Scan
Tvpe
Fil=
Fil=
Step 6
Step 7

Policies and click Add.

Click Apply All to save the changes to the running configuration.
Choose Configuration > Remote Access VPN > Clientless SSL. VPN Access > Dynamic Access

&= Add Dynamic Access Policy

Puolicy Name:ll Corporatefsset

Description: | Grant access ko Windows and Macs that have the asset.bxt file

~Selection Criteria

specify the logical expression kext,

|User has AMY of the Following AfA Attributes values,,, |

Define the AAA and endpaint attributes used ko select this access policy. A policy is used when a user's autharization attributes match the A8 attribute criteria
below and every endpaoint attribute has been satisfied. These attributes can be created using the kables below andfor by expanding the Advanced option to

and the Follmwing endpoint

attributes are satisfied,

Advanced

Aa8 Atkribute Operationyalue Add Endpoint 1D Mamejperationyvalue
Edit
B= Add Endpoint Attribute
Delete

—Access Policy Attributes

Configure access palicy attributes For this policy, Attributes values specified

.
Endpoint Atkribuke Type

Endpaint 10

| Action | Wetwork ACL Filers | Web-Type ACL Filkers || Functions | Port Fol

Action: (%) Continue () Terminate

Specify the message that will be displaved when this recard is selected.

[ Last Update: |=

[ hecksum:

() Exists () Does nat exist ||
Iasset.txt Windows I - | |
Cihasset, bt

|| |days
|= | | 0=

User Message:

Compute CRC3Z Checksum, ..

Help

OF

I

Zancel

J{

Help

Step 8

Enter a string into the Policy Name text box to serve as an index to this DAP.
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N

Note ASDM does not accept the DAP if the policy name contains a space.

Step9  Click Add on the right side of the window.

Step10  In the Endpoint attribute pane, select File next to Endpoint Attribute Type.

Step11  Select asset.txt Windows next to Endpoint ID.

Step12 Click OK.

Step13  Add another endpoint attribute of type File, but this time select asset.txt - Macs next to Endpoint ID.
ASDM displays the Windows and Macs entries in the endpoint attributes table.

and the Following endpaint attributes are satisfied.

Endpoint IC Marme/Operation/alue

file, asset. bxt Windows exists = krue

exists = true

£ > & Operator, For Endpoint Categony El

Among endpoints of the same tvpe, you can
specify whether the logical operatar is a Match
Ary (OR) or Match All (aMND), To specify the
logical operation For an endpaint cakegary, you
must configure more than one instance of that
tvpe,

Anti-Spyware:
Anki-Wirus:
Application:
et File:

Device:

{ () Match all

MAC:

[0H

Puolicy:

Personal Firewall:
Process:

Regiskry:

Mote: The security appliance performs a logical
AN operation on all configured endpoint
categaries.

Step14 Click Logical Op.

Step15 Check Match Any next to File to indicate that either endpoint attribute satisfies the criterion for
assigning the DAP.

Step16 Click OK.
Step17 In the Access Policy Attributes area, set the Action of the new DAP to Continue.
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Configure access policy attributes For this policy, Attributes values specified here will override those values obtained fram the 848 swstem.

Action | Nebwark &

Ackion:

WPM access request accepted|

User Message:

btinue () Terminate

Filters | Web-Tvpe ACL Filkers || Functions || Part Forwarding Lists | URL Lists | Access Method

Specify the message that will be displaved when this recard is selected.

Step 18

Step 19
Step 20
Step 21

Step 1

Step 2

Step 3

Step 4

il
'. [ Cancel l [ Help
—

(Optional)—Enter a message to display to users for whom this DAP applies into the User Message text
box.

Click OK.
Be sure that the Action for the Default DAP policy is set to Terminate.

Click Apply to save the changes to the running configuration.

To test the file scan and DAP configuration, perform the following steps:

Add a c:\asset.txt file to a PC running Microsoft Windows and establish a VPN connection.
The security appliance grants access.

Disconnect. Remove the c:\asset.txt file and try again.

The security appliance denies access.

Add a /Users/asset.txt file to a Mac and establish a VPN connection.

The security appliance grants access.

Disconnect. Remove the /Users/asset.txt file and try again.

The security appliance denies access.
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Advanced DAP Settings

The Advanced section of the Add or Edit Dynamic Access Policy window supports logical expressions
for AAA or endpoint attributes. These expressions are based on the Lua programming language. For
more information about the expression syntax, contact Cisco Engineering or TAC. You can also learn

more about Lua at www.lua.org.

Edit Dynamic Access Policy

Palicy Mame: rmulti_chkandMsg
Description: Priority: |0
Selection Criteria

Define the Afd and endpoint attributes used to select this access policy, & policy is used when a user's authorization attributes match the a4 attribute criteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below andfor by expanding the Advanced option ko specify
the logical expression text.

User has ALL of the Following A&A Attributes values, .. w and the Following endpoint attributes are satisfied.

AaA Attribute Cperationyalue

Endpaint 1D Mame/Operation|yalus

|dap. memberOf = Engineeting = Defaulk

Advanced

@aNp (OoR
Logical Expressions:

[(EYA&Llendpoint av MortonAY exists "EQ" "true" "string™) and Check AndMzgEY AL(endpoint v Martond lestupdste "GT" "10000" "integer"),
"To remediste =a href="hitp: faaew symantec .com®> Click this link <f=", nil)) or Guide

(EvAL(endpaint. v MoAfesdl exists "EQ" "rue" "string") and CheckandiagiEY AL endpoirt.av Molfeed lastupdate "GT" "1 0000" "irteger),
"To remediate =a href="Htp hasoeee moafee com's Click this link =/f==", nil)1)

access Policy Attributes

Configure access policy attributes For this policy. Attributes values specified here will override those values obtained from the AA# system,

Ackion | Metwork ACL Filters | Web-Type ACL Filters || Functions | Port Farwarding Lists | URL Lists | Access Method

Action:

User Message:

Specify the message that will be displayed when this record is selected,

() Continue (33 Terminate

[ (a4 H Cancel H Help ]

In the Advanced text box you enter free-form Lua text that represents AAA and/or endpoint selection
logical operations. ASDM does not validate text that you enter here; it just copies this text to the DAP
file, and the security appliance processes it, discarding any expressions it cannot parse.

This option is useful for adding selection criteria other than what is possible in the AAA and endpoint
attribute areas. For example, while you can configure the ASA to use AAA attributes that satisfy any,
all, or none of the specified criteria, endpoint attributes are cumulative; all must be satisfied. To let the
security appliance use one endpoint attribute or another, you need to create appropriate logical
expressions in Lua and enter them here.
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In the screen above, the Logical Expressions field contains an expression that checks for the presence of
antivirus software (Norton & McAfee), and if the definitions are greater than 1.5 days (10,000 sec), the
session is terminates with a message and link for remediation.

AnyConnect VPN Client

The Cisco AnyConnect VPN client is an SSL VPN client that connects a remote user’s PC and provides
a secure connection to a security appliance running version 8.0 or higher and ASDM 6.0 or higher. It
does not connect with a PIX device nor with a VPN 3000 Series Concentrator. The AnyConnect client
supports Windows Vista, Windows XP, and Windows 2000; Mac OSX (Version 10.4 or later) on either
Intel or PowerPC platforms; and Red Hat Linux (Version 9 or later). See the Release Notes for the
AnyConnect client for the full set of platform requirements and supported versions.

Installing and Configuring the AnyConnect Client

The AnyConnect client software is supported by ASA Release 8.0(1) and later and ASDM Release 6.0
and later.

You can configure the security appliance to download and install the client to remote PCs through Web
deployment. Alternatively, you can install the client using corporate IT software deployment systems,
such as Altiris, or you can manually install the client on individual PCs. This section provides
instructions for Web deployment. For more information on IT deployment or manual installation, see the
AnyConnect SSL VPN Client Administrators Guide.

How Web Deployment Works

Without a previously-installed client, remote users enter into their browser the IP address or DNS name
of an interface configured to accept clientless SSL VPN connections. Unless the security appliance is
configured to redirect http:// requests to https://, users must enter the URL in the form https://<address>.

After the user enters the URL, the browser connects to that interface and displays the login screen. If the
user satisfies the login and authentication, and the security appliance identifies the user as requiring the
client, it loads the client that matches the operating system of the remote computer. After loading, the
client installs and configures itself, establishes a secure SSL connection and either remains or uninstalls
itself (depending on the security appliance configuration) when the connection terminates.

In the case of a previously-installed client, when the user authenticates, the security appliance examines
the revision of the client, and upgrades the client as necessary.

When the client negotiates an SSL VPN connection with the security appliance, it connects using

Transport Layer Security (TLS). The client can also negotiate a simultaneous Datagram Transport Layer
Security (DTLS) connection. DTLS avoids latency and bandwidth problems associated with some SSL
connections and improves the performance of real-time applications that are sensitive to packet delays.

Before You Install the AnyConnect Client

The following sections contain recommendations to ensure successful AnyConnect client installation:
e Ensuring Automatic Installation of AnyConnect Clients, page 78

e Adding a Security Appliance to the List of Trusted Sites (IE), page 78
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Ensuring Automatic Installation of AnyConnect Clients

Step 1

Step 2

The following recommendations and caveats apply to the automatic installation of AnyConnect client
software on client PCs:

¢ To minimize user prompts during AnyConnect client setup, make sure certificate data on client PCs
and on the security appliance match:

— If you are using a Certificate Authority (CA) for certificates on the security appliance, choose
one that is already configured as a trusted CA on client machines.

— Ifyouare using a self-signed certificate on the security appliance, be sure to install it as a trusted
root certificate on clients.

The procedure varies by browser. See the procedures that follow this section.

- Make sure the Common Name (CN) in security appliance certificates matches the name clients
use to connect to it. By default, the security appliance certificate CN field is its IP address. If
clients use a DNS name, change the CN field on the security appliance certificate to that name.

e The Cisco Security Agent (CSA) might display warnings during the AnyConnect client installation.

Current shipping versions of CSA do not have a built-in rule that is compatible with the AnyConnect
client. You can create the following rule using CSA version 5.0 or later by following these steps:

In Rule Module: “Cisco Secure Tunneling Client Module”, add a FACL:

Priority Allow, no Log, Description: “Cisco Secure Tunneling Browsers, read/write
vpnweb.ocx”

Applications in the following class: “Cisco Secure Tunneling Client - Controlled Web
Browsers”

Attempt: Read file, Write File

On any of these files: @ SYSTEM\vpnweb.ocx

Application Class: “Cisco Secure Tunneling Client - Installation Applications” add the following
process names:

**\vpndownloader.exe
@program_files\**\Cisco\Cisco AnyConnect VPN Client\vpndownloader.exe

This rule will be built into a future version of CSA.

We recommend that Microsoft Internet Explorer (MSIE) users add the security appliance to the list of
trusted sites, or install Java. Doing so enables the ActiveX control to install with minimal interaction
from the user. This is particularly important for users of Windows XP SP2 with enhanced security.
Windows Vista users must add the security appliance to the list of trusted sites in order to use the
dynamic deployment feature. For information about adding a security appliance to the list of trusted
sites, see the Cisco AnyConnect VPN Client Administrator Guide. For information about how to use
Microsoft Active Directory to add the security appliance to the list of trusted sites for Internet Explorer,
see Appendix B of Cisco AnyConnect VPN Client Administrator Guide.

Adding a Security Appliance to the List of Trusted Sites (IE)

To add a security appliance to the list of trusted sites, use Microsoft Internet Explorer and do the
following steps.
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Note
Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

AnyConnect VPN Client

This is required on Windows Vista to use WebLaunch.

Go to Tools | Internet Options | Trusted Sites.
The Internet Options window opens.

Click the Security tab.

Click the Trusted Sites icon.

Click Sites.

The Trusted Sites window opens.

Type the host name or IP address of the security appliance. Use a wildcard such as
https://*.yourcompany.com to allow all ASA 5500s within the yourcompany.com domain to be used to
support multiple sites.

Click Add.
Click OK.
The Trusted Sites window closes.

Click OK in the Internet Options window.

Installing Start Before Logon Components (Windows Only)

The Start Before Logon components must be installed after the core client has been installed.
Additionally, the AnyConnect 2.2 Start Before Logon components require that version 2.2, or later, of
the core AnyConnect client software be installed. If you are pre-deploying the AnyConnect client and
the Start Before Logon components using the MSI files (for example, you are at a big company that has
its own software deployment—Altiris or Active Directory or SMS.) then you must get the order right.
The order of the installation is handled automatically when the administrator loads AnyConnect if it is
web deployed and/or web updated.

Both the AnyConnect client and the Start Before Login components must be installed the same way,
either both manually or both via WebLaunch. Therefore:

e If you pre-deploy AnyConnect, you must also pre-deploy the Start Before Logon components.

e If you web-update AnyConnect, you must web-update the Start Before Logon components.

¢ If you web-deploy AnyConnect, you must web-deploy the Start Before Logon components.

¢ You cannot pre-deploy AnyConnect, and then web-deploy the Start Before Logon components.
If you manually uninstall GINA or PLAP, you must manually reinstall it.

You can, for example, pre-deploy both of them... put a new version of both on the head end and
web-update them both. The two are joined together in whatever action you perform.

For example, a customer sends out laptops with the software pre-installed. Six months later, Cisco ships
a new version of the software and the network administrators want all their users to get the latest version.
To do this, the network administrators can put the new software on the security appliance, and all users
get the web update.
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They could not pre-image with just core AnyConnect software and then decide to update via the security
appliance both the client and the Start Before Logon software components, since they never pre-installed
the Start Before Logon software to begin with.

Installing the AnyConnect Client and Configuring the Security Appliance

Installing the client on the security appliance consists of copying a client image to the security appliance
and identifying the file to the security appliance as a client image. With multiple clients, you must also
assign the order in which the security appliance loads the clients to the remote PC.

Note  All of the AnyConnect clients are located in the same place:
http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect

Perform the following steps to install the client on the security appliance:

Step1  Load the AnyConnect client images to the security appliance. In ASDM, navigate to
Configuration > Remote Access VPN > Network (Client) Access > Advanced > SSL VPN > Client
Settings. The SSL VPN Client Settings panel displays, as shown in the following figure.
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AnyConnect VPN Client

Remote Access WPH O 1 X Configuration > Remote Access VPH > Hetwork (Client) Access > Advanced > SSL WPH > Client Settings [
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Note

Step 2

Step 3

This panel lists any AnyConnect client files that have been identified as AnyConnect client images. The
order in which they appear in the table reflects the order in which they download to the remote computer.
To add an AnyConnect client image, Click Add in the SSL VPN Client Images area. The Add SSL VPN
Client Image dialog appears.

If you already have an image located in the flash memory of the security appliance, you can enter the
name of the image in the Flash SVC Image field, and click OK. The SSL VPN Client Settings panel now
shows the AnyConnect client images you identified.

The security appliance downloads portions of each client in the order you specify until it matches the
operating system of the remote PC. Therefore, assign the topmost position to the image used by the most
commonly-encountered operating system.

Click on an image name, and use the Move Up or Move Down button to change the position of the image
within the list. This establishes the order in which the security appliance loads them to the remote
computer. The security appliance loads the AnyConnect client image at the top of the list of images first.
Therefore, you should move the image used by the most commonly-encountered operating system to the
top of the list.

Configure a method of address assignment. You can use DHCP, and/or user-assigned addressing. You
can also create a local IP address pool and assign the pool to a tunnel group.
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To create an IP address pool, choose Network (Client) Access > Address Management > Address
Pools. Click Add. The Add IP Pool dialog appears:
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Mame:
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docs

15

E R 4/9/08 4:07:33 PM EDT

Step 4

Enter the name of the new IP address pool. Enter the starting and ending IP addresses, and enter the

subnet mask and click OK.

Enable the security appliance to download the AnyConnect client to remote users and assign the IP
address pool. Go to Network (Client) Access > Connection Profiles:

r ASA 8.x SSL VPN Deployment Guide
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AnyConnect VPN Client

Select the Engineering group policy and click Edit. The Edit Internal Group Policy window displays:
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Step6  Check Enable Cisco AnyConnect VPN Client.
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Step7  Associate the address pool to the connection profile. In the Connection Profiles area, select the
Engineering connection profile and click Edit. The Edit SSL VPN Connection Profile: Engineering
window displays.

Step8  In the navigation pane, select Client Addressing. In the Interface-specific Address Pools area, click
Add. The Assign Address Pools to Interface window displays.

Step9  Click Select. The Select Address Pools window displays.
Step10 Select the Engineer address pool and click Assign. Click Ok and Apply.
Check the SSL VPN Client check box to include SSL VPN as a tunneling protocol.
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CSA Interoperability with the AnyConnect Client and Cisco Secure Desktop

Step 1

Step 2
Step 3

Step 4
Step 5

If your remote users have Cisco Security Agent (CSA) installed, you must import new CSA policies to
the remote users to enable the AnyConnect VPN Client and Cisco Secure Desktop to interoperate with
the security appliance.

To do this, follow these steps:

Retrieve the CSA policies for the AnyConnect client and Cisco Secure Desktop. You can get the files
from:

e The CD shipped with the security appliance.

e The software download page for the ASA 5500 Series Adaptive Security Appliance at
http://www.cisco.com/cgi-bin/tablebuild.pl/asa.

The filenames are AnyConnect-CSA.zip and CSD-for-CSA-updates.zip
Extract the .export files from the .zip package files.

Choose the correct version of the .export file to import. The Version 5.2 export files work for CSA
Versions 5.2 and higher. The 5.x export files are for CSA Versions 5.0 and 5.1.

Import the file using the Maintenance > Export/Import tab on the CSA Management Center.
Attach the new rule module to your VPN policy and generate rules.

For more information, see the CSA document Using Management Center for Cisco Security Agents 5.2.
Specific information about exporting policies is located in the section Exporting and Importing
Configurations.

Uninstalling the Cisco AnyConnect VPN Client

To manually uninstall the AnyConnect client from a Windows system, use the standard “Add or Remove
Programs” Control Panel available from the Start menu.

The procedure for manually uninstalling the AnyConnect client from a Linux or Mac OS X system is the
same for both systems. As root, run the following shell script:

/opt/cisco/vpn/bin/vpn_uninstall.sh

Typically, you would do this via sudo, as follows:

$ sudo /opt/cisco/vpn/bin/vpn_uninstall.sh

If you do not use sudo, use a root shell:

# /opt/cisco/vpn/bin/vpn_uninstall.sh
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Sample Security Appliance Configuration for AnyConnect Client

This section presents an example of a security appliance configuration for AnyConnect:

f1> enable

Password:

f1# config terminal

fl(config)# interface gigabitEthernet 0/0
config-if)# ip address 192.168.0.6
config-if)# nameif public

config-if)# security-level 0

config-if)# no shutdown

config-if)# exit

config)# interface gigabitEthernet 0/1
config-if)# ip address 10.86.194.193 255.255.254.0
config-if)# nameif inside

config-if)# security-level 10

config-if)# no shutdown

config-if)# exit

config)# domain-name frga.cisco.com

config)# dns domain-lookup inside

config)# dns name-server 10.86.195.22
onfig)# route inside 10.86.195.0 255.255.254.0 10.86.194.1 1
config)# username user2 password internal
config)# username user2 attributes
config-username) # vpn-tunnel-protocol WebVPN
config-username) # WebVPN
config-username-WebVPN) # functions url-entry file-access file-entry file-browsing
config-username-WebVPN) # exit
config-username) # exit

config)# WebVPN

config-WebVPN) # enable public
config-WebVPN) # enable inside
config-WebVPN) # exit

config)# route inside 0 0 10.86.194.1

1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(c
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(
1(config)# http server enable
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Example Clientless SSL VPN Configuration

f1> enable

Password:

fl# config terminal

fl(config)# interface gigabitEthernet 0/0
fl(config-if)# ip address 192.168.0.6
fl(config-if)# nameif public

fl(config-if)# security-level 0O

fl(config-if)# no shutdown

fl(config-if)# exit

fl(config)# interface gigabitEthernet 0/1
fl(config-if)# ip address 10.86.194.193 255.255.254.0
fl(config-if)# nameif inside

fl(config-if)# security-level 10

fl(config-if)# no shutdown

fl(config-if)# exit

fl(config)# domain-name frga.cisco.com
fl(config)# dns domain-lookup inside
fl(config)# dns name-server 10.86.195.22
fl(config)# route inside 10.86.195.0 255.255.254.0 10.86.194.1 1
fl(config)# username user2 password internal
fl(config)# username user2 attributes
fl(config-username)# vpn-tunnel-protocol WebVPN
fl(config-username)# WebVPN
fl(config-username-WebVPN)# functions url-entry file-access file-entry
Ffile-browsing

fl(config-username-WebVPN)# exit
fl(config-username)# exit

fl(config)# WebVPN

Ffl(config-WebVPN)# enable public
fl(config-WebVPN)# enable inside
Ffl(confFig-WebVPN)# exit

fl(config)# route inside O 0 10.86.194.1
fl(config)# http server enable
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