Radius isn't straight forward on UCS. If you are using Windows IAS you must do the following. FYI...

First, you have to have the individual Fabric Interconnect IPs set as the client, not the shared IP for management that you actually log into.

Next, only PAP authentication selected.

| order |
1
2
Seting: | DislinConstiaints | 1P | Mk |
Avdhaniicni £ 9 I A 4

Specify the conditions that connection requests must match.
Select the authenticabon methods you want to allow for this connection.

Rr Miciosoit Enciypted Authentication version 2 [MS-CHAP v2)

I= Usercan change password after ithas expited
agd. | Ed. | Bemove | I™ Miciosoft Enciypled Authentication (S-CHAP)
If connection requests match the conditions specied in this policy, the I™ User can change password after it has expired
associated peofie will be appled to the connection.
™ Encrypted suthentication (CHAP)
Edit Profle... I I Unenciypted authentication (PAP, SPAP)

Unless indwidual access pesmissions are spacified in the uzer profile, thes Unauthenticated access
policy conlrols access 1o the network.

Alloy chents to connect without negotiating an authentication
If & connection request matches the specified condbions: r method.
(" Deny remote access permission

(% Grant remote access pemission

ok | cencal | aop ok | cemel | zoop |

Then, you have to have the RADIUS standard VSA

Edit Dial-in Profile [ 7| ]
Diakin Constraints | IP | Multilink
Authentication | Encryption Advanced

Specify additional connection attributes to be returned to the Remote
Access server.

Attributes: %

I Vendor I Value
R&DIUS Standard  shellroles*admin

< | i

agd. | Edt. | Remove |

oK I Cancel Apply

BUT, once you select that VSA, you have to set the vendor ID to Cisco and the attribute number to 1.



Multivalued Attribute Information 7] % |

1 Yendor-Specific Attribute Information ﬂl:!

Attribute name:
|Vm-$pedie
s ; Configure ¥SA (RFC compliant) EE3
& Select from st |Cisco | Vendpr-assigned attibute rumber:
1
" Enter Vendor Code: |
Attibute format:
Specily whether the liibute confors to e RADIUS RFC speciicationfor |59 - |
wendor specific attnbutes. e

@ Yes. It corforms. [shet olesadoi

" No. It does not confom.

Configure Attibute. .

_ ok | conce |

ST |




