Error-Message

24209 Looking up Host in Internal Hosts IDStore - chegger

24217 The host is not found in the internal hosts identity store.

22058 The advanced option that is configured far an unknown user is used.

22061 The Reject’ advanced option is configured in case of a failed authentication request.

Internal Identity Store

Uzers and Identity Stores = Internal Identity Stores = Hosts = Edit "BS-80-12-38-C6-32"

General

t MAC Address: [B8-8D-12-36-CB-32 Status: | Enabled ¥| ©
Diescription: |ICT—ChEgger-ru1ElF'

& |dentity Group: |AIIGrnups:IDENTITY_TEACHERS Select |

MAC Host Information
There are no additional identity attributes defined for MAC host records

Creation/Modification Information
Date Created: Tue Aug 03 22:13:14 CEST 2010
Date Modified: Ywed Mar 28 15:94:00 CEST 2012
% = Reqguired fields



Identity Store Sequence
W Password Based
Authentication and Attribute Retrieval Search List
A set of identity stores that will he accessed in sequence until first authentication s

Available Selected
DEVYICES =] USERS =]

DEVICES_MEWY |

Internal Hosts

=

Internal Ulsers _I _|
“ |KET_LDAR

v

=

KST_LDAP_MAC

MAC Profiler =
STUDENTS_MAC

STUDENT USER |
TEACHERS | =

Additional Attribute Retrieval Search List

An optional set of additional identity stores fram which attributes will be retrieved
Auailable Selected >

DEVICES A Internal Hosts |

DEVICES_MNEWY |

Internal Users

KET_LDAP <]

KST_LDAP_MAC
MAC Profiler

STUDENTS_MAC =
STUDENT_USER —I

TEACHERS <|
USERS | =

# = Required fields

ER EE

Service Selection Rule

Senvice Selection Policy

Filter: | Status =] matchit [Equals =] [Enabled »] _ClearFiler | 6o | =

Conditions Results )
[T Status  MName Hit Count
NDG:Device Type Pratocal Service
1 Il o KET ACCESS RULE WLAM  in All Device Types KST_Wireless: 4402_8YS_01  match Radius KET_ACCESS_SERVICE_WLAN 1586
B

| {73 172,16,10,30 | https:/{172.16, 10,30/ acsadmin/PalicyInputaction, do ‘

General
Marme: |kST_ACCEBS_RULE_‘ Status: | Enabled j (- ]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

Conditions

=2 NDG.DeviceType_lin leII Device Types KST_Wireless:440  Select |
¥ Protocal: [ match ~||Radius Select |
Results

Service: | KST_ACCESS_SERVICE_WLAN |




Access Service — Allowed Protocols

M Allowed Protocols |

™ Process Host Lookup
Authentication Protocols

3 Allow PAPIASCI
» Allowy CHAP
T Allow ME-CHAP!
P I Allow MS-CHAPY2
» 7 Allow EAP-MDS
» [T Allow EAP-TLS

¥ I Allow LEAP

» Allow PEAP

2 Allow EAP-FAST

Access Service — ldentity Sequence

KST_IDEMT_SEQ

Reject =

Reect
T




Part of detailled Error-Informations

F_Authentication Details

Logged At: Warch 28,2012 4:32:00 493 P
ACS Tire: March 28,2012 4:32:00. 436 PM
ACS Instance: ACS-KET-01

Authentication Method: FAP_ASCI

EAP Authentication Method : EAP-GTC

EAP Tunnel Method : FEAF

User

ACS Username: chegoer

RADIUS Username : chegger

Calling Station |D:
Framed IP Address:
Host Lookup:

Metwork Device

B5-80-12-36-Ch-32

Metwoark Device:
Metwork Device Groups:

MAS 1P Address:
MNAS [dentifier:
MAS Por:

MAS Paort 10:
MNAS Port Type:

Access Policy

4402 5¥ 5 01

Device Type:All Device Types: KST Wireless: 4402 SYS 01

Location: Al Locations: KST
172 16.2.50

85058 5YS M

13

Wireless - IEEE 802.11

Access Service:

[dentity Stare:

Authaorization Profiles:
Exception Authorization Profiles:
Active Directory Domain:
[dentity Group:

Access Service Selection Matched Rule:

[dentity Policy Matched Rule:
oelected ldentity Stores:

Cluery Identity Stores:

Selected Query ldentity Stores:
Group Mapping Policy Matched Rule:
Authorization Policy Matched Rule:

Authorization Exception Paolicy Matched Rule:

CTS

Access Policies

KST_ACCESS_SERVICE WLAN
LISERS
PROFILE_TEACHERS

KST ACCESS RULE WWLARN
Default
LUSERS

Internal Hosts

ACCESS-RULE_CLIENTS

(2] ACCESS REULE TEACHERS  LDAP-USERS:ExermalGroups contains any cn=angestelite,cn=groups do=kst -AMTE -ARYE
(2] ACCESS-RULE CLIENTS

PROFILE_TEACH

(LDAP-USERS ExtarnalGroups containg any ch=angestalite cn=groups,de=kst And RADIUS-IETF Service-Type match Call Check)  -ANY match Host Lookup  PROFILE_TEACH



