Profiling

New OUI’s for Devices

= In the future, there is slated to be a “feed service” for profiling dictionaries.

— This will alleviate the issues of not having the new OUI’s for the latest i-device,
etc...

= While we wait for the much anticipated ISE feature, new profile
dictionaries are shipped with interim releases, etc...

— We can manually update our own libraries.
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Profiling

New OUI’s for Devices

Operations v Policy v  Administration v

u‘ r . |
|2, Authentication |, Authorization  |-%) Profiling Posture  |i;, Client Provisioning Security Group Access | ¢ Policy Elements

Dictionaries l Conditions Results

Profiler Condition List > New Profiler Condition

Conditions P
[ p] Profiler Condition
M@v = = & * Name | Apple-OUI-Rulel | Description rew Apple OUI - Added 3-6-12
2 Authentication 3 *Type |Mac -]
= Authorization » * Attribute Name | MACAddress v
__ Profiling > * Operator | CONTAINS -]
3 Posture - * Attribute Value | 18:20:32 |
[ Guest >

e | (o)
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Profiling

New OUI’s for Devices

Operations v Policy v  Administration v 0 Task Navigator v 9 l

fr—— ]
|2, Authentication Authorization | |4 Profiling | |@) Posture |5 Client Provisioning Security Group Access ¢, Policy Elements

Profiler Policy List > Apple-Device
Profilin, :
2 Profiler Policy
_,[ L))
b= = e * Name |ADD|e-Device | Description | Generic policy for all Apple devices
v [ Profiling Policies Policy Enabled @ 4
[+&) Android * Minimum Certainty Factor | 10 | (valid Range 1 to 65535)
v le-Device
1 Aep * Exception Action | NONE v]
E Apple-MacBook
1.5 Apple-iad * Network Scan (NMAP) Action | NONE v]
%) Apple-iPhone O Create Matching Identity Group
%] Apple-iPod ®  Use Hierarchy
|+%) Applera-Device 4 Parent Policy **<*NONE**=
» |4 Aruba-Device 3
4 IE Avaya-Device : Rules
E BlackBerry i
:: If Condition -Devi Then | Certainty Factor Increases 10 o v
2] b Dorks [ Apple-DeviceRule1Checki <> | Then | ty -] || &
» |4 Canon-Device T
» [44] Cisco-Device m Insert new rule below
» ) Dlink-Device
E Enterasys-Device
» 4] HP-Device
» ) HTC-Device 20




Profiling

New OUI’s for Devices

» | HTC-Device

) Home Operations v Policy v Administration v 0 Task Navigator v 9 l
[T —— =
|2, Authentication Authorization | [%) Profiling Posture Client Provisioning | SectrltmeupA!;:s &, Policy Elements
Profiler Policy List > Apple-Device
Profilin: i
g Profiler Policy
| )
b= = by *Name | Apple-D-| pictionaries Generic policy for all Apple devices
v (53 Profiing Policies Policy Enabled @ L P) 4
[:4) Android * Minimum Certainty Factor IE—— €« == i FOEEss)
v le-Device | ¥ AndroidRule1Check1
E fop * Exception Action | NONE —
@Apple—MacBook | ¥ AndroidRuleiCheck2
[ Apple-iPad * Network Scan (NMAP) Action | NONE 'y pppje-DeviceRule1Check
E Apple-iPhone O Create M |, & Apple-MacBookRuleCheck1
%) Apple-iPod (® Use Hierz | Aople-MacBookRuleCheck2
[+4] Applera-Device i Parent Policy ***NONIl, & Apple-OUT-Rulet '
» |44 Aruba-Device . Apple-FadRulelCned =
» |+%) Avaya-Device +  Rules U Apple-iPadRule1Check3
IE BlackBerry v - | ¥ Apple-iPadRule2Check2 | .
» [ Brother-Devie | Apple-DeviceRule1Chechi’ & ppple-PhoneRuie1Check! ses ][ 10 || &~
: = W Apple-iPhoneRule2Checkl
> @ Canon-Device i | -
i If Condition | Select Attribute ' ~|lo w 7
> E Cisco-Device - —_— "] Apple-fPodRuIelChed(l g
» |4 DLink-Device Condition Name e —
|4 Enterasys-Device EXD (Res  [select Condition O | &,
> 4] HP-Device
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New OUI’s for Devices

f Home Operatons v Policy v Administration v ? 00 Task Navigator v €3

(rm—
|2, Authentication @) Authorization | |4 Profiing | |@) Posture [ Client Provisioning |5 Security Group Access ¢, Policy Elements

Profiler Policy List > Apple-Device
Profiing Profiler Policy
( 5)
e-="= o * Name | Apple-Device | Description | Generic policy for all Apple devices
v [ Profiling Policies Policy Enabled @ 4
[+%) Android * Minimum Certainty Factor | 10 | (valid Range 1 to 65535)
" L5 Aople Devie * Exception Action | NONE -]
E Apple-MacBook
[ Apple-Pad * Network Scan (NMAP) Action | NONE v
%] Apple-iPhone (O Create Matching Identity Group
%] Apple-iPod @  Use Hierarchy
E Applera-Device 3 Parent Policy ***NONE***
> [E Aruba-Device :
» 4] Avaya-Device * Rules
14 Blacerry 1 Condition [ Apple-Devi Then [ Certai &
» [ Brother-Device H ple-DeviceRule1Checki < | | Certainty Factor Increases || 10 | | & |
> | Canon-Devie IfCondﬂon | Apple-OUI-Rule1 it |Thﬂ'l I Certainty Factor Increases v” 10 | g Y
» |4 Cisco-Device Ll
> E DLink-Device
E; Enterasys-Device @E
» |4 HP-Device
» 4] HTC-Device 7




