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Partner Information

Product Information

Partner Name Cisco Systems

Web Site www.cisco.com

Product Name ASA 5500 Series Adaptive Security Appliances

Version & Platform 7.0(1)

Product Description Cisco® ASA 5500 Series adaptive security appliances are purpose-built

solutions that combine best-of-breed security and VPN services with the
innovative Cisco Adaptive Identification and Mitigation (AIM) architecture.
Designed as a key component of the Cisco Self-Defending Network, the
Cisco ASA 5500 Series provides proactive threat defense that stops
attacks before they spread through the network, controls network activity
and application traffic, and delivers flexible VPN connectivity. The result is
a powerful multifunction network security appliance family that provides the
security breadth and depth for protecting small and medium-sized business
and enterprise networks while reducing the overall deployment and
operations costs and complexities associated with providing this new level
of security.

Product Category Perimeter Defense (Firewalls, VPNs & Intrusion Detection)

Cisco SYSTEMS
Technology

Devaloper
Fartnar

N securiD’ 1


http://www.cisco.com/

Solution Summary

The Cisco ASA 5500 Series provides RSA SecurlD authentication as one mechanism to control network
activity via a RADIUS authentication and delivers flexible IPSEC or SSL VPN connectivity authentication

via RADIUS or Native RSA SecurlD Authentication.

Partner Integration Overview

Authentication Methods Supported

Native RSA SecurlD Authentication, and RADIUS

List Library Version Used

5.02

RSA Authentication Manager Name Locking

Yes

RSA Authentication Manager Replica Support

Full Replica Support

Secondary RADIUS Server Support

Yes (Dependent on Hardware)

Location of Node Secret on Agent

In flash

RSA Authentication Agent Host Type

Communication Server

RSA SecurlD User Specification

Designated Users, All Users, Default Method

RSA SecurlD Protection of Administrative Users

No

RSA Software Token and RSA SecurID 800 Automation

Yes, via VPN Client

Use of Cached Domain Credentials

No
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Product Requirements

Partner Product Requirements: Cisco ASA 5500

Firmware Version | 7.01

Additional Software Requirements

Application Additional Patches

Cisco VPN Client 4.6 or higher

l. Important: If you are configuring the ASA Server to use IPSec you will
also need to configure the Cisco VPN client. Information on how to
configure the Cisco VPN client can be found in the Cisco VPN client
implementation guide located at
http://rsasecurity.agora.com/rsasecured/quides/imp pdfs/Cisco VP
N Client AuthMan61.pdf.
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Agent Host Configuration

To facilitate communication between the Cisco ASA 5500 and the RSA Authentication Manager / RSA
SecurlD Appliance, an Agent Host record must be added to the RSA Authentication Manager database
and RADIUS Server database if using RADIUS. The Agent Host record identifies the Cisco ASA 5500
within its database and contains information about communication and encryption.

To create the Agent Host record, you will need the following information.

e Hostname
IP Addresses for all network interfaces
e RADIUS Secret (When using RADIUS Authentication Protocol)

When adding the Agent Host Record, you should configure the Cisco ASA 5500 as a Communication
Server. This setting is used by the RSA Authentication Manager to determine how communication with
the Cisco ASA 5500 will occur.

@? Note: Hosthames within the RSA Authentication Manager / RSA SecurlD
Appliance must resolve to valid IP addresses on the local network.

Please refer to the appropriate RSA Security documentation for additional information about Creating,
Modifying and Managing Agent Host records.
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Partner Authentication Agent Configuration

Before You Begin

This section provides instructions for integrating the partners’ product with RSA SecurlD Authentication.
This document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All vendor products/components must be installed and working prior to the integration. Perform the
necessary tests to confirm that this is true before proceeding.

Documenting the Solution

The ASA 5500 Series Adaptive Security Appliances can authenticate to an RSA Authentication Manager
in two ways. One way is via the Native RSA SecurlD Authentication Protocol and the other is via
RADIUS. The ASA also has three areas were RSA SecurlD Authentication can be enabled. They are
IPSEC VPN, Web SSL VPN and Firewall. Start the Cisco ASDM manager and go to the appropriate
configuration section below for your needs.

=12 Note: Click Apply after your configuration changes when appropriate.

Authentication via RSA Native SecurlD Authentication Protocol

1. Select Configuration from the top menu and then select Properties from the Features Menu on the left.
2. Select AAA Setup — AAA Server Groups.

File Fules Search Options Tools Wizards Help

@ > Cisco Svsren
@ [ % 0 0/Q(e @ ?
Hame Configuration Monitaring Back Forweard Search Refresh Save Help
IEP E‘i'AAA —AAA SErEr Groups
Interfaces i ﬂ i
N Q‘AAA = = Configure AAR server groups and the protocols the device will use to comrmunicate with each group. Individual servers rmust be configured
elvers for external groups.
2 = 8 auth. Prompt
Security Palicy g |
= Bagvanced Server Graup Protacal Accounting Mode | Reactivation Made Dead Time Max Failed Attempts ‘ | i Add |
% +Eant-Epoofing LOCAL LOCAL
i -~ @gFragment 5D S Degpletion 0 3 Edit
& @TCP Options RADIUS RADIUS Single Depletion 10 3
% - B3 Timeouts Delete
T - sl ARP Static Table
- {3 Auto Update
¢§5 O @ DHCP Serdces
Routing ' DHCP Server
L' DHCP Relay
A= DNS Client
Bilding Blocks ﬁFa”DVE"
El History Metrics
5&9 VB HTTPIHTTPS
Device -
Adrministration H IQIP cudit
——— = IBYIP Audit Policy
Q, " IREIP Audit Signatures
Properties = & Logging

3. Click Add.
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4.
5.

B Add AAA

Configure A% server group. The Accounting Mode attribute is only
applicable faor RADIUS and TACACS+ protocals.

Server Group: ISDI|
Frotocol: |5D| =
Accounting Mode; " Simultaneous = Single
Reactivation Mode: & Depletion " Timed
Dead Time: |1EI minutes
Max Failed Atternpts: |3
[0]:4 | Cancel Help

Server Group: Name the server group.
Protocol:: Select SDI.

@? Note: Cisco refers to RSA SecurlD authentication as “SDI".

Click OK.
Select AAA Setup — AAA Servers.

File FRules Search Options Tools Wizards Help

@

« @ (0 0|Q a 2

Cisto SysTeM
Home Configuration Manitoring Back Forvward Search ‘ Refresh Save Help
Features Co eal 1et] B
#FEF KW 4 ERR &
E E}i'AAA Setup AMA Servers
Interface: i -Enas Server Groups

: Adid and configure AAA servers for existing AAA server groups. To configure Server groups
= 0o fo the ARA Server Groups screen

E-@Advamced

Server Group (Protocol) Interface Server IP Address | Timeout
~BBénti-Spocing 5Dl (SDJ) inside 90.176.1.254

w]

RADIUS (RADIUS) inside 90.176.1.254 10
ITCP Optians RADIUS (RADILS) inside 90.176.1.4 10

- shEARP Static Table

Edit
Delete

6.

Click Add.

N securiD’



7.

8.

Select the Server Group created above for the RSA Authentication Manager “SDI” Server Group.

Select SDI Version 5.0 for the SDI Version. For the other parameters select the appropriate values for your

servers.

Server Group:

Interface Mame:

Server IP Address:

Timeout:

|gn_1?5_1.254

|1D seconds

— BDI Parameters

Server Port:

Retry Interval:

501 Yersion:

ISSDD

|1D seconds

|SDIversian 5.0

Slave Server [P Address: I

014

Cancel Help

N securiD’




Authentication via RADIUS

1. Select Configuration from the top menu and then select Properties from the Features Menu on the left.

2. Select AAA Setup — AAA Server Groups.

File Fules Search Oplions Tools Wizards Help

@ [ % 0 0 Q|

Home Configuration Monitaring Back Forveard Search

e Jd ?

Refresh Save Help

Cisco Svsred

0 eature el atup
2 F DD SRR RES
E) E i'AAA — AAA Server Groups
Interfaces iy ﬂ
Bk A S Configure ARA server groups and the protocols the device will use ta communicate with each group. Individual servers must be configured
& gleers for external groups.
T - 8eruth. Prompt
ECUrty Folicy
=B awvanced Server Group Frotacol Accounting Mode | Reactivation Mode Dead Time Max Failed Atternpts ‘ |
% i Anti-Spoafing LOCAL
e g Fragment a0 2D
- S TCP Options RADIUS RADIUS
- ETimenuls
S - i ARP Static Tahle
- ShAuta Update
93 2 ' DHCP Semvices
oy - ' DHCP Server
- 5" DHCF Relay
- R DNG Client
Building Blacks - &F allover
- §=) History Metrics
@ "B HTTRIHTTPS
Device i
agministration | FRIP Audit
T - I8P Audit Palicy
@ -IRIP Audit Signatures
Properties & & Logging
3. Click Add.

8% Add AAA Se

Configure AAA server group. The Accaunting Mode attribute is only
applicable for RADIUS and TACACS+ protocols.

Server Group: IRADIUE

Protocal: |R"’*D|U8 =

Accounting Mode: " Simultaneous * Single
Reactivation Mode: f* Depletion " Timed
Dread Tirme: |1D rhinutes
Max Failed Atternpts: |3
(0]4 | Cancel Help

4. Name the server group and select RADIUS for the Protocol. This process can be repeated to add backup

RADIUS Server.
5. Click OK.
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6. Select AAA Setup — AAA Servers.

File Fules Search Options Tools Wizards Help

= Cisto SysTeM
o B | O O] Q

@ o e o ?

Home Configuration Monitoring Back Forveard Search Refresh Save Help

AMh Servers

Adid and configure A% SErvers for existing AAA server groups. To configure Server groups
go to the AR Server Groups screen

Interface Server IP Address | Timeout ‘ Add |
) inside 90.176.1.254
inside 90.176.1.254 Edit
RADIUS (RADIUS) inside 90.176.1.4 10

ARP Static Table

7. Click Add.
8. Select the Server Group created above for the RADIUS Server Group.

& Edit AAA Server x|

Server Group: RADILS

Interface Mame:

Senver IP Address: |90.1?5.1_254
Timeout: 10 seconds

— RADIUS Parameters

Server Authentication Port: I1812

Server Accounting Port; 1813

Retry Intarval: |10 seconds =]

Server Secret Key:

I

Caonfirm Server Secret Key:

I

Camman Passward: I

Confirm Common Password: I

(0] | Cancel | Help

9. Select the Server Group created above for the RADIUS Server Group.
10. Enter the appropriate information for your configuration.

[w)s Note: The Server Secret Key needs to match the Secret Key created in
the RADIUS server.

11. Click OK.
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IPSec VPN Configuration

1. Select Configuration from the top menu and then select VPN from the Features Menu on the left.
2. Select IP Address Management — IP Pools and add an IP pool.

File Rules

Search Options  Tools  Wizards Help

@

Harme

Features
[+,

Interfaces

Security Policy

Building Blocks

Configuration

S

=

B &)

Back

|

honitaring

O

Foraard

Q

Search

nent= PP

2 F (KW B2RRE S

e

Refresh Save

V)

Help

E}-@General

-E8IVPI Systemn Options

- @ Clignt Update

unnel Group

- @3 Graup Policy
---*§*Default Tunnel Gateway
B Fu ke

---%Global Parameters
-SPolicies
mEBCertificate Group Matching
e iPse:

-IR§IPSec Rules

-~ IRGTunnel Policy

- @i Transfarm Sets

- Pre-Fragmentation
EF&plP Address Management
mAssignmem

—IP Pools

Create named IP Address pools.

Ending Address
I 1.70

Subnet Mask

Celete

5|

3. Select IKE — Global Parameters and enable IKE access to the appropriate interface.

File FRules Search Options Tools  Wizards Help

@

Horne:

Features

]

Interfaces

Security Policy

Configuration

% Q

Back

\

honitoring

O

Forward

Q

Search

2 F | E W BERRE S

e @ ?

Refresh Save

BHGEGenatal

-~@3IVPI Systemn Options

- @ Clignt Update
-EiTunnel Group

B Group Palicy

-+ Default Tunnel Gateway
B FaIKE

7

i dClobal Par

---@Policies

EHEA Certificate Group Matching
EHIRIPSe:

IR IPSec Rules

= IR Tunnel Policy

— Global Parameters

—Enahble IKE

Interface

outside

U Enable |

IKE Enabled

es

Dizahle |

— MAT Transparency

[~ Enahle IPSec aver NAT-T
MAT Keepalive: IED seconds

[ Enable IPSec over TCP
Enter up to 10 comma-separated TCE port
walues (- 65535):

|1DDDD

N securiD’
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4. Select IKE — Policies.

File Fules Search Options Tools Wizards Help

@ o U 0

Hotne Configuration Monitaring Back

Features ;

# F F KO R E S

)

e d

Forvward ‘ Search ‘ Refresh Save Helgx

=,

Interfaces

L—‘J-Q@General
-gEIVPM Systern Options

Security Palicy

- @i Clignt Update
2 Tunnel Group
- Group Policy
---*§'Default Tunnel Gateway

B FalkE

—Puolicies

Configure specific Internet Key Exchange {IKE) algorithms and parameters, within the IPSec Internet
Security Association key Management Protocol (|SAKMP) framework, for the AH and ESF IPSec

protocals.

Lifetime{secs)
26400

Hash

Priority # | Encryption

- S®Glohal Parametars

sha

65534 Jdes

EEyCertificate Group Matching
IRIPsec
| -If§IPSec Rules

86400

Edit |

Delete |

5. Click Add or Edit.

6. Create your IKE Policy with pre-shared selected for Authentication and the appropriate setting for the other

parameters.

g% Edit IKE Policy

|1IZI Authentication:
Encryption: |3des "l D-H Graup:

rads w7

F riarity:

Hash: Lifetime:

0].8 | Cancel |

=l

IEE4DD

Help

|secands +|

7. Click OK.

N securiD’
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8.

Select IPSec — Tunnel Policy.

&l

Interfaces

[

3
EE%
Security Palicy

Features o

27| E M RRE S

Refresh Save Help

Tunnel Policy

File FRules Search Options Tools Wizards Help
@ Gisco Srsrey
@ [ % @ 0|Qa|e @ 2
Haome: Configuration Monitaring Back Forweard Search

= @General

- i Client Update

- gEVPM System Options

—Tunnel Palicy

Specify Tunnel Palicy

Interface Twpe & Priority Transform Set Feer Connection Type

SA Lifetime

Add

Edit

PE

=3NS
Bl b ﬁGloha\ Parameters Delete
@ - FPalicies
VPN ERCetificate Graup Matching
e IBsIPse:
‘i& ~IR§IPSec Rules
Routing i
9. Select Add to add a new policy or Edit to modify an existing policy..

g Edit Tunnel Poli

Interface: Ioutside vl Palicy Type: Idynamic vl Priarity: ||10

— Transform Sets

Transfaorm Set to Be Added:

Transfarm Sets Move Up |
[EsP-DESSHA - Add > | TEETTE
Move Down |
Remove |

—Peer Settings - Optional for Dynamic Tunnel Palicies

The Connection Type is applicable to static tunnel policies only. Uni-directional connection type
policies are used for LAN-to-LAN redundancy. Tunnel policies of the 'Originate Cnly' connection
type may specify up to 10 redundant peers.

Connection Type: IElidirectionaI vl

IP Address of Peer to Be Added:

Peers Maove Up |

I Add == |
Move Down |

Remove |

Advanced... |

QK Cancel Help

10. Click OK after selecting the appropriate settings for your policy.

N securiD’
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11. Select IPSec — IPSec Rules.

File Rules Search Options Tools Wizards Help

@ & B [0 O

Home: Configuration Monitoring Back Forwsard

Features Con

Search ‘ Refresh

Bl e S

]

e 3

Save

Cisco Sysiens

- IPSec Rules
Intertaces

&

£

Use the Rules menu, the toolbar, or the right mouse hutton to add, edit or delete rules.

Tunnel Group - -
f ) . ASA Gide Remote Side : - Add
Security Policy -3 Group Policy # Action et i Service Tunnel Palicy Time Range
5
ﬁ’a i ?ME;DETEM IR G protect |07 90.176.0.0/1 4 1amic-10 |- Mot Applied - Edit |
MAT
- BRGInhal Parameters Delete |
@ - FBPolicies
VPN B @Cemﬂcale Group Matching
2R Ps
¢§5 - 1] 5
Routing - IRGTunnel Policy

12. Click Add to add a new rule or Edit to modify an existing rule.

& Edit Rule x|
— Action — Tunnel Policy
Folicy: |Dutside:dynamic-1 i} LI e, |

Select an action:

—Time Range

Time Range: I Mot Applied -- vl [NT= |

— Fireweall Side HostMetwork

@ |P Address " Name " Graoup

IP address: IQD_1T6.D.D |
|255.252.D.D X l

Interface: |inside

Mask:

— Remaote Side HostMetwork

& |P Address " MName  Group
IP address: ID_EI.IJ.D |

IEI.IJ.D.D Vl

Interface: |Dutside

Mask:

— Rule Flow Diagram

Rule applied to traffic incoming 1o source interface

IF protocol: Iip |

L
inside outside
90.176.0.0i14 pe— v . ary
— Protocol and Service
~TCP  UDP ICMP @ |p fanage Service Groups. .
IP Protocol

v Exempt ASA side hostnetwork from address translatio
Please enter the description helow (optional):

n

QK Cancel

Ll

Help

13. Select the newly created policy for the Runnel Policy and selecting the appropriate settings for the other

parameters. Click OK

N securiD’

13



14. Select General — Group Policy and add a group policy.

Check an Inherit checkhox to let the corresponding setting take its value from the default group policy.

Tunneling Protacals: [ Inherit ¥ IPSec [ wWebvPHN

15. Check the box for IPSec and make any other configuration changes you need for your policy.

16. Click OK.
17. Select General — Tunnel Group.

File Fules Search Qptions Tools Wizards Help

e Jd ?

Refresh Save Helg

@ 4 B © 0Q

Back Faorwatd

Hatre Configuration Manitating Search

Features

i unin
2 F K SBERBRE( S
B General — Tunnel Group

Interfaces RPN System Options
- @i Client Update

&

e Manage YPH tunnel groups. AVPH tunnel group represents a connection specific record for
Security Palicy ---ﬁGrou Polc IPSec connections.
A ...45&
(s *, ame YRe roup Policy
‘f & %lKEDefaultTunnel Gateway N T 5 Fal add
MAT ---%GI bal P i WebVPRA1 ipsec-ra WebVPR1 -
gl RAA elEkS DefaultRAGroup ipseC-ra DtGroPolicy Edit |
~RIPolicies 2L Group ipgac-12| DtGrPalicy
WwPN B Certificate Group Matching ) Delete |
2 1BsiPse:
18. Click Add.
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nnel Group: IPSec1 (type is ipsec-ra)

Client Address Assignmentl IPSe: | Advanced |

Group Policy: IPSecFalicy LI

[ Strip the realm fram username befare passing it on to the AA% server

™ Strip the group fram username before passing it on to the ARA server

To set authentication server group per interface, o to the Advanced tab.

Authentication Server Group: |SDI LI
[ Use LOCAL if Server Graup fails

Authorization Server Group: -- Mone -- LI

[~ Users must existin the authorization database to connect

Accounting Server Group: -- Mone -- LI

19. Select the General tab .

e  Group Policy : Select the Group Policy you created in the step above.
[ ]

Authentication “SDI” or RADIUS.
20. Select the Client Address Assignment tab.

e Add the appropriate ip pool.

@ Edit Tunnel Group: IPSec1 (type is ipsec-ra)

General Client Address Assignmeml IPSecI Advancgdl

To specify whether to use DHCP or address pools for address assionment, go to
Configuration = VPN = [P Address Managerment = Assignment.

rDHCP Server

DHCP Servers

IF Address ik |
I Delete |

rAddress Pool

To configure interface-specific address pools, 9o to the Advanced tab

Available Pools | Asgigned Pools
80.176.0.0
A == |
== Remuoye |
(8]14 | Cancel | Help

N securiD’
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21. Select the IPSec tab.

@ Edit Tunnel Group: IPSec1 (type is ipsec-ra)

General | Client Address Assignment IPSec | Advanced |

Fre-shared ey Ipasswnrd Trustpaoint Mame: |- Maone -- ;I
IKE Peer ID Validation:  [Required |

e Pre-shared Key: Enter a key. This will be the same as the group password in the Cisco VPN
Client.

22. Click OK.

l. Important: A user who is in New-PIN mode will be asked to authenticate
with their new PIN and be denied access. They will need to re-authenticate
to gain access. See the second Known issue located in the Known Issues
section of this guide for more information.

l. Important: The VPN client also needs to be configured for IPSec VPN
access to work and the information on how to do that is documented in the
Cisco VPN Client implementation guide located at
http://rsasecurity.agora.com/rsasecured/guides/imp_pdfs/Cisco_VPN_Clien
t_AuthMan61.pdf.
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Web SSL VPN

1. Select Configuration from the top menu and then select VPN from the Features Menu on the left.
2. Select Web VPN — WebVPN Access and enable access to the appropriate interface.

File Fules Search Options Tools Wizards Help

@

Harre

Features

Cl

Interfaces

[

[
IE

Security Policy

e

[ashy

=
S| £
q

VPN

%

Rowting

o

Building Elocks

b3

Device
Adrinistration

Froperties

Configuration

&)

Back

o ‘

Monitaring

atL

% F(E(HRRRR S

O

Faorwardd

Q

Search

e I ?

Refresh Save

B-GEGeneral
-EEIVP N System Options
& Client Update
Tunnel Group
i Group Policy
- 43¢ Default Tunnel Gateway
2 FalkE
---%Gmbal Parameters
---@Policies
EH-ER Certificate Group Matching
EHBEIPSe:
IR IPSec Rules
~IRgTunnel Palicy
-~ @ Transform Sets
[ Pre-Fragrmentation
EFSplP Address Management
'--ﬁﬁssignment

(B IP Pools
-28| nad Balancing
EFEEvebvP N

£ --iPon Forwarding

—WWebVPM Access

Configure access parameters for YWebWPMN. (Mote: The WehVPN features in this software release are
currently provided as a free trial, and future major software releases will require the purchase and
installation of a WebVPHM feature license)

| Interface WebVPN Enabled

outside Yes

Enahle

Disable |

 Bath

I'IBDD seconds
IQSDD

WebVPMN Authentication: = pp, " Certificate
Global YWebVPMN Default [dle Timeout:

Maximum YWebVPM Sessions Limit:
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3.

Select Web VPN — WebVPN AAA.

File Fules Zearch Options Tools Wizards Help
&
@ | B 0 0O Qe @ ?
Home Configuration Monitoring Back Forwvard Search Refresh Save Help
Features Configuration = Featur
32 F KA R RE S
E@ B General WbV ASA
Interfaces -EBIWPIN System Options
& g_fCIient Update Selectthe AMA server groups and default group policy for WebWP M.
= ~EBiTunnel Group
Security Policy . ﬁGroup Policy
~+3+Diefault Tunnel Gateway
et EFFalKE
MAT

~SPolicies
VPN L

- SQGIohal Parameters

i+ERCertificate Group Matching
e iPse:

Authentication Server Group:

Authorization Server Group:

— MNane-- -l
[~ Users must exist in the authorization database to connect
’é& ~|fEIPSec Rules Accounting Server Group: | Mone -- =l
Rauting -IRgTunnel Policy
---@Transmrm Sets Default Group Palicy: |DﬂtGer0Iicy ;[
& - @ Pre-Fragmentation o i
T B BplP Address Managernent — Authaorization Settings
-l Assignment )
H " Use the entire DN as the username
~([@IP Pools
Device f
AR -2 nad Balancing
Adrninistr stion & [@ebvPN & Specifyindividual DN fields as the usernarme:;
@ WebVPM Access
Froperties [Fg35ervers and URLs Primaty DI Figld: |comman Name (CN) =
By Port Forwarding — :
FlHarmepage Secondary DN Field: |Organ|zat|0naIUn|t (0191 ;I
4. For Authentication Server Group select SDI or RADIUS.
We bW M AR

Selectthe AAA server groups and default group policy for WebWE .

Authentication Server Group:

WehvPN ASR

fisol

=l

Selectthe A% server groups and default qroup policy for WebWP R,

Authentication Server Group:

N securiD’
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5. Select General — Group Policy and add a group policy.

g% Edit Group Policy: WebVPN1

General:| |PSec | Client Configuration | Client Firewall | Hardware Client | WebvPN

[T TP ;

Check an Inherit checkbox to [et the carrespanding setting take its value from the default group palicy.

Tunneling Protacals: [ Inherit [T IPSec v WebvPHM

6. Check the box for WebVPN and make any other configuration changes you need for your policy.

7. Click OK.
8. Select General — Tunnel Group.

File Fules Search Qptions Tools Wizards Help

o

Refresh

@ 4 B © 0Q

Hatre Configuration Manitating Back Forwestd Search

Features

* EF KT SRR RRE G

& ?

Save Helg

&

B General — Tunnel Group
litritees -gEIWPI Systemn Options
- @ Client Update
innel Graup

[

i,

IFSec connections.

Manage YPH tunnel groups. AVPH tunnel group represents a connection specific record for

Security Policy ---iﬁGroup Palicy
L %:.FE;DefaultTunnel Gateway T T e Pl | Addd |
MAT ---%Glubal PP T WebVPRA1 ?psec—ra WebVF‘N1. -
L DefaultRAGroup ipseC-ra DtGroPolicy Edit |
~Wrolicies _ DefaultL2LGraup ipsec-2| DMGrPalicy
s B Certificate Group Matching PS5 i 3 IPS i Delete |
2 1BsiPse:

9. Click Add.

N securiD’
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g2 Edit Tunnel Group: WebVPHN1 (type is ipse

General | Client Address Assignment| IPSec | Advanced |

Group Policy: WiehWE M1 ;I

[ Strip the realm from username before passing it on to the AA% serer

[ Strip the graup from username before passing it on to the AA% server

To set authentication server group per interface, go to the Advanced tab.

Authentication Server Group: |5DI ;I
[~ Use LOCAL if Server Group fails

Authorization Server Groug: -- Mone -- ;l

[~ Users must existin the authorization database to connect

Accounting Sener Group: -- Mone -- ;I

10. Select the General tab .

e  Group Policy : Select the Group Policy you created in the step above.
e Authentication Server Group: Select the Authentication Method Created, which is RSA SecurlD
Authentication “SDI” or RADIUS.

11. Select the Client Address Assignment tab.
e Add the appropriate ip pool.

= Edit Tunnel Group: WebVPN1 (type is ipsec-ra)

General Client Address Assignment | \F‘Becl Advancedl

To specify whether to use DHCP or address pools for address assignment, go to
Caonfiguration = YPH = IF Address Managerment = Assignment.

DHCF Serer

DHCP Servers

IP Address: e
Delete

Address Poal
To configure interface-specific address pools, go to the Advanced tab.

Availahle Pools | Assigned Pools
90.176.0.0
Add == |
== Remave |
QK Cancel Help

Click OK.
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Firewall

1. Select Configuration from the top menu and then select Security Policy from the Features Menu on the
left.
2. Select the AAA Rules radio button.

File Rules Search Options Tools ‘Wizards Help

@ (4 B 0 O

Home: Configuration Monitoring Back Forveard

Fealures

]

Search

G’ Q ? Cisto SysTens

Refresh Save Help

Fei ¥
R E T ERREE S

 AccessRules & AMARules ¢ FilterRules  © Service Palicy Rules

Show Rules for Interface: [All Interfaces -I Show All |

Interfaces

Security Palicy # Er:llaebled Action EEZ:':NEEMU[R Egzm?ti::;rk Interface Service Server Group Tirne Range gl
"aﬁ,q‘:_ - authenticate < any < any outside T telnetitcp {5 RADIUS -- Mot Applied - Edit |
el DE\E{EI
3. Click Add.

& Edit AAA Rule x|
—Action —Time Range
Select an action: Time Range: I Mot Applied - vl Mew...
— Source HostMetwark — Destination HostiMetwark
& |P Address " Mame  Group * |P Address " Mame © Group
Interface: |0utside | Interface: |inside |
IP address: ID_D.D.D | IP address: ID.D.D.D |
Mask: ID.D.D.EI ¥ l Mask: ID.EI.IJ.D e l
— Rule Flow Diagram
Rule applied to trafiic incoming to source interface
outside inside
an\" ------" q‘ ------’ any
authenticate
— AR Option
& TCP
Authentication Service AAA Server Group
ication: |{ Inet - [ [Faoivs =] |
Select Application: felne Group Tag: |RADIUS = R
O | Cancel | Help |
e Select Authenticate for Select an Action.
e  Select the appropriate application under AAA Options. In this example Telnet is the application.
e Select RADIUS for the Group Tag under AAA Server Group.
e Set the other parameters according to your policies.
4. Click OK.
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Certification Checklist: IPSEC VPN

Date Tested: December 29, 2005

Certification Environment

Product Name

Version Information

Operating System

RSA Authentication Manager | 6.1

Windows 2000 SP4

RSA Remote Authentication 1.0 (Build 25) Windows XP SP2
Utility (RAU)
Cisco ASA 5500 7.0(1) 10S

Cisco VPN Client

4.6.01.0019 and 4.8.00.0440

Windows XP SP2

Mandatory Functionality

RSA Native Protocol

RADIUS Protocol

New PIN Mode

Force Authentication After New PIN
System Generated PIN

User Defined (4-8 Alphanumeric)
User Defined (5-7 Numeric)

User Selectable

Deny 4 and 8 Digit PIN

Deny Alphanumeric PIN
PASSCODE

16 Digit PASSCODE

4 Digit Password

Next Tokencode Mode

Next Tokencode Mode

Load Balancing / Reliability Testing

L e R ) L L L e

H

Force Authentication After New PIN
System Generated PIN

User Defined (4-8 Alphanumeric)
User Defined (5-7 Numeric)

User Selectable

Deny 4 and 8 Digit PIN

Deny Alphanumeric PIN

16 Digit PASSCODE
4 Digit Password

Next Tokencode Mode

e e B e e e

H

Failover (3-10 Replicas) W Failover W
Name Locking Enabled W Name Locking Enabled
No RSA Authentication Manager W No RSA Authentication Manager

Additional Functionality
RSA Software Token Automation
System Generated PIN W System Generated PIN N/A
User Defined (8 Digit Numeric) W User Defined (8 Digit Numeric) N/A
User Selectable W User Selectable N/A
Next Tokencode Mode W Next Tokencode Mode N/A
RSA SecurlD 800 Token Automation
System Generated PIN W System Generated PIN N/A
User Defined (8 Digit Numeric) W User Defined (8 Digit Numeric) N/A
User Selectable W User Selectable N/A
Next Tokencode Mode W Next Tokencode Mode N/A
Domain Credential Functionality
Determine Cached Credential State N/A Determine Cached Credential State
Set Domain Credential N/A Set Domain Credential
Retrieve Domain Credential N/A Retrieve Domain Credential

SWA

+/ = Pass . = Fail N/A = Non-Available Function
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Certification Checklist: Web SSL VPN

Date Tested: December 29, 2005

Certification Environment
Product Name Version Information Operating System
RSA Authentication Manager | 6.1 Windows 2000 SP4
Cisco ASA 5500 7.0(1) 10S
Mandatory Functionality
RSA Native Protocol RADIUS Protocol
New PIN Mode
Force Authentication After New PIN W Force Authentication After New PIN N/A
System Generated PIN W System Generated PIN N/A
User Defined (4-8 Alphanumeric) W User Defined (4-8 Alphanumeric) N/A
User Defined (5-7 Numeric) W User Defined (5-7 Numeric) N/A
User Selectable W User Selectable N/A
Deny 4 and 8 Digit PIN W Deny 4 and 8 Digit PIN N/A
Deny Alphanumeric PIN W Deny Alphanumeric PIN N/A
PASSCODE
16 Digit PASSCODE W 16 Digit PASSCODE aW
4 Digit Password W 4 Digit Password v
Next Tokencode Mode
Next Tokencode Mode Next Tokencode Mode N/A
Load Balancing / Reliability Testing
Failover (3-10 Replicas) W Failover W
Name Locking Enabled W Name Locking Enabled
No RSA Authentication Manager W No RSA Authentication Manager W
Additional Functionality
RSA Software Token Automation
System Generated PIN N/A System Generated PIN N/A
User Defined (8 Digit Numeric) N/A User Defined (8 Digit Numeric) N/A
User Selectable N/A User Selectable N/A
Next Tokencode Mode N/A Next Tokencode Mode N/A
RSA SecurlD 800Token Automation
System Generated PIN N/A System Generated PIN N/A
User Defined (8 Digit Numeric) N/A User Defined (8 Digit Numeric) N/A
User Selectable N/A User Selectable N/A
Next Tokencode Mode N/A Next Tokencode Mode N/A
Domain Credential Functionality
Determine Cached Credential State N/A Determine Cached Credential State
Set Domain Credential N/A Set Domain Credential
Retrieve Domain Credential N/A Retrieve Domain Credential
SWA +/ = Pass . = Fail N/A = Non-Available Function
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Certification Checklist: Firewall

Date Tested: December 29, 2005

Certification Environment
Product Name Version Information Operating System
RSA Authentication Manager | 6.1 Windows 2000 SP4
Cisco ASA 5500 7.0(1) 10S
Mandatory Functionality
RSA Native Protocol RADIUS Protocol
New PIN Mode
Force Authentication After New PIN N/A Force Authentication After New PIN W
System Generated PIN N/A System Generated PIN v
User Defined (4-8 Alphanumeric) N/A User Defined (4-8 Alphanumeric) v
User Defined (5-7 Numeric) N/A User Defined (5-7 Numeric) v
User Selectable N/A User Selectable W
Deny 4 and 8 Digit PIN N/A Deny 4 and 8 Digit PIN v
Deny Alphanumeric PIN N/A Deny Alphanumeric PIN v
PASSCODE
16 Digit PASSCODE N/A 16 Digit PASSCODE W
4 Digit Password N/A 4 Digit Password v
Next Tokencode Mode
Next Tokencode Mode N/A Next Tokencode Mode
Load Balancing / Reliability Testing
Failover (3-10 Replicas) N/A Failover v
Name Locking Enabled N/A Name Locking Enabled
No RSA Authentication Manager N/A No RSA Authentication Manager
Additional Functionality
RSA Software Token Automation
System Generated PIN N/A System Generated PIN N/A
User Defined (8 Digit Numeric) N/A User Defined (8 Digit Numeric) N/A
User Selectable N/A User Selectable N/A
Next Tokencode Mode N/A Next Tokencode Mode N/A
RSA SecurID 800Token Automation
System Generated PIN N/A System Generated PIN N/A
User Defined (8 Digit Numeric) N/A User Defined (8 Digit Numeric) N/A
User Selectable N/A User Selectable N/A
Next Tokencode Mode N/A Next Tokencode Mode N/A
Domain Credential Functionality
Determine Cached Credential State N/A Determine Cached Credential State
Set Domain Credential N/A Set Domain Credential
Retrieve Domain Credential N/A Retrieve Domain Credential
SWA /' = Pass . = Fail N/A = Non-Available Function
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Known Issues

Firewall authentication: New-PIN and Next-Tokencode does not work via FTP or HTTP. Virtual telnet needs
to be configured to enable this functionality. See the Cisco documentation on how to enable this feature.

IPSEC VPN Authentication: After a user creates a PIN they are asked to re-authenticate using that new PIN.
This authentication will fail but the next authentication a user performs will work. The end user will not notice this
issue as they most likely will think that they entered the wrong code and try again which will succeed if they enter
the correct information. The Authentication Manger Administrator will see an “Access Denied, name lock
required” error in the log file. Cisco has been made aware of this issue and should be contacted if more
information is needed.

SSL VPN Authentication: New-PIN and Next-Tokencode are not supported when using RADIUS as the
authentication method.

Name Lock Error: Users will generate name locking errors in the RSA Authentication Manager logs when in
NEW PIN mode and name locking is enabled.
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Appendix

See the Cisco Secure VPN Client implementation guide for information on how to configure the Cisco
VPN Client to work with the Cisco ASA 5500 and RSA SecurlD authentication.
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