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hostname

domain-name

enable pasaword encrypted
Xlate per-session deny tcp any4 any4

xlate per-session deny tcp any4 anyé

xlate per-session deny tcp anyé any4

xlate per-session deny tcp anyé anyé

xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 anyé eq domain
xlate per-session deny udp anyé any4 eq domain
xlate per-session deny udp anyé anyé eg domain
passwd MOtRZCzVIpuBYIHK encrypted

names

ip local pool ‘POOL 10.80.8.1-10.80.8.15

interface Ethernet0/0
interface Ethernet0/1

interface Ethernet0/2

interface Ethernet0/3
{

interface Ethernet0/4
1

interface Ethernet0/5
P

interface Ethernet0/6

[

interface Ethernet0/7

switchport access vlan 11

1

interface Vlanl

nameif inside

security-level 100

ip address 192.168. .1 255.255.255.0

!

interface Vlanll

nameif outsgide

security-level 0

ip address 255.255.255.0
i

ftp mode passive

clock timezone HST -10
dns server-group DefaultDNS

domain-name
object network Everybody

subnet 192.168, .0 255.255.25%5.0
object network

host 192.168.
object network

hogt 192.168.
object network NETWORK_OBJ_10.80.8.0_28
subnet 10.80.8.0 255.255.255.240
object network NETWORK OBJ 192.168 24
subnet 192.168., .0 255.255.255.0
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cbject network
host 192.168.
object network
host 192,168
object network
host 192.168.
object service

'show running-config/show running-co...

service tcp source range 11000 13000 destination range 11000 13000

object service pass

gervice tcp source range 11000 13000

object network

host 192.168

cbject network

host 192.168,
object network

host 192.168.
object network

host 192.168.
description
object network

host 192.168.
description

object network

host 192.168.
description
object network

host 192.168
description

object network

hogt 192.168.
description

cbject network

host 192.168
description
object network

host 192.168.
description
object network

host 192.168.
description

object network

host 192.168.
description
object network

host 192.168.._
description

cbject network

host 192.168.
description Execl
object network

host 192.168.
object-group service
port-object range
object-group protocol TCPUDP
protocol -cbject udp

protocol -cbject tep
access-list outside_access_in
access-list outside_access_in
accesg-list outside access_in
access-list outside_access_in

top

extended permit tep
extended permit tcp
extended permit tcp
extended permit tcp

any object
any object
any object
any object

eq
eq ftp

eq
eq
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access-list

access-list
access-list
accessg-lisgt
inactive
access-list
access-list
accesg-list
access-list
access-list
inactive
access-list
inactive
accesg-list
accesg-list
inactive
access-list
inactive
access-list
server
access-list
access-list
access-list
access-list
pager lines

show running-config/show running-co...

outside_access_in extended permit tep any object object-group

cutside_access_in extended permit tep any object eq
outside_access_in extended permit tcp any object eq
outside_access_in extended permit tcp any object eq

outside_access_in extended permit tcp any object eq
outside_access_in extended permit tcp any cobject eq
outside access in extended permit tecp any object eq
ocutside_access in extended permit tcp any object eq
cutside_access_in extended permit tcp any object eq

cutside_access_in extended permit tcp any object eq

outside_access in extended permit tcp any chiject eq
outside_access in extended permit tcp any chject eq

outside_access_in extended permit tcp any cbject eq
outside_access_in remark To support SSL connections for the mail

cutside_access in extended permit tcp any object eq https

ocutside_access_in remark To enable auto sync port

ocutside access_in extended permit tcp any object eq
_splitTunnelAcl standard permit 192.168. 255.255.255.0

24

logging enable
logging timestamp
logging asdm-buffer-size 512

logging trap nctifications

logging asdm notifications

logging facility 16

logging queue 1024

logging host inside 192.168.

logging permit-hostdown

mtu inside 1500

mtu outside 1500

ip verify reverse-path interface outside

ip audit name Attack attack action alarm drop reset

ip audit interface outside Attack

icmp unreachable rate-limit 1 burst-size 1

icmp permit any inside

icmp deny any outside

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

nat ({(inside,ocutside) source static NETWORK OBJ_192.168.2.0 24
NETWORK OBJ_192.168. _24 destination static NETWORK OBJ_10.80.8.0 28
NETWORK _OBJ_10.80.8.0_28 no-proxy-arp route-lookup

nat (inside,ocutside) scurce static ftppassive interface service pass pass

object network Everybody

nat (inside,outside) dymamic interface

object network

nat (inside,outside) static interface service tcp smtp smtp
cbject network

nat (any,ocutside) static interface service tcp

object network

nat (irnside,outside) static interface service tcp

object network
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nat (ingide,ocutside) static interface service
cbject network

nat (inside,outside) static interface service
object network

nat {(inside,outside) static interface sgervice
object network

nat (inside,cutside} static interface service
object network

nat (inside,cutside) static interface service
object network

nat (inside,outside) static interface service
object network

nat (inside,outside) static interface service
object network

nat (inside,outside) static interface service
object network

nat (inegide,outside) static interface service
object network

nat (ingide,outside) static interface service
object network

nat (inside,ocutside) static interface service
object network

nat (inside,ocutside) static interface service
object network

nat (inside,outside) static interface service
object network

nat (inside,ocutside) static interface service
object network

nat (inside,outside) static interface service

show running-config/show running-co...

tep
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp https https
tcp

tep

tcp

access-group cutside_access_in in interface outside

route outside 0.0.0.0 0.0.0.0

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

dynamic-access-policy-record DfltAccessPolicy

aaa-sgserver SERVER protocol kerberos
max-failed-attempts 5

aaa-sgerver SERVER (inside) host 192.168.
kerberos-realm .COM

user-identity default-domain LOCAL

http server enable

http 192.168. 255.255.255.0 ingide

ne snmp-server location

no snmp-server contact

snmp-server enable
crypto ipsec ikevl
crypto ipsec ikevl
crypto ipsec ikevil
crypto ipsec ikevl
crypto ipsec ikevl
crypto ipsec ikevl
crypto ipsec ikevl
crypto ipsec ikevi
¢rypto ipsec ikevl
¢rypto ipsec ikevl

transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set

traps snmp authentication linkup linkdown coldstart warmstart
ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac
ESP-DES-SHA esp-des esp-sha-hmac

ESP-3DES-SHA esp-3des esp-sha-hmac

ESP-DES-MD5 esp-des esp-md5-hmac
ESP-AES5-192-MD5 esp-aes-192 esp-md5-hmac
ESP-3DES-MD5 esp-3des esp-md5-hmac
ESP-AES-256-SHA egp-aes-256 esp-sha-hmac
ESP-AES-128-SHA esp-aes esp-sha-hmac
ESP-AES-192-SHA
ESP-AES-128-MD5

esp-aes-192 esp-sha-hmac
esp-aes esp-mds5-hmac
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show running-config/show running-co...

crypto ipsec security-association pmtu-aging infinite
crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set pfs groupl
crypto dynamic-map SYSTEM_DEFAULT CRYPTO MAP 65535 set ikevl transform-set ESP-AES-
128-SHA ESP-AES-128-MD5 ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AE3-256-SHA ESP-AES-
256-MDS5 ESP-3DES-SHA ESP-3DES-MD5 ESP-DES-SHA ESP-DES-MD5
crypto map outside map 65535 ipsec-isakmp dynamic SYSTEM DEFAULT CRYPTO MAP
crypto map outside map interface outside
crypto ca trustpool policy
crypto ikevl enable outside
crypto ikevl policy 10

authentication crack

encryption aes-256

hash sha

group 2

lifetime 86400
crypto ikevi policy 20

authentication rsa-sig

encryption aes-256

hash sha

group 2

lifetime 86400
crypto ikevl policy 30

authentication pre-share

encryption aes-256

hash sha

group 2

lifetime 86400
crypto ikevl policy 40

authentication crack

encryption aes-192

hash sha

group 2

lifetime 86400
crypto ikevl policy 50

authentication rsa-sig

encryption aes-192

kash gha

group 2

lifetime 86400
crypto ikevl policy 60

authentication pre-share

encryption aes-192

hash sha

group 2

lifetime 86400
crypto ikevl policy 70

authentication crack

encryption aes

bhash sha

group 2

lifetime 86400

crypto ikevl policy 80

authentication rsa-gig

encryption aes

hash sha

group 2

lifetime 86400
crypto ikevl policy 90

authentication pre-share

encryption aes
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'show running-config/show running-co...

hash sha

group 2

lifetime 86400
crypto ikevl policy 100
authentication crack
encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 110
authentication rsa-sig
encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 120
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 130
authentication crack
encryption des

hash sha

group 2

lifetime 86400
crypto ikevl policy 140
authentication rsa-sig
encryption des

hash sha

group 2

lifetime 86409

crypto ikevl policy 150
authentication pre-share
encryption des

hash sha

group 2

lifetime 86400

telnet 0.0.0.0 0.0.0.0 inside
telnet timeout 5

ssh timeout 5

ssh key-exchange group dh-groupl-shal
console timeout 0

dhcp-client client-id interface outside
threat-detection basic-threat
threat-detection scanning-threat
threat-detection statistics
threat-detection statistics tcp-intercept rate-interval 30 burst-rate 400
average-rate 200
ntp server 192.30.32.16 source outside prefer
group-policy DfltGrpPolicy attributes
vpni-tunnel-protocol ssl-clientless

group-policy internal
group-policy attributes
dns-server value 192,168, 192.168.

vpn-tunnel -protocol ikevl
split-tunnel-policy tunnelspecified
split-tunnel-network-list value _splitTunnelAcl
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show running-config/show running-co...

default-domain value . com
tunnel -group type remote-access
tunnel -group general-attributes
address-pool POOL
authentication-server-group SERVER
default-group-policy DEMO
tunnel-group ipsec-attributes

ikevl pre-shared-key *****
{
class-map inspection_default
match default-inspection-traffic
peolicy-map type inspect dns preset_dns_map
parameters
message-length maximum c¢lient auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect ip-options
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmep
inspect icmp
inspect icmp error
class class-default
user-gtatistics accounting
service-policy global policy global
prompt hostname context
no call-home reporting anonymous
call-home
profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services
/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily
hpm topN enable
Cryptochecksum:
: end
no asdm history enable
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