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Symptom:
Cisco Security Manager includes a version of  openssl that is af f ected by the vulnerability identif ied by the
Common Vulnerability and Exposures (CVE) ID CVE-2014-0160.

This bug has been opened to address the potential impact on this product.

Conditions:
Device with def ault conf iguration.

Workaround:
Not currently available.

Further Problem Description:
Additional details about this vulnerability can be f ound at http://cve.mitre.org/cve/cve.html

PSIRT Evaluation:
The Cisco PSIRT has assigned this bug the f ollowing CVSS version 2 score. The Base and Temporal CVSS
scores as of  the time of  evaluation are 5/5:

https://intellishield.cisco.com/security/alertmanager/cvss?
target=new&version=2.0&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N/E:H/RL:U/RC:C

The Cisco PSIRT has assigned this score based on inf ormation obtained f rom multiple sources. This
includes the CVSS score assigned by the third-party vendor when available. The CVSS score assigned may
not ref lect the actual impact on the Cisco Product.

CVE-2014-0160 has been assigned to document this issue.

Additional inf ormation on Cisco's security vulnerability policy can be f ound at the f ollowing URL:

http://www.cisco.com/web/about/security/psirt/security_vulnerability_policy.html
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6 Enhancement

Product:

Cisco Security Manager

Support Cases:

6

Known Af f ected Releases: (3)

4.7(0)ER2

4.7(0)ER3

4.5(0)SP0(2)

Known Fixed Releases: (0)

Download sof tware f or  Cisco Security Manager

Support Cases: (6)

Support case links are not customer visible

http://software.cisco.com/download/navigator.html?mdfid=280033778
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