Microsoft Windows IPSec Proposals when using L2TP/IPSec

Phase 1 Proposals

Windows XP Service Pack 1 Windows Vista Service Pack 1 Windows 7
“No “Optional “Requried | “Maximum “No “Optional “Requried | “Maximum “No “Optional “Requried | “Maximum
encryption” | encryption” | encryption” | strength” encryption” | encryption” | encryption” | strength” encryption” | encryption” | encryption” | strength”
1 untested untested 3des, shal, group2 untested untested Aes-256, shal, “unknown” untested untested Aes-256, shal, “unknown”
group group
2 3des, md5, group2 Aes-128, shal, “unknown” Aes-128, shal, “unknown”
group group
3 des, shal, groupl 3des, shal, “unknown” Aes-256, shal, “unknown”
group group
4 des, md5, groupl 3des, shal, group2 3des, shal, “unknown”
group
5 3des, shal, group2
Phase 2 Proposals
Windows XP Service Pack 1 Windows Vista Service Pack 1 Windows 7
“No “Optional “Requried “Maximum “No “Optional “Requried | “Maximum “No “Optional “Requried “Maximum
encryption” | encryption” | encryption” strength” encryption” | encryption” | encryption” | strength” encryption” | encryption” | encryption” | strength”
1 untested untested 3des, md5, mode untested untested Aes-128, Aes-256, untested untested Aes-128, Aes-256,
transport shal, mode shal, shal, mode | shal, mode
transport mode transport transport
transport
2 AH, shal, 3des, shal, mode 3des, shal, mode
mode transport transport
transport
3 3des, no AH, shal, mode transport des, shal,
hash, mode mode
transport transport
4 AH, md5, Aes-256,
mode no hash,
transport mode
transport
5 AH, shal,
mode
transport
6 3des, shal,
mode
transport
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