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Expressway with the Mobile Remote Access feature provides seamless registration of Jabber and TC endpoints
located outside the enterprise network as is shown in below picture.

The same architecture does also provide seamless integration/calls between different enterprises, aka Business to
Business integration and this for Audio, Video and IM&P. (B2B)

This document covers how to integrate/configure your Expressway and CUCM deployment to be able to make and
receive calls from other companies (domains). It does not cover the IM&P part and neither does it cover H.323
integration.
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Prior you continue you need to make sure you have the relevant DNS SRV created for your domain,
these records are used by other companies to find the location of your Expressway.

Configuration step 1 - SIP trunk between CUCM and Expressway-C

After CUCM discovery is done by Expressway-C, Neighboring zone(s) are automatically configured for each node and
transport protocol discovered.

When the CUCM cluster is configured in mixed mode there will be 1 zone for TCP (none-secure traffic) with
destination port 5060 and 1 zone for TLS (secure traffic) with destination port 5061. These ports can not be changed.
The 2 zones are used for all edge calls to and from the edge endpoints.

Inbound calls from the edge endpoints will take the route of these auto-added zones and hence will be targetting TCP

5060 or TLS 5061 on CUCM.
Through the established sockets edge endpoints will register and place/receive calls.
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For B2B calls we need to configure a SIP trunk on CUCM pointing to Expressway C where typically CUCM will listen
on port 5060 or 5061 for inbound traffic from this gateway.

Since edge traffic is coming from the same source IP with port 5060/5061 we will need to use a different

listening port for this trunk on CUCM. Otherwise edge traffic will be routed to the SIP trunk device on CUCM and not
to the endpoint device (CSF or EX)

On Expressway-C side we continue to use 5060 and 5061 for SIP TCP/TLS.

Below is an example where CUCM listens on port 6060/6061 for inbound traffic on this trunk.

Company A

B2B
SIP through m,
TCP/TLS socket \'
> \
[ (- .
CucMm / \ Expressway C & Expressway E
6060 TCP 5060 TCP
6061 TLS 5061 TLS

Below are the different configuration steps documented for this deployment.
Both for secure and non-secure deployments.

1. Add a new SIP Trunk Security Profile.
Configure a different Incoming port then 5060/5061, here we use 6060 for TCP and 6061 for TLS

Non Secure SIP Trunk profile
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-SIP Trunk Security Profile Information

Name* |B2B SIP TRUNK EXPRESSWAY None Secure

Description [Non Secure SIP Trunk Profile for B2B Expressway
Device Security Mode [ Non Secure )
Incoming Transport Type™® | Tcp+uDP )
Outgoing Transport Type [ Tce )

[ Enable Digest Authentication
Mence Validity Time (mins)®* 600

X.509 Subject Name
Incoming Port* (6060

[ | Enable Application level autherization
[ | Accept presence subscription

[ | Accept out-of-dialog refer**
[E]ﬁu:cept unsolicited notification

# Accept replaces header

|| Transmit security status

[ Allow charging header
SIP V.150 Outbound SDP Offer Filtering* | Use Default Filter s

Secure SIP Trunk profile

For TLS you also need to configure the X.509 Subject name matching the CN of the certificate presented by the
expressway-c. In addition you also need to upload the Expressway-C or the CA certificate (which issued the
expressway-c cert) to the CCM Certificate trust store.
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-SIP Trunk Security Profile Information

Name* B2B SIP TRUNK EXPRESSWAY SECURE

Description |Secure SIP Trunk Profile for B2B Expressway

Device Security Mode | Encrypted =
Incoming Transport Type™® [ TLS : |
Outgoing Transport Type [ TLS =

[ | Enable Digest Authentication
Nonce Validity Time (mins)™® 500

X.509 Subject Name expresswayc. cisco.com

Incoming Port* B0B1

|| Enable Application level authorization
|| Accept presence subscription

[ | Accept out-of-dialog refer**
[ Accept unsolicited notification
[ | Accept replaces header

[ | Transmit security status

[ Allow charging header

SIP V.150 Dutbound SDP Offer Filtering™® | Use Default Filter

2. Configure the SIP trunk on CUCM.
Through this trunk all B2B calls will flow, to and from CUCM.
The SIP trunk configuration parameters are standard for CUCM with VCS deployments.
Do make sure to associate the security profile created in step 1.

3. Configure a neighbour zone on Expressway-C
A neighbour zone needs to be configured on Expressway-C targetting CUCM.
This zone us used to route inbound B2B traffic to CUCM.
The configuration is standard except that you must make sure to configure the destination port corresponding to
the listening port configured on the SIP Trunk Security profile assigned to the SIP trunk on CUCM.

In this example the destination port will be 6060 for SIP/TCP and 6061 for SIP/TLS. (refer to step 1)
Neighbour zone for SIP TCP:
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_Inunﬂ-guratlnn I
Hame * [ cucmzone | i
Typa Neighbor
Hop count . |2& | i
ez |
Mode | of & d

s |

o e
Port « | Boan | i
Transport |T¢| i
Accept proxied registrations |W| i
Media encryption mode | Awto +|
ICE support |D‘I’f—:| i
| Authentication |
Autentication policy | Donotcheck credentiats 3|
SIP authentication test mode | of & d

ekazation

Paer 1 addrass [10.48.79.108 | G SIP: Reachable: 10.48.79.105:6050

T ST

Paer 3 eddress

Paer § sddress

I
'
|
!

Peer 4 address ! | i
!

Paer & eddrass !

e .

Zone profile | Cigco Unified Communications Manager (B.6.1 orlater) =]

Save | Cancel | | Delete |

Neighbour zone for SIP TLS - with TLS verify mode on

When TLS verify mode is set to on you must make sure the "peer address" matches the CN or SAN from the
certificate presented by CUCM. Typically with TLS verify mode on you configure the FQDN of the CUCM node for
peer address.
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_I Configuration i
Name * | cucmzane | i
Type Nelgnbar
Hop count & |2q | i
[ |
Mode [ of & i
s |
Mode [on 3] i
Part + 6061 | L
Transport [oMBut] (G
TLS verify mode [On %] (4
Accept proxied registrations |W| i
Media encryption mode [ Awto +| i
ICE support |D‘I’f—:| i
| Authentication |
Autentication policy | Donotcneck credentiats 3|
SIP authentication tst mode | of & i
| Location
Paar 1 eodrass | cuem cisco.com | i SIP: Reachable: 10.48.79.105:6050
Peer 2 aodress | | i
Paar 3 addrass | | i
Paear 4 addrass. | | i
Peear § sddrazs | | i
Paer § addrass. | | i
_I Advanced
Zone profile | Cigco Unified Communications Manager (8.6.1 orlater) =] §

Neighbour zone for SIP TLS - with TLS verify mode off
When TLS verify mode is set to off the peer address can be either the IP address, hostname or FQDN of the
CUCM node.
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_I Configuration i
Name * | cUCMZONE i
Typa Neighbor
Hop count * '2&—| i
[ |
Moda | of & d
s |
Moda Coness] G
Port « | Eos1 | i
Transport |T¢| i
TLS verify mode i
Accept proxied registrations |_W| i
Media encryption mode [ Awto +|
ICE suppart | of & d
_I Authentication |
Autentication policy | Donotcheck credentiats 3|
SIP authentication test mode | of & d
_I Location i
Paar 1 podrass |04z 7o 108 | SIP: Reamahli 10.48.79.105:6050
Paer 2 sddrass |_ - | i
Paer 3 eddress | | i
Paer 4 eddress | | i
Paear § sddrass | | i
Paer & eddress | | i
_I Advanced
Zone profile | Cigco Unified Communications Manager (B.6.1 orlater) =]

4. For TLS, make sure that
- Expressway C server certificate or CA root (used to sign certificate) is uploaded to the Callmanager Trust store

on all servers in the CUCM cluster.
- Callmanager certificate or CA root (used to sign certificate) is uploaded to the 'Trusted CA Certificate' list on the

Expressway C server

Confiquration step 2 : Configure traversal zone between Expressway-C and Expressway-E
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A separate traversal zone has to be configured to route the B2B traffic between Expressway-C and Expressway-E.
This is a standard traversal zone configuration, but similar as with the SIP trunk on CUCM a different port then the
port used by the UC Traversal zone for Edge traffic must be configured.

The standard port for the UC Traversal zone is 7001. For the B2B Traversal zone you can e.g configure 7003.

UC Traversal Zone for edge traffic

Edge traffic
UC Traversal Zone

.'\l
ﬁ > EIE———— & >

[
CUCM Expressway C / d \/Expressway E
Ephemeral Range 7001 TLS
Traversal Zone for B2B traffic
B2B traffic Company A

Traversal Zone

li\l
Expressway C E \

CUCM Expressway E

Ephemeral Range 7003 TLS

1. Traversal zone configuration for B2B traffic on Expressway-C
Expressway-C is the traversal zone client, in this example the destination port is 7003

With TLS verify mode set to On make sure the 'Peer Address' configured matches the CN or SAN of the
presented certificate by Expressway-E
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| configuration |
Name - I B2B-Traversal I i
Type Traversal client I
Hop count ® 45 i

H Connection credentlals

Usarmame * !aﬁ 1
Password - |---- ] i
|
‘I s I
Mode [of 3] i
Pratocol [Assent 3]
s .
Mode [ﬂn—:| i
Port | Tons [ i
Transgport [TH i
TLS verify mods [wom.2] (§
Accapt prosied registrations [WH i
Mestia encryptisn mode [.N.Ilo—t i
ICE support [m—ﬂ i
SIF polson mode [m—ﬂ i
| Authentication |
Authentication policy [ Do not check credentials 5|
_I Client settings I
Retry interval - ’_121:|—| i
I'I Locatlon |
‘l Paar 1 eddress Iaﬂma.uﬁuc.wn i
Paar 2 podress [ | L&

Paar 3 sodress [ | i

2. Traversal zone configuration for B2B traffic on Expressway-E
Expressway-E is the traversal zone server, in this example the listening port is 7003.
With TLS verify mode set to On make sure the 'TLS verify subject name' configured matches the CN or SAN of the
presented certificate by Expressway-C
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_| Configuration |

Marrie * I B2B-Traversal | i

Type Traversal server

Hop count * |15 i
_| Connection credentials !

Usamamea * |aﬂ |

Passwand Add/Edit local authentication dalabase
_I H.323 !

Moda [

Pratacel [ Assant =] | §

H.450.18 demultiplaxing mode O]

_| sip |

Maoda e |

Port #* | 7003 I

Transport S

TLS verify mada TR

TLS werify subject name * |aﬂ-xw-_.-c.mluc;.mm I
Accept provied registrations [ Allew 2] g

Media encryplion moda l Auta - ] i

ICE support ] [

SIP poison mode [.of. %] (d

_| Authentication |

Authentication palicy | Do not check credentials & | |

Configuration step 3 : Configure DNS zone on Expressway-E

To route the B2B traffic you have to configure a DNS zone on Expressway-E.

Expressway-E, for traffic destined to this zone, will perform a DNS SRV lookup for ether _sip or _sips and this for the
domain derived from the domain portition of the SIP URI.

The SRV target returned by the DNS server will be used to route the SIP call to.

The configuration is a standard DNS zone configuration.
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Create zone

— Configuration |

Page 11 of 12

You are here: Configuration® Zonezr Zunes'® Create zone

Mame L |DNSZune L
Tipe w | ONE Lk

Hop count #* (15 L

| H.323

Moda On 8 L&
siP !

Modz On ) (L)

TLS verlly mode

Fallback transport protocol L

Media encryption mode

ICE support

. Bdvanced

Inciude addrass record on & (i

Zone profila | Default | Ly

createzong | _cancel |

Configuration step 4 : Configure dialplan

1.
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Transforms and/or Search Rules on Expressway-C and E

For more information please consult the VCS Deployment guides (Control with Expressway),

chapter on 'Routing Configuration'
http://www.cisco.com/c/en/us/support/unified-communications/telepresence-video-communication-server-
ves/products-installation-and-configuration-guides-list.html

SIP Route pattern(s) on CUCM

For more information please consult the CUCM System and administration guide (Dialplan Deployment guide)
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanag
er/products-maintenance-guides-list.html

For SIP call routing SRV records must be created on the public DNS servers.

Below diagram lists the required SRV records, including as well for H323 B2B calls which has not been discussed
in this document. Also to note that SIP UDP by default is disabled on Expressway
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DNS SRV records

Mame Serwice Protocol Priarity Weighi Port Target host

REAMEIE.OM. nAZAcs mn 113 1 1Tan BH_I}G-BHBH'IJW‘M.
Ia:-:arrlrglamm. n32dls L';IJ 1 10 irig l;;epe.ana;n;lam.
example com. Hp 1] 10 10 5080 e B RAMD e COr.
exanple com. sp udp ? 10 10 G080 BEpE S RErTE e s,
example.com. Hps =] 10 10 5081 BXpe.E XA leco.

4. Configuring the Cluster Fully Qualified Domain Name on CUCM.
You can enter multiple entries seperated by comma.

|~ Clustarwids Domsin Configursticn
Qepgngpliar Too vl Doyan
| Sluster Sl O e fesg DOmamn 5ames

5. Create a transform on Expressway C which removes the port from the URI received in the Invite from CUCM.
(For more info, look for this document :
http://www.cisco.com/c/en/us/support/docs/unified-communications/telepresence-video-communication-server-
ves/116729-trouble-cucm-dns-ves-01.html)

|m

Friceizy a5 1

Dacariprior 'm.hnﬁun:mwml:ﬁuﬁn!n i
Puzush iyps | Pagex | |

Famam sming # | Lo . ' |

Fwzmm bwhent | Fapaca

Faplocn siTing Vimigtp I I

stwm | Ensbdmd 2| g

The SRND also contains an extensive chapter on dialplan

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanag
er/products-implementation-design-guides-list.html

Configuration step 5 : Upload rich media licenses to Expressway

Rich media licenses (aka Traversal Zone licenses) must be uploaded to each Expressway Server.
In case these are missing or due to improper configuration calls may be released with following warning

"Call license limit reached: You have reached your license limit of concurrent traversal call licenses"
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