
HDX CUCM Security Setup

• A phone security profile must be added for 
“Third-Party SIP Device (Advanced)”

• Digest Authentication must be checked
• Without this security setting phone only uses end 

user name and no password to access CUCM



HDX and CUCM Regions

• Region settings in CUCM should be set to allow a 
minimum of 256k of video bandwidth (should match 
HDX maximum call rate)

• Recommend use of G.722 audio codec for best audio 
experience

• Most newer Cisco phones support G.722, older ones 
will connect at G.711 only (VVX supports both)



HDX and CUCM Locations

• Locations must support an appropriate amount of 
audio and video bandwidth

• CUCM will force call to audio only if no video 
bandwidth is available for a given call



HDX and CUCM Media Resources

• Due to the way CUCM handles DTMF (out-of-band) the media resource group list 
assigned to the phone must NOT contain any MTP resources

• MTP resources are typically used in calls across trunks (H.323, SIP)

• Symptom of an MTP being used for an HDX to HDX call is G.711 only audio and no 
video

• Verified by using Cisco VLT (MTP shows up as part of the call)



HDX CUCM End User Setup
• An End User must be 

created in CUCM for each 
device

• HDX uses “Digest 
Credentials” as part of 
authentication

• No device association is 
required

• HDX cannot be controlled 
via Cisco JTAPI or Cisco 
CSTA at this time



HDX CUCM Device Setup

MAC Address for tracking only, phone does 
not register using MAC

Select proper location that contains video 
bandwidth

• Remember to select CSS and all other location 
appropriate settings



HDX CUCM Device Setup (cont’d)

Select phone security profile with digest 
authentication

Select end user created for phone

• Each End User ID created can be used for only one
phone (CUCM limitation)

• Use of End User ID on more than one device will break 
phone registration



HDX SIP Setup for CUCM

“Authentication Name” matches “Digest User” field on CUCM device page

“User Name” is “extension@CUCM IP Address”

Password must match “Digest Credential” field in CUCM End User

Registrar and Proxy server fields must point to same CUCM IP Address

No CUCM Fault Tolerance supported at this time


