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Overview

The Cisco ASA phone proxy feature allows remote Cisco IP phones to establish secured communication channels directly with the ASA. These secure communications terminate directly
onto the firewall, and the firewall "proxies" the voice communication between the phone and the Call Manager.

This feature allows for secure voice communication for phones deployed in the field without requiring a separate device to encrypt the traffic to the Call Manager.

To configure ASA Phone Proxy via ASDM, please reference this page: http://supportwiki.cisco.com/wiki/index.php/ASA_Phone_Proxy_sample_configuration_via_ASDM
Terminology

Media Termination Address

The Media Termination Address is an address that the firewall uses to perform the phone proxy function. It is a special address that is used to terminate secure media streams to and from
remote phones. This address needs to be a unique, publicly routeable address on the outside of the firewall, and must adhere to the following guidelines:

It must not be the same as any global address for any translation on the firewall
It must be a different address than the outside interface address of the firewall (or any other firewall interface)
It must reside in the same ip subnet as the outside interface of the firewall

No other device on the outside subnet can also be assigned this IP address

SRTP

SRTP (Secured Real-time Transport Protocol) refers to RTP (Real-time Transport Protocol) media streams which are encrypted.
Certificate Trust List (CTL) File

The CTL file is a file that the phone downloads when it first connects to the tftp server upon bootup. The CTL file contains information about what devices the phone can trust, along with
the certificates for those devices. In the case of phone proxy the firewall is configured to generate and send its own CTL file to the remote phone. The CTL file contains the certificates for
the devices in the phone proxy environment, such as the Call Manager(s), tftp-server and CAPF certificates.

MIC and LSC Certificates

There are two types of certificates that can be present on Cisco IP Phones:

»  Manufacturer Installed Certificate (MIC)
= Locally Significant Certificate (LSC)

For the phone proxy feature to function propery and for the traffic between the phone and the ASA to be encrypted, the phone must have a certificate installed. To determine if a phone
has a certificate already installed on the phone, press the Settings button, then choose "6 - Security Configuration" then scroll down and look for the sections labelled "MIC" and "LSC". If
either of these reads "Installed" a certificate of that type is installed. If it reads "Not Installed" there is no certificate of that type installed.

CAPF

Stands for Certificate Authority Proxy Function. This is a feature that runs on the Cisco Unified Call Manager Publisher that can deploy LSC certificates to phones. This is required for
phones that do not have a MIC certificate to establish secure or authenticated connections. More information on the process of deploying certificates to phones using the CAPF process
can be found at the documentation link below

Call Manager 7.0 CAPF docs

It is important that phone proxy deployments not use MIC certificates except for initial setup, as any cisco phone with a MIC will be able to connect to the phone proxy if the MIC

certificates are installed. It is advisable to use the MIC certificates to deploy LSC certificates, so that only authorized phones (with the correct certificate) can connect to the phone proxy.

Prerequisites

The following are required before the phone proxy feature will work correctly
Search
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m The remote Cisco IP phone must have a certificate installed for the secure connection to be made to the firewall

m The ASA firewall must be running at least version 8.0(4)

m The ASA must have the appropriate license installed. To determine the number of secured connections available, use the "show version" command. Each phone to Call Manager
connection counts as one secure connection; Therefore, if two Call Managers are present (and in a redundant configuration) since each phone maintains two connections (one to
each Call Manager) then a total of two licenses will be used for each phone.

Note the line that reads "UC Proxy Sessions":

PhoneProxyASA#show version

Cisco Adaptive Security Appliance Software Version 8.0 (4)
Device Manager Version 5.2(4)

UC Proxy Sessions : 2

Step-by-Step configuration example

For this example, the following diagram depicts the network:

inside outside

172.18.124241 14.36.107.90 Cisco 7960

LSC certificate

Cisco 7960

Call Manager LSC certificate

172.18.124.230
Media Termination address: 14.36.107.91

 Static translation for tftp server:
staticlinside,outside) 14.36.107.95172.18.124.230

= The outside interface is meant to represent the internet in this example.

= The media termination address is 14.36.107.91.

m The TFTP server resides on the call manager, and the call manager is at 172.18.124.230. The firewall is statically translating this inside ip to the outside with a global address of
14.36.107.95.

= The phones in this case have a LSC certificate installed using the CAPF process. This certificate was previously installed on the phone by the Call Manager prior to introducing it
to the phone-proxy

= The Call Manager is running in non-secure mode. Therefore all communication from the ASA to the call manager will be unencrypted

The following configuration is based off of the configuration guide located here

1. Set the hostname and domain-name of the firewall. These settings will be used when the RSA keys are generated in step 4.

ciscoasa# conf t

ciscoasa(config)# hostname PhoneProxyASA
PhoneProxyASA (config) # domain-name cisco.com
iPhoneProxyASA (config) #

2. (Optional) Configure DNS resolution on the ASA if the Call Manager server is configured by hostname, rather than IP address. If the Call Manager is configured by hostname then it
will insert its own hostname into the TFTP config file sent to the phone, instead of its IP address; the phone will then attempt to resolve the hostname and connect to the resulting ip. The
phone, as well as the ASA, will need to be able to resolve the IP of the Call Manager if this is the case. You can check to see if the Call Manager server is configured by hostname by
going to the Call Manager and under "System->Server" and press the "Find" button to display the Call Manager description. It will show an IP address or a Hostname. If your Call
Manager is configured by ip address, this step is not necessary, as the phone and the ASA won't need to do any dns resolution.

In the following example:
m The DNS server resides on the outside

m The DNS server ip address is 172.18.108.43
= In this case the DNS server is added to the default DNS server group

PhoneProxyASA (config) # dns domain-lookup outside
iPhoneProxyASA (config) # dns server-group DefaultDNS
iPhoneProxyASA (config-dns-server—group) # name-server 172.18.108.43

3. Create a static translation so that the Call Manager's TFTP server is accessible from the outside internet. The phones will be configured with the 14.36.107.95 address as their TFTP
server:

&hone?roxyASA(conflq)# static (inside,outside) 14.36.107.95 172.18.124.230 netmask 255.255.255.2555

4. A keypair needs to be generated that will be used for the self-signed certificate on the firewall. If a keypair is already created then this step can be skipped.

iPhoneProxyASA (config) # crypto key generate rsa label proxy_key modulus 1024
INFO: The name for the keys will be: proxy_key

Keypair generation process begin. Please wait...

‘PhoneProxyASA (config) #

5. Next, create a trustpoint that will be used for secure communication with the remote phones. In this case we'll call this trustpoint phoneproxy_trustpoint. After creating the trustpoint,
we enroll the trustpoint immediately (causing the firewall to generate the self-signed certificate).
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iPhoneProxyASA (config) # crypto ca trustpoint phoneproxy trustpoint
iPhoneProxyASA (config-ca-trustpoint)# enrollment self
iPhoneProxyASA (config-ca-trustpoint)# keypair proxy_key
PhoneProxyASA (config-ca-trustpoint)# exit

iPhoneProxyASA (config) #

iPhoneProxyASA (config) # crypto ca enroll phoneproxy trustpoint
INARNING: The certificate enrollment is configured with an fgdn
ithat differs from the system fgdn. If this certificate will be
used for VPN authentication this may cause connection problems.

ould you like to continue with this enrollment? [yes/nol: yes
% The fully-qualified domain name in the certificate will be: PhoneProxyASA.cisco.com
% Include the device serial number in the subject name? [yes/nol: no

Generate Self-Signed Certificate? [yes/nol: yes
iPhoneProxyASA (config) #

6. (Optional - Only necessary if the phones have a LSC installed and no MIC) If the phones we are using do not have a MIC certificate (and the only certificate that they have is a LSC)
then we'll need to add the CA CAPF certificate from the Call Manager. Again, this step is only necessary if the remote phones have a LSC certificate loaded.

To retrieve the CAPF certificate from the Call Manager running version 5.1, do the following (these steps might be different depending on the Call Manager version):

Log into the Call Manager web interface

In the upper right of the screen in the "Navigation" selector, choose "Cisco Unified OS Administration" and click "Go"
Choose the "Security" drop down, then choose "Certificate Management" then "Download Certificate / CTL"

Choose "Download Trust Cert" and then "CAPF". Download this certificate in .pem encoding.

el s

Then, create the trustpoint and import the CAPF CA certificate from the Call Manager onto the firewall

iPhoneProxyASA (config) # crypto ca trustpoint capf trustpoint
iPhoneProxyASA (config-ca-trustpoint)# enrollment terminal
PhoneProxyASA (config-ca-trustpoint) # exit

iPhoneProxyASA (config) # crypto ca authenticate capf trustpoint
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

fffff BEGIN CERTIFICATE---—-
MIICADCCAd2gAWIBAgIIFgGX+wPCb6YWDQYJK0oZ I hvcNAQEFBQAWVTEKMAGGALUE;
IChMBQTEKMAgGA1UECBMBRDEKMAGGA1UEBXMBQZELMAKGA1UEBhMCVVMxF jAUBgNV:
IBAMTDUNBUEYtMTViYjNkZjgxCJAIBgNVBAsTAUIwHhcNMDcWOTAOMTEWODMOWhCN
TIwOTAOMTEwWODMOWjBVMQowCAYDVQOKEWFBMQowCAYDVQQIEWFEMQowCAYDVQOH:
EWEDMQswCQYDVQQGEWJVUZEWMBQGALUEAXMNQOFQR1 0xNWJiM2RmMODEKMAGGA1UE;
CxMBQJCBnzANBgkghkiGIwOBAQEFAROB]QAwWgYkCgYEAUIDQz2fuaz/lorFOVFPF:
KWYLEYzq8CuBvB118pfHvdFbmt ZcWkm3wY/s+9HCxh6Fqz jXKpQM8sQQ6 TEABOGE:
NKTqypDJInRhMv/+C7eh4XuV4hFM1 8 2MFaZvemVTt jkpdrcv5iRzZn10C0g3JEaLS
CAONhg1gQgKQgr xOHgxpoZ0CAWEAAANNME swCwYDVROPBAQDAGKEMBOGA1 UdJQQW;
MBOGCCsGAQUFBwMBBggr BgEFBQCcDBTAABgNVHQ4AEFgQU9S /3 1bgkdbAMDe TnhAXC]
ixEUAkcswDQYJKoZIThvcNAQEFBQADgYEAhT1glsQnxcwMxMtWMBuZIg6ya8dt3zP4;
IRBUKgGD2PZWH5d/fe9rGvE/TZgSGhGixalN6e0kRS29UUy/4u2zr 7iGgpZXyezrfc
3+/q82z6YvBx6gH+BSGAKKNC91Q+2YDMBXn93H10K+kwJIGXENgOkJY45pTaNn6dOA!
iop9pXH9Si24=

fffff END CERTIFICATE----—-—

INFO: Certificate has the following attributes:
Fingerprint: 1£53d57a 5d82b8e7 4f7f9ceb 1758el81
Do you accept this certificate? [yes/no]: yes
iTrustpoint CA certificate accepted.

% Certificate successfully imported
iPhoneProxyASA (config) #

7. It is necessary to load the Cisco Manufacturer CA certificates onto the firewall so that phones that use MIC certificates and the firewall can make a secure connection. Therefore, we'll
create a trustpoint for each of the CA certificates CAP-RTP-001, CAP-RTP-002, and Cisco_Manufacturing_CA. These CA certificates can be downloaded from the Call Manager by
doing the following (these steps might be different depending on the Call Manager version):

Log into the Call Manager web interface

In the upper right of the screen in the "Navigation" selector, choose "Cisco Unified OS Administration" and click "Go"

Choose the "Security" drop down, then choose "Certificate Management" then "Download Certificate / CTL"

Choose "Download Trust Cert" and then "Call Manager - Trust". Download the certificates (CAP-RTP-001, CAP-RTP-002, and Cisco_Manufacturing_CA) in .pem encoding.

L=

Now, create a trustpoint for each certificate and authenticate them all with the downloaded .pem encoded files:
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iPhoneProxyASA (config)# crypto ca trustpoint CAP-RTP-001_trustpoint
iPhoneProxyASA (config-ca-trustpoint)# enrollment terminal
iPhoneProxyASA (config-ca-trustpoint) # exit
iPhoneProxyASA (config) # crypto ca authenticate CAP-RTP-001_trustpoint
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself
————— BEGIN CERTIFICATE-----
TIDgDCCAPCgAWIBAGIQAhL5YBUIb590QiAgMrciViANBgkghkiGIwOBAQUFADAU
MRYWFAYDVQOKEwW1DaXNjbyBTeXNOZW1zMRQWEgYDVQODEwWt DQVAtULRQLTAWMTAe
FwOwMzAyMDYyMz I 3MTNaFw0yMzAyMDYyMzM2MzRaMC4xF jAUBgNVBAOTDUNpC 2NV
IFNSCc3R1bXMXFDASBgNVBAMTCONBUC1SVFAtMDAXMIIBIDANBgkghkiGOw0OBAQEF
AAOCAQOAMIIBCAKCAQEArFW77Rjem4cd/ 7yPLVCauDohwzz/3qf0sJaWlLeAzBlg
iRj21F15S1j0ddkDtfEE0IVKMBOJsvx6xJ1WJiuBwUMDhTRbsuJz+npkaGBXPOXJImN
d54qlpc/hQDEWlbr IFkCcYhHws 7vwnPsLuy1Kw2L2cPOUXxYghSsx8H4vGqdPFQ
INnYy7aKJ43SvDFt4zn37n8jrviRuz0x3mdbcBEdHbAS25Y07a8sk12tshMI/YdMm
'vny 0pmDNZXmeHqEgVO3UFUn6GVCO+K1y1dUULgpYJINYtqLkgjTwgccGjsHdHr 3a
{U+bwluLgSGsQnxMWeMaWo8+6hMxwlANPweufgZMaywIBA60BwzCBwDALBgNVHQEE
BAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQU6RexgscEz6ypG270gSac
cKAFoJowbwYDVROfBGgwZ jBkoGKgYIYtaHROcDovL2NhcClydHAtMDAXLONLICNRE
onJvbGwvQOFQLVJUUCOWMDEUY3Jshi9maWx101i8vXFxjYXAtcnRWLTAWMVXDZXJ0
IRWS5yb2xsXENBUC1SVFAtMDAXLmNybDAQBgkrBgEEAYI3FQEEAwWIBADANBgkghkiG
9w0BAQUFAROCAQEAG2T96 /YMMtw2Dw4QX+F1+glXSrUCrNy jx7vtFaRDHyB+kobw
‘dwkpohfkzfTyYpJELzV1r+kMRoyuZ7oIggccEroMbnnmeApc+BRGbDIGS1Zzk 40A
c6Ea7fm53nQR1cSPMUVLDBzKYDNbnEjizptalC5fgB/S9S6C1g0YpTZEn5t Uy
WXzeYSXPrcxb0UH7IQJ1ogpONAAUKLoPaZU7tVDSH3hD4+VimLyysaLUhksGFrrN
phzZrsVVilK1l7gpgCPl1KLGAS4£Sbkrug3r/6S/SpXS6/gAol jBKixPTZW2PxgCU
1aU9CURLPO95NDOFN3 Bk 3Sips7cVidcogowPQ==
= END CERTIFICATE

‘quit

INFO: Certificate has the following attributes:
Fingerprint: 233c8e33 8632eade 76d79feb ffb061cé
Do you accept this certificate? [yes/nol: yes
iTrustpoint CA certificate accepted.

% Certificate successfully imported
iPhoneProxyASA (config) # crypto ca trustpoint CAP-RTP-002_trustpoint
iPhoneProxyASA (config-ca-trustpoint)# enrollment terminal
PhoneProxyASA (config-ca-trustpoint)# exit
iPhoneProxyASA (config) # crypto ca authenticate CAP-RTP-002_trustpoint
iEnter the base 64 encoded CA certificate.
iEfnd with the word "quit" on a line by itself
fffff BEGIN CERTIFICATE----—
MIIDGDCCAPCYAWIBAGIQNT+yS9cPFKNGWEOpr HIWATANBgkghk i G9w0OBAQUFADAU
IMRYWEFAYDVQQKEwW1DaXNjbyBTeXN0ZW1zMRQWEGYDVQQDEWt DQVAtULRQLTAWMjAe
7 0wMz EwMTAyMDE4ND1 aFw0yMzEwMTAyMDT 3MzdaMC 4 xF jAUBgNVBAOTDUNpC 2NV
TFN5c3R1bXMxFDASBgNVBAMTCONBUC1SVFAtMDAYMIIBIDANBgkghkiGOwOBAQEF
AAOCAQOAMIIBCAKCAQEAXCZ1BK19w/2NZVVvpjCPrpWlcCY7Vig91hzI85RZZ2dAnQ
2M4CufgIzNa3zYxXGIJIAYeFfcRECNMB3f5A+x7xNiEuzE87UPVK+7S80uWCYOUht 1
AVVE5NQgZ3YDNONXgSMmMONb8 1 T86F55EZyVac0XGne77TSTbIde jrTgYQXGP2MIx
Ohg+Z01GFDRzbHEM84Duv2Msez+1+SqmgO80k IckgEINr3/XCSF1hXZNNVg8D+mv
Hth2P6KZgAKXAAStGRLSZX3jNbS8tveJ3Gi5+sj9+F6KKK2PD01iDwHCRKkcUHb7g
11++U/5nswjUDIAph715Ds2rn9ehkMGi pGLF8kpuCwIBA60BWzCBWDALBGNVHQSE
IBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUUpIr4ojuLgmKTnSwLFal
imr TUmSYwbwYDVROfBGgw?Z jBkoGKgYIYtaHROcDovL2NhcClydHAtMDAYLONlcnRE
ionJvbGwvQOFQLVJIUUCOWMDIuY3Jshi9maWx101i8vXFxjYXAtcnRWLTAWM1XDZXJ0
RWSyb2xsXENBUC1SVFAtMDAYLnNybDAQBgk rBgEEAY I 3FQEEAWIBADANBgkghkiG
9w 0BAQUFAAOCAQEAVOOM78Ta0t Hgj 7sVL/5u5VChlyvU168£0pi JLNWip2vDRihm
E+D1XdwMS5JaqUtuaSd/m/xzxpcRIM4ZRRWPg6VeaiiQGk jFuzEeSjSKiSAKTeHg
tup4HP/ZfKSwPA40D1sGSYSKNMm30mVOCQUMHO21PkS/eEQ9sIw6QSTuuHN4y4CT
NPNRbpFRLWO6hnStCZHtGPKEHNY21300y3h/EWhbnp0MZ+hdr20FujSI6G1+L391
aRjeD708£2fY0z9wnEpZbt n2Kzse3uhU1YgqlD1x9yuPq388C18HWAMC § 40VTXux
6Y47H1yv/GIMBFvdgvKlExbGTFn1HpPiaGotQ==
END CERTIFICATE

iquit

INFO: Certificate has the following attributes:
IFingerprint: f7el50ea 5e6e3ac5 615fc696 66415c9f
Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported
iPhoneProxyASA (config) # crypto ca trustpoint Cisco_Manufacturing CA_trustpoint
iPhoneProxyASA (config-ca-trustpoint)# enrollment terminal
iPhoneProxyASA (config-ca-trustpoint) # exit
iPhoneProxyASA (config) # crypto ca authenticate Cisco_Manufacturing CA_trustpoint
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself
————— BEGIN CERTIFICATE-----
IIE2TCCA8GgAWIBAgIKamlnswAARAAAAZANBgkghkiGI9wOBAQUFADAIMRYWFAYD
QQKEw1DaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIWNDgw
HhCNMDUWN JEwM IxNjAxWheNMjkwNTEOMAYNTQyWASMRYWFAYDVQQOKEwW1DaXN j
byBTeXN0ZW1zMR8wHQYDVQQDExZDaXNjbyBNYWS51ZmF jdHVyaWSnIENBMI IBIDAN
iBgkqhk iG9wOBAQEFAAOCAQOAMIIBCAKCAQEAOMX33JaUNRXx9J10u5tB4X3beRaR
u/NUBKFK1DJ1Yskj95rnuSt56AcpTiDlrhvFIVZGsP]0506BuBbMgqIuF O0kKB232L
1KKRYRIcX00zIByaFqd925kGaul2r+z4Cv+YZwfOMO61+IgaquiHPBz07kj9zVw3
8YaTnj1xdX007ksUgcApewUQ74eeaTEwIUG2P9irzhXi6F i fPmIxBIcmpBViASHg
1d/JyVudyaEHe 750kpOTIKhsvRV100RARUVSgNpgx9jIlcjtQeH1X1e0UzKTSAXZ
D/ g2qgfEMKHFp68dGE/2c5k SWnNnYhMODR9e 1XBSZBCG 7FNCXNt g6 JUAQQIBA60C
AecwggHJMBIGA1UAEWEB/wQIMAYBAf8CAQAWHQYDVROOBBYEFNDFIiarT0Z2g7K4F
ik cfcWtGwR/dsMASGALUdDwQEAWIBh jAQBgkrBgEEAY I3FQEEAwWIBADAZBgk rBgEE
AYI3FAIEDB4KAFMAdQBiAEMAQTAfBgNVHSMEGDAWGBON88gVHM6aAgkWrSugiWB
2nsvgjBDBgNVHRBEPDAGMDigNgAOhjJodHRwO18vd3d3LmNpc2NvLmNybS 9z ZWN T
cm10eS9wa2kvY3JsL2NyY2EyMDQ4LmNybDBOBggr BgEFBQCBAQREME TwQAY TKwYB
BQUHMAKGNGhOdHA6LY93d3cuY212zY28u¥29tL3N1Y3VyaXR5L3Bras9jzxJocy9j
cmNhMJA00CS jZXIwXAYDVROGBFUwUzBRBgor BgEEAQk VAQIAMEMwWQQY IKwYBBQUH
AgEWNWhOdHA6LYy93d3cuY212Y28uY29tL3N1Y3VyaXR5L3BrasSowbh2xpY2llcy9p
iomR1eC50dG1sMF4GA1UdJQRXMFUGCCsGAQUFBWMBBggr BgEFBQCcDAGY IKwYBBQUH
AwUGCCsGAQUFBWMGBggrBgEFBQcDBWYKKwYBBAGCNwoDAQYKKwYBBAGCNXQCAQYJ
KwYBBAGCNXUGMAOGCSgGSIb3DQEBBQUAR4IBAQAWS zAt JPLKNOpkmSQpCvKGgkLV
I+1i6itvaSN6go4cTANPPE+rhC836WVg0ZrG2PMLId7QJwBCcbx2RVAFOWFEdyeP3
00fTCIFovo4ipUsGleakqiNIGNW6IvNWxmEAPCNSJIlunGAGT jaubEBEpH6GC/£08
S2513INFBemvM2tnIwcGhiLa69yHz1khQhrpz3B1iOAkPV19TpY4gJfVb/Chedi6
'YBm1sGGGrdllZva5J6LuL2GbugEwYf2+rDUU+bgt lwavw+9tzD0865XpgdOKXrbO
+nmka9eiV2TEP0zJ2+1iC7AFM1IBCIolblPFft6QKoSJIF jB6thIksaE5/k3Npf
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: 6ea241f5 ac%all48 cc8bd4b43 c7cl3025
Do you accept this certificate? [yes/nol: yes

Trustpoint 'Cisco_Manufacturing_CA_trustpoint' is a subordinate CA and holds a non self-signed certificate.
iTrustpoint CA certificate accepted.

% Certificate successfully imported
iPhoneProxyASA (config) #

8. Now that the certificates are on the ASA, we'll need to create the parameters for the CTL file that will be passed down to the phone. In our case, since the tftp server is on the Call
Manager (one device serves both roles), we'll create a record-entry of type cucm-tftp (as opposed to just tftp or just cucm). Also note that we use the global (mapped) address for the tftp
server here, since this is how the tftp server will look to the phones. The record-entry we add for the CAPF is not required if CAPF certificates are not used:
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iPhoneProxyASA (config)# ctl-file ctl phoneproxy file

iPhoneProxyASA (config-ctl-file)# record-entry cucm-tftp trustpoint phoneproxy trustpoint address 14.36.107.95
iPhoneProxyASA (config-ctl-file)# record-entry capf trustpoint capf trustpoint address 14.36.107.95
iPhoneProxyASA (config-ctl-file)#

iPhoneProxyASA (config-ctl-file)# no shut

Keypair generation process begin. Please wait...

% The fully-qualified domain name will not be included in the certificate

Keypair generation process begin. Please wait...

% The fully-qualified domain name will not be included in the certificate

Keypair generation process begin. Please wait...

% The fully-qualified domain name will not be included in the certificate
INFO: Total CTL File length 4134

INFO: Writing CTL file disk0:/ctl_phoneproxy_file.tlv to flash...
PhoneProxyASA (config-ctl-file)#

9. Create the tls-proxy instance. Under this section it is required to specify a trustpoint that was automatically generated by the ASA when the CTL file was created. The trustpoint name
will be in the format of _internal_PP_ + ctl_file_name. In this case since the ctl file was ctl_phoneproxy_file (see step 8 above) the complete command is server trust-point
_internal_PP_ctl_phoneproxy_file.

iPhoneProxyASA (config) # tls—-proxy ASA-tls—-proxy
iPhoneProxyASA (config-tlsp)# server trust-point _internal PP_ctl phoneproxy file
PhoneProxyASA (config-tlsp)# exit

10. Create the phone-proxy instance, which outlines the parameters of how the phone-proxy will be configured on the firewall.

The following parameters are configured below:

= The media-termination address command ip address should be a unique ip address as defined above

m The tftp-server address command ip address should be the internal (real) ip address of the tftp server and the interface should be the interface of the firewall behind which the tftp
server resides. Before configuring this parameter, ensure that the static translation for the Call Manager (see step 3) has been created

m The tls-proxy command should refer to the name of the tls-proxy instance that was created earlier in step 9

m The ctl-file command should refer to the name of the ctl file configured earlier in step 8.

= The no disable service-settings specifies that we do not wish the firewall to disable certain settings of the phone

iPhoneProxyASA (config) # phone-proxy ASA-phone-proxy

iPhoneProxyASA (config-phone-proxy) # media-termination address 14.36.107.91
iPhoneProxyASA (config-phone-proxy) # tftp-server address 172.18.124.230 interface inside
iPhoneProxyASA (config-phone-proxy) # tls-proxy ASA-tls-proxy

iPhoneProxyASA (config-phone-proxy) # ctl-file ctl_phoneproxy file

iPhoneProxyASA (config-phone-proxy) # no disable service-settings

PhoneProxyASA (config-phone-proxy) # exit

iPhoneProxyASA (config) #

11. Define the class-maps that will match the secured traffic. In this case our classes will match the specific TCP ports that the phones will use when making secure sip or skinny
connections to the Call Manager. Secure skinny will use TCP port 2443 and secure SIP will use TCP port 5061 by default.

iPhoneProxyASA (config) # class-map sec_sip
iPhoneProxyASA (config-cmap) # match port tcp eq 5061
iPhoneProxyASA (config-cmap) # class-map sec_sccp
iPhoneProxyASA (config-cmap) # match port tcp eq 2443

12. Define the policy-map for the phone-proxy functions and apply it to the outside interface:

iPhoneProxyASA (config-pmap-c) # policy-map voice_ policy

iPhoneProxyASA (config-pmap) # class sec_sccp

iPhoneProxyASA (config-pmap-c) # inspect skinny phone-proxy ASA-phone-proxy
iPhoneProxyASA (config-pmap-c)# class sec_sip

iPhoneProxyASA (config-pmap-c)# inspect sip phone-proxy ASA-phone-proxy
iPhoneProxyASA (config-pmap-c) # service-policy voice policy interface outside
PhoneProxyASA (config) # exit

iPhoneProxyASA#

13. Using an access-list, permit inbound TFTP traffic to the tftp-server's global IP address. This is the only specific acl entry that needs to exist to allow the phone-proxy to work. The
secured streams which terminate on the firewall will be permitted automatically by the firewall.

iPhoneProxyASA# conf t

iPhoneProxyASA (config) # access-list outside in permit udp any host 14.36.107.95 eq tftp!
iPhoneProxyASA (config) # access—group outside_in in interface outside

iPhoneProxyASA (config) # exit

PhoneProxyASA#

At this point the ASA configuration is done. The next step is to go to the phone and ensure that:
m The phone obtains an ip address from the DHCP server on the LAN
m The phone downloads the correct CTL file from the ASA. If the phone previously had a CTL file loaded it should be deleted.
m The phone's tftp server settings are correct (the phone should have a TFTP server ip setting pointing to the global address of the tftp server as defined in the static() command. The
TFTP server setting should not point to the media termination address, nor the outside interface ip address of the firewall.

Final completed configuration

The final, complete config for this example is below:
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ASA Version 8.0(4)

!

terminal width 120

hostname PhoneProxyASA

idomain-name cisco.com

ienable password 2KFQnbNIdAI.2KYOU encrypted
ipasswd 2KFQnbNIdI.2KYOU encrypted

iname s

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 14.36.107.90 255.255.255.0

!

interface Ethernet0/1

nameif inside

security-level 100

ip address 172.18.124.241 255.255.255.0
!

interface Ethernet0/2
shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3
shutdown

no nameif

no security-level

no ip address

!

interface Management0/0
shutdown

no nameif

no security-level

no ip address
management-only

!
ftp mode passive

idns server-group DefaultDNS

idomain-name cisco.com

laccess-1list outside_in permit udp any host 14.36.107.95

pager lines 24

logging enable

logging list cucm message 446002

1logging buffer-size 1000000

logging monitor debugging

logging buffered debugging

mtu outside 1500

mtu inside 1500

ino failover

icmp unreachable rate-limit 1 burst-size 1

lasdm image disk0:/asdm-524.bin

no asdm history enable

larp timeout 14400

static (inside,outside) 14.36.107.95 172.18.124.230 netmask 255.255.255.255
laccess-group outside_in in interface outside

iroute outside 0.0.0.0 0.0.0.0 14.36.1.1 1

itimeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

itimeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00:
itimeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

ino snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

crypto ca trustpoint phoneproxy_trustpoint

enrollment self

keypair proxy_key

crl configure

crypto ca trustpoint capf_trustpoint

enrollment terminal

crl configure

crypto ca trustpoint CAP-RTP-001_trustpoint

enrollment terminal

crl configure

crypto ca trustpoint CAP-RTP-002_trustpoint

enrollment terminal

crl configure

crypto ca trustpoint Cisco_Manufacturing_CA_trustpoint

enrollment terminal

crl configure

crypto ca trustpoint _internal_ctl_phoneproxy_file SAST_0

enrollment self

fgdn none

subject-name cn="_internal_ctl_phoneproxy_file_SAST_0";ou="STG";o="Cisco Inc"

keypair _internal_ctl_phoneproxy_file SAST_0

crl configure

crypto ca trustpoint _internal_ctl_phoneproxy_file_SAST_1

enrollment self

fgdn none

subject-name cn="_internal_ctl_phoneproxy_ file SAST_1

keypair _internal_ctl_phoneproxy_file_SAST_1

crl configure

crypto ca trustpoint _internal_PP_ctl_phoneproxy_file

enrollment self

fgdn none

subject-name cn="_internal PP_ctl_phoneproxy_file

keypair _internal_PP_ctl_phoneproxy_file

crl configure

crypto ca certificate chain phoneproxy_trustpoint

certificate 0565b348
308201el 3082014a 20030201 02020405 65b34830 0d06092a 864886f7 04010104
05003035 31333031 06092a86 4886f70d 01090216 2450686f 6655072 6£787941
53412e64 65666175 6c742e64 6f6d6169 6e2e696e 76616c69 64301el7 0d303830
38323630 32303535 375a170d 31383038 32343032 30353537 5a303531 33303106
09228648 86£70d01 09021624 50686f6e 6550726f 78794153 412e6465 6661756¢C
742e646f 6d61696e 2e696e76 616c6964 30819f30 0d06092a 864886f7 04010101
05000381 8d003081 89028181 00bc6a84 b3ele576 8ffd6d31 184ddl7d 24b93112
ccedl05a 37f2aaB8a 976eefl8 41bd709c d2912432 3bed9lde ffd96afl 2568f475
e3cebl34 0a50be49 cedlléa7 flbeael9 3a0389%ba f95c3aed 482be283 2870478d
ddf578ca 9af93bel 20efd4a2 Oelclcab 8976flad aS5b3fafd bObb3cde 134e33dd
cdc760cd 980c9%942a e9dd9f2c 7f020301 0001300d 06092a86 4886f70d 01010405
00038181 00652195 0dfl0alea b31a825d 387£5592 1986495e 717e03a2 a5db954e
f063aa64 523728f7 9a3d1985 d6d2028e 9eblef66 b2e768df d3b6b3fb fabdeff3
8c5c3433 46839c5c 7683b186 4cf73843 bal696f4 40fal02fb 365blc32 1cc37797
82870312 4da05a72 09ebef37 acede820 b8735c6b cb720f7e 15f2ef85 a2db02d6
dcle5ec6 78

",

;ou="STG";o="Cisco Inc"

";ou="STG";o="Cisco Inc"

i
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Documentation

This configuration example is meant to be interpreted with the aid of the official documentation from the configuration guide located here: Cisco.com ASA 8.0 Configuration guide -
Phone Proxy feature Troubleshooting steps for Phone Proxy
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