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Overview

Section 1: Preparing for the Lab

Overview of Lab Architecture

) Lab Topology - one POD
J

- .
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| cucm 5.0 CUPS 10 MS ADS | | Cisco Unity
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Connection 1.2
Student 2
CUPC
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CUPC
—_— =\ CUMPE 1.1.2
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Internet
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Remote Site L=
Lab Student 1 Lab Student 2
Web Browser Web Browser

There are many different products you will configure during this lab.

Section 2: CCM Configuration

Section 3: CUPS Configuration

Section 4: CUPS Installation and Configuration
Section 5: Microsoft LCS and MOC Integration

The IP Phones, Video camera, Personal Communicator and Microsoft Office
Communicator clients are located in a “remote lab” environment and you will not be
able to “hear” phone calls with voice between clients. You will only be able to
remotely control and see what is happening on the clients remotely. You will be able
to see how CUPC operates in both softphone and hardphone modes (CTI control).
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To connect to CUPS and CallManager please use Internet Explorer 6.0 — your mileage
with other browsers may vary, use at your own peril. Please only use 2 connections
into each pod total...otherwise there may be slower response times.

IP Server Server

Server Address UserID PW Appl User ID Appl PW
CCM 5.1 10.1.1.15 admin cisco,123 CCMAdministrator cisco,123
CUPS 1.0(3) 10.1.1.16 admin Cisco,123 CCMAdministrator Cisco,123
MS
AD/DNS/DHCP 10.1.1.17
Student 1
(WinXP) Administrator
Steve Vizard 10.1.1.18 (local) XXXCUPs2 steve cisco,123
IP Phone Unity VM
7961 /Camera x2001 = 250415
Unity Connection
1.2 10.1.1.19
MeetingPlace
Express 1.1.2 10.1.1.20 http://mpe.cisco.com
Student 2
(WinXP) Administrator
Jane Turner 10.1.1.24 (local) xxxXCUPs2 jane cisco,123
IP Phone Unity VM
7961 /Camera x2002 = 250415

Connecting to LabOps

Stepl: Enter this URL into your IE 6 browser
https://labops-out.cisco.com/labops/ilt/default.asp
Step2: On your desk you have a pod number
- One of you will be ‘student[x]a’” and the other ‘student[x]b’
- Enter your userid and lab name ‘CUPS SEVT’
- Click ‘access’ and start your lab
Step3: On the resulting page click on ‘access devices’
Step4: Click on your respective student workstation.
NOTE: CSA might pop a message about the launching of the web-based remote
console. Allow this to happen and you should see the login screen of your
remote workstation.
Step5: Login: studentl = steve/cisco,123
student2 = jane/cisco,123
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NOTE:- Make sure num-lock is OFF
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Section 2: Configuration of CUPS and CallManager Environment

Configuring CallManager Prior to CUPS Installation

Some common aspects of CallManager configuration are in place for you. These will be
listed below, so you will be aware they need attention in the field, but they are
identified as having already been addressed. The instruction will say 'Skip this step’.
It means DO NOTHING but please go and look at that screen to see the configuration
done for you.

This lab will primarily focus on the remaining configuration that is specific to your
CUPS, CUPC, the end users, and the phone services you will need for IPPM lab.

1. From your student laptop on your IE Browser, Login to CallManager. You can
click on the CCM Admin icon on your student desktop - and it should take you to
the following address. https://cmpub.cisco.com/CCMAdmin

2. Once there click on Cisco Unified Call Manager, and enter the following User ID
and Passwork

UserID=CCMAdministrator
PW=cisco,123

3. CCM License file is already uploaded. Skip this step.

4. To add your CP-7961 IP Phones you need to turn on auto-registration to get the
phones added to the pod. Choose the directory number range 1000 - 1100, we
will set the correct phone numbers later.

Step 1: Go to System in the top toolbar on screen, select CallManager
Step 2: Click find

Step 3: Set ‘Ending Directory Number’ to 1100

Step 4: Uncheck ‘Auto-registration disabled’
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MAVIGaUUI | LIBLU UNIHIEU CalMETayel AUNITuauun ] wu ([

Cisco Unified CallManager Administration ror cisco unified communications Solutions

System = Cal Routing v Media Rescurces ~  Voice Mall v Device - pplication +  User - Buk i ion v Help « Log Off

\
\

\

Cisco Unified CallManager Configuration COETLIRLITY Back To Find/List hd | Go I |
\

=% :

Status

@ Status: Ready

Cisco Unified CallManager Information
Cisco Unified CallManager: CM_cmpub (used by 7 devices)
Server Information

CTIID 1
Cisco Unified CallManager Server* cmpub
Cisco Unified CallManager Name® CM_cmpub

Description cmpub

Auto-registration Information

Starting Directory Number® [1g00

Ending Directory Number™® 1100

Partition < None > |

External Phone Number Mask

Auto-registration Disabled on this Cisco Unified CallManager

Cisco Unified CallManager TCP Port Settings for this Server
Ethernet Phone Port* (3000 W
MGCP Listen Port* 2427
MGCP Keep-alive Pert* [3428
SIP Phone Port* 5060
SIP Phone Secure Port*[50g1

5. Once your phones are registered make one of the extension numbers 2001 and

the other 2002 (extension 2001 for Steve Vizard and 2002 for Jane Turner) also

set call forward noan and busy to 5000.

6. Next you are going to want to Configure Default Inter-Presence Group
Subscription Service Parameter.

Step 1: Go to System in the top toolbar on screen, select Service Parameters

Step 2: When the Service Parameter page loads you will select the server,
and service.

a. Select the server ‘cmpub’

b. Select the service ‘Cisco CallManager’
Step 3: Scroll down to the Clusterwide Parameters (System - Presence) sub
section.

a. Here Configure the Default Inter-Presence Group Subscription

Service Parameter to “Allow subscription”.
See graphic below:

Clusterwide Parameters{System - Presence)

Presence Subscription Throttling Threshold * 20000 $0000
Presence Subscription Resume Threshold * 80 80
Default Inter-Presence Group Subscription * Allow Subscription ﬂ Disallow Subscription

Step 4: Save changes.

7. Configure default non Secure SIP Trunk Security Profile (this is used for a SIP
trunk to CUPS for data information exchanged between the two servers only)
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Step 1: Go back to System in the top toolbar on screen, select Security
Profile-->SIP Trunk Security Profile.
Step 2: Once the Find and List SIP Trunk Security Files page loads, click ‘Find’
Step 3: Under Search Results, select the *‘Non Secure SIP Trunk Profile’
Step 4: Under the SIP Trunk Security Profile Information check the following;
a. check ‘Accept Presence Subscription’
b. check ‘Accept Out-of-Dialog REFER’
c. check ‘Accept Unsolicited Notification’
d. check ‘Accept Replaces Header’
See Graphic Below:

| 806 SIP Trunk Security Profile Configuration 8
‘ « | | [ ‘ | s ‘ Mhttps:/fpodlccmSx‘Iab.net:EM3,’ccmadmwnjsprrunkSecurltvProﬁIeEd\:.do?kev=DdeBcS4—Subaf-ibfdfas ~'Q-

[I1 Apple (184)v Amazon eBay Yahoo! News (1158)v Ciscov

Navigation | Cisco Unified CallManager Administration ﬂ 'E\

Cisco Unified CaIIManager Administration ror cisco Unified Communications Solutions Logged in as:CCMAdministrator|

System v Cal Routing + Media Resources v  Voice Mail + Device « pplication ~  User ~ Bulk i ~ Help - Log Off

SIP Trunk Security Profile Configuration Related Links:
WX O Pyr

Status

@ Status: Ready

SIP Trunk Security Profile Information

Name* Non Secure SIP Trunk Prafile

Description Non Secure SIP Trunk Profile authenticated by null String
Device Security Mode Non Secure ﬂ
Incoming Transport Type*  “Tcprupp ﬂ
QOutgoing Transport Type TCP ﬂ

"IEnable Digest Authentication
MNonce Validity Time (mins)* 600

X.509 Subject Name

*
Incoming Port 5060

“IEnable Application Level Authorization
E‘Acceut Presence Subscription

™ Accept Out-of-Dialog REFER

@Acceut Unsolicited Notification

# Accept Replaces Header

® *. indicates required item.

Display a menu A

Step 5: Once all boxes have been checked Save Changes.

8. Make sure all necessary Services are activated in CCM. These are already set for
this lab. Skip this step. (CallManager, TFTP, CTI Manager, etc.)

9. Configuring your CUPS as an Application Server is already done (this must be
done prior to installation for CUPS to be able to authenticate while installing).
Skip this step

Step 1: Go to System in the top toolbar on screen, select-->Application
Server
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Step 2: Once the Find and List Application Servers page loads, select “Add
New”

Step 3: Under Application Server Information, select CUPS as the Application
Server Type, and click Next.

Step 4: Type in CUPS hostname, "CUPSPUB” and Save changes.

Step 5: Repeat Step One, (go back to Find and List Application Servers page)
and verify your configuration

10. Configure Active Directory Integration. Skip this Step

iElSCD Unified CaIIManager Administration ror cisco Unified communications Solutions

System « CallRouwting +  Media Resources +  Woice Maill ~ Device = Application +  User Management »  Bulk Administration +

LDAP System Configuration

Status
Please Delete all LDAP Directaries Before Making Changes on This Page

®F‘Iease Disable LDAP Authentication Before Making Changes on This Page

LDAP System Information
W Enable Synchronizing from LDAP Server

LDAR Server Type |Microsoft Active Directory =
LD&P Attribute for User ID* [sAMACcountMame ~|

@ *_indicates reguired item.

Navigation | Cisco Unified CallManager Administration ¥| Go !

Cisco Unified CallManager Administration ror cisco unified Communications Solutions Logged in as: ccmadministratori |

System v CallRouting » Media Resources v  Voice Mall » Device v  Application v  User + Buk istration = Help » LogoOff ||

WX &

- Status

® Status: Ready

- LDAP Directory Information

LDAP Configuration Name* SEVT Synd|

LDAP Manager Distinguished Name* cn=Administrator,cn=Users,dc=cisco,dc=com
LDAP Password*

Confirm Password*

LDAP User Search Base* ou=SEVTLAB,dc=cisco,dc=com

 LDAP Directory Synchronization Schedule
Perform Sync Just Once -
Perform a Re-sync Every* 6 HOUR =]

Next Re-sync Time (YYYY-MM-DD hh:mm)* 5006-12-02 18:00

~User Fields To Be Synchronized

e ———————————————————

Unified CallManager User Fields LDAP User Fields Unified CallManager User Fields LDAP User Fields
User ID sAMAccountName First Name givenName
Middle Name middleName Last Name sn
Manager 1D manager Department department
Phone Number telephoneMumber Mail 1D mail
 LDAP Server Information
Host Name or IP Address for Server™ LDAP Port* Use SSL
adlcs.cisco.com 389 r <
Add Another Redundant LDAP Server v
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Navigation | Cisco Unified CallManager Administration | Go

Cisco Unified CallManager Administration For Cisco Unified Communications Solutions Logged in as: ccmadministrato

System » CallRouting + Media Resources = Voice Mail v Device =  Applicaton ~  User Management ~  Bulk Administration ~ Help + Log Off
LDAP Authentication
l. ]

Status

@ Status: Ready

LDAP Authentication for End Users

¥ Use LDAP Authentication for End Users
LDAP Manager Distinguished Name|cn—Administrator,cn=Users,dc=cisco,dc=com
LDAP Password ~ |esseweess

Confirm Password ~ |esseesses
LDAP User Search Base ou=SEVTLAB,dc=cisco,dc=com
LDAP Server Information

Host Name or IP Address for Server* LDAP Port* Use SSL
adlcs.cisco.com 389

Add Another Redundant LDAP Server

~ Save

@ *. indicates required item.

11. Configure a SIP Trunk between CUCM and your CUPS
Step 1: Go to Device in the top toolbar on screen, select -->Trunk
Step 2: Once the Find and List Trunks page loads, under Search Results,
select "Add New”
Step 3: When the Trunk Configuration page is up, you will set the Trunk
Type, and Device Protocol.
a. Set ‘Trunk Type’ to ' SIP Trunk’.
b. Device Protocol should default to 'SIP’. Click Next.
Step 4: Under Device Information configure the following;
a. Device Name with the ‘Lab_CUPS_Server’.
b. Select Default Device Pool.
Step 5: Under SIP Information, configure the following;
a. Enter Destination Address equal to Fully Qualified Domain Name (FQDN)
of your CUPS. (type in, domain name, e.g., cupspub.cisco.com)
b. Set SIP Trunk Security Profile equal to Non Secure SIP Trunk Profile.
c. Set SIP Profile equal to Standard SIP Profile.
Step 6: Save Changes.
Step 7: To verify your configuration, Repeat Step 1, and click Find. Once you
do so, you should see your configuration, under Search Results.

12. Add CUPC softphone device to CallManager.
The CUPC device in CallManager is the first phone device that is not identified by
a MAC address but by the username of the user logging in to the CUPC. The
device name is “"UPC” followed by up to 9 characters of the username - all in
uppercase. Only digits and numbers of the username are used, special
characters (dots, underscores etc) are ignored. THIS IS NEVER USED BY AN
ENDUSER but only between CCM and CUPS for identifying a CUPC user properly.
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©ao oo

e ol (@ Mo}

Device-->Phone

Add New

Select Cisco Unified Personal Communicator

Set device name to "UPCSTEVE" for Steve Vizard (note: all uppercase)
Device Pool =>Default, Device Security Profile, Presence Group and SIP
Profile are the “standard” but need to be selected.

Save

Add directory number 2001 to line 1 for Steve Vizard

Save

Add another device with name “"UPCJANE"” for Jane Turner with directory
number 2002.

13. Configure your group's End Users and Hard Phone Association

j.
K.
l.

= (e NNl

User Management-->End User

From the list find your TWO users. (Steve and Jane)

Click on the User ID for your user (e.g. steve)

Set PIN to ‘250415’

Click ‘Save’

Click Device Association

From the list select the phone and CUPC you want to use for this user.
Click ‘Save Selected Changes’

In the top right hand corner select in ‘related links’ ‘Back to User’, click
Go.

Enable ‘Allow Control of Device from CTI’ (ie make sure it is checked)
Set Primary Extension to your primary extension.

Click ‘Save’

m. Repeat for your other User ID.

User Group Settings

n.
0.

p.

User Management-->User Group
Click ‘Find’
Click on ‘Standard CCM End Users’
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806 Find and List User Groups 8
4 » m + Mmtps:,f,fpodlccmsx.\ab.net‘B-Mlfccmadmln/userGraumedLlsl.da - Q- Google )

B

[I1 Apple(184)v Amazon eBay Yahoo! News (1158)7 Cisco¥

Navigation | Cisco Unified CallManager Administration | ¢ [Go

Cisco Unified CallManager Administration Fror Cisco Unified Communications Solutions Logged in as:CCMAdministrator

System ~ CallRouting = Media Resources v Voice Mal v Device v  Application =  User ~  Buk istration =  Help « Log Off
Find and List User Groups

o S

Status

@ 18 records found

~Search Options

Find User Group where Name | begins with | (Find ) ! Search Within Results
{name begins with any}

[ Search

Name Roles
Standard CAR Admin Users
praara M Admin Use

Standard CCM End Users

]
<

ration
Standard CCM Phone Administration
Standard CCM Read Only
Standard CCM Server Maintenance
Standard CCM Server Monitoring
Standard CCM Super Users
Standard CTI Allow Call Park Monitoring
Standard CTI Allow Calling Number Modification
Standard CTI Allow Control of All Devices
Standard CTI Allow Reception of SRTP Key Material
Standard CTI Enabled
Standard CTI Secure Connection
Standard EM Authentication Proxy Rights
Standard Packet Sniffer Users
Standard TabSync User
("add New ) (‘select All ) ( Clear All ) (Delete Selected ) Rows per Page| 50 [+

(=Nl el il elel vl el vl el vl ol ol vl = ol

oy oy 1y ey ) gy ey oy (o () (e (= e (e ey (e

| Display a menu = Z

g. Click on ‘Add End Users to Group’ button.
r. Checkbox your UserID’s and click ‘Add Selected’.

—Search Options

Find userwhere| First name || begins with ~|| Find | I~ search within Resu
(firstname begins with any}

—Search Results

|User ID |First Name |Last Name Department |LDAP Sync Status
F andrew Andrew Denton Active
[+ gina Gina Riley Finance Active
[« jane Jane Turner Active
- steve Steve Vizard Active

Saiact All] Clear All| Add Selected | Close| Rows per Page[ 50 ~|
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s. User Management-->User Group
t. Click on ‘Standard CTI Enabled’

| Find and List User Groups ﬂ-
| Mhttps //podlcecm5x.lab.net:8443/ccmadmin/userGroupFindList.do - Q- Google

[I1 Apple(184)v Amazon eBay Yahoo! News (1158)7 Cisco¥

Navigation ' Cisco Unified CallManager Administration | & /_E\

Cisco Unified CallManager Administration Fror Cisco Unified Communications Solutions Logged in as:CCMAdministrator

System ~ CallRouting = Media Resources v Voice Mal v Device v  Application =  User ~  Buk istration =  Help « Log Off
Find and List User Groups

Status

@ 18 records found

~Search Options

Find User Group where Name | begins with | (Find ) ! Search Within Results
{name begins with any}

[ Search

Name Roles
Standard CAR Admin Users
Standard CCM Admin Users
Standard CCM End Users
Standard CCM Gateway Administration
Standard CCM Phone Administration
Standard CCM Read Only
Standard CCM Server Maintenance
Standard CCM Server Monitoring
Standard CCM Super Users
Standard CTI Allow Call Park Monitoring
Standard CTI Allow Calling Number Modification
Standard CTI Allow Control of All Devices
ar OV SRTP Key Material
‘ Standard CTI Enabled

]
<

ion
Standard EM Authentication Proxy Rights
Standard Packet Sniffer Users
Standard TabSync User

("add New ) (‘select All ) ( Clear All ) (Delete Selected ) Rows per Page| 50 [+

(=Nl el il elel vl el vl el vl ol ol vl = ol

oy oy 1y ey ) gy ey oy (o () (e (= e (e ey (e

| Display a menu = = Z

u. Click on ‘Add End Users to Group’ button.

v. Checkbox your userids and click Add both steve and jane users to this
group.

w. Finally check it has taken affect

User Management - End User

y. Click on one of the User ID’s
Check the Permissions Information at the bottom of the page

x
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Permissions Information

Groups|Standard CCM End Users

Roles [Standard CCM End Users

@ *- indicates required item. :«

Standard CTI Enabled

View Details

Standard CCMUSER Administration
Standard CTI Enabled

View Details

€

Display a menu = A

CUPC Licensing in CCM

14. Cisco Unified CallManager Administration tracks the number of Cisco Unified Personal
Communicator devices that are connected to it and compares it with the number of device
licenses that have been purchased. You can configure Cisco Unified Personal Communicator
in these ways:

e Base functionality—This configuration provides a user with s a presence-enabled
directory with desk phone control. Two devices licenses are required: one for Cisco
Unified Personal Communicator user enablement and one for Cisco Unified Presence
Server enablement.

e Base plus soft-phone functionality—In addition to the base capabilities, you can
configured Cisco Unified Personal Communicator as a video soft phone. Five device
licenses units are required: one for Cisco Unified Personal Communicator user
enablement, one for Cisco Unified Presence Server enablement, and three for the
soft-phone enablement.

Assigning Capabilities to Users

After the Cisco Unified Personal Communicator license files are uploaded, you must assign the
capabilities to existing users in the Cisco Unified CallManager database. Note You must upload
the license file before you can assign capabilities to users.

d.

b.
C.

Choose System > Licensing > Capabilities Assignment. The Find and List
Capabilities Assignments window displays.

Click Find to display a list of all users.

In the search results section, click the user’s link to display the Capabilities
Assignment Configuration window.

Tip To assign capabilities to more than one user, select multiple user check boxes, and
click Bulk Assignment.

d.

Check Enable UPS to enable the user to log in to Cisco Unified Presence Server.
(One device license is consumed.)
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e. Check Enable UPC to enable Cisco Unified Personal Communicator to obtain
presence information for the contact list from Cisco Unified Presence Server. (One
device license is consumed.)

f. If you completed the “Adding Cisco Unified Personal Communicator as a Phone
Type”, three device licenses are consumed per user for video soft-phone capabilities.

g. Click Save.

Cisco Unified CallManager Administration Fror cisco Unified Communications Solutions

System »  Call Routing = Media Resources = Yoice Mail -

Find and List Capabilities Assignments

LJ

Status

Status @StatUS: Ready
4 records found

. User Information
Search Options 4 Selected User(s)

Find Capahilities Assignment(s) where|Lzer 1D hd |_I b it

{enduser.userid begins with any) Capabilities .n.55|g.rl|ment Information
W Enable UPS (Unified Presence Server)

Search Results W Enable UPC {Unified Personal Communicatar)
User ID Last Mame UPS

™ andrew Denton — zave | Close
" ina Riley
v ang Turner @ *_indicates required iterm.
W steve Vizard -

Select All Clear All Bulk Assignment | Al | N =

& | Done 2 |4 Internet
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2. Configure CCM Application Dialing Rules Skip this step...the Presence
Solution lab is a 4 digit dial plan and no digit manipulation is required.

Based on a company’s dial plan and the information stored in the LDAP directory (telephone
number for the end user), you might need to define application dialing rules and directory
dialing rules through the Cisco Unified CallManager routing information administration
pages. The Cisco Unified Presence Server queries Cisco Unified CallManager to obtain these
dialing rules for the Cisco Unified Personal Communicator. These rules define how Cisco
Unified Personal Communicator can reformat the inbound call ID to be used as a directory
lookup key and how to transform a phone number retrieved from the LDAP directory for
outbound dialing. Application dial rules automatically strip numbers from or add numbers to
telephone numbers that the user dials. For example, you can configure a dial rule that
automatically adds the digit 9 in front of a 7-digit telephone number to provide access to an
outside line. Application dial rules are used to dial rules through Cisco Unified CallManager
Administration from the Call Routing > Dial Rules > Application Dial Rules menu.
Directory lookup rules transform caller identification numbers into numbers that can be
looked up in the directory from Cisco Unified Personal Communicator. Each rule specifies
which numbers to transform based on the beginning digits and length of the number. For
example, you can create a directory lookup rule that automatically removes the area code
and two prefix digits from a 10-digit telephone, which would transform 4089023139 into
23139. You configure these dial rules through Cisco Unified CallManager Administration from
the Call Routing > Dial Rules > Directory Lookup Dial Rules menu. Before Cisco
Unified Personal Communicator places a call through contact information, it removes
everything from the phone number to be dialed except for letters and digits. It transforms
the letters to digits and applies the dialing rules it obtains from Cisco Unified Presence
Server. The letter-to-digit mapping is locale specific and corresponds to the letters found on
a standard telephone keypad for that locale (for example, for an US English locale, 1800-
GOTMILK transforms to 18004686455). Users cannot view or modify transformed numbers
before Cisco Unified Personal Communicator places them. If there is a problem with the
dialed number because of mistransformations, you must correct the dialing rules so that the
attempted dialed number will work.

For detailed conceptual and task-based information on dial rules, see the Cisco Unified
CallManager Administration online help or the Cisco Unified CallManager Administration
Guide at this URL:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/tsd products support series ho
me.html
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15. Setup voicemail integration to Unity Connection. Skip this step. This
has already been configured for this lab.

a. Each CUPC user that would like to have voicemail in their "Recent
=>Voicemail” List uses an IMAP connection to Cisco Unity Connection.

b. There are 2 parameters enabled in CUC to setup an IMAP Connection with
CUPC.

Note: Check the following website for capacity planning on Cisco Unity Connection using IMAP
connections based on your size MCS server.
http://lwww.cisco.com/en/US/products/ps6509/products data sheet0900aecd80372879.html

c. Under Class of Service Configuration under “Licensed Features, click the
“Allow Users to Access Voice Mail Using an IMAP Client” and “Allow Users
to Use Unified Client to access voice mail.

C1SCOSYSTEMS
Cisco Unity Connection Administration % EENEERC T TE T I TR IGCED LEETS

¥ Unity Connection Maximum Length Meconds ]
Users a| Licensed Features
Templates V' allow Users to Access Yoice Mail Using an IMAP Client
B Class of Service )
el i S @ Allow Users to Access Message Bodies
Class of Service Mernbership " allow Users to Access Message Bodies Except on Private Messages
Contacts " allow Users to Access Message Headers Only
Distribution Lists " allow Users to Use the Cisco Unity Inbox

Call Management . - .
" allow Users to Access Voice Recognition or Text to Speech for E-mail

E System Settings
General Configuration Features
Message Store [T allow Users to Use Personal Call Transfer Rules
Message Agmg Ralicy 1 T7 allow Users to Use Text to Speech to Read E-mail 1
External Services
Authentication Rules ¥ allow Users to Use the Cisco Unity Assistant
Roles [T allow Users to Use Yoice Recognition
R'eStI"ICtIOH ghies V' allow Users to Use Unified Client to Access Yoice Mail
Licenses
16. Setup CUPC web conferencing integration to Cisco Unified MeetingPlace

Express Skip these steps a.-e., this has already been configured for this
lab environment but feel free to go view the configuration screens.

a. Each CUPC User requires a Profile established on CUMPE via the System
Administration interface or if desired this can automatically be created the
first time a user initiates access to the CUMPE Web interface if LDAP
connection is turned on with CCM 4.X or 5.X.
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b. Log In to MeetingPlace Express using an “System Administration” user ID
and password. Lab uses mpe.cisco.com with default User ID = admin, and
password = cisco (please do not change anything in this CUMPE system.)

c. Click on "Administration” Link on Home page.

Ci1sCcO UNIFIED MEETINGPLACE EXPRESS ) Welcome Admin,
attend | Schedule | Find | Start Reservationless | Administration ProfilE&I Log Off

A Your Profile is missing critical information. Complete Profile

Intemal Dialin
Attend

. First-time users should run the Browser Test
Meeting IDI i o . .
to verify they can participate in a web meeting

Active Meetings

Date/Time ~ Subject Owner Duration Meeting ID Status

d. Click on User Configuration on left pane, then User Profile Management
and add your required profiles. steve and jane are already created for
you. The “"Group Name” ("System” is the default group name) field will
provide the profile with default setting to use the “Full MeetingRoom”
View. Itis recommended that all Users use the same password into Cisco
Unity Connection and Cisco Unified MeetingPlace Express for ease of use.
Skip this step.

Identification

First nam% [caral
Last name [Dodd
User ID = [cdodd
User password = [eeeccccccccccccce 5-17

User password confirm [eecccccccccccccce

Last changed ]D 2/11520086

Profile number = |z002

Profile password = [eeecccccccccccces 5-17)

Profile password confirm = [eescececscscccscse

Last changed Josr1 152008

User active | Group Default ¢res) ~|

Type of user End User ~|
Group hame System ¥ |

E-mail address |

E-mail format | Group Default ¢htmiy |

e. On the Profile "Meeting Preferences Section”, the "Host web meetings
with” parameters allows for “Full meeting room access” for sharing
files/desktop, annotations, etc. NOTE: Each user that participates in a
CUMPE web meeting utilized 1 MP Web UL each and no voice UL's. So
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three people with CUPC clients who are using CUMPE web collaboration are
using 3 Web ULs and 0 Voice ULs. Any CUPC user must have a profile on
the CUMPE system to INITIATE a web conference, all other users join as
“GUEST"” profile defaults (even if you have a profile). Skip this step.

Meeting Preferences

Entry announcement ]Group Default (Eleep+Name)Z|

Departure announcement ]Group Default (Beep+Name) Ll

Skip pre-meeting option [W

Password required [m

Who can attend | Group Default (Anyone) |
Publish meeting [W

‘Hostweb meetings with IGroup Default (Full meeting room {licenses required)) Ll

Reserve voice licenses when sefting up meetings [m

There are no other specific CUMPE Setting required for use with the Cisco
Unified Personal Communicator client.

Section 3: Configuration of CUPS Server

Please reference the Installation Guide for Cisco Unified Personal Communicator, Release 1.1
available on CCO details all of the steps for getting the CUPS ready for CUPC installation.

http://www.cisco.com/en/US/partner/products/ps6844/products installation guide b
00k09186a008063484e.html

Also, the guide for Cisco Unified Presence Server Administration Guide, Release 1.0(3)
will take you step by step through various configuration tasks on CUPS.

From either Studentl or Student2 web browser, Login to your CUPS
https://cupspub.cisco.com/ User ID:CCMAdministrator PW=cisco,123

1. Obtaining a License File

Use the following steps to obtain a license file for a new installation of Cisco Unified Presence
Server. This file is located on the Student 1 or Student 2 Desktop “CUPCLicense.lic” which is
already obtained for you.

3. When you place an order for Cisco devices, Cisco provides a Product
Authorization Key (PAK). Skip this step.
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4. Register the PAK that you received with Cisco Unified Presence Server by
using the License Registration web tool that is provided on CCO. Skip this
step.

5. You must enter the MAC address of the Cisco Unified Presence Server for
which you are requesting the licenses, and a valid e-mail address. You
must enter the number of nodes and phone units for which you want
licenses. Skip this step.

6. CCO generates a license file with the number of unit licenses that you
requested and sends it to you via e-mail by using the e-mail address that
you provided. Skip this step.

2. Install CUPS License File

a. From the CUPS Main Menu, choose System > License > Upload License File.
Skip this step.

b. The License File Upload window displays. To choose a new license file to upload,
click Upload License File. Skip this step.

c. The Upload File pop-up window displays. Skip this step.

d. Browse to your Studentl or Student2 desktop and find the CUPCLicense.lic file
to upload. Click Upload License File. Skip this step.

e. After the upload process is complete, the Upload Result file displays. Click
Close. Skip this step.

f. In the License File Upload window, the status of the uploaded file displays. Skip
this step.

g. The UPS License Unit Report can indicate that the license file has been accepted.
Skip this step.
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1]
Cisco Unified Presence Server Administration For cisco Unified Communications Solutions

System w  Cisco Unified Presence Server v Application v User Management v Bulk Administration v Help «
Cisco UPS License Unit Report

Status
@status: Ready

—License Unit Distribution

—Proxy Server

Cisco UPS License Server Units Available Units Used Units Remaining
cupslab 1
Total Units for Feature 1 0 1

—Presence Engine
Cisco UPS License Server Units Available Units Used Units Remaining
cupslab 1
Total Units for Feature 1 0 1

h. From the Cisco Unified Presence Server Serviceability window (Upper right
corner of browser window), navigate to Tools>Service Activation, choose
“cupspub” system. Skip this step.

o]~

MY
Navigation |Cisco Unified Presence Server Serviceahility Ll
Cisco Unified Presence Server Administration
iCisco Unified Presence Server Serviceahility
Cisco Unified OS Administration
Disaster Recovery System

Cisco Unified Presence Server Serviceability ror cisco unified communications solutions

Alarm v  Trace v Tools v Snmp v Help v

Service Activation

Control Center - Feature Services
Control Center - Network Services
serviceatity reports arcnive. 119CO UNified Presence Server Ser

CDR Management

—rstem version: 1.0.1.1000-30
| Administration version: 1.1.0.0-1

Copyright @ 1999 - 2005 Cisco Systems, Inc.
All rights reserved.

i. Activate the required Cisco Unified Presence Server services, including Cisco
Enterprise SIP Proxy and Cisco Enterprise Presence Engine. Skip this step.

EPAS Services

[Service Name |activation Statu
v Cisco UPS SIP Proxy Activated
2 Cisco UPS Presence Engine Activated

’ Save | Set Default | Refresh ”
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j. For this lab we are using the domain for the CUPS SIP Proxy as “cisco.com”.
a. System->Service Parameter
b. Select ‘cupspub’
c. Select ‘Cisco UPS SIP Proxy (inactive)’. You will activate it later.
d. Set SIP Proxy Domain to ‘cisco.com’ (should already be set)

Cisco Unified Presence Server Administration ror cisco unified Communications Solutions Logged in as: CCMAdministrat
System =  Cisco Unified Presence Server v Appl ~ User ~ Buk + Hep ~ Log Off T
e |
Status |
’7® Status: Ready I
Select Server and Service I
Server* Icupspub (Active) = |
Service® [ Cisca UPS SIP Proxy tActive) = I
All parameters apply only to the current server except parameters that are in the Clusterwide group(s). |
- Cisco UPS SIP Proxy (Active) Parameters on server {Active) i
2|
Parameter Name Parameter Value Suggested Value i
 Clusterwide Parameters ( Parameters that apply to all servers) |
Initial processes * |5 5 i
Minimum no. of processes * |5 5 |
Maximum no. of spare processes * |15 15 i
Maximum no. of processes * I;o 50 i
Maximum no. of forked requests allowed * I; 5 |
Maximum INVITE Retransmissions * IG 6 i
Add Record-Route Header * I On ~[on
Use Transport in Record-Route Header * I Off ﬂ Off
Shared memory size (bytes} * 512000000
Address Resolution Type * I P S|P
Proxy Domain * Iciscn.com cisco.com 'Y
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k. Cisco Unified Presence Server ->Proxy Server->Settings
a. Set ‘Method/Event Routing Status’ to ‘ON’
b. Set ‘Preferred Proxy Listener to ‘Default Cisco SIP Proxy TCP listener’
c. Click ‘Restart All Proxy Servers’
d. Click Save

'8 068 Proxy Configuration Settings a

E] Mmtps,h‘podl(ups‘\ab.nel‘BM},’((madm\n,’pruxySstlmgsEdlt.du A Q- Google

[0 Apple (177) v Amazon eBay Yahoo! Mews(1178)v Ciscov

Navigation | Cisco Unified Presence Server Administration |3 (Go )

il
Cisco Unified Presence Server Administration ror cisco Unified Communications Solutions

System v  Cisco Unified Presence Server v  Application ~  User Management =  Bulk Administration v  Help Log Off

mey Configuration Settings

Status

@Status Ready ‘

General Configuration

Methed/Event Routing Status*( g,

Preferred Proxy Listener Default Cisco SIP Proxy TCP Listener

( Restart All Proxy Services ) ‘

(Save))

@ *_ indicates required item.

| Display 2 menu

Page 22 of 60



Cisco Unified Presence Solution Lab December 2006

|. Cisco Unified Presence Server ->Proxy Server->Incoming ACL
a. Click ‘Add’
b. Set Descriptiopn to ‘All’
c. Set Address Pattern to ‘all’
d

. Click ‘Save’

Cisco Unified Presence Server Administration For ciseo Unified Communications Solutions

Systemn »  Cigco Unified Presence Server = Spplication «  Uszer Management = Bulk Administration = Help «

Proxy Access Control List Configuration

d

Status
@)status: Ready

Proxy ACL Information
Description |AII

Address Pattern® |a|||

_ [
Save

@ *_indicates required item.

m. CUPS->Presence Engine-> CallManager Presence Gateways
a. Click ‘Add New’
b. Set Description to ‘CallManager Gateway for Lab’
c. Set CallManager Presence to ‘cmpub.cisco.com’
d. Click Save

Cisco Unified Presence Server Administration ror cisco unified communications Solutions Logged in as: CCMAdministrator

System v  Cisco Unified Presence Server v Appl - User ~  Bulk Ac ~ Help v Log Off
(CallManager Presence Gateway Configuration GEEVLINLTGY Back To Find/List =

J

Status

@ Status: Ready

CallManager Presence Gateway Information
Description * CallManager Gateway for Lab

CallManager Presence Gateway™ cmpub.cisco.com)|

~ Save

@ *- Indicates required item.
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CUPS->Presence Engine->User-Agent Configuration

a. Click ‘find’

b. Click on ‘Cisco-UCMode01/1.1.2'

c. Change reachability version to 2 - RFC4479

NOTE:- this is only relavent for this lab due to the special version of CUPC we are
using. Normally you do NOT need to change this.

Cisco Unified Presence Server Administration ror cisco unified Communications Solutions

Systern +  Cisco Unified Presence Server = Application = User Management »  Bulk Administration = Help «

IR=F

—User-Agent Information

Client User-Agent Version ICisco—UCModelOlj 1.1.2
Reachability Version®  [5" REC 4479 v

- Save | Delete | Copy | Add New |

@ *. indicates required item.

0. Application->Unified Personal Communicator->Settings

a. For this lab we are using MS Active Directory 2003 as the LDAP server that the
CUPC uses for its searches.

b. Enter "10.1.1.15" in the “Primary TFTP Server” field.

c. Please change the Fields to match the following EXACT entries. LDAP field are
CASE SENSITIVE and must match exactly what the customer LDAP.

d. Change UID=uid, Nickname=sAMAccountName, UserID=sAMAccountName,
IM=sAMAccountName

—LDAP Attribute Mapping UPC Attribute Name LDAP Attribute Name
UPC Attribute Name LDAP Attribute Name [Firstiarme laivenName
[uD |uid [MiddleName finitials
]I
[LastName EX IUserID IsAMAccountName
|Nickname IsAMAccountName ITitIe Ititle
[Photo lipegPhoto [NamePrefis I
|DisplayName IdisplayName IGender I
|NameSufﬁx I IIM IsAMAccountName
BusinessEMail mail - - - ; -
I = I I I IEiusmesstceMall Ivmcemall
IBusinessPhoneNumber ItelephoneNumber -
IBusmessF‘ager Ipager
|BusinessMohilePhone Imobile ]
IBusinessOtherPhone I
|BusinessFax IfacsimileTelephoneNumber A
4 [HomeMobilePhone [
|H0meEMaiI I
[URL [labeledURI
IHnmnF:n( I
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g. Application->>UPC->>Unity Server
a. Click ‘Add new’
b. Set ‘Name’ to ‘CUPC_CUCXN’
c. Click ‘Save’

Cisco Unified Presence Server Administration ror cisco Unified Communications Salutions

System »  Cisco Unified Presence Server = Application »  User Management = Bulk Administration = Help =

Unity Host Configuration
— Status

@Status: Ready

— Unity Host Configuration
Name™ [cuPC UCKN
Description I

Hostname/IP ’}‘ddrESS*Icupscuc.ciscn.com

Port* |143
Protocol Type™® [TcP |
_ |
Save |

@ *_indicates required item.
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r. Application->>UPC->>Unity Profile
a. Click ‘Add new’
b. Set ‘Name’ to ‘CUPC_CUCXN_ Profile’
c. Set Voice Messaging Pilot’ to ‘default’
d. Set ‘Primary Unity Server’ to ‘CUPC_UCXN’
e. Click ‘Save’

Cisco Unified Presence Server Administration Fror cisco Unified Commurications Solutions

System »  Cisco Unified Presence Server = Application «  User Management = Bulk Administration +  Help =

Unity Profile Configuration

Status
Status: Ready

Unity Profile Information
Mama* [CUPC_CUCKN_Prafile
Description |

woice Messaging Pilot | Diefault

Primary Unity Ser\rer*|CUpC LGN

Backup Unity Server |<; Mone *

LedlelefLe]

Backup Unity Server |<; Mone *

Users in Profile
Add Users to Profile

_ |
Save

@ *_ indicates required item,.
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s. Application->UPC->MeetingPlace Server

Click *‘Add New’

Set ‘Name'’ to ‘CUPC_MPE’

Set ‘Hostname’ to ‘'mpe.cisco.com’

Set ‘Port’ to ‘80" (this would be port 443 for SSL systems).
. Set ‘protocol’ to *http’

Click ‘Save’

"D QA0 To

Cisco Unified Presence Server Administration Fror cisco Unified Communications Solutions

System »  Cisco Unified Presence Server »  Application = User Management +  Bulk Administration +  Help -

MeetingPlace Host Configuration

L

Status

@Status: Ready

MeetingPlace Host Configuration
*
Mame |CUF'C_N1F'E

Description |

Hostname/IP Address* |mpe.cisco.cum|

Port* |BD
Protocaol* [HTTP |

— Sawe

@ *_indicates required item.
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t. Application->UPC->MeetingPlace Profile
a. Click ‘Add New’
b. Set ‘Name’ to ‘CUPC_MPE_ Profile’
c. Set ‘primary MeetingPlace Server’ to ‘CUPC_MPE’
d. Click ‘Save’

Cisco Unified Presence Server Administration For cisco Unified communications Solutions

System »  Cisco Unified Presence Server »  Application »  User Management +  Bulk Administration = Help -

MeetingPlace Profile Configuration

LdJ

Status
Status: Ready

MeetingPlace Profile Information
MNama™ [CUPC_MPE_Prafile

Description |

Primary MeetingPlace Ser\ter*|CUpC MPE

Backup MeetingPlace Server |< Mone =

Ll Ll

Backup MeetingPlace Server |< Mone =

Users in Profile
Add Users to Profile ‘

— Save

@ *_indicates required item.
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u. Application->>UPC-CTI Gateway Server

a

b.
C.
d.

Click ‘Find’

Select ‘cmpub_cti_tcp_host_synced_000’
Set ‘Hostname’ to cmpub.cisco.com’

Click ‘Save’

Cisco Unified Presence Server Administration Fror cisco Unified Communications Solutions

Systemn =  Cisco Unified Presence Server = Application = User Management +  Bulk Administration + Help -

) NG

—Status
@ Update successful

~CTI Gateway Host Configuration

Name* Icmpub_cti_lcp_hosl_svnced_{}{}(}

Description |.3Lummalic.a'tlll,'l created

Hostname/IP P‘ddress*lcmpub.cisco.com

Port* 2748

Protocol Type* ITCp ~

- Save | Delete | Copvl Add New

@ *. indicates required item.
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v. Application->>UPC-CTI Gateway Profile (Already done for you)
a. Click ‘Find’
b. Name ‘Default_cti_tcp_profile_synced_000’
c. Set Primary CTI Gateway Server — cmpub_cti_tcp_host_synced_000
Click ‘Save’

Cisco Unified Presence Server Administration Fror cisco Unified Communications Solutions

System «  Cizco Unified Presence Server = Applicstion = User Management = Bulk Administration = Help -

CTI Gateway Profile Configuration

I HK=r

Status
Status: Ready

CTI Gateway Profile Information
Mame*

|Defau|t_ct i_tcp_profile_synced 000

Description |autamatically created
Primary CTI Gateway 59"“'9"*|cmpub_cti_tcp_host_synced_DDD

Backup CTI Gateway Server |< Mone =

Ll L L

Backup CTI Gateway Server |< Mone =

Users in Profile
Add Users to Profile |

— Save| Delete | Add Mew |

@ *_indicates required item.
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w. Applications->UPC->LDAP Server
a. Click ‘Add New’
b. Set ‘Name’ to ‘CUPC_LDAP’
c. Set ‘Hostname’ to adlcs.cisco.com’
d. Set ‘Port’ to ‘389’
e. Set ‘Protocol’ to ‘tcp’

Cisco Unified Presence Server Administration For cisco Unified communications Salutions

Syatern »  Cisco Unified Presence Server »  Application +  User Management »  Bulk Administration = Help -

Ldap Host Configuration

Status
Status: Ready

Ldap Host Configuration
Narme™* [CUPC_LDAP
Description |

Hostname/IP Address® [adics cisca. com]

Port* |389

Protocol Type® [TCP |

— Save

@ ¥_ indicates required item.
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X. Applications->UPC->LDAP Profile

Click ‘Add New’

Fill in your desired description

Set ‘Name’ to ‘CUPC_LDAP_Profile

Set Bind Distinguished Name (DN) to
‘cn=Administrator,cn=Users,dc=cisco,dc=com
Enter the password cisco,123

Set '‘Search Context’ to ‘ou=SEVTLAB, dc=cisco, dc=com’
Check ‘Recursive Search’

Set ‘Primary LDAP Server’ to ‘CUPC_LDAP’
Click ‘Save’

Qa0 oo

oo

Cisco Unified Presence Server Administration For cisco unified communications Solutions

System »  Cizco Unified Presence Server = Application +  User Managemert »  Bulk Administration = Help -

Ldap Profile Configuration
Ld

Status
Status: Ready

LDAP Profile Information
Name™  [CUPC_LDAP_Profile
Description |

LDAP Directory Information
Bind Distinguished MName (DN)|c:n=Administratnr,u:n=Users,dc=cisco,dc=com
Password

Confirm Password |.........

[ anonymous Bind

LDAP Search Context Information
Search C'mtext|0u=SE\-f'TLAEI,dc=ciscn,dc=c0m

W Recursive Search

LDAP Server Information
Primary Ldap Server*lCUpC LOAP

Backup Ldap Server [« pane »

Backup Ldap Server [« pane »

Ledleflel
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y. Application->UPC->Proxy Profile

Click ‘Add New’

Set ‘Name’ to ‘CUPC_Proxy’

Set “Proxy Listener” to ‘Default Cisco SIP Proxy TCP Listener’
Set ‘Primary Proxy Server’ to ‘cupspub’

Set Backup Proxy Server to cupspub

Click ‘Save’

"D QA0 To

Cisco Unified Presence Server Administration Fror cisco unified Communications Solutions

System »  Cisco Unified Presence Server - Application - User Mansgement - Bulk Administration = Help -

Proxy Profile Configuration

Status
Status: Ready

Proxy Profile Information

Name* [CUPC_Praxy
Description |
Proxy Listener | Default Cisco SIP Proxy TCP Listener

Primary Proxy Ser“er*|cupspuh

Ledlef)e]

Backup Proxy Server |.;|_|p5puh

Users in Profile
Add Users to Profile

— Sawve

@ *_indicates required item.
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z. Application->UPC->User Settings
a. Click ‘Find’
b. Click on ‘steve’ user
c. Select the Deskphone previously assigned to this user in CallManager. If no
phone is available, go back to CallManager and check you have assigned the
phone to the user.
d. Assign all the previously defined UPC profiles to the user.
. Click ‘Save’
Repeat for user ‘jane’ user

0

Cisco Unified Presence Server Administration ror cisco unified Communications Solutions

System »  Cizco Unified Presence Server +  Application +  User Management »  Bulk Administration +  Help «

Unified Personal Communicator User Settings

LJ

Status
Status: Ready

User Information
User: steve

CTI Control Information

Preferred CTI DEViCElSEF’DD15E2']DEF?? j
Applicati_un Profile Information

Unity Profile | CUPC_CUCHN_Profile =
MestingPlace PmﬁlelCUF’C WMPE Prafile ﬂ
CTI Gateway Profile |DefauIt_u::ti_tcp_prnﬂle_synced_ﬂDD ﬂ
LDAP Profile |CUPC_LDAP_Profile =
SIP Proxy Profile |CUF‘C Proxy j

— Dave

@ *_indicates required item.

aa. Activate the "UPS SIP Proxy” and “UPS Presence Engine” Services

In the top right hand corner select ‘Cisco Unified Presence Server Serviceability
Tools

Service Activation, choose ‘cupspub’ server.

Go to the bottom of the screen and select ‘UPS SIP Proxy’, Click ‘Reset’

Repeat for ‘UPS Presence Engine’

©ao oo

YOU HAVE COMPLETED THE CONFIGURATION OF CCM AND CUPS!

4
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Section 4: Installation of Cisco Unified Personal Communicator

1. Find the CUPC client software executable on the Studentl and Student2 desktops.

2. Install client on Studentl and Student2 Windows XP VMWare image using all the
default settings. (DO NOT INSTALL THIS CLIENT ON YOUR OWN LAPTOP).

3. You have a Cisco Camera plugged into the USB port during installation, then during the CUPC
installation, you may see a window stating that it found new hardware and will install software
for it. This window should be ignored. Click Cancel.

NOTE: In customer environments, there may be specific Windows XP USB Hotfixes required.
Please reference the Release Notes and Installation Guide for specific references.

4. Launch the Cisco Unified Personal Communicator from the desktop ICON

a.

b.
C.
d.

At the login screen enter your UserID (eg steve on Studentl and jane on
Student2)

Password is ‘cisco,123’

Login server is ‘cupspub.cisco.com’ or IP Address 10.1.1.16

Click ‘Login’
Il Login M= B3
i
CISCO

Unified Personal Communicator

Username: |steve

Password: | #esskekok

[#] Remember my passward
[#] sutomatically Login

Login Server | cupspub,cisco.com
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5. Select File->> Edit Preferences

a. Click ‘Reachability’

i) Set'ldle’ to ‘5" minutes
ii) Set ‘Away’ to ‘10" minutes

prrmr———,
i'm
- =

Profile

p—
W
- g

Reachability

—When I am in automatic mode change my reachability:
to "ldle”when | have not used the computer far:

3 minutes
to "Away™when | have notused the computer for:

1a minutes

— Bway Skatus

D Show me as "Away” when |am offline, and display this message:

Reachability Preferences E3
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b. Select Accounts
i) Select ‘Unity Connection’
ii) Set ‘Username’ to either ‘steve or ‘jane’
iii) Set ‘Password’ to ‘cisco,123’
iv) Click ‘Save’

Account Preferences E3

Accourts Unity Connection
Unity Connection

Cisco Unified MeetingPlac Server Information:
IP Address: cupscuc.cisco.com

\

Profile
Port: 143

\

Protocol: TCP

Login Information:

Reachability This information will be used to log into Unity Connection.

. Username: |steve

g

hm—— Password: shrpekeokeohhobop

Accounts

*********l

' ‘l | _'l Verify Password:
Vi

Page 37 of 60



Cisco Unified Presence Solution Lab December 2006

v) Repeat for ‘MeetingPlace Express’
vi) Click ‘Save’
vii)  Click ‘Close’

Account Preferences E3

Accounts
Unity Connection
Cisco Unified MeetingPlat Server Information:

IP Address: mpe.cisco.com

Cisco Unified MeetingPlace

Profile
Port: 80

Protocol:  HTTP

Login Information:
I s intormation will be used to loginto Lisco Unmed
MestinnPlare

Username: |steve

BB il il B B i

‘l | _'l Verify Password: |

6. In the ‘Search’ Tab of the client type ‘steve’. Press ‘enter’
a. Right Click on the first name in the list
b. Select ‘Add Contact to Group ->> General’
c. Repeat for any other Users you want to add.

g9 Search
|
Maime /| Phane Mumber |
GinaR"— e
Place a Call... (Phone Mot &vailable)
Place aMideo Call.. . (Phaone Mot &vailable)
Send e-mail...

Send Instant Message. ..

Add Contact To Group General

Conkact Details. . .

Clear all
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7. Result should look something like this

File Wiew Actions Help

Make sure you see
the ‘green circle’.

ane Turner
Andrew Denton

—| Recent

Wiew All

flame CateTime

Ma items found.

« | 2

4+ Search

8. If you see grey “question marks” then exit the client and restart.

9. You are now ready to make calls and try out the client!!!

10. Note: you may need to restart the CTI Manager service on the CallManager if
the ‘Desk Phone’ does not associate.
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11. Suggested call flow to understand what is possible with CUPC v1.0
a. Leave a voicemail message for each user in your group (voicemail number is
5000 for the lab). It may take up to 30 sec for IMAP to update the voicemail in
the client.
b. From the client find the voicemail in the centre part of the client’s screen (in
amongst the placed calls/missed calls etc) and double click on it.
c. From the resulting window click on the “play” button and listen to the message
on you client.
d. When you are done click on the phone icon to return a call to the originator of
the voicemail.
Answer the call on your partners client.
“Promote” the call to video by clicking the video icon button
Click the share button to launch the MPExpress application on both sides of the
call. Share your desktop or something between the two participants.
On the “call” bar click “disconnect from conference” to conclude the collaboration
session.
Click the “X” button to finish the call.
Play around with the various options and settings to get a feel for the way the
client works.

> Qoo

—_ -
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CISCO UNIFIED PERSONAL COMMUNICATOR DEMO GUIDE

Open main window of the Unified Personal Communicator and describe the major areas of functionality.

Launch Cisco Unified Personal Communicator

Explain that the Unified Personal Communicator is an “all-in-one” communications tool that helps
streamline communications

Show buttons on top that enable you to click-to-call (phone icon), click-to-video call (video
icon), launch email client (envelope icon), or dial a number (keypad icon).

Highlight the user options — presence (available, busy, etc) and phone (softphone/desktop)
Expand the “Contacts” section to show the list of contacts - point out the presence indicators
and preferred method of contact. This helps reduce phone tag and enables employees to
communicate more effectively

Expand the “"Recent” section. Show that all recent communications activities can be found here.
You can view incoming/outgoing calls and voice messages.

Make a Call

1. Type name into search field on the client. Hit enter to search.

2. The search results section expands (downward) automatically and the results appear.

3. Double-click to call. A new conversation window appears on the PC. The window displays
“connecting” state.

4. Discuss how easy it is to place a call. You don’t have to go to a corporate directory, find a
contact, then dial a number - you can search your directories from the client and simply click-to-
call using either the softphone or IP Phone.

5. An incoming call notification appears on the screen of the other PC. Click to answer.

6. A new conversation window appears on the desktop when the two users are connected.

Escalate to Video

1.

2.

Show how to escalate an audio call to a video call. Explain how Unified Personal Communicator
makes video calling/conferencing as easy as a phone call.
Click the camera icon and video windows appear automatically on both PCs.

Check Voice Mail

1.

nhwn

Explain how Cisco Unified Personal Communicator enables users to search, view, sort, delete,
and play Unity Connection voice messages.

Show the indicator in the “"Recent” section which signifies that new voice mail has arrived.
Expand the “Recent” section

Highlight voice mail message

Double-click the voice mail message. A voice mail window appears on the left.
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Discuss how the voice mail window shows the name, message details (duration, time, etc.), and
presence.

Click the play button to listen to the message.

Hit double-speed to speed up the message.

Click the video icon to return the call (or click the phone icon).

Conference/Merge (CANT Do with lab setup but for reference)

A ol o

Keep the previous video conversation open - do not hang up.

Open the contact window and click-to-call another user.

The video conversation “freezes” and explain that the call is automatically placed on hold.
Answer the call.

Click the “"merge” button on the conversation window.

The secondary conversation window disappears, leaving only a single conversation window on
each desktop.

The roster appears (slides out) from the conversation window to the right, showing three
participants.

Explain how the calls are automatically merged and the call roster shows all participants in a
conference.

Web Conferencing/Document Sharing

N =

Nou kAW

Continue from previous demo - do not hang up.

Explain how Cisco Unified Personal Communicator enables employees to collaborate virtually
anytime, anywhere by using MeetingPlace Express Web conferencing capabilities.

Escalate to Meeting Place Express by clicking the Web share button.

The Web share window appears on all desktops.

Enter the share room.

Click the share button and select the document you want to share.

The document appears on all desktops.

Summary/Key Messages

In summary, Cisco Unified Personal Communicator seamlessly integrates a wide variety of
communication applications and services into a single desktop application to help people work smarter
and faster. It lets users easily access a variety of powerful communications tools, including voice,

video, call management, presence and Web conferencing. Cisco Unified Personal Communicator is easy

to use and features an intuitive user interface. It streamlines the communication experience, enabling
teams and knowledge workers to enhance productivity and communicate in real-time. With Cisco

Unified Personal Communicator, users can communicate and collaborate anytime, anywhere, and easily
escalate their communication methods for smarter, more effective communications.

Intuitive and flexible, Cisco Unified Personal Communications enables workers to:

* Increase productivity and speeds decision-making. Connect with colleagues on the first try by

knowing beforehand if they are available and how they prefer to be reached.
 Improve collaboration. Share documents and communicate face-to-face using video and web
conferencing.
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» Streamline communications. Integrating voice, video, document sharing, voicemail playback and
directories into one “easy-to-use” interface streamlines communications and reduces training time,
helping employees work smarter and faster.

* Enhance mobility. With Cisco Unified Personal Communicator, you can communicate and
collaborate virtually anytime, anywhere, and easily escalate communication methods for more
effective communications.

* Build a competitive advantage. Get answers fast, collaborate in real-time and respond faster to
customer needs.
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Section 5A: Configuration of Microsoft Live Communication
Server

NOTE: The Administration tools for Active directory and LCS have been installed on
your STUDENT?2 Workstation, You do not need to access the LCS / Active Directory
server directly.

Login to Student2 desktop as user ‘Administrator’, password ‘cisco,123’

Enabling your users as LCS users.

The Active Directory Users and Computers Administration tool has been loaded onto
the Student2 workstation for you.

Your Users have been placed in a SEVTLAB OU which is shown on the diagram below.

-ﬂ Active Directory Users and Computers !E
;:/j File  Action  Wiew window Help ;@J

OB @ el va

;{) Active Direckory Users and Computer: | SEVTLAE 4 objects
- ,J S.aved Queries Mame | Type Description Live Commurications Address
SR Lsc%'c.ﬁl.-n € Andrew Denton User
¥ uilkin
31-C0 Computers € Gina Riley Liser
+1-(&8) Domain Controllers € Jane Turmer User sip:jane@cisca.com
+1-|_] ForeignSecurityPrincipals €] steve vizard User sip:steve@risco.com
&3] SEMTLAB
4| Users
L | K1 2
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Select each of your users (steve and jane) and enabled them for LCS

1B |User Advanced Settings
MemberOf | Emviormert | Sessins |  Remotecortol | Federation Settings
General | Addiess | fccount | Profile | Telephones | Organieation | [ Enable federation

i Live C icat
Teminal Services Profile 1 COM+ I Communications [ Enable public IM cornectivity

¥ Enable Live Communications for this user I Enable remote user access

SIP LRI [sie:steve@eisco.com ¥ Enable Remots Call Control
Example: sip user@domain. com Device URI of the user's phone:
User sign-n hame:  stewe@cisco.com " SIPURI ‘
- & TELURI: 1 2001
Server or pool ADLCS cisco.com ﬂ

Remote Call Contral SIP URI:

Allow and block list ip: 2001 @cupspub. cisco. com|
Advanced Settings ALrchiving Settings

{* Use global default archiving setting

" Auchive all communications
£ Archive all communications without message body
" Do not archive cammunications

0K | Cancel ‘ Apply ‘ Help | Ok Cancel | Help |

We are going configure Remote Call Control settings in active directory (This could
also be configured in the MOC client)

Click the “"Advanced Settings” button

EdEd| |user advanced settings
Member OF ] Environment ] Sessions I Remote control 1 Federation Settings
General I Address 1 Account 1 Prafile I Telsphones 1 Organization 1 [~ Enable federation
Terminal Services Profile I COM+ Live Communicatiors

[~ Enable public IM connectivity

[V Enable Live Communications for this user [ Enable remate user access

SIP LRI |sip:steve@c\sco com [¥ Enable Remate Call Contral
E xample: sip: user@domain. com Device URI of the user's phone:
User sigrein name:  stevel@cisco. com " SIPURL: ‘
& TELURI: [tel: 2001
Server or pook |ADLES cisco. com j

Remate Call Cantrol SIP LIRI:

Allows and block list: sip: 20071 @cupspub. cisco. oo
Advanced Settings.. Archiving Settings

* Use global default archiving setting

" Auchive all communications
" Achive all communications without message body

" Do not archive communications

oK | Cancel | pply ‘ Help | K Cancal ‘ Help ‘

We need to configure the TEL URI and Remote Call Control SIP URI for each user

The format for each setting is:
TEL URI: tel:[User DN]

RCC SIP URI : sip :[User DN]@[FQDN of CUPS Server]

Eg. For Steve
tel:2001
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sip:2001@cupspub.cisco.com

For Jane
tel:2002
sip:2002@cupspub.cisco.com
Once you have enabled BOTH users exit Active Directory Users and Computers

We now need to configure LCS Routing and authorization, The Live Communication
Server 2005 Administration Plug-in has been installed on your STUDENT2 workstation.

Start the configuration tool for “Live Communications Server 2005”

I’-Microsoﬂ: Office Live Communications Server 2005

File Help
£ Microsoft Office Live Communications Server 2005 Status e —
—-in Foresk - cisco.com —
= i Pl seroms
o - ".Live Communications Server 2005
=1--|__] Live Communications servers and pr
= _IJ adlcs
| Users
- _.IJ adlcs. cisco.com Standard Edition, SP1 =
[tei] Applications adics.cisco.com
+--|__] Archiving Services

+-+[_] Proxy Servers Murber of devices users are logged on: i

#-[_] Unassigned users Federation overwrite: v

+-|__] Liwve Communications Server 2003 Metwork address: <Empty>

Part: a061
Authentication scheme: Bioth NTLM and kerberos
Archiving: 0
Server-to-Server compression settings: Client-to-Serve
€3 Request compression on autgaoing server-to-server connections ¥ Enable COnf
Maximurm number of server-to-server connections: 1024
-
! of
Mo Tasks Available.
] |
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To Configure routing and host authorization select the server name (adlcs) and right-
click, select properties.

First we will configure a routing entry

adlcs Properties
Federation ] Huost Authorization I Archiving ] Address Book ]
General Routing l Compiession ] Authentication ]
Fiouting

Specify static routes for outbound connections.

Matching URI Next Hop | Part | Tranzport
SIF"@cupspub.. 101116 B0E0  TCP

Add Edit Remove

‘wiaming: For static routes to work properly, the host address must be
added in the Host Authorization tab as either an authenticated server
of an outbound only connectian,

oK | Cancel Apply Help

Add a New route to your CUPS Server

Username: *
Domain: cupspub.cisco.com
Next hopcc
IP Address: 10.1.1.16
Transport: “Airbus 380"
or if option not available select “TCP”
Port: 5060

Enable: Replace host in the request URI
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Add Static Route

Matching LRI [Uniform Fesource |dentifier)
Wildcard characters cah be used in the user and domain names.

User: |

Domain: |cupspub.cisco. com

[~ Phane IR

Mext hop
" Metwork address: |

(% |P address: | 0.1 .1 .16
Transpart: | TCP ﬂ
Part: | 5060

v Replace host in request LRI

Certificate used for Mutual TLS encryption;

| |
] | Cancel | Help |

We need to authorize the CUPS server to communicate with LCS
(later in the lab we will authorize LCS to communicate with CUPS)

Select the “Host Authorization” Tab and add and entry with the IP Address of you cups
server. (10.1.1.16 would be a good choice)

Check boxes ‘Throttle As Server’ and ‘Treat As Authenticated’
Click ‘OK

Add Authorized Host

Server
" MNetwork address:
i+ |P address:

|1n.1.1_15

Settings
[ Outbound Onlp

¥ Throttle Az Server
v Treat Az Authenticated

QK | Cancel Help
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adlcs Propetrties

General
Federation

Fiouting | Compression I Authentication
Host Autharization | Archiving I Address Book

Specify authorized hosts such az gatewaps, application servers, special
clients that need additional bandwidth and so forth.

Servers

I Outbound Only I Thrattle A5 Se.. I Treat s 4

101116

Mo es es

| 2

dd.. Edi. | Femove |

|

0k | Cancel I Apply | Help
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Section 5b: Configuration of CUPS for
Microsoft Live Communication Server

In this section of the lab you will create a LCS integration with CUPS. You will be
using a shared Lab LCS server which has already been configured for you. You will
perform the following tasks.

Assign Capabilities to the MOC users

Create a Call manager Application user for the CTI-GW
Assign CTI capabilities to the Application User
Configure CUPS CTI-GW

Configure CUPS ACLs to connect to LCS

Install the MOC client on your laptop

Configure the MOC client

Enable telephony feature in MOC

Test the integration.

Configure MOC transfer rules (Stretch Task)

Assign Capabilities to the MOC users
Assign MOC Capabilities to your Lab Users. This is performed in the CUPS server
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Application > CTI-Gateway > MOC Assignments

Cisco Unified Presence Server Administration For cisco Unified communications Salutions

System »  Cisco Unified Presence Server = Application = User Management = Bulk Administration = Help «

Find and List MOC Assignments

Status
4 records found

MOC Usage
0 MOC users assigned m

Search Options

FindMOC assignment(s) where | User 1D j |hegins wiith j |—
(enduser.userid begins with any)

Status
Status: Ready

MOC Usage

Search Results 2 Selected User(s)

User 1D Last Mame
r andrew Denton MOC Assignment Information
I gina Riley W Enahle MOC (Microsoft Office Communicator)
W jane Turner
™ steve \izard — Save | Close |
Select All Clear All Bulk Assignment Rows per |

@ *_indicates required item.

< | L‘J

& Done é B Internet

Enable the following accounts:

|:| steve |:| jane

Create a Call manager Application user for the CTI-GW

In Call Manager create a new Application User for CUPS CTI-GW to use to connect to
your Call manager CTI manager.

Application User Information

User ID* [LCS-ctigw

*
Password : [ITITTITTITTITITITITY]

Confirm Password* : ssssssssesERRERES

Digest Credentials |

Confirm Digest Credentialsl

Presence Group* | Standard Presence group =

[T accept Presence Subscription
[ Accept Out-of-dialog REFER
™ Accept Unsalicited Motification
[ Accept Replaces Header
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Assign CTI capabilities to the Application User

Your application user should have the following permissions

Permissions Information

Groups

Foles

Standard CTI Allow Control of All Devices
Standard CTI Enabled

Edit Group

w M

Standard CTI Allowe Contral of All Devices
Standard CTI Enabled

Edit Role

Remember, this is similar to what you did for the users back at the beginning of the

S0, no instructions needed ©.
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Configure CUPS CTI-GW

Now switch to the management interface of your CUPS server and setup the CTI-
Gateway. This is in the Applications Menu.

Cisco Unified Presence Server Administration For cisco Unified Communications Salutions

System »  Cisco Unified Presence Server » | Applicstion » | User Management = Bulk Administration +  Help
Pluginz
IP Phone Messenger ]
Unified Personal Communicatar » - S
\_cn Gateway v | | Settings || erver Adm
—

To Configure the CTI-Gateway
Change the Application Status to On
Set the IP Address of your CTI Manager (Call Manager)
Set the User to your LCS CTI user

Cisco Unified Presence Server Administration Fror cisco Unified Communications Solutions

System »  Cisco Unified Presence Server = Applicstion = User Management = Bulk Administration +  Help

TI Gatewray Settings

— Status
Status: Ready

— Application Settings

application Status* |On []
Application Username*® |LCS-ctigw

application Password* |.........

Confirm Password* |.........

CTI Address [10.1.1.15

CTI &ddress (Failaver) |

Heartheat Interval (seconds)‘lg

Session Timer (seconds)* j1810
-Ed

® *_indicates required item.
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Run the trouble shooter to check your configuration

Systems > Troubleshooter

Cisco Unified Presence Server Administration For cisco unified Communications Solutions Logged in as: ccmadministrator

System v  Cisco Unified Presence Server v Application v  User Management v Bulk Administration v Help v Log Off

Configuration Troubleshooter

— Key
¢ TestPassed
®  TestFailed
& Test Warning (indicates possible configuration issue)

— Results
Group \Test Description \Outcome\Problem Solution
Sync
Agent
Verify AXL settings entry exists
Verify valid AXL user-id
Verify reachability of publisher address, login and
execute basic query
Verify Sync Agent has sync'ed over relevant data
(e.g. devices, users, licensing information)
Verify Sync Agent service is running

R < KLK<

Presence
Engine

Verify CallManager Presence Gateway entries exist
Verify Presence Engine service is running
Verify Presence Engine OAM Agent service is
running
Verify Presence Engine Database service is running
Verify valid CallManager Presence Gateways (check
reachability)
Verify valid SIP trunk exists on CallManager server

R < KL<

Proxy
Server

Verify SIP Proxy service Proxy Domain service
parameter value is valid

Verify method/event routes exist

Verify SIP Proxy service is running

Verify Config Agent service is running

R <

IPPM
Verify IPPM service is active
Verify IPPM settings entry exists
Verify valid IPPM application username
Verify valid IPPM application password

Verify CUPS IPPM application username/password
matches configured CallManager application
username/password

Verify IPPM service is running

R

<

CTI

Gateway
Verify CTI Gateway service is active
Verify CTI Gateway application settings entry exists
Verify valid CTI address (check reachability)
Verify CUPS CTI Gateway application
username/password matches configured
CallManager application username/password
Verify CTI Gateway service is running
Verify if any users are currently MOC-assigned

R

L 9 3
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Section 5c: Configuration and Operation for
Microsoft Office Communicator

On the desktop of BOTH users (steve and jane) find the communicator.msi file

Launch the communicator.msi file. Please just select default values using the “"Next”
key.

{i# Microsoft Office Communicator 2005 Setup x|

Welcome to Microsoft Office
Communicator 2005 Setup

The setup wizard will guide you through the process of installing Microsoft
Office Communicator 2005 onto your computer,

To start the installation process, click Mext.,

l=a]
W

Cancel
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Configure the MOC client

Now start your MOC client, select actions, options, and enter your username

General Accounts |

My account name

Sign-in name: Isteve@cwscucum Advanced... |
Advanced Connection Settings [ =]

Select which method should be used to corfigure your connection to a
communications service:

~ Phane integration
¥ Enable phone integration

Communicatar can plac
phone configuration, sel
 Automatic configuration

& Automatic Configura @ Configure settings

£~ Manual configuration

Server name of P address; |adles.ciseo.can

r— Conferencing information—— Canmestusing

Conference [0

« TCP
Leader code;  TLs
Farticipant code:
Damait;
Tiall;
Tioll free;
,TI Cancel Help

Microsoft Office communicator can automatically find an LCS server using DNS and
SRV records. We are going to manually configure the LCS server location for the lab.

Click the Advanced button select Configure Settings

Now Enter the FQDN (adlcs.cisco.com) of the LCS server and select TCP as the
Protocol
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General Accourts |

My account name
Sign-in name: |steve@cisco.com Advanced... |

Advanced Connection Settings

i~ Phone integration

[V Enable phone integratiol X X
. Select which method should be used to configure your connection to a
Eommunicator ¢an plac  communications service:
phone configuration, sel

 Automatic configuration

(¥ fwtomatic Configura . Configure settings

= Manual configuration

Server name of IP address: |adics cisco.com
r Conferencing information——

Connect uzsing:
Conference |0

@ TCP
TS

Leader code:

Participant code:

Driornaitr:
Toall:

Tall free

0K I Cancel Help

We need to change a registry entry in the client to allow remote control of the
deskphone

Launch the regedit.exe application to configure the system policy to allow remote call
control for MOC
Start -> Run -> regedit.exe
Select HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Communicator
Create a new DWORD value with name ‘EnablePhoneControl’
Change the value of this key to ‘1’
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£ Registry Editor

File Edit Wiew Favorites Help

= &) My Computer -
-] HKEY_CLASSES_ROOT
+-{_7] HKEY_CURRENT_USER
=] HKEY_LOCAL_MACHINE
+-__| HARDWARE
-] SAM
| SECURITY
—1-_] SOFTWARE
] CO7fsyY
| Cisco
| Cisco Systems, Inc,
1 Classes
1 Clients
1 Gemplus
1 Intel
1 Microsaft
] Metwork Associates
1 Mico Mak Computing
] oDBC
1 Policies

T

e P B R PR

=I+{_] Microsoft froe
=] Communicat
| Certifica
| PortRan
| Conferencin
+-{__| Messenger
1 Metlogon

+-{_] SystemCerti «
4 | »

Mame

l

Type Draka

~ REG_SZ {walue not set)
| REG_DWORD 000000001 (1)

2]

My ComputeriHKEY _LOCAL MACHINEVSOFTWARE PoliciesMicrosofthCommunicator

We configure LCS to use the telephone to make calls rather than operate as a

softphone.

From the Menu select Actions, Options and on the Phone tab change the default

device to "Phone”
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Personall Genelall Instant Messagesl Alerts I Permissions Phones IAccounls] Rules I

i Default device

Select the default device for calling phone numbers

i~ Call forwar ding
v Control call forwarding from Communicator

' Call forwarding off

" Always forward my calls to this number: IM obile % I

" Location-based forwarding

LConfigure

0K I Cancel Help

Test your client by send an IM message to your partner workstation.

Test the integration.

Your client will show a successful integration by an icon in the status bar.

Click @act Zvie®|Wrmation. @a cfact iviere information.

Q call ~

Q, Call ~ Actions v

T

Actions v

Add the other user to you MOC as a contact and enable the extended view option.

Page 59 of 60



Cisco Unified Presence Solution Lab December 2006

E Microsoft Office Communicator =]
I

Connect  Contacts  View Actions Help

@ student OneOne ~
Online
Call Forwarding: OFf

Enter name or number

2101
Stabus unknown

|
" | ANl contacts(1/1) a
@ Student OneTwo

Anay _ b 2102

@ Student OneTwo — Away Q Computer
student12@lab. net

ik Call v || Details Actions ~

BE®

You should now be able to call your partners phone using the MOC GUI.

"% Student OneTwo - Conversation - ol x|

File Edit Actions Tools Help

&.Q’@Q tE] Ea

© Student OneOne

1]
© student OneTwo @

Instant Message

Phone Controls

Call H Ol & & o~

Connected to: 2102 00:00:07

AND NOW YOU ARE FINISHED!!
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