il

Contents
CHAPTER 1. INTRODUCING CUPS 1
PRESENCE OVERVIEW ....ouiiiiiiiiiitiitiiiiiiiiie ettt sttt s eh sttt s b s et sa b e b e 1
WRAL 0S PPESCICE? ...ttt ettt ettt et e et e e et e e et e e e tt e e etteeaeeeeaaeeree s 1
CUCM (BLEF) VS. CUPS ... ettt ettt ettt et et e e ste s atesseess e e st anseessesseanseanseanseensesnsesseenseenseenseensenns 1
CUPS FEATURES ..ottt sttt sttt s et e b s et sa b e en e eneensennns 3
TNSEANE MESSAGE ...t ettt 4
PresSence - REACHADIIILY ............ccccoouiiuiiiiiiiit ettt 4
PreSence — PROME ...........cc.oooiiiiiiiieeee et ettt et 4
Presence — CAlenAar ...............ccooociiiiiiiiieii et e 5
Presence - COMBIRALION ..............cc.ccoeouiiiiiieii ettt ettt ettt 5
PRONE — DESk PHORE. ..ottt ettt 6
PRONE — SOt PRORE..........c.o ettt ettt et e et e e e st e e abe e e st e e enbeesabeesnbaenaseaenseennses 7
VEA@O CAll.......oiiiieeee ettt ettt ettt 7
VOUCEIIALL ...ttt ettt e et et e et e et e et e et e et e eteeeree s 8
Web CORFEFERCING ...ttt ettt bttt ettt 8
LDAP INECZFALION ...t ettt ettt et et ettt ettt et ettt et e et e et eeenteeennee s 8
IP PRONE MESSENGEF ...ttt ettt ettt et ee et ettt e st e ekt e st e beenaeenteenteeneeeneenaeenneens 8
APPIICALION PIUG-INS ...ttt ettt ettt h e bt ettt nteeae e bt e e enbeenaeeseenneas 9
OCS/LCS RIEZIALION ...ttt ettt ettt sttt 9
MATOR CUPS COMPONENTS.......oertitiitietteiteitetenteste st ettt eseetestestesaeebesaeeseessessesaesaeabesaeeseeseeseesnesaesessestesueeneennens 9
SYIC AGONE ..ottt ettt ettt e et et e ettt ettt e e ta et e e st e et e e tae e bt e etaeentteetaeennae s 10
Nl o PRSP URURTN 10
PUrESEICE EGINE ...ttt ettt ettt ettt et e ettt et e ettt e s st e ettt e e tbe e st e etaeenbaeetaeennee s 11
HOW THINGS WORK .....cutiuiiuiimiiientiettett ettt et sttt ettt ese et s ebesaeebe st eae et esaetesaeebesueebeessensensenaesesuesueeneennenne 11
INSTARE MOSSAZE ...ttt ettt ettt st e et et e et e st 11
Presence — REACAADIIILY .............c..ccoouiieiieee ettt ettt ebe e 12
Presence — PRONE PFESERCE. ...............ccuoieeiieei ettt ettt ettt et e b nae e 13
Presence — CAleRAQT ...............ccoociiiiiiiiieeiee ettt ettt 14
PRONE — DESK PRONE. ..ottt ettt ettt ettt eae e 15
PRORE — SOft PRORE. ...ttt ettt ettt 16
VOUCOIMAIL..........coeiiiie ettt ettt ettt ettt 16
WWED CONFEFEIICE. ..ottt ettt ettt et ettt e et e teeebeebe e s e e seenteenseenseeseeseens 17
LDAP ..ottt ettt ettt ettt 17
OCS/LCS IRIEZVALION ...........ccvveveeees ettt ettt ettt sbe et e et e et e te b e esbeeneesteesaeeeaeenre e 19
CHAPTER 2. TESTING AND TROUBLESHOOTING TOOLS 21
C1SCO UNIFIED PERSONAL COMMUNICATOR (CUPC)....uiiiiiiiiiieiieeiieeite et siee ettt sveesseesneeeneeenes 21
Enabled Detailed LOGZING..............ccooouiieiiieii ettt ettt ettt eaeeeee e 22
Create Problem REPOFL..............c.cccuaviiiieeee ettt ettt ettt et ettt eee et nae e 22
SHOW SEVEF HEAITN ...ttt ettt ettt ettt e ettt ettt eeae e eaeas 23
REALTIME MONITORING TOOLS (RTMT) ...coitiiiiiieiieeiie ettt ettt ettt e etveetaeesaveesaeestaeessaeeeseennsaenes 25
LOZIT ..ottt sttt e 25
COIIECE FlES........ooeeeeeeeet et ettt ettt ettt 26



v

TEXT EDITOR ...ttt sttt st ettt sae bt ettt et et saeebe et ennennens 28
INOTEDAC ...ttt ettt ettt et e et e et e et e e ab e b e ab e nb e e ab e e e nba et e e enraeentaeennaeentes 28
WWOFADAA. ..ottt et e e et e et e et e et e et e bt e et e e taeetaeetaeetee s 29
UIPQEGIL. ...ttt ettt ettt e et e et e saae e etreeeane e s 30

KEYWORD SEARCHER .....c.cciuiiiiiiiiitiitiiii ittt st s et s s h et tesaesaesn e e 31
TEXE EQILOF ... ettt et et ettt ettt ettt ettt ettt et e et 31
WIIAOWS SEATCH ...t ettt e ettt e e et e e eate e e ate e easeeeareeens 31
WEBGTED ... ettt ettt ettt 32

SSH CLIENT ...ttt s et e b s ea e s et sa e s en s aes 36

SETP SERVER ...c..eeutiiteiieteteiestiete sttt ettt sttt st ettt ettt et e h e s bt bt et e e s s e b s aeeb e e bt ese oo aentesaeebesaeeunennennes 38

PACKET SNIFFER .......eitiittiiteitetetete sttt sttt ettt sttt st e at ettt besae bt et se et et et e saeeb e e st eaeess et etesaeebeeueennennens 41
WAFE@SIATE ...ttt ettt ettt ettt 41
APPLIANCE DUTTE-TTL SHIITOF ...ttt ettt ettt e et e st e e sabaeesbeesabeessseessbeeenseees 42

STP ANALYZER ....ouvtiuteuieiteteiesttete sttt ettt sttt ettt e e e e e be s et ebesaeebe e st et easesa e be s bt ebeeueeseesse s entesaeebeeueennenneneen 43
STP WOTKBDERCH ... ettt ettt ettt ettt ettt 44

OGS . e st 45
CUPGC LOZS ...ttt ettt ettt ettt ettt e 45
CUPS LOGS ... ettt ettt ettt 45
CUGCM LOGS.....ciiieet e e ettt ettt et et et sttt e 45

WEB INTERFACE ..ottt ettt ettt et ettt et et ettt e s anesaeesa e eat et e eaneese e te et e enneeaneeanesanenae 46
CUPS AdminiStration PAGEe................ccccceriiiiiiiiiiiiiiiiiieiet ettt ettt 46
CUPS USEF OPHION PAZE........ccuveeeeeeiie e et tte et et et e et e e tae e aae e bt e ensaeensseenseesnseeenseeenses 47

CHAPTER 3. INSTALLING CUPS 49

PRE-INSTALLATION REQUIREMENTS ......oiiuuuiriiiieeiiiiiereeeeeeeeeiitteeeeeeeeeinuseseseseeesessssessseeseesssssesesessessnsssesseeeseeins 49

INSTALLATION STEPS .....eutiuiiutetiie sttt ettt et sttt st ettt et et se e b sae bt et e s et et saeebe e st esee s esaenesaeebesueeunennens 49
Step 1 Add CUPS server name to CUCM Application Server list. ............ccccoveevveeiiiianieenieenieesieenreenens 49
Step 2 Create an AXL user 0n CUGCM ...............cccoiiiiiiiiiiiiiiii e 51
Step 3 Boot CUPS server from the installation DVD ..............ccccccccoiviiiiniiiiiiiiiieiieiesese st 53
Step 4 CUP NOAde CORFIGUIALION ............c.coueririiiiieiiieiie sttt sttt sttt 53
Step 5 Auto Negotiation CONfIGUIALION .............c.cccccuevuiriiiiiiiiiiieieienteete sttt ettt sttt 53
Step 6 DHCP CONfIGUIALION. .........c.cceeuiiiiiiiiiiiiet ettt ettt ettt sttt ettt 54
Step 7 Static Network CONfIGUIALION ..............c.cccecuicieeiiniiiiitiieteeeete ettt ettt 54
Step 8 DNS Client CONfIGUIATION ...........cc.oeeeueeeiieiiieeieeeetee et e st e et e saeesteesbeessteesabeessseessbeessseesaseesnseennnes 55
Step 9 Configure Platform AdminiStrator ACCOUNL ................c..ccveeveeeiiieeiieeeiieeiseeieeieeie e sse e 55
Step 10 CUCM PubliSher CONNECHIVILY ...........cccuveiiuieeeiieiiieeieesteeete e st este et asiaaestseassaeestaeassseensseesnseesnnes 56
Step 11 Application USer CONMJIGUIALION ..........cc..eecuveeeueeiiieeieeeieeeieesiee et e siveeeseeseseessseeseseessseesaseesnseesnnes 57
SEP 12 AXL API ACCESS ..ottt ettt et e ettt e e et e e e s e e s ab e e esbeesabeeensaesnbeeenseennnes 58
Step 13 SMTP CONFIGUIALION...............ccooeveeiiieieeeieecieeeie ettt ettt et ettt eta e teesaeesbeenseeseesaeeseense e 58
StEP 14 COMPIELE........c.oiiiiiieiiee ettt 59

TROUBLESHOOTING INSTALLATION ISSUES .....ccutiiuiiiieiietietteeeeieesieesieeneeneeeneseeesaeesteesneesneeenesunesseesaeeneenneeane 60
UNSUPPOFIEA PLIAIIOFIL............oouiieieieeeee ettt ettt ettt ettt et e enaeenaeenees 60
Trusted-peer Validation EFFOF .............ccccoociiiiieiiieeieee ettt ettt ettt eaeeeee e 61

CHAPTER 4. INITIAL SETUP 63

SYNCHRONIZATION BETWEEN CUPS AND CUCM .......cooiiiiiiiiiiiicceceieee e 63

TROUBLESHOOTING SYNCHRONIZATION ISSUES.....ceeetutteeeniitteenitteesitteeestteeseuseeessnseeesssreessnusseesssseessssseeesnnns 64



BESE PPACHICES ...ttt et et e e ettt e e ettt e et e e e n e e ettt e e etn e e enntaeeeanes 64
Initial SYnchronization fAiled ..................cccooviiiiiiiieeiie ettt et tae e taeeseesabaeenraeeaees 64
CUCM updates not populated to CUPS immediately .................cooecueioieiiieiiieaiieeiiieeeieeeiieesieeeiee e 65
Some data didn’t synchronize from CUCM t0 CUPS...........ccccccooioiioiniiiiiiieesteeeeee et 65
CHAPTER 5. DEPLOYING AND TROUBLESHOOTING FEATURES 67
BEST PRACTICES. ...ttt sttt sttt et s b e et sa b s sne et ne 67
LICENSING. ...ttt st s h e se e bbb sa e b s et 67
SEFVEF LICEOISING ...ttt ettt ettt et e 67
ClIENE LICENSIIG ...ttt ettt ettt et ettt na ettt bt st ene e 68
LOGON ..ot 70
PHEFCQUISTIES ...ttt e et e et e e et e et e e e et e e s ab e ettt e s abe e tbeennbeeeabeeenbeenabeeenneeentes 71
Step 1: CUCM: LiCENSE THE USEF ..........ccuveeiiieeiieeeiiieeiieeeiieeeite e eteeetteestaeetaeastaeeaaeetaeensseasaeenseeesseasees 71
L ST 72
TTOUDLCSHOOTIIG ...ttt ettt ettt et e et e et a e et e et e e st e essaeenseeessaeensseesaeensseas 73
CUPC Crashes 0N SEATTUD ....c..euveureuiriertinteietetettete sttt et et sttt e ae s e st euesbe et e st e s esseseeueeaeebesaesaensenseneeneeueesestennens 74
Unknown Login FAIlUIE .........ccoociiiiiiiiiiiicec ettt sttt st 74
INCOTTECt USEIMAME/PASSWOI ......eueiiieiiitietietiete sttt ettt ettt et et e b e et esbe s bt et e steenbesbeenbesteente bt eneasesnsenseensenseans 76
OhET JOZOM ISSUES .....cuviuiiiinieiieiieieeterteet ettt sttt ettt sttt et b e bt et b et bt beeaeeue et sae st e st nnenee bt euesaennens 82
LDAP ettt ettt bt e b e bt e bt e e bt e e bt e e a bt e e bt e sa bt e e bt e e bt e e bte e bae e bt e e baeenateenn 82
P OIOQUISIIES .....c.veeee et e ettt e et e et e e et e e s eb e e e ss e e s eb e e eas e e tb e e sseessseansteensbeeesseessbeessseessbeennseans 83
Step 1: CUPS: Set LDAP server type for CUPC ...........ccccoovveeiiieiieesieeeie e siae e siae e neve s 83
Step 2: LDAP: Create a Service ACCOUNE Tl LDAP ............ccceeeuiiiiiieiieiiieeeiieeeie et niae s 84
Step 3: CUPS: Create a LDAP Server in CUPS .........ccoccviiieeeie ettt s 85
Step 4: CUPS: Create a LDAP profile in CUPS and add users 0 it.............cc.cooueveueevcueeniieaneeenieaneeannns 86
TOSE oottt et e ettt e e e tbt e e e hteeeaath e e e e tbaeeeabbe e e tbteeeatreeeetbeaeeanbbeeeanes 87
TFOUDICSIOOIING ...ttt ettt e at e bt ettt e sb e e et e e e eneeeaeene et enes 88
CUPC failed t0 connect t0 LDAP......c.ooiiiiiieeieee ettt b ettt be st naens 89
CUPC didn’t 1etUIN SEATCI TESUILS ....c..itiiiiiieiieieet ettt ettt b e sttt ese e bestenbens 91
CUPC failed t0 add COMTACES. ....ec.eeuiriiiriiitietiettete sttt ettt ettt e st e et s et e be e st et e sbeesbeebeenbesete bt eneenbeeneenbeensenseens 93
CLIENT STATUS ..ottt 93
PrOFOQUISTIOS ...ttt et ettt et e et et e et e e ataeeabeeessaeenbeesnsaeenseeentaeensaeesaeannaens 94
Step 1: CUPS: COnfigure Proxy DOMIQIT .............cc..covueeiieiiieeiieeieeeieesieeeieesteeeaeesaaesseessbaessseessseeansees 94
Step 2: CUPS: Create a Proxy Profile and assign USers 0 il.............cccocoocirvirviriiioieouininininiseeneeeneennens 95
Step 3: Configure Digest Credential ..................ccccoouceuiriniiiiiiiiiieiiiienieeese sttt e 96
Option 1: CUCM: Digest Credential
Option 2: CUPS: Incoming ACL..............
Option 3: CUPS: Service Parameters
TUOSE ..o ettt ettt e a ettt ettt bt et e en
TTOUDLESHOOTING ...ttt ettt e et e et e et e et e et e e st e ensaeensaeensaeensaeensaeenneeas
Basic CONCEPLS OF SIP ....uvieiieiiiieieeeeie ettt ettt et s e et et eesae s s e e st e beesaesseessessesssesseeseesseesseseessensaessensaassensanns
RESPOIISE ...ttt ettt e bt et sh bt e bt e e ab e bt et e sat e e bt e sab e e bt e e bt e nabeetee s
SIP messages DEtWEEN COMPONEIILS........cuerurerteruierteeiteteetteteeitesteeutentesteestesueesessteseeneesesseensesseensesseensesnsesseens 100
BESE PIACTICES . ...euvteutettettete ettt ettt e h et e b et bt et e e bt e et e s bt e st e ebe e et e s bt eat e bt eab e shten b e e bt et e eht e b e e et eteentebeeaee 101
Use SIP Workbench t0 iS01ate NEtWOTK ISSUES.........c.ueruiriertieierieeiierieete ettt sttt sttt et sbe b eaaeseeene 103
SEI-STATUS ICY=OUL ... eeuretietretietertestesteeteteettestesteetesseessesseessesseesseasaessesseassesseessesseassensesssesssensesssensesseensenssensensees
INVALIA CreAENIALS .....cvetiiiieiieiieee ettt bttt b et b e ettt e ebeebe e e
Proxy Domain not configured properly
Self-status not UPdated .........cceecveririerieiereeereeere e

Contact StAtus NOE UPAALEA.........eruieiieiieieitieteeti ettt ettt et e bt et s bt et bt et esbeenbe e bt e besbtebesatenbesseenbeeane



vi

PHONE STATUS ..ttt 107
PHOFOQUISTLES ........oeeve ettt ettt e et e et e et e et e e et e e e st e e s abaeeabeeeabaeeabeessbeeeabeeentaeantseensaeeerean 107
Step 1: CUCM: Create SIP [FUNK ..........cccuooeveeeieieieeeie et esee e aeetae e taeasaaeestveesaaeestseesaseessseensseenes 108
Step 2: CUPS: Create CUCM Presence GAIEWAY ..............ccccociecuiriieniieiieiiiiieiiei ettt 109
Step 3: CUPS: Confirm SIP publish mode and SIP publish trunk .................ccccccoccvvniiniiiiinincnenenen, 109
Step 4: CUCM: Associate line appearance With t0 end USEF ...............ccccociuoivceeceerinieniiiiaiiieieneneeie e 110
TOSE et ettt et bt ekt e bbbt e bt e bt e a bt e en bt e eeb e e eab e e en bt e eabeeenteeenbeeen 111
TFOUDICSIOOLING ...ttt ettt bt e bt e b e e e st e st e st e bt enseenbeenseenaeeneas 112

BESt PIACTICES ...ttt ettt ettt ettt et a bttt s b et e e st e st eb e e bt et e b et en e es e e bt e bt et et e b et et et eneens .. 113
Basic Configuration Error..... ... 113
CUCM-to-CUPS..........co.... ... 114
CUPS — Presence Engine .. ... 116
CUPS — SIP PrOXY ..ceeveeiiiiiiieiieenite sttt ettt ettt ... 120

PHONE FEATURE .....cooiiiiiiiiiiiiiiiiicie st e 125

SOt PRONE ...ttt ettt et ettt e et e et e ettt a e e ta e e bt e e tbeente e bt e enaeeetbeenabeearbaennneeans 125
Prerequisites............... et eh et h ettt a e ettt h et et a e et eh ke h et et e n e Rt h e ke b et et en e e st e st et e et et et et eneenes ... 125
Naming Convention ... 126
Step 1: CUPS: Configure TFTP address.........ccoceeeeeveenenincneniciecnenes ... 126
Step 2: CUCM: Add “Cisco Unified Personal Communicator” phone.... . 127
Step 3: CUCM: Device CONIZUIALION.......c..oiiiiiriinieieiteiieitrteetentetet ettt ettt ettt st b st ese et eae s saenaes 127
Step 4: CUCM: Configure Directory NUMDET ........cceoiiieieiririereiee ettt 128
Step 5: CUCM: User Configuration
OO
TTOUDIESNOOLINE ...ttt ettt h bttt be b e et e st e st et e bt e bt et e s b et et et eneeneeseeneneene

Phone Configuration — Download Failed
Failed to Connect — Server Connection RefUSed ............cccoiririiniiiiiiiniiinccececeeseeeeecee e

Disconnecting (Pending RELIY). .. ..c.cocuiiioriiiiiierieeeee ettt ettt ettt seeaeas

Both Soft Phone and Desk Phone are “Not Active”

DESEk PRORE...........ceeieeeee e
Prerequisites
Step 1: CUCM: Associate device to end user
Step 2: CUCM: Specify Primary Extension for €nd USeT............coerierieiririniiiieeee e
Step 3: CUCM: Add end user to Standard CTI Enabled group..
Step 4: CUPS: Assign user to CTI Gateway Profile
Troubleshooting
Disconnecting (Pending RELIY). .. ..c.coouiiiiriiiiiieiieieeeet ettt sttt ettt et bbb e e eaean
Partial Connected — Cannot conNEct t0 PROME ..........eeuiriiriiiriiiieriieierieeeee ettt
Not Connected — Stopped
Not Connected — Invalid Credentials

Troubleshooting...........cccueenee.
Verity CUCM database
Verity CUPS database
Verity CUPC

DireCtory LOOKUD RUIES............cccooeeueieiieiiiii ettt ettt ettt e et e et e et e e taeenseeensaeeneeas

Name resolution for call information

Name resolution for other features



Vil

TTOUDIESNOOTING. ... .cevteiieiiieiiee ettt ettt sttt e e st e e s bt e ate s st eate e bt enbesseenbeeseenseentenseensenseensenseenee 154

VOICEMALL.....oiiiiiiiiiiiieti ittt 154

Retrieve VOicemail................cccooeioiiiieiiaiaiiiieeeeeeee e s 154

PrerequiSites ......coceveririenenieieieiniinenereeiecee e . .. 154

Enable IMAP access on Unity Connection .... ... 155

Enable IMAP access on Exchange................. .. 157

Step 1: CUPS: Create Unity Server..........cocoveveerecencnnenn .. 159

Step 2: CUPS: Create Unity Profile and assign users to it ... 160

Step 3: CUPC: Configure user Credential............oociiiiiiriirieieiieieitieieieeie ettt 160
TTOUDIESNOOTINE. ...ttt ettt ettt ettt b bttt e e et e s e bt eb e ee e ebeeb et et et eneeneeseenenee e
Configuration issue .

IMAP connectivity/authentiCation ISSUE..........ccevirrertiieirtririententeteiteie ettt ettt ettt ettt s sa et eee st b sae e e 161

IIMARP TEICTTAL ISSUC .....eveeueieiieieeiiete ettt ettt ettt et sttt e et e b e s bt et e s bt estesseentesbeenbesseenbesbeentesaeensesseensesnean 163

Send Calls t0 VOICEMAIl...............cccccoeveiiviiiiiiiiiiiieieteeeeee e 164

CONTIGUIALION ....ceeviiiiiiiicicieit ettt e 164
Troubleshooting..........cccoceevevvevecincnicncnennne ... 164
“Send to Voicemail” button grey out ..........coeeveveereneneneneieeceeen .. 164

“Send to Voicemail” button clicked, but call was not sent to voicemail ..............cccuvveennee.. ... 165
“Send to Voicemail” worked in Soft Phone mode but didn’t work in Desk Phone mode.............ccoecevennenene. 165
CALENDAR ..ottt e b e s bbb s e h e e s 166
PHOFOQUISTICS ...ttt ettt et ettt ettt ettt ettt et et et e bt e s n 166
BOSE PIACHICES ...ttt ettt ettt ettt et e 166
INEPOAUCHION [0 CEFLIfICALES .........oeeeiieeee ettt ettt ettt ettt e eateeneenneens 166
Step 1: Exchange: ERable SSL fOr OWA .........cccocooioiiiininiiiiitiieeese sttt 171
EXEEINAL CA ...ttt ettt ettt st e e s bt e e e s bt e st e bt e a b e s bt eat e bt eat e st en b e eht et e ent et e eateteentebeeaes 172
Internal CA
Self-SIGNEA COITITICALE ..ottt ettt ettt b ettt b st eb et b et et et e st eseeseenenean 173
(@A (07035500 o s DA ' 1< I 173
Expiration
Certificate AULNOTIEY Bil.....cocuiiiiiiiiieiee ettt ettt sttt ettt s bt et e s bt estesaeenbeseeeneeeaean 175
Steps to generate self-signed certificate and enable SSL..........ccooiiiiiiiiiiiiieeee e 176
Step 2: Exchange: Create View-0nly ServiCe ACCOUNL..............cccueeeueeecieiiiiesiieeieeeieeeieesreesseeeseesaee s 179
EXCRANgE 2003 ..ottt ettt ettt ettt s h e bt e a e et e e he e bt e a e et e eh e et e e h e et e eht e b e ententeentenaeenee
Delegate “View Only Administrator” control
Add “ReECEIVE AS” POITIISSION.....euveeiertietieiertieteettete st etesteeetesteestesteeatestesstenbeeseentesseenseestentesseensesseensesseensennns
EXCRANGE 2007 ....ovieiieiieiieieie ettt ettt ettt et e b e et e e se s st esbeessessesseesseaseesseeseenseesaesseessenseasaenseestenbeestenteesseseenes
Delegate “View Only Administrator” control .
Add “RECEIVE AS” PEITNISSION. ...cuvieuieiireretietieiesttetesteetesseestesseeseessesssessesssessesssessessasssesseessessesssesssessessasssessens
Step 3: CUPS: UpIoGd CEFHIfICALES ........ccccceveeiiiiiniiiiiiieiiet ettt ettt
Step 4: CUPS: Configure OUtlook GAIEWAY.............cc.ccccrciiiiciiciiiiniiiinieieteteeeeee et
Step 5: CUPC: Enable calendaring...................ccccccccoeuiiriiiiiiiiioiiiiniiiiiise sttt
TOST et h et et a e h e h e h e ea bt e sh bt e ht e e sttt e st e e nnbeeeaaeeaa
TFOUDICSIOOTING. ..ottt ettt et ettt et ettt e e e et e e ae e teenae e e enteeneeeneenneens
CONTIGUIALION ISSUEC. ...veevvetreeieeireieieieieeeesieseesseessessesseesseessessesseesseessensenns
You forgot to enable calendar integration from client side. ..
CUPS server time is different with Exchange time. ...........ccoccveevevevveevienieciennnnn,
You uploaded the Exchange end entity certificate instead of its CA certificate. .......cccvevrvecvereecieseeriereenenne. 191
You didn’t upload all CA certificates in certificate Chain. ..........ccceoiriirenieiinieieneee e 192
You use IP address in presence gateway configuration while the Exchange certificate CN is FQDN
TYPICAL 0@ SIPPELS. ...c.veentitieie ettt ettt ettt ettt et sttt a et bt et ehe et e s bt e b e e st e st e sbeenbeebeenteeatenbeeatenbeeneebeeane

STATTITZ TP ettt ettt ettt b et b et e s bt eate bt e st e bt e st e s bt e st e bt ehae bt eut e bt est et e eue et e ente bt entesbeente bt enbenbeens



viii

INIEHAL AEEEIIIPE ....evititeeei ettt b ettt et b ettt et eat et bt et eb ettt et sae e
Loading certificates ..........c.coceverenrennenene
Form Based Authentication
TIS redirect.....c.ocovveeeveeeeeeeeeeeeeeeeeeene
Initial subscription response
Calendar search ..........ccccoceveeeveecueeenneenne..
CalENAAT STATUS......cviiieieite et et eee et ete e et e et eeete e et e eeaeeeaeeeteeeteeeaseeseeeaseeeseeenteseseeeseeenseeaseeeseeenteeereeanrs
COITIICALE ISSUES ... vvveeeeureeeeeteee e ettt e eete e e et e e eetee e eeaaeeeeaeeeeeaaeeeeetseeeeaseeeeeaseeeeteeeenssseseaseeeensseesensseeeenseeeenaneeeansreeean
Hostname does not match
CA DO ETUSTEA ..ovveeeeeieee et eete e e e e e et e e et e e e eaa e e e e taeeeeseeeenaaeeeeaseeeeaseeeenasseeeeateeeenaseeeeteeeeas
NO CA DIt 1N CEITITICALE ...ovvvieieiieie ettt et e et e et e e et e e e e aaee e eeaveeeenaeeeeaeeeeenreeeenaneeeenneas
Permission issue
Use end user account in Outlook Gateway cONfigUration. ...........coeoeeirireriinieneieieceeseeesee e 206
Use service account to access end USEI’S MAIIDOX .......ccueicuiiiiiiiiiiicieccee ettt enee e 206
Exchange interoperability issue

INSTANT IMESSAGE ....eiiiiutiiteeiiieeeeitte e et te e e sttt e s etteeesateeeesateeeeeastteesatteeeanbaeesansteeesnnsteeeanbaeesansseeesanseeeeannseeeann

PHOFOQUISTICS ...ttt ettt ettt ettt e ettt ettt e aeen
Enable INStant MESSAQING ............c.oocueiieieeie ettt ettt ettt ettt et e sttt enbe e esseenseenees
Troubleshooting ......................

Best Practices.........cccoueuen.e.

SIP domain issue....

LOZS ceveeieerienreeeeeeeeeeene

IP PHONE MESSENGER.....................

WEB CONFERENCE....

Prerequisites...........ccouvveveiiniiiiiiiiiee,
Step 1: Create IPPM application user
Step 2: Associate phones to IPPM appliCAtion USEF ................cccecueriniiiiiiiiiiiiiininese et 210
Step 3: Create IPPM PRONE SEFVICE ...........c.ccooviiiiiiiiiiiieiesiiet ettt 211
Step 4: Subscribe phone t0 IPPM SEFVICE ............cccccciviiiiiriiiiiiiieieieie sttt e 212
Step 5: Configure IPPM 01 CUPS ........cc.ooooie ettt ettt ettt esibaesnbeessbaesnbeesnseennsee e 214
Troubleshooting

BESt PIACHICES. ...ttt ettt sttt ettt sttt ettt bt a ettt ettt eae e e

No visual or audio alerts on phone When mMESSAZE AITIVES ......ccverveeieruierieriieieetieiesitenteetesiesite bt eneeseeeseeseeeneeseeens 215
IPPM LOZS .ttt

Prerequisites.........
BOSE PUACIICES ...ttt ettt et et et et ettt
Step 1: CUPS: Configure MeetingPlace server

Step 2: CUPS: Configure MeetingPlace Profile and assign uSers t0 it ............c...c.ccoeveeveeeeecreeceeeeennens 217
Step 3: CUPC: Configure MeetingPlace credential .....................cccccovuevvveiieiiiiiiieiiieeeeeieeieeseeieeeieens 217
Test

TFOUDICSIOOIING ...ttt ettt ettt ettt e et e et e eat e bt et e enseenseenaeeneas
CUPC does not launch MP automatically
Password issue

OCS/LCS/MOC INTEGRATION ......uuviiiiiueeeeeiieeeeeeeeeeeeeteeesesseeseesaeeessnseeesessteseestreessesasesssseeesessseesensssesssnseeesas

PFOFOQUISTIES ...ttt et et e et e et e ettt e e ettt e e et e e naeee s
BOST PPACHICES ...ttt
Step 1: CUCM: End User Provisioning ..................c..c........

Step 2: CUCM: Application User Provisioning




X

Step 3: CUPS: CONIGUIE CTI GAIEWAY .........cuveeeeieeiieeiieeieeeite ettt eveeeiveeesaesnbaeensaeensaeeseeennes
Step 4: CUPS: MOQC ASSTZIMENL ..........cvveeveeieieeriesteesteesveesiseesseesiseessseessseesseessseessseessseesseessseesseesnses
Step 5: CUPS: Incoming and OUtZOTNG ACLS ...........c.c.ccccooovieecieiiieeiie ettt
Step 6: OCS: Static Route and Host Authorization........
Step 7: Active Directory: Server URI and Line URI......

TFOUDICSIOOLING. ...ttt ettt et ettt ettt et e e e e e e saeeeaeeaeenseenseenseeseenseens
SIMPLILY the INTEGIATION .....e.vitiieiieiiet ittt ettt ettt ettt et et et e st e st sb et e b e st e s eseeneeneereenenean
Divide and conquer

MOGC =3 OCS ..ttt ettt bbbttt b ettt stttk ettt b ekttt b b
OCS =3 CUPS ettt ettt st e a e et e s bt et e s at e et esht e et e eebt e e bt e sabe e sabeenbteeabeenaseebeeenees
CUPS = CUCMYPRONE .....oouteiieiieiieiiesie ettt sttt ettt est et ete s bt eatesbesatesbeeatenbesstensesaeensessbesseensesseensessean

CHAPTER 6. OPERATION AND MAINTENANCE 233

USER MANAGEMENT .....cutttttiiieiiitittteeeeeeeitarteeeeeeaesttsreeseeeeaasssrsseseeessassssssessesssasssssssseesssasssssseseessesssssesseeeseannns
AGA QUSEF ...ttt ettt ettt ettt
Step 1: CUCM: Create End User..............
Step 2: CUCM: Provision Desk Phone
Step 3: CUCM: Provision Soft Phone ......
Step 4: CUCM: Configure End User .....
Step 5: CUCM: License ENd USET......cc.couiviiiiiiiiiiiniicicieieenicete ettt sttt
Step 6: CUPS: Configure ENd USET.......cc.oouiieiiiiiiiiiieeee sttt sttt
Delete a user...........c.coovevcvevcvannaene.
Remove a user from CUPS...................
Remove CUPC soft phone from CUCM
Remove a user from CUCM...........ccoeueneee.
Change a uSer............c.ccceeeeenenccnccncne
BULK ADMINISTRATION TOOL (BAT)............. .
BACKUP AND RESTORE .....c..ooiiiiiiiiiie ittt et ettt ettt et st st esae st et e e ae et e e eenesanesaeesaeenneenneennenas
PATCH AND UPGRADE ......outiiiiiiiieiie ittt et ettt ettt et st st eaeess e et s e et e bt et eanesanesaeesaeenneenneenneeas

CHAPTER 7. ADVANCED TOPICS 241

CUPKC 12X ettt ettt ettt ettt ettt ettt e et et e st eneese e st e s e s e s e st en e eseesees e s e s ensenteseeseeseebeeseesensansenseneeseeneesenns 242
CUPC 7.0.X WIth CUPS 7.0.X .eveueieeiieieieteieeteseseieste et stestese st seseseseneesesessenessesesesensesaneasenessasessesessesessesesens 242
Load-balancing
CUPC 1.2.X 1ttt ettt ettt ettt et a et e ket s s e st s e st e s e st s e s en e s e st e s eme e s e s e s e s e n e et e e eteneeseneeteneeseneesesennens 242
CUPC 7.0.X WIth CUPS 7.0.X c.eveutietiieteisieieetetesiete et stestetesesse s sesesesseseesenesseseseseneeseneaseneasesessesesseneasesesens 243
CUCM.....ooooieieiieeieeeeeee e
OCS..............
INTER-CLUSTER.....c.eteitieiiiieiiereereene e .
Steps 10 deploy INLEr-CIUSTETING ..............c.occueiiiiiee ettt
Step 1: CUPS: Configure same proxy domain for €ach CIUSLET .........ccevieiirieiieniiiieiieieeeeee et 246
Step 2: CUPS: Create AXL group for each cluster
Step 3: CUPS: Create AXL user for €aCh CIUSLET .......eevvieieriiriieiieiieie sttt ettt e e ensesneas
Step 4: CUPS: Configure INter-CIUSIET PEETS .......eeuviriiiietieiieieitieteeiteie sttt ettt ettt ettt et st sbeeatesbeeneeeaean
Step 5: CUPS: Activate AXL Service
StEP 6: CUPS: VEITfY SEIVICES ....eviiuiiiieiieiteeiet ettt ettt ettt et sh ettt e s bt et e bt et e sbeenbesbeenbesbeeneesnean




Troubleshooting

APPENDIX




