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This document supports the release of WebAuth bundle, which can be installed along with

the Cisco 10S XE Version 3.6.0 for the Cisco WLC 5760 and Catalyst 3850 series.
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2 Prerequisites for WebAuth Testing

Before You Begin

Before configuring and customizing Webauth, please ensure the following conditions are
fulfilled:

1. Your Personal Computer (PC) gets an IP address on an open SSID
2. Your PC is able to ping the default gateway
3. Your PC identifies and locates the DNS-server (ipconfig/all)
4. Your PC is able to resolve names (with “nslookup <variable name>")
5. Your PC is able to access the internet

Note

e To force the Webauth user to re-authenticate during testing from the CLI, enter the

following command:
show wireless client summary
wireless client mac-address <mac> deauthenticate

e To force the Webauth user to re-authenticate during testing from the GUI, navigate to:
Monitor > Clients > Choose client > Remove

e The MAC address of the user is visible on the PC (ipconfig/all) and depending on
the connection, in the WLC GUI (monitor > clients) or in the show client
summary command from WLC CLLI.

3 WebAuth Configuration
3.1 Local WebAuth using Local User Database

3.1.1 Local WebAuth — Local Net Users
Using GUI

To define the Global Parameter Map where the virtual IP address is defined, complete
these steps:

Step 1: Navigate to Configuration > Security > Web Auth > Webauth Parameter Map
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sifran)es
CISCO  wWireless Controller

@& Home Monitor ‘v Configuration

Security
v AAA
¥ Method Lists
u General
& Authentication
2 Accounting
& Authorization
¥ Server Groups
& Radius
@ Tacacs+
@ Ldap
¥ RADIUS
& Servers
& Fallback
u TACACS+ Servers
© LDAP Servers
& Users
w MAC Filtering
o AP Policy
* Local EAP
> Wireless Protection Policies
> CIDS
v ACL
& Access Control Lists
> Web suth
© Webauth Parameter Map <——

u Certificate

Step 2: Click the global parameter map and define the virtual IPv4 address (described in
the next figure).

il
CISCO  wireless Controller

@ Home Monitor |v  Configuration | v  Administration (v Help

security Webauth Parameter Map
v ABA New  Remove
¥ Method Lists Parameter-map name Parameter-map type
o General | | [
© Authentication O oglobdl «—— Global
U Accounting O webparalocal Narmed
@ Authorization O vit_web Named
v Server Groups O vit_consent Named
; O vit_custorn_web Narmned
¥ Radius
U Tacacs+
¥ Ldap
¥ RADIUS
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alnaln
CISCO  wireless Controller

& Home Monitor | v

o

Help

2curity Webauth Parameter Map
Webauth Parameter Map > Edit
ABS
~ Method Lists
Parameter-map name global
¥ General
U Authentication
¥ Accounting ==
o Authorization
* Server Groups 3
u Radius Maximum HTTP connections(1-200)
® Tacacs+ Timeout (165535 in minutes)
 Ldap
Virtual IPv4 Address 172.16.16.16
~ RADIUS

o Servers Virtual IPv6 Address

& Falback Customized page

& TACACS+ Servers
o LDAP Servers Falled authentication proxy I:l
e Auth-proxy login parameters 1

© MAC Filtering Expired authentication praxy

- AR el

Step 3: Navigate back to the Parameter map tab and create a new parameter map of
type Webauth; for example, name of the parameter map is vit_web.

aluln
CISCO  wireless Controller

& Home Monitor (¥ C n | v Administration | ¥ Help

Security Webauth Parameter Map
Wiebauth Parameter Map > Edit
v AAL
¥ Method Lists )
Parameter-map name — vit_web
u General
¥ Authentication
¥ Accounting Banver
o Autharization
¥ Server Groups
U Radius Maxirnum HTTP connections(1-200) E
® Tacacs+ Timeout (165535 in minutes) ]
o Ldap
Tum-on Consent with Emai O
¥ RADIUS oth
Type - web-auth, consent or both webauth «
u Servers —> L 1%
o Falback Customized page

o TACACS+ Servers

#1080 s et —
e o ot R
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Step 4: Create a method list for local authentication and authorization; for example,
local_webauth.

alnin
CISCO  Wireless Controller

# Home Monitor (v Configuration | v Administration (v Help

Security Authentication
e Mew  Remove

¥ Method Lists - Tyoe R — ;

" e l | | | || [

E Authentication O Aa .

¥ Accounting O NjA "

¥ Autharization O /A& P

* Server Grouns —> [ locd_webauth  logn Iocal /& P

Step 5: For the authorization method list, create a new method list named local_webauth.
Select network for Type and local for Group Type.

il
CISCO  Wireless Controller

Configuration ' v Administration v Help

Security Authorization
Authorization > New
v ARA
¥ Method Lists ,
Method List Name | local_webauth |
U General
Type: ——® network O exec O credential-download
¥ Authenticati
Ll Group Type: O goup ® loclle—
% Accourng Available Server Groups Assigned Server Groups
U Authorization ISE_Group -
¥ Server Groups Groups In This Method E] E]
Radius
U Tacacs+
¥ Ld * Method List Name can be 'default’ or any User defined Name.
3p

Step 6: You would need another authorization method list for using local net users for
authentication. Create a method list called default, select credential-download as the
Type and local as the Group Type.
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il
CISCO  Wireless Controller

& Home Monitor ‘v  Configuration | v Administration v Help

Security Authorization
Authorization » New
v AAS
¥ Method Lists
Method List Name | default ] e
U General .
Type: O network O exec ® credential-download <——
= G
Authentication Group Type: oo © hocl: e
B ARty Available Server Groups Assigned ¢
U Authorization €<—— ISE_Group 2
~ Server Groups Groups In This Method [Z]
© Radius
¥ Tacacs+ —
¥ Ldap * Method List Name can be ‘default’ or any User defined Name.

Step 7: The Authorization summary page lists the Method List added, in this case —
default and local_webauth.

il
CISCO  wireless Controller

& Home Monitor (v  Configuration | v Administration (v Help

ecurity Authorization
v ARA New  Remove
v Method Lists Name Type Group Type  Groupl
el I || | [ '
U Authentication 0O
Accounting O
U Authorization O
¥ Server Groups 0
Rat: ——>[ local_webauth  network local NfA
— > default credential-downioad local NfA
¥ Tacacs+

Step 8: Create local net users by navigating to Configuration > Security > RADIUS >
Users and enter the username, privilege, password and type (example: network-user)
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i
cisco Wireless Controller

® Home Monitor | v Configuration | w Administration | v Help

ecurity AAA Users
AAL Users = Newr
T OAAA
- .
Method Lists User Name | viten_webauth
o General
Privilege 15 | -
& Authentication
Password | eoscscces

= Accounting

Confirmn Password | sessssene

= Authorization

Type default | ~ ]
~ Server Groups default
™ Radius lobby-admin
rmamt-user
W Tacacs+ retwork-user
o Ldap
* RADIUS
9 Servers
o Fallback

o TACACS+ Servers
o LDAP Servers

o Users o~
o MAC Filtering

Step 9: When you select the network-user as the Type, an additional option of Guest User
is displayed.

LN
CISCO  wWireless Controller

@ Home Monitor (v Configuration | w Adrmniristration | w Help

Security AAA Users
A8 Users = Edit
v ABA
* Method Lists User Mame viter_wehalth
o General y
Privilege 15 -
W Authentication
Password [eeocecece |

o Accounting Confirm Password | sessssnnn |

9 Authorization

Type network-user |~
¥ Server Groups
" Description | |
o Radius
U Tacacs+
Creation Time Thu May 16 20132 10040159 GMT-0400 (Eastern Daylight Tirme)
o d
< Walidlity Mone
RIS Set Valdity
U Servers
Lifetime 2013« | year 9 |« hours
o Fallback

May  * month | 38 | mins

O TACACS+ Servers

16« day 0 = secs
U LDAP Servers

u Lsers
Step 10: Navigate to Configuration > WLANS > New

Step 11: Set the interface and enable the WLAN. Navigate to the Security tab and disable
Layer 2 security. Navigate to Layer 3 security tab, enable Web Policy and enter the name
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of the Webauth Profile (example: local_webauth) and select the Webauth Parameter

Map (example: vit_web). Click Apply.

el
CISCO  Wireless Controller

A Home Momor v Configuraton | v Adminstration v b

Wireless WLAN
WLAN »

B WLANS Generd [N Q05  Advanced
v Access Ponts

i Lo [EEIEEN Ara server

* Radios Web Poicy M —
2 Giobal AP Configuration Conditional Web Redrect |
B AP Groups Webauth Profie jocd_webautnl | «——
v 802.113/n Webauth Parameter Map vt wed v o
o Network Webauth On-mac-fiter Fakure [

* RRM

Preasthentication [Pvd ACL Unconfigured

& Medis Parameters Preauthentication [Pv6 ACL Unconfigured «
@ Roaming Parameters

@ Ceanak

Step 12: Navigate to Client > Detail to view the client details for an authenticated user.

L
CISCO  Wireless Controller

@ Home Monitor 'v Configuration v Adminitration (v Help

e

Clients Chient > Detail
» Chent Detais
v ( AP Prepertie:

Mac Address 68:48:60:52:EE:24 4P Address A4:18:75:51:2CE0

1Pv4 Address 192.168.154.151 AP Name Viten_3602

1Pv6 Address None AP Type 802.11n

User Name viten_webauth <——— Wian Profie —> viten_webauth

Port Number 1 Status Associated

Interface Viten Association 1D 1

Vian ID 24 802.11 Authentication Open System

CCX Version No CCX support Reason Code 1

E2E Version No E2E support Status Code 0

Mobity Role Local CF Polzble Not implemented

Policy Manager State RUN (F Pollable Request Not implemented

Management Frame Protection  Disabled Short Preamble Implemented

Uptime(sec) 70 PBCC Not implemented

Power Save Mode ON Channel Agiity Not implemented

Curent TxRateSet mi8 Re-Authentication Timeout Nf&
11.0,12.0,18.0,24.0,36.0,48. Remairing Re-Authentication Tmeout 0

Data RateSet 040 WEP state Disabled

Configure Http Server

Use the following command to configure Http server:
]

ip http server
no ip http secure-server

# required if https need to be configured
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Check/ Enable Other Configuration

Use the following command to check/enable other configuration:

ip device tracking

3.2 Local WebAuth Configuration Example (Using CLI)

e AAA Part

o aaa authentication login local webauth local

o aaa authorization network local webauth local

0 aaa authorization network default local

o aaa authorization credential-download default local

Syntax

Description

aaa authentication login local webauth local

Authentication method list
for login.

aaa authorization network local webauth
local

Authorization method list
for the network.

aaa authorization network default local

Authorization method list
for local user.

aaa authorization credential-download
default local

Authorization method list
for use of local credentials.

e Parameter-Map

0 parameter-map type webauth global

virtual-ip ipv4 172.16.16.16

0 parameter-map type webauth vit web

type webauth

banner

Syntax Description

parameter-map type webauth global Global parameter map is used to
define the virtual IP address.

virtual-ip ipvé4d 172.16.16.16
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parameter-map type webauth vit web Named parameter map (example:

type webauth vit_web) with the Type set as
Webauth.

banner

Note

The above example is a simple configuration example. There are other options for the field
type such as consent, webconsent and so on.

e WLAN Configuration

wlan viten webauth 7 viten webauth
client vlan Viten
no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
security web-auth
security web-auth authentication-list Jlocal webauth
security web-auth parameter-map vit web
session-timeout 1800
no shutdown

Syntax Description

security web-auth Set the SSID to security web-
auth

security web-auth authentication-list Call the method list.

local webauth

security web-auth parameter-map vit web Call the parameter map.

Note

To add network users to the switch for local authentication, enter 123 as both username
and password.

3.3 Local WebAuth Using RADIUS Authentication
Using GUI

The only difference between the local Webauth, local authentication, and local Webauth
using RADIUS authentication is the authentication and authorization method list.
o Create a new authentication method list and point it to the RADIUS server group.
e Create a new authorization method list and point it to the RADIUS server group.
To create a new authentication method list such as webauth_radius, complete these steps:
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Step 1: Navigate to Configuration > Security > AAA > Method List > Authentication >
New and select login as the Type (which is used for Webauth), and group as the Group
Type. Select the RADIUS server group (example: ISE_Group).

)
CISCO  wireless Controller

@ Home Monitor v Configwation v  Administration 'v  Help

Security Authentication
Authentication » New
v AAS
¥ Hethod Lety Method List Name | webauth_radius s
8 e Type: O dotix @ logn<——
8 Authentication. <—— Goup Type: —>® group O local
8 Accounting Available Server Groups Assigned Server Groups
& Authorization —> 2
v Server Groups Groups In This Method
& Radius - v
¥ Tacacs+
o Ldap * Method List Name can be ‘default’ or any User defined Name.
¥ RADIUS

Step 2: You can view the Authentication Method list in the Authentication summary page.

alialn
CISCO  Wireless Controller

@ Home Monitor i v Configuration i v Administration (v Help

Security Authentication
T AR MNew  Remove

¥ Method Lists - — p— o (

o General | | | | | ] | ] [

U Authentication 0 :

U Accounting 0 '

¥ Autharization O ‘

¥ Server Groups a - [

® Radius Hg webauth_radius  login group ISE_Group .

To create a new authorization method list such as webauth_radius, complete these steps:

Step 1: Navigate to Configuration > Security > AAA > Method List > Authorization >
New and select network as the Type and group as the Group Type. Select the RADIUS
server group (example: ISE_Group).
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CISCO  wireless Controller

& Home Monitor (v  Configuration | v Administration (v Help

Security Authorization
Authorization = New
v ABA
¥ Method Lists
Method List Name [ webauth_radius | s
u General :
Type: > ® network O exec O credential-download
- s
Authentication Goup Type: ——> @ gow O loca
§ Accounting Available Server Groups Assi
U Authorization <—— el |SE  Group
v Server Groups Groups In This Method
@ Radius
U Tacacs+
o Ldap * Method List Name can be 'default’ or any User defined Name.

Step 2: You can view the Authorization Method list in the Authorization summary page.

Nm
CISCO  wireless Controller

@& Home Monitor (v  Configuration | v Administration 'v  Help

Authorization

Security
Authorization = New
v ABA
¥ Method Lists
Method List Name | webauth_radius [
@ General N :
o Type: @® network O exec O credential-download
¥ Authentication Gowp Type: —> ® group O loca
§ Acoounting Available Server Groups Assi
o Authorization <—— B ISE Group o
¥ Server Groups Groups In This Method
© Radius
& Tacacs+
¥ Ldap * Method List Name can be 'default’ or any User defined Name.

Page 12



el Cisco

WLAN Configuration

To configure WLAN complete these steps:

Step 1. Select the appropriate Webauth parameter map and enter the method list which uses
the RADIUS server group for authentication and authorization (example: webauth_radius)

e
cisco Wireless Controller

‘“ Home Monitar | w Configuration | = Administration | w Help

Wireless WILAN
WLAM = Edit
LA
o WLAMNS Gereral Q05 Achvanced
v Access Points
Layer= A0S Server
oAl APs
* Radios Wieh Policy
 Global AP Configuration Conditional webh Redirect 1
o AP Groups Wwehauth Profile webauth_radius
* 902.11a/n Wehauth Parameter Map wit_wweh | -
& Metwork Wiebauth On-rmac-filter Faiure []
* RRM Preauthentication IPwv4 ACL Unconfigured | =
W Media Parameters Preauthentication IPvE &CL Unconfigured | -

U Roaming Parameters

Note
Leave the AAA server unconfigured.

i
CISCO  Wireless Controller

® Home Monitor i Configuration

Sdrrinistration v Help

Wireless WLAN
WwLAM = Edit
* WL AN
B WLAMS E= gl=T | SecLrity Qo5 Advanced

¥ ArCcess Points
Layer2 Laver3

oAl APs

* Radios Authentication Method Unconfigured | =

U Global &P Configuration

Accounting Method Unconfigured =

B AP Groups Local EAP Authentication [

* 802.113/n
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Using CLI

e AAA part

o aaa authentication login webauth radius group ISE Group
0 aaa authorization network webauth radius group ISE Group
0 aaa group server radius ISE Group
server name ISE
o radius server ISE
address ipv4 192.168.154.119 auth-port 1812 acct-port 1813

key ww-wireless

Syntax Description

aaa authentication login webauth radius Authentication method list for
group ISE_ Group the login.

aaa authorization network webauth radius Authorization method list for the

group ISE Group network

aaa group server radius ISE Group Radius server group definition.
server name ISE Radius server name.

radius server ISE Defines Radius server ISE

3.4 Additional Information on Parameter-Maps

Global Parameter-Map

(confiqg) #parameter-map type webauth global

3850 (config-params-parameter-map) #?

Pre Parameter-Map Description

Params Commands

banner Banner file or text.

custom-page Custom-page - login, expired, success or failure page.

exit Exits from parameter-map params configuration
mode.

max-http-conns Maximum number of HTTP connections per clients.

intercept-https-enable Enable intercept of https traffic
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no Negates a command or set its defaults.
ratelimit Rate limit on number of Webauth sessions.
redirect Redirects the URL.

timeout Timeout for the initial state of Webauth.
virtual-ip Virtual IP address.

watch-list Watch list of Webauth clients.

User Defined Named Parameter-Map

3850 (config) #parameter-map type webauth test

3850 (config-params-parameter-map) #?

Pre Parameter-Map Description
Params Commands

banner

Banner file or text.

consent

Consent parameters

custom-page

Custom-page - login, expired, success or failure page.

exit

Exits from the parameter-map params configuration
mode.

max-http-conns

Maximum number of HTTP connections per client.

no Negates a command or set its defaults.

redirect Redirects the URL.

timeout Timeout for the initial state of Webauth.

type Type of parameter - web-auth, consent or both.

3.5 Custom Local WebAuth Configuration Example

e AAA Part

o aaa authentication login local webauth local

o aaa authorization network local webauth local

o aaa authorization network default local

o aaa authorization credential-download default local
Syntax Description
aaa authentication login lIocal webauth Authentication method list for
local Iogin.
aaa authorization network lIocal webauth Authorization method list for
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local the network.

aaa authorization network default local Authorization method list for
the local user.

aaa authorization credential-download Authorization method list for
default local use of local credentials,

e Parameter-Map
o0 parameter-map type webauth global

virtual-ip ipv4 172.16.16.16
0 parameter-map type webauth vit custom web
type webauth

timeout init-state min 5

Syntax Description
parameter-map type webauth global Global parameter map used to define
virtual-ip ipv4 172.16.16.16 the virtual IP address.

timeout init-state min 5 Timeout for entering credentials.

custom-page login device flash:/custom webauth/webauth login.html
custom-page success device flash:/custom webauth/webauth_success.html
custom-page failure device flash:/custom webauth/webauth failure.html
custom-page login expired device

flash:/custom webauth/webauth expired.html

banner text ~C Custom Webauth ~C
#Named parameter map (example: vit_custom_web) with type webauth.

e WLAN Configuration

wlan viten webauth 8 viten custom webauth
client vlan 263

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes

security web-auth

security web-auth authentication-list local webauth
security web-auth parameter-map vit custom web
session-timeout 1800

no shutdown

Syntax Description
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security web-auth Sets the SSID to security web-auth.

security web-auth authentication- Calls the method list for authentication.

list local webauth

security web-auth parameter-map Calls the security parameter map.

vit custom web

Note

You can use the copy tftp: flash: command to copy the custom pages locally to the

flash memory.

3.6 Custom External WebAuth Configuration Example

e AAA Part

Adding External RADIUS Server

For the purpose of the example, ISE is used:
o radius server ISE

address ipv4 192.168.154.119 auth-port 1812 acct-port 1813

key Ciscol23

0 aaa group server radius rad ise

server name ISE

Syntax Description
radius server ISE Defines the external RADIUS
server.

address ipvé4 192.168.154.119 auth-port
1812 acct-port 1813

key Ciscol23

aaa group server radius rad ise

server name ISE

Defines the AAA RADIUS group
and specifies the RADIUS server to
be used.

Creating Authentication Method Lists

o aaa authentication login external ise group rad ise

#Authentication method list (example: external _ise) which calls the
RADIUS group server (example: rad_ise).

Creating Authorization Method Lists

o aaa authorization network external webauth group rad ise

#Authorization method list (example: external_webauth) which points to
the RADIUS server group (example: rad_ise).
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e Parameter-Map
o parameter-map type webauth global

virtual-ip ipv4 172.16.16.16
0 parameter-map type webauth vit custom external
type webauth

redirect for-login

https://192.168.154.119:8443/guestportal/portals/external we
bauth/portal. jsp

redirect portal ipv4 192.168.154.119

banner text ~C Custom Webauth External ~C

Syntax Description
parameter-map type webauth global Global parameter
virtual-ip ipvé4 172.16.16.16 map used to define
the virtual IP
address.
parameter-map type webauth vit custom external ISE custom guest
type webauth ponaL

redirect for-login
https://192.168.154.119:8443/guestportal/portals/e
xternal webauth/portal. jsp

redirect portal ipv4 192.168.154.119 Redirects to ISE.

banner text 7C Custom Webauth External ~C Named parameter
map.

Note

e Optionally you could also mention the redirect on-success and redirect on-failure
pages defined under the parameter-map.

redirect on-success url

redirect on-failure url

e Itis recommended that you disable the Telnet/HT TP access and only allow secure
SSH/HTTPS access to devices.

e Pre Authentication Access Control List (ACL)

ip access-lists extended preauth ise
permit udp any eq bootps any
permit udp any any eq bootpc
permit udp any eq bootpc any
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permit udp any any eq domain
permit udp any eq domain any

permit ip any host 192.168.154.119
permit ip host 192.168.154.119 any

Syntax Description
ip access-lists extended preauth ise Allows DHCP.
permit udp any eq bootps any

permit udp any any eq bootpc

permit udp any eq bootpc any

permit udp any any eq domain Allows DNS.

permit udp any eq domain any

permit ip any host 192.168.154.119
permit ip host 192.168.154.119 any

Allows access to and back from
the ISE.

e WLAN Configuration

wlan viten webauth 9 viten custom external

client vlan 254

ip access-group web preauth ise
no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security web-auth

security web-auth authentication-list external ise
security web-auth parameter-map vit custom external

session-timeout 1800
no shutdown

Syntax

Description

ip access—-group web preauth ise

Pre-authentication for the ACL.

security web-auth

Sets the SSID to security web-
auth.

security web-auth authentication-list
external ise

Calls the method list for
authentication.

security web-auth parameter-map
vit custom external

Calls the security parameter
map.
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o |ISE Custom Guest Portal Screenshots

|‘.1 Home  Operations iy Adrninistrati

afo Gystem &L Identity Management [ Metwork Resources | [ Web Portal Management

Sporsor Group Policy Sponsor Groups Settings

} Multi-Portal Configurations
Settings

v [ General E/

v B sponsor JEdt madd | Moekte
= uthentication Source Multi-Portal Mame +  Portal Type Description

DefaultGuestPortal Default default portal
DevicePortal DieviceWehauth

» | Language Template

P | My Devices

ooong

v £ Guest external_webauth CustormDefault

= Details Policy

Language Template
Multi-Partal Configurations
Portal Policy

Password Palicy

Time Profiles

I oG DD |

i= Username Palicy

@

To add a custom default portal called external_webauth, complete these steps:

Step 1: Click Add and select Custom Default Portal

Sponsor Group Policy Sponsor Groups Settings

Multi-Portal Configuration List = New Multi-Portal Configuration
Settings

v [ General Multi-Portal
v | Sponsor

i= Authertication Source General Operations File Uploads Filz Mapping Authentication

¥ [ Language Template

» [ My Devices — | |
¥ || uest
i Details Policy Description | |

P L Templat:
£ -Anguage femplale Flease select a portal type

¥ [ Mutti-Partal Configurations
i= Portal Palicy Default Portal (Choose customization template and therne)

Device Web Authorization Portal (Choose customization template and theme)
iCustorn Default Portal (Upload files):
Custom Device Web Authorization Portal (Upload files)

= Pazsword Policy

» || Time Profiles

O ® OO0

= Username Policy

@@ aaa

Subrmit | Cancel |

Step 2: Upload the login, success and failure pages. In this example the login page
external_webauth.hmtl is used.
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i Home

=fa System Z 1dentity Management

B Metwork Resources |24 Weh Partal Management

Sponsor Group Policy Sponsor Groups

Settings

Settings
v [ General
v [ Sponsor
= Authertication Source
» [ Language Template
L4 E] My Devices
A r:_] Fuest

:= Detailz Policy

-

(] Language Template
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-
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General Operations Filer Mapping Authentication
| Upload File '|[ Delete Fie |
Uploaded Files
Mame Diescription Size (Bytes)
[ edernal_web... extermal_webauth.hitml 1529

@330

Save Reset

Step 3: In File Mapping tab, map the uploaded HTML pages (In this example,
external_webauth.html that was uploaded in the previous step is mapped against the Login
file, AUP file, Guest Success file, and Error page file).
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Step 4: Click the Authentication tab and select the Authentication type required.
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B Network Resources

|28 Web Partal Managernent

Sponsor Group Policy Sponsor Groups

Settings

Settings
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¥ | Spohsoy
iZ Authentication Source
v [ Language Template
P My Devices
¥ [ | Guest
_5 Cetailz Palicy
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Authentication
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Save Reset

Step 5: The following screenshot shows the status of the authenticated user in the ISE
Authentication success log page. The authorization policy returns an access-accept.

Apr 09,13 0127:04.324 PM g en

TBE400E2ERD 1921681631, 3850 Capwan] Pacrrplaee

Profled:Warkstation  Noteplcatle  Authentication...
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Note
See the following URLs for more information about guest portal configuration on the ISE:

http://www.cisco.com/en/US/docs/security/ise/1.0.4/user quide/isel0 quest pol.pdf
http://www.cisco.com/en/US/docs/security/ise/1.1/user quide/ise quest pol.pdf

http://www.cisco.com/en/US/docs/solutions/Enterprise/Borderless Networks/Unified Acc
ess/byoddg.html

3.7 Local Webauth — Caveats

e Sometimes clients may get stuck in the IP learn state. Make sure that IP DHCP
snooping is enabled globally and also for the client VLAN.

e iPads may not redirect to the login page if the ip http secure-server cOmmand
is used.

3.8 Useful debugs and show commands

debug ip device tracking obj-create
debug ip device tracking obj-destroy
debug aaa authentication

debug radius authentication

debug client mac-address <mac>
debug ip admissions [command family]

show run aaa

show run | section parameter

show wireless client mac-address <mac> detail
Debug ip http all

3.9 WebAuth Logout

The virtual IP address must not exist on the subnet or switch. Once the credentials are
authenticated successfully, the user is shown the success-logout page. This is always
generated by the switch, regardless of the custom page configuration.

The success-logout page contains two links and an input button. The HERE link
opens the initial URL in a new window or tab. The logout link sends a GET request to
the virtual IP which is intercepted by the switch, and you are logged out of the session.

Clicking the input button closes the window. This in turn, causes the javascript from the
parent window (the login page) to either open the original URL or to open the URL that
was assigned by the success-logout page (the final URL as shown in the debug command
output).

debug ip admission page
1
07:02:29: WA-PAGE : Gil/0/10 [10.0.0.1 ] Send webauth logout page

07:02:29: WA-PAGE : Gil/0/10 [10.0.0.1 ] initial url
[http://2.25.0.2/image.gif]

Page 23


http://www.cisco.com/en/US/docs/security/ise/1.0.4/user_guide/ise10_guest_pol.pdf
http://www.cisco.com/en/US/docs/security/ise/1.1/user_guide/ise_guest_pol.pdf
http://www.cisco.com/en/US/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/byoddg.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/byoddg.html

Cisco

Ccisco

07:02:29: WA-PAGE : Gil/0/10 [10.0.0.1 ] logout url
[http://100.100.100.100/1logout.html]

07:02:29: WA-PAGE : Gil/0/10 [10.0.0.1 ] final url
[http://10.0.0.2/image.gif]

3.9.1 Login Page

& Authentication Proxy Login Page

I 172.16.16.16/login.htm’ G I I

Custom Webauth
Username: |

Password: |

i i
| O )

3.9.2  Success-Logout Page

=) Success & Logout Page - Mozilla Firefox

[ | 172.16.16.16

Authentication Successful !

Click HERE to open the original URL in another window.
Please retain this small window to logout using the following
link LOGOUT. Alternatively you can copy and paste the
following URL to logout [http://172.16.16.16 flogout.html]

via another window.
DOMNE
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3.10 WebAuth Custom HTML Pages

The Custom page in Webauth allows customers to use their own HTML page for Webauth
login, success, and failure pages instead of the default page. Customers can use the
example HTML code given below as per their requirement and see the code in the 3850
switch and 5760 controller by downloading the HTML file to the flash memory.

conf t

parameter-map type webauth global

virtual-ip ipv4d 172.16.16.16

1

parameter-map type WEBAUTH

type webauth

custom-page login device flash:webauth login.html
custom-page login expired device flash:webauth_expire.html
custom-page failure device flash:webauth fail.html
custom-page success device flash:webauth success.html

Example of Copying HTML File to Flash

3850 #$/10.0.0.100/WebAuth/loginusername.html flash:login.html
Destination filename [login.html]?

Accessing tftp://10.0.0.100/WebAuth/loginusername.html. ..

Loading WebAuth/loginusername.html from 10.0.0.100 (via V1anl36): !
[OK - 1222 bytes]

Example to Check the Content of Flash

3850 #sh flash:

-#- --length-- --------- date/time--------- path

1 109405 Feb 03 2012 11:15:44 +00:00 bellFpga03_Oa.hex
2 1222 Jul 03 2013 19:47:55 +00:00 login.html

3 782 Jul 03 2013 19:48:35 +00:00 loginsucess.html

3.10.1  Custom Consent Parameter-Map Configuration
Example

Users can be allowed without authentication by just clicking the accept button in the
consent login HTML page. To configure the parameter type as consent, use the below
code:

parameter-map type webauth webparalocal

type consent

custom-page login device flash:webauth_ consent.html
custom-page success device flash: webauth_success.html
custom-page failure device flash:webauth failure.html
custom-page login expired device flash:webauth expired.html
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3.11 WebAuth Custom Pages on External Server

For a Webauth page to work on the external Webauth server, the HTML is similar to the
custom webauth HTML pages, except that the form action specifies the virtual IP address
so that the post is sent to the switch and not to the external server.

The success-logout page has the final URL set to the success page on the external server.
Therefore, when the user clicks the DONE button on this page, the browser fetches the
success page from the external server.

!
conf t
parameter-map type webauth global
timeout init-state min 5
virtual-ip ipv4 172.16.16.16
parameter-map type webauth WEBAUTH_ CONSENT
type webauth
redirect portal ipv4 10.0.98.34
redirect for-login http://10.0.98.34/~iwilson/login.html
redirect on-success http://10.0.98.34/~iwilson/success.html
redirect on-failure http://10.0.98.34/~iwilson/failure.html

3.11.1  External WebAuth with Custom Consent Page
with Email Option

parameter-map type webauth webparalocal
type consent

consent email
redirect for-login http://10.0.128.50/webauth/webauth consent.html
redirect on-success http://10.0.128.50/webauth/webauth_success.html
redirect on-failure http://10.0.128.50/webauth/webauth failure.html
redirect portal ipv4 10.0.128.50

In this example, the virtual IP should be same on HTML and switch configuration.

parameter-map type webauth global
virtual-ip ipv4 172.16.16.16

3.12 Downloading Web Authentication Tar Bundle

You can download a tar bundle using the CLI or the GUI.

3.12.1  Downloading Web Authentication Tar Bundle
(CLI)

You can download a tar bundle (.tar) containing all personalized files from the FTP or
TFTP server.
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o archive tar /xtract <transfer mode> ;//<IP> /<location>/<login filename> <

DIRECTORY>

Syntax Description

archive tar /xtract <transfer mode> ://<IP> Specifies to

/<location>/<login filename> < DIRECTORY> download a tar
bundle (.tar) from
the FTP or TFTP
server.

Example

Controller# archive tar /xtract tftp://9.1.0.100/userl/login.tar flash2
Controller# show flash:

59 4096 Jan 08 2014 13:19:33.0000000000 +00:00 flash

60 2574 Jan 08 2014 13:19:51.0000000000 +00:00 flash2/aup.html

61 4082 Jan 08 2014 13:19:51.0000000000 +00:00 flash2/login.html

62 70123 Jan 08 2014 13:19:52.0000000000 +00:00 flash2/yourlogo.jpg
63 344 Jan 08 2014 13:19:51.0000000000 +00:00 flash2/failed.html

64 1653 Jan 08 2014 13:19:52.0000000000 +00:00 flash2/logout.html

64 1653 Jan 08 2014 13:19:52.0000000000 +00:00 flash2/expired.html

3.12.2  Downloading Web Authentication Tar Bundle
(GUI

Step 1:Select Configuration > Commands > Download File to open the Download File
in the Controller GUI page.

Step 2: Select Webauth Bundle from the File Type drop-down list.

Step 3: From the Transfer Mode drop-down list, choose one of the following options:
* TFTP
* FTP

Step 4:Enter the IP address of the server in the IP Address field.

Step 5:Enter the directory path of the software in the File Path field,.

Step 6:enter the name of the controller software file (filename.aes) in the File Name field
box.
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Note: You can specify a path for downloading the tar file to different folder when using the CLI

method only. It is not available in the GUI method.

The downloaded file is listed as a parameter map.

Maximum HTTP connections(1-200)
s Init-State Timeout (60-3932100 in second
v 5 Method Lists it imeout (60- 100 in seconds)
 Genenal Fin-Wait Timeout (1-2147483647 in millisecond)
Authentication
= T
 Accounting ype
__ Authorization Turn-on Consent with Email
» 3 server Groups Virtual IPv4 Address [1.2.11 J
» (] RADIUS
__ LDAP Servers Virtual IPv6 Address [ |
_ Users | |
_ MAC Filtering Virtual IPv6 hostname
AP Policy Webauth intercept HTTPs (]
» £ Local EAP Sleeping-Client
» () Wireless Protection Policies
» 1 FQDN Status [ Enabled
» Tl AcL ‘
v Web Auth w Timeout (60-2147483647 in minutes) \ |
___ Webauth Parameter Map Customized page """
_ Certificate
(B Loce ke Failed authentcaton proxy
Auth-proxy login parameters
Expired authentication proxy
Successful authentication proxy
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3.12.3 Integrating Customized Web Authentication
Pages into a Parameter Map (CLI)

By configuring the personalized pages into a parameter map, you can configure all the
personalized paged together at one time. This minimizes the need of configuring all the
four custom pages separately. You can configure any page separately, the others pages use
the default configurations.

o configure terminal
parameter-map type webauth name type webauth
custom-page login device flash:flash2/login.html

o O O O O

end

custom-page success device flash: flash2/logout.html
custom-page failure device flash: flash2/failed.html

Ensure you download loginscript.js to the flash.

o show parameter-map type webauth name name

The tar file which contain the custom logout should refer to

loginscript.js in its html

<script language="javascript" src = "/loginscript.]js"></script>
Syntax Description
configure terminal Enters global
Example: configuration mode.

Controller# configure terminal

parameter-map type webauth name type webauth

Example:

Controller (config) # parameter-map type webauth WEB type
webauth

Creates a parameter
map.

custom-page login device flash:flash2/login.html
Example:

Controller (config-params-parameter-map) # custom-page login
device flash:flash2/login.html

Configures the
personalized pages
into a parameter map

custom-page success device flash: flash2/logout.html
Example:

Controller (config-params-parameter-map) # custom-page success
device flash: flash2/logout.html

Configures the
personalized pages
into a parameter
map.

end

Example:
Controller (config)# end

Returns to privileged
EXEC mode.
Alternatively, you
can also press Ctrl-Z
to exit global
configuration mode.

show parameter-map type webauth name name
Example:

Controller# show parameter-map type webauth name WEB
Parameter Map Name : WEB

Displays the user
defined parameter
map.
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Type : webauth
Custom Page:
Auth-proxy login : flash: flash2/login.html
Auth-proxy Init State time : 120 sec
Auth-proxy Fin Wait time : 3000 milliseconds
Webauth max-http connection : 30
Webauth logout-window : Enabled
Consent Email : Disabled

3.12.4  Linking Image in Custom Pages

In custom pages, you can also send back images.

In releases earlier to software release 3E, the custom page had to contain the link to the
Image as an entire path, in the form of: <img src="http://<ip-
addresss>/flash:web_auth_image.jpg" alt="name">. The IP address is the management IP
address of the controller.

o img src="./flash:web_auth image.jpg" alt="name”>

o <img src="./flash:web_auth image.jpg" alt="name”>

Syntax Description

<img src="./flash:web_auth_image.jpg" alt="name”> Specifies link image
Example: to the custom page.
Controller# <img src="./flash:web_auth_image.jpg" The virtual IP

alt="name”>

address is
automatically used
as a source. The
logical link implies
that you define the
virtual IP address in
the global parameter
map.

Note:You can still
define the full path
of the image (with
controller IP
address). In such
case, the IP address
is either the
management IP or
the virtual IP (if
configured).

Page 30



]

Cisco

Ccisco

3.12.5  WebAuth Page Behavior When Upgraded from
CiscolOS XE Version 3.3 t0 3.6

After you upgrade to Cisco 10S XE Release 3.6E, the WebAuth success page behavior is
different from the behavior seen in Cisco 10S XE Release 3.3.X SE. After a successful
authentication on the WebAuth login page, the original requested URL opens in a pop-up
window and not on the parent page. It is recommended to upgrade the WebAuth Tar
Bundle in the same format as used by AireOS Wireless LAN Controllers, a sample of
which is available on CCO.

4 How to Use WebAuth Bundle

The HTML files such as login, logout, expired, and failed, are grouped in separate folders—
custom consent, custom webauth, custom webconsent, and external webauth page—in the
Webauth bundle provided and can be customized for your requirement.

Table: WEBAUTH_BUNDLE Categorization

Folder HTML Files Available
Custom Consent e consent.html

o failed.html

e logout.html
Custom Webauth e login.html

o failed.html

e logout.html

5 Obtaining Documentation, Obtaining Support, and
Security Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback, security
guidelines, and also recommended aliases and general Cisco documents, see the monthly What's New in
Cisco Product Documentation, which also lists all new and revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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