Cisco SYSTEMS

CONFIGURATION NOTE

USING VENDOR SPECIFIC DHCP OPTION 43 TO DISCOVER A
WLAN CONTROLLER—MICROSOFT WINDOWS DHCP SERVER

Cisco customers deploying the Cisco lightweight architecture often use vendor specific DHCP Option 43 to instruct APs on which controller to
join. This document describes how to configure the vendor specific DHCP option in the Microsoft Windows 2000 and Microsoft Windows
2003 DHCP Server.
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UNDERSTANDING VENDOR SPECIFIC DHCP OPTIONS

RFC 2132 defines two DHCP Options—Option 60 and Option 43—that are relevant to using vendor specific options. DHCP Option 60 is the
“Vendor Class Identifier” (VCI). The VCI is a text string that uniquely identifies a type of vendor device. Table 1 lists the VClIs used by Cisco
access points.

Table 1: Cisco Access Point Vendor Class ldentifiers

Access Point Vendor Class Identifier (VCI)
Cisco 1000 Series Airespace.AP1200
Cisco Aironet 1130 Series Cisco AP ¢1130
Cisco Aironet 1240 Series Cisco AP ¢1240
Cisco Aironet 1200 Series Cisco AP ¢1200

Option 60 is included in the initial DHCP DISCOVER that is broadcast by a DHCP client in search of an address. Figure 1 shows a decoded
DHCP DISCOVER packet send by a Cisco Aironet 1240 Series access point that includes the VCI:

e e mmm e e t mem o m ot b wm e g =

4 B7. 7. : U. 0. 0. 0 &l o - P DHCP [ SCUVEF‘; aﬂsact on 1D Ux
15 87.713238 192.168.60.1 255.255.255.255  DHCP DHCP Offer - Transaction ID Oxl2ea

*® Frame 14 (618 bytes on wire, 618 bytes captured)
® Ethernet II, Src: 00:14:1c:ed:48:92, bst: ff:ff:ff:ff:ff:ff
® Internet Protocol, Src¢ addr: 0,0.0.0 (0,0.0.0), pst Aaddr: 255.255,255.255 (255.255.255.255)
® User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
= Bootstrap Protocol

Message Type: Boot Request (1)

Hardware type: Ethernet

Hardware address length: &

Hops: 0

Transaction ID: 0x000012ea

seconds elapsed: 0

# Bootp flags: 0x8000 (Broadcast)

client IP address: 0.0.0.0 (0.0.0.0)

vour (client) IP address: 0.0.0.0 (0.0.0.0)

Next server IP address: 0.0.0.0 (0.0.0.0)

relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: 00:14:1c:ed:48:92 (192.168.60.50)

server host name not given

Boot file name not given

Magic cookie: (OK)

option 53: DHCP Message Type = DHCP Discover

option 57: Maximum DHCP Message Size = 1152
# oprion €l: Client didentifier

Padding

150 MR PR 00 00 00 00
150 Q0 00 00 0O 00 00 00 00 00 0O 00 00 00 00 00 :
170 00 00 00 00 0O 00 00 00 00 OO0 00 00 00 00 00 00  .....err vernor.

5140 0r Jc 03 21 9a /b Efd

Figure 1: DHCP Option 60 Decode
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On the DHCP Server, vendor specific information is mapped to VCI text strings. When the DHCP server sees a recognizable VVCI in a DHCP
DISCOVER from a DHCP client, it returns the mapped (to the VVCI) vendor specific information in its DHCP OFFER to the client as DHCP
Option 43. Figure 2 shows a decoded DHCP OFFER to a Cisco Aironet 1240 Series access point that includes Option 43 values:

B/, /] R . 1o%. 60, ' - P I A = Tr-ansa_cton ID OxlZea i
16 R7.713725 0.0.0.0 255.250.255. 2455 NHCP NHCP RPMANRST - Transacrinn TN 0x12#a |
® Frame 15 (342 bytes on wire, 342 bytes captured)
® Ethernet II, sSrc: 00:13:7f:94:¢8:46, Dst: ff:ff:ff:ff:ff:ff
® Internet Protocol, Src Addr: 192.168.60.1 (192.168.60.1), Dst Addr: 255.255.255.255 (255.255.255.255)
® User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (63)
= Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: 6

Hops: O

Transaction ID: Ox000012ea

seconds elapsed: 0

@ Bootp flags: OxBOOO (Broadcast)

Client IP address: 0,0.0.0 (0.0.0.0)

your (client) IP address: 192.168.60.50 (192.168.60.50)

Next server IP address: 0.0.0.0 (0.0.0.0)

rRelay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: 00:14:1c:ed:48:92 (192.168.60.50)

server host name not given

Boot file name not given

Magic cookie: (oK)

option 53: DHCP Message Type = DHCP Offer

option 54: Server Identifier = 192.168.60.1

option 51: IP Address Lease Time = 23 hours, 54 minutes, 46 seconds

option 38: Renewal Time value = 11 hours, 57 minutes, 23 seconds

option 59: Rebinding Time value = 20 hours, 55 minutes, 25 seconds

option 1: Mask 255,255 .2585. 0
/omﬁ?;ﬁgii 192.168. 60.1

option 6: Domain Mame Server = 192.168.50.3

Figure 2: DHCP Option 43 Decode

To facilitate AP discovery of WLAN controllers using DHCP Option 43, the DHCP Server should be programmed to return one or more
WLAN controller management interface IP addresses based on the AP’s VVCI. Typically, this involves programming the DHCP Server to
recognize the VCI for each access point type and then defining the vendor specific information that is returned in Option 43 on a per scope or
super-scope basis for each VVCI.

RFC 2132 defines the format that DHCP Servers should return vendor specific information as DHCP Option 43. The RFC allows for vendors
to define encapsulated vendor-specific “sub-option” codes between 0 and 255 exclusive. The sub-options are all included in the DHCP Offer as
type-length-value (TLV) blocks embedded within Option 43. The definition of the sub-option codes and their corresponding message format is
left to the vendors.

When programming DHCP Servers to offer WLAN Controller IP addresses as Option 43 for Cisco 1000 series APs, the sub-option TLV block
is defined as follows:

Copyright © 2006 Cisco Systems, Inc. All rights reserved.
Page 3 of 17



Cisco SYSTEMS

Type: 0x66 (decimal 102)

Length: The length of the ASCII string in the Value field. The length is a count of the characters in ASCII string in the value field.
Length should include the commas if there are more than one controller specified, but not a zero-terminator.

Value: A non-zero terminated ASCII string that is a comma-separated list of controllers. No spaces should be embedded in the list.

When programming DHCP Servers to offer WLAN Controller IP addresses as Option 43 for Cisco Aironet 1130, 1200, and/or 1240 series
access points, the sub-option TLV block is defined as follows:

Type: 0xf1 (decimal 241)
Length: Number of controller IP addresses * 4
Value: List of WLC management interfaces (typically translated to hexadecimal values)

The semantics of DHCP Server configuration vary per DHCP Server vendor. This document is specific instructions to the Cisco IOS DHCP
Server. For other DHCP Server products, consult the vendor documentation for instructions on configuring vendor specific options.

Software Requirements

Cisco 1000 series APs require version 3.2 or later code to be pre-loaded on the AP in order to use the Vendor Class Identifier feature of DHCP
(Option 60). If code earlier than 3.2 is loaded on the AP, then an alternate controller discovery method may be necessary. Suggested alternate
methods for AP discovery of the Wireless LAN Controller (WLC) are:

1. Placing AP in same subnet/VVLAN as the WLC management interface (priming the AP)

2. Mapping the host name CISCO-LWAPP-CONTROLLER to the IP address of the WLC management interface in DNS
3. Over the Air Provisioning (OTAP) from a neighboring AP

4. Raw DHCP Option 43 (without specifying a VCI)

Consult the Cisco product documentation for more details on these AP discovery strategies.

There are no software limitations on Cisco Aironet 1130, 1200, and 1240 lightweight access points.

CONFIGURING VENDOR SPECIFIC DHCP OPTIONS (OPTION 43) IN THE CISCO |0S DHCP SERVER
This section describes the configurations necessary on the Microsoft DHCP Server to use DHCP Option 43 for WLAN Controller discovery.

Configuring Vendor Specific DHCP Options for Cisco 1000 Series APs
In this section, we’ll take a look at how the Windows DHCP Server is used to configured to return vendor specific information to Cisco 1000
APs. Key information you’ll need to know are:

e  Vendor Class Identifier (VCI)
e  Option 43 sub-option code
e  Management IP address(es) of WLAN controller(s)

From Table 1, the VCI for a Cisco 1000 Series AP will always be “Airespace.AP1200”. Also, as stated in the previous section, the Option 43
sub-option code for the Cisco 1000 Series access points is type 102 (0x66).

The example configurations are done using the Windows MMC Console utility. You can also use the DHCP Server Utility. The steps are
virtually identical.

The first step is to create a new vendor class to program the DHCP Server to recognize the VCI “Airespace.AP1200”. In the MMC console,
right click on the DHCP server icon and choose Define Vendor Classes. This is shown in Figure 3:
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':m MMC-Console - [Console Root'DHCP airespac-mkteng.marketeng.airespace ;lglﬂ
J [ﬁ] Console  Window  Help J D = E | ;Iilﬂ
J&ctiu:un View  Fawvorites J¢'-P||}<|@J
Tree I Favatites I Conkents of DHCP Server | Skatus
(] Console Roat 3 Scope [10.4.1.0] 10,4, 1.0 Mebwork, *E Ackive ¥
EI@ Active Directory Users and Computers [airespac-rmkbeng. i (5cope [172.10.1.0] network 172.10.1.0 ** Arkive ¥
@ MarketEng. Sirespace [(d5cope [172.20.1.0] netwark 172,20,1,0 *E Ackive
[_]@ DHCR 3 Scope [192,100,10.0] ScopeZ Addrl-14 *E Ackive ¥
E@‘ sivecnae el sl aacnace [10.4.1,10] I:ISche [192.,100.10,16] Scope3 Addr17-30 * Ackive
: Display Skatistics. .. L ek i, ok
3 Ebwork, [ 5cope [192.100,10,32] Scoped Addr3a-46 Ackive
E Mew Scope, .. 172.10.1.0 CEServer Options
E Mew Superscope, .. i?zcijn' 1.0
E Mews Multicast Scope. .. F Aadrl-14
E =3 Addri7-30
E Reconcile All Scopes. .. =4 Addr3s-46

Unauthorize

Define User Classes, .,
Define Yendor C| i
Set Predefined Options, ..

all Tasks r

View k
Mew Window From Here

Mew T d Wiew, ..
m e Taskpad Wiew

|| I T | [C]

Figure 3: Defining a Vendor Class

Now, define the new Vendor Class. Select “Add” to create the new class. The procedure is shown in Figure 4:

[x

DHCP ¥endor Classes 2]

Levallable clazzes:

Mame | D'ezcription | Add...
Microzoft Options Microzoft vendor-gpecific option. . _
Microzaft Windows 20...  Microsoft vendaor-gpecific option. . Edit...

Microzoft Windows 398 ... Microzoft vendor-gpecific option. .
Bemove

U

Cloze

L

Figure 4: Defining a Vendor Class
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Enter a value for the “Display Name.” In Figure 111, you can see that the value “Airespace” is entered for the Display Name. You should
also add a short description of the vendor class in the “Description Field”. Add the Vendor Class Identifier string by clicking on the ASCII
field and typing in the appropriate value, in this case “Airespace.AP1200”. Click on OK when finished. This is shown in Figure 5:

MNew Class

d 1
Dhzplay name:

I.ﬂ.irespace

D ezcription:

I.ﬁ.irespace Dhzcoverny suppork

I_Q: Binary: Fh i
aoooo 41 &9 P2 65 Y3 Y0 61 B3 Al respac
ooong 5 ZE 41 S50 21 22 20

aool1o0

20 |E.AP12DD

| Ok I Cancel I

Figure 5: Defining a Vendor Class
You should now see that the new class has been created (see Figure 6). Now click on the CLOSE button.
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DHCP ¥Yendor Classes

S ailable clazzes:

M ame | D ezcrniphion |

bicrozoft Ophions Microzoft wendor-zpecific option. .. i
bicrozoft Wwindowez 20... Microzoft wvendor-zpecific option. .. Edit... I
bMicrozoft “Wwindows 93 ... Microzoft wvendor-zpecific option. ..

Airespace Airezpace Dizcowvery support Bemowe I

Cloze I

Figure 6: DHCP Vendor Classes Including the Newly Added “Airespace” Class

The next step is to add an entry for the WLAN controller sub-option in the “Predefined Options” for the newly created Vendor Class. This will
be where you define the sub-option code type and the data format that will be used to deliver the vendor specific information (Option 43) to the
AP’s. To create a Predefined Option, right click on the server icon and choose Select Predefined Options from the list of menu items

presented. This is shown in Figure 7:
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'{ii MMC Console

J Console  Window  Help H =" |

M=l E3

J fiction  Wiew  Favarites |J o=

Tﬁq Console RootDHCP airespace-trng.airespace.com [10.

@m| X I@IJ

Tree IFavu:urites |

Contents af DHCP Server |

Skaktus

| Descripkion

[ Display Statistics. ..

E"C MNew Scope., .
MNew SUperscope, ..
e Mew Multicast Scope. ..

Reconcile all Scopes, ..
=2 Unauthorize

<1 |Ca5cope [10.5.4.0] Mant-10-Het

Ea Scope [20.20.20.0] LAMZ0-Metbwork

A Scope [30.30.30,0] LAM30-Mebwork

ark ([ Scope [90,90,90,0] LANSO

[ 5cope [100.100.100.0] LAM100 Metwark,

& Scope [172,99,24,0] Remote Metwork 172.9.,,
EEServer Opkions

ork.

Define User Classes. ..
A Define vendor Classes. ..

d gi=ln g

E Ackive ¥
B Active ¥
*E Ackive ¥
 Active ¥¥
HH Ackive
*E Ackive ¥

DHCP suppart For LAMZ0

DHCP support For LAN30 n
DHCP support For LAN30 n
DHCP support For LAR100
DHCP support For Remake

= (.
Al Tasks
Wi
B hew window from Here
=+ Mew Taskpad View. .. et
Delete
q  PRefresh -
1 I Export Lisk... 3 4]
|.C'u:|c|J FEMOVE ! Dynertiss hed lisk

Figure 7: Adding a Predefined Option

A new window opens where you will set the Option class to the value you previously configured for the vendor class. In our example, we are

using vendor class name “Airespace”. Click on the Add button to define the option code. This is shown in Figure 8:
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Predefined Options and Yalues

Option class:

O pticn narne: I ;I
Add. | = elie.. | Celete |

D ezcription: I

— walue

E dit Apraw. .. I

Figure 9: Adding a Predefined Option

An Option Type box will pop-up. In the Name field, enter a descriptive string value—for example, “Airespace IP provision”. Select “Binary”

as the Data Type. In the Code field, enter the sub-option value 102. Enter a Description, if
Figure 10:

Option Type _?lﬁl
Class: Alrezpace
Mame: I.&.iregpace IF provision
Data type: IEEinar_l,l ;I T Amray
Code: |1 o2
D escription: I.&.S Apopliance IF delivery aption
ITI Cancel I

desired. Click on the OK button. This is shown in

Figure 10: Defining the Predefined Option

You should see the new Predefined Option that is associated with the Airespace class (see Figure 11). Now click OK at the bottom of the
Predefined Options and Values box. This is shown in Figure 11:

Copyright © 2006 Cisco Systems, Inc. All rights reserved.
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Predefined Options and Yalues il |
Option class: I.-'l\.irespace - I
O ption names: I 102 Airespace |P provizion - I
Edit... | Delete |
D escription: I.-ﬁ-.S Lppliance |IF delivery option
— W alue
ao - I

- L I
E dit Aarray. . I

Ok I Cancel I

Figure 11: Predefined Option Defined for Vendor Class

This completes the creation of the Vendor class and sub-option type needed to support controller discovery.

Next, you use the vendor class and pre-defined option to support controller auto discovery by defining the appropriate value for the DHCP
scope the APs will use. Navigate to the appropriate DHCP scope for the APs. Right-click the “Scope Options” folder under the DHCP scope
and select “Configure Options.” This is shown in Figure 12:

"fii MMC-Console - [Console Root', DHCP' airespac-mkteng.marketeng.airespace [10.4.1.10] Scope [172.1 ] S
J% Console  Window  Help |J == | | _|E’Ii||
|J Action  Wiew  Eavorites |J = = | | | X |J ﬁ |
Tree IFavorites | Cption Mame | Wendor | Walue | Class
[ Consale Root ﬁDDS Router Skandard 172.10.1.1 Mo
E@ Active Directory Users and Computers [airespac-mkteng. @UDE‘ DS Servers Standard 10.4.1.10 MNone

@ MarketEng, Airespace gﬁDlS DNS Domain Name Standard MarketEng. Airespace Mone
=-E2 DHCP
= @ airespac-mkteng.marketeng. sirespace [10.4.1.10]
H-_7 Scope[10.4.1.0] 10.4.1.0 Network
=17 Scope [172.10.1.0] netwark 172.10.1.0
Address Pool
(Y Address Leases
- [J&l Reservations

@ 3= ions
-1 Scope [172.20.1.1 ey il TR el alal A
=] Scope[192.100.1 7
View 3

-1 Scope [192.100.1 o
E]"{:l Scope[192.100.1 Mew Window From Here

- B Server Options Mew Taskpad Wiew. .

=2 ons

8 ARESPAC-MKTENG Refresh

Internet Authentication ¢ Export Lisk..,
Event viewer (Local)
Services (Local)

E]--@B Certification Authority (Local)
- Certificates (Local Computer)

< | K] | 0|

|C0nfigure scope opkions | |

Help

Figure 12: Configuring Vendor Specific Information per DHCP Scope
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The Scope Options box will appear. Change to the Advanced tab. Select the Vendor Class that you are going to use—in this case
“Airespace”. See Figure 13:

Scope Options ?l x|

General Sdwvanced I

“Wendor clazs:

User class: IDefauIt U=zer Class vI
Available Options | D eszcription |
102 Airezpace |IP provision a5 appliance |IF delivery option

— Data entryp

Data: Birnary: 2500
goon an

| Ok I Cancel I Spplye I

Figure 13: Selecting the Vendor Class and Sub-Option

Select the predefined 102 sub-option that you will assign to this scope. In the Data Entry area, enter the controller management IP address(es)
that you are going to return to the APs in the ASCII section. This is a comma delimited list. Also note that there is a period (.) found in the

initial empty Data Entry area. Make sure you remove this period from the list of IP addresses that will be added in the data entry area. See
Figure 14:

Copyright © 2006 Cisco Systems, Inc. All rights reserved.
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Scope Options ?l x|
General Advanced I
Werndor clazs: I.&.irespace - I
User clazs: IDefauIt Uzer Class ;I
Hevailable Options | D ezcription |
102 Airezpace |FP provision &5 Appliance IP delivery option |
— D ata enkry
D ata: Birnary A5
aooo 31 39 32 ZE 2F1 20 30 2ZE 192 . 100.
aoons 31 3F0 2E 35 2C 31 39 32 10.5.192
aoi10 Z2E 31 30 320 ZE 21 20 ZE 100,10,
ool1s 32 30 20
Ok I Cancel I Lpply I

Figure 14: Entering WLAN Controller IP Address Values

When finished, your results should look similar to what’s shown in Figure 15. Repeat these steps for each DHCP scope.

"{it MMC Console
J Console  Window  Help H O == |

M[=] B3

BB 2| &

'fi Console Root DHCP airespace-trng.airespace.com [10.9.4.10]%Scope [172.10.1.0] AP Network 1%Scope Options

{21 Scope [90.90.90.0] LANSO
+ ({1 Scope [100,100,100.07 LAN100 Metwark,
{3 Scope [172.10.1.0] AP Metwark 1

[ Address Poal

G@ Address Leases

l:@ Reservations

@ Scope Opkions

+-{_7] Scope [172,20.1.0] AP MNetwaorkz

DT Ceeame Fimbimeme I

|

(1 scope [172,99,24,0] Remote Metwork 172,99,24.,0 -
» I

P 008 DNS Servers
f10Z firespace

Standard
Airespace

J Action  Wiew  Favorites |J e o= | | bt
Tree IFavorites | Ciption Mame | Wendar | Walue
.D Scope [30,30,30.0] LAMI0-Metwork, ;I ﬁUUS Rouker Skandard 172.10.1.1
10.9.4.10

Figure 15: Vendor Specific Information for Cisco 1000 Defined for a DHCP Scope

Configuring Vendor Specific DHCP Options for Lightweight Cisco Aironet Series APs (1130, 1240, and 1200 series)
In this section, we’ll take a look at how the Windows DHCP Server is used to configured to return vendor specific information to lightweight

Cisco Aironet Series APs. Key information you’ll need to know are:

e Vendor Class Identifier (VCI)

Copyright © 2006 Cisco Systems, Inc. All rights reserved.
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e  Option 43 sub-option code
e  Management IP address(es) of WLAN controller(s)

From Table 1, the VCI for a lightweight Cisco Aironet Series access point is specific to each model type. To support more than one AP model,

a Vendor Class needs to be created for each model type. The Option 43 sub-option code for Cisco Aironet Series access points is type 241

(Oxf1).

To configure these options in the Windows DHCP Server, open the DHCP Server Administration Tool or MMC console. Right-click the mouse
on the DHCP root and then select Define Vendor Classes (see Figure 16):

=10 x|
J action  Yiew |J¢' -P||EE1|X||§|JE§@
Tree | wZk-vmware-1 [10.1.1.2]

Contents of DHCP Server I Skakus | C

&9 pHcp
ERO

[dscope[10.2.2.0]10.2.2.0

2 fActive T

& Display Skatiskics, .. e
-] Scope [ |_d5cope [10,3.3.0] 10,3.3.0 Open Metwork ** Ackive *¥
B Scope [ Mew Scope... |_JScope [10.4.4.0] 10.4.4.0 Secure Mebwaork *H Arkive HF
-] Scope [ Mew Superscope... © |1 Scope [10.5.5.0] 10.5.5.0 * Ackive ¥
0 Scape [ Mew Mulkicast Scope.., [_1Scope [10.6.6.0] 10.6.6.0 ki b
M- Scope [ [Jsco sk b ok
g pe [10.7.7.0] 10.7.7.0 Active
o[ Reconcile all Scopes... 2
-] Scope [ i [ 5cope [10.20,20.0] 10.20,20.0 4 Artive *
- Scope [ pogy e, (CJ5cope [10.100,100,0] 10, 100,100.0 #* Artive *H
E’f H zmpe Define Yendor Classes, ([ d5cope [10.200,200.0] 10,200,200,0 i
¥ —y
EJ"EEI S;?E:r pobebltcla iy e [_H5erver Options
All Tasks L4
Wiew 3
1] 1 | W
o s J 2
, FEMOVE OF C iahrah k
Export List...
Properties
Help

Figure 16: Defining the Vendor Class

The DHCP Vendor Classes utility will pop-up. Select the Add button (see Figure 17):
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DHCP Yendor Classes ?| )-(l

Aovailable classes:
M ame | Drezcription | '[ Add.
Eon

FMicrozoft Ophions Microzoft vendor-specific option. .

bicrozoft “Windows 20, bicrozoft wendor-zpecific option. .

bMicrozoft “Windows 338 ... Microzoft wendor-specific option. ..
Hemowe

Close

Figure 17: Defining the Vendor Class

A New Class configuration box will pop-up. Enter a value for the Display Name field—for example, Cisco Aironet 1130 AP—and an
appropriate description. Click on the ASCII Section and enter the appropriate string value for the Vendor Class Identifier (see Table 1). Click
OK to complete the task (see Figure 18) and then click CLOSE on the DHCP Vendor Classes window (see Figure 18).

2] =]

MNew Class

1Izplay name: __-‘-\
Cisco Airoret 1 1_3_EI_-/

D escription:
I"-\.-"enclor Class ldentifier for Cisco &ironet 1130 4P

10 Eiriary: ASIC
oooo 43 69 73 63 6F 20 41 O Ci=sco AF
ooog 20 63 31 31 23 320 1130

| akK i cancel |

—
Figure 18: Defining the Vendor Class

The next step is to add an entry for the WLAN controller sub-type as a pre-defined option must be configured for the Vendor Class. Right-click
on the DHCP Server Root and then select Set Predefined Options (see Figure 19):
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T e Delete J —I
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Figure 1 Adding a Pre-defined Option

Select the newly created Vendor Option Class in the Option Class field, and then select the Add button (see Figure 20):

Predefined Dotinne sl ool —

Description: |

W aluse

oK | Cancel |

Figure 20: Adding a Pre-defined Option

The Option Type box will appear (see Figure 21). In the Name field, enter a string value—for example, Option 43. Select the “IP Address” as
the Data Type. Click the Array check-box. In the Code field, enter the sub-option code value 241 (0xf1). Enter a Description if desired.
Click on the OK button (see Figure 21):
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Figure 21: Defining a Sub-Option

The Vendor Class and sub-option are now programmed into the DHCP Server. Now the vendor specific information must be defined for the
AP DHCP scope. Select the appropriate DHCP scope. Right-click the mouse on the Scope Options and select Configure Options (see Figure
22).

Select the Advanced Tab (see Figure 22). Select the Vendor Class previously defined. Click the check-box for the value 241, and then enter
each WLC management interface IP address. When finished, click on the OK button.

Scope Dptinns el e |
e
“Wendor class: I Cizco Aironet 1130 it I >
Uzer class: E3 o
Aovailable Dp{iclns_—\ | Crescription |
241 Option 43 WwWLAM Controller IP Addreszes

— Drata entry

Server name:

I Hesolve

Figure 22: Defining the Vendor Specific Information

A Vendor Class and sub-options must be defined for each type of lightweight Cisco Aironet AP Vendor specific information must also be
defined for each vendor class in each DHCP scope.
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the Cisco Web site at www.cisco.com/go/offices.
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