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Deployment Guide

The Cisco Unified Wireless |P Phone 7921G is adaptable for all mobile professionals, from users on the move within an office
environment to nurses and doctors in a healthcare environment to associates working in the warehouse, on the sales floor, or in
acdl center. Staff, nurses, doctors, educators, and IT personnel can be easily reached when mobile.

This guide provides information and guidance to help the network administrator deploy these phonesin awirelessLAN
environment.
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Requirements for the Cisco Unified Wireless IP Phone 7921G

The Cisco Unified Wireless IP Phone 7921G is an |EEE 802.11a/b/g wireless IP phone that provides voice communicationsin
conjunction with these components. Check that your wireless LAN meets the requirements to support the specifications for
these phones:

Site Survey

Before deploying the Cisco Unified Wireless IP Phone 7925G into a production environment, a site survey must be completed
by a Cisco certified partner with the advanced wireless LAN specialization. During the site survey the RF spectrum can be
analyzed to determine which channels are usable in the desired band (2.4 GHz or 5 GHz). Typically thereislessinterferencein
the 5 GHz band as well as more non-overlapping channels, so 5 GHz is the preferred band for operation. The site survey will
include heatmaps showing the intended coverage plan for the location. The site survey will also determine which access point
platform type, antennatype, access point configuration (channel and transmit power) to use at the location. Seethe “Designing
the Wireless LAN for Voice” section for more information.

Call Control

For call control, the Cisco Unified Wireless P Phone 7921G supports only Skinny Client Control Protocol (SCCP) on the
following applications:

e Cisco Unified Communications Manager 4.1, 4.2, 4.3,5.0, 5.1, 6.0, 6.1, 7.0 and later
e Cisco Unified Communications Manager Express 4.1, 4.2, 4.3 and later (Minimum of 12.4(15)T7)
e SRST 4.1, 4.2,4.3 and later (Minimum of 12.4(15)T7)

Device Support in Cisco Unified Communications Manager

Cisco Unified Communications Manager requires that you install a device package or service release update in order to enable
Cisco Unified Wireless IP Phone 7921G device support.

Cisco Unified Communications Manager 5.0(4) or higher requires signed COP files.

Device packages for Cisco Unified Communications Manager are available at http://www.cisco.com/kobayashi/sw-center/sw-
voice.shtml.

Supported Protocols

Supported voice and wireless LAN protocols include these:
e Real Time Protocol (RTP)
o G.711u-law, G.711alaw, G.729, G.729ab, G.722, iLBC
e Rea Time Control Protocol (RTCP)
e Cisco Discovery Protocol (CDP)
* Syslog
e CCXV4
e Wi-Fi MultiMedia(WMM) and Traffic Specification (TSPEC)
e Unscheduled Auto Power Save Delivery (U-APSD) and Power Save Poll (PS-POLL)
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Supported Access Points

The Cisco Unified Wireless |P Phone 7921G is supported on both the Cisco autonomous and unified solutions.
e Cisco Unified Wireless LAN Controller
Minimum = 4.0.217.0 or later
Recommended = 5.1.151.0 or later
e Cisco I0S Access Points (Autonomous)
Minimum = 12.3(8)JEA or later
Recommended = 12.4(3g)JA1 or later (does not apply to 350, 1100, 1200, 1230)

Cisco Access Points

comm——————..

- L] .
& /

350 500 1100 1130AG
-
1200/ 1230AG ~ 1240AG 1250 1300

Wireless LAN Controllers

o T

2000/ 2100 4400

3750 Series Integrated
WLAN Controller

WLAN Controller
Module

Note: VOWLAN is not currently supported in conjunction with MESH technology (1500).

The table below lists the modes that are supported by each Cisco access point.

Cisco Series | 802.11b 802.119g 802.11a Autonomous | Unified
350 Yes No No Yes No
500 Yes Yes No Yes Yes
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1000 Yes Yes Yes No Yes
1100 Yes Yes No Yes Yes
1130AG Yes Yes Yes Yes Yes
1200 Yes Yes Optional Yes Yes
1230AG Yes Yes Yes Yes Yes
1240AG Yes Yes Yes Yes Yes
1250 Yes Yes Yes Yes Yes
1300 Yes Yes No Yes Yes

Phone Models and Localization

Phone Models

Cisco manufactures four Cisco Unified Wireless IP Phone 7921G models that support the following domains. On the phone,
you can identify its domain by pressing Settings > M odel Information > WL AN Regulatory Domain and referencing the

Regulatory Domain number in thislist:

Use this table to identify specific phone versions that support these regulatory domains for use around the world:

Regulatory Part Number Regulatory | Band Range Available 5 GHz Channel
Domain Domain Channels Set
Number
FCC (Americas) CP-7921G-A-K9 | 1050 2412-2462GHz | 11
5.15-5.25 GHz 4 UNII-1
5.25-5.35 GHz 4 UNII-2
5. 47-5.725 GHz 8 UNII-2 Extended
5.725-5.825 GHz UNII-3
ETSI (Europe) CP-7921G-E-K9 3051 2412-2472GHz | 13
5.15-5.725 GHz 19
Japan CP-7921G-JK9 4157 24122472 GHz | 13 (OFDM)
24122484 GHz | 14 (CCK)
5.15-5.35 GHz 8
Rest of World CP-7921G-W-K9 | 5252 Uses 802.11d to identify available channels and transmit

powers
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World Mode (802.11d)

If using the Cisco Unified Wireless IP Phone 7921G World (-W) model, then you must enable 802.11d. The Cisco Unified
Wireless IP Phone 7921G gives precedence to 802.11d to determine the channels and transmit powersto use and inherits its
client configuration from the associated access point.

Enable World Mode (802.11d) for the corresponding country where the access point is located.

If 802.11d information is not available from the access point, then the phone uses the locally configured regulatory domain. If
the Cisco Unified Wireless |P Phone 7921G -A, -E or -P model istaken to another country, where the access point uses a
different regulatory domain, then 802.11d will be required for the Cisco Unified Wireless IP Phone 7921G to operate
successfully.

When using 802.11a, you can enable 802.11d to discover which channels are used in the network. Specifically, for 802.11h
support, the phone passively scans some of the 5 GHz channels (DFS) first before actively scanning any network channels.

The supported countries where the Cisco Unified Wireless IP Phone 7921G is allowed to operate are listed below:
Note: World Mode is enabled automatically for the Cisco Unified Wireless LAN Controller.
World Mode must be enabled manually for Cisco Autonomous A ccess Points using the following commands:

Interface dot1llradio X
world-mode dot11d country US both

Supported Countries

Below are the countries and their 802.11d codes that are supported by the Cisco Unified Wireless IP Phone 7921G.

Argentina (AR) Iceland (1S) Phillipines (PH)
Australia (AU) India (IN) Poland (PL)
Austria (AT) Indonesia (ID) Portuga (PT)
Belgium (BE) Ireland (IE) Puerto Rico (PR)
Brazil (BR) Israel (IL) Romania (RO)
Bulgaria (BG) ltaly (1T) Russian Federation (RU)
Canada (CA) Japan (JP) Saudi Arabia (SA)
Chile (CL) Korea (KR / KP) Singapore (SG)
Colombia (CO) Latvia(LV) Slovakia (SK)
CostaRica(CR) Liechtenstein (LI) Slovenia (S)
Cyprus (CY) Lithuania (LT) South Africa (ZA)
Czech Republic (CZ) Luxembourg (LU) Spain (ES)
Denmark (DK) Malaysia(MY) Sweden (SE)
Estonia (EE) Mata(MT) Switzerland (CH)
Finland (FI) Mexico (MX) Taiwan (TW)
France (FR) Monaco (MC) Thailand (TH)
Germany (DE) Netherlands (NL) Turkey (TR)
Gibraltar (GI) New Zealand (NZ) Ukraine (UA)
Greece (GR) Norway (NO) United Kingdom (GB)
Hong Kong (HK) Panama (PA) United States (US
Hungary (HU) Peru (PE) Venezuela (VE)
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Note: Compliance information is available on the Cisco Product Approval Status web site at the following URL :
http://tools.cisco.com/cse/prdapp/j sp/external search.do?action=external search& page=EXTERNAL_SEARCH

Language Support

The Cisco Unified Wireless | P Phone 7921G currently supports the following languages.

Bulgarian English Japanese Serbian
Catalan Finnish Korean Slovak
Chinese French Norwegian Slovenian
Croatian German Polish Spanish
Czech Greek Portuguese Swedish
Danish Hungarian Romanian

Dutch [talian Russian

The corresponding locale package must be installed to enable support for that language. English is the default language on the
phone.

Download the locale packages from the Localization page at the following URL:
http://www.cisco.com/kobayashi/sw-center/tel ephony/callmgr/local e-instal ler.shtml

Radio Characteristics

Use this table to see the data rates, ranges, and receiver sensitivities for Cisco Unified Wireless |P Phone 7921G depending on
the Wi-Fi standard in use.

802.11a Data Rate Range Receiver Sensitivity
Max Tx Power is16 dBm | 6 Mbps 610 ft (186 m) -89 dBm

9 Mbps 610 ft (186 m) -88 dBm

12 Mbps 558 ft (170 m) -86 dBm

18 Mbps 541 ft (165 m) -85 dBm

24 Mbps 508 ft (155 m) -82 dBm

36 Mbps 426 ft (130 m) -80 dBm

48 Mbps 328 ft (100 m) -76 dBm

54 Mbps 295 ft (90 m) -74 dBm
802.11g Data Rate Range Receiver Sensitivity
Max Tx Power is16 dBm | 6 Mbps 722 ft (220 m) -90 dBm

9 Mbps 656 ft (200 m) -89 dBm

12 Mbps 623 ft (190 m) -87 dBm

18 Mbps 623 ft (190 m) -85 dBm

24 Mbps 623 ft (190 m) -82 dBm

36 Mbps 492 ft (150 m) -78 dBm

48 Mbps 410 ft (125 m) -74 dBm

54 Mbps 394 ft (120 m) -73dBm
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802.11b Data Rate Range Receiver Sensitivity
Max Tx Power is17dBm | 1 Mbps 1,027 ft (313 m) -95 dBm

2 Mbps 951 ft (290 m) -89 dBm

5.5 Mbps 853 ft (260 m) -89 dBm

11 Mbps 787 ft (240 m) -85 dBm

Note: Receiver sensitivity is the minimum signal needed to decode a packet at a certain data rate.
See the “Designing the Wireless LAN for Voice” section for more information on signal requirements.

Wireless Security

When deploying awireless LAN, you must provide security. The Cisco Unified Wireless IP Phone 7921G supports the
following wireless security features.

Authentication
e Cisco Centralized Key Management (CCKM)
e 802.11i (802.1x authentication + TKIP encryption)
e 802.11i (802.1x authentication + AES encryption)
o 802.11i (Pre-Shared key + TKIP encryption)
e 802.11i (Pre-Shared key + AES encryption)
o Extensible Authentication Protocol — Flexible Authentication via Secure Tunneling (EAP-FAST)
e Extensible Authentication Protocol — Transport Layer Security (EAP-TLS)
o Protected Extensible Authentication Protocol (PEAP)
¢ Lightweight Extensible Authentication Protocol (LEAP)
e Open and Shared Key

Encryption
e Advanced Encryption Scheme (AES)
e Tempora Key Integrity Protocol (TKIP) / Message Integrity Check (MIC)
e 40-bit and 128-bit Wired Equivalent Protocol (WEP)

Cisco Centralized Key Management (CCKM)

When using 802.1x type authentication, you should implement CCKM for authentication. 802.1x can introduce delay during
roaming due to its requirement for full re-authentication. CCKM centralizes the key management and reduces the number of
key exchanges. Also, WPA introduces additional transient keys and can lengthen roaming time.

TKIP encryption is recommended when using CCKM for fast roaming as CCKM does not support AES currently.

Extensible Authentication Protocol - Flexible Authentication via Secure
Tunneling (EAP-FAST)

This client server security architecture encrypts EAP transactions within a Transport Level Security (TLS) tunnel between the
access point and the Remote Authentication Dial-in User Service (RADIUS) server such as the Cisco Access Control Server
(ACS).

Cisco Unified Wireless IP Phone 7921G Deployment Guide 10



RADIUS

To enable EAP-FAST, you must install a certificate.

The Cisco Unified Wireless | P Phone 7921G currently supports only automatic provisioning of the PAC, so enable
“Anonymous In-Band PAC Provisioning” on the RADIUS server as shown below.

EAP-FAST requires that a user account be created on the authentication server.

Cisco SysTems

@ | User
Setup
Ef

oy | Sharsderofie
Componsnts

=g Metwork
I =| Configuration

= Jin| System
|t:mfignraﬁon

i

Interface
Configuration

Adrninist ration
Control

&y

W

External User
= Databases

moo|| Fosture
anal] Walidation

| Metrwork Access
Frofiles

- |Reportsmd
?@ Activity

/

System Configuration

Edit
EAP-FAST Configuration
EAP-FAST Settings

EAP-FAST
[ allow EAP-FAST

Active master key TTL |1 |_m0nths v|
Retired master key TTL EI @I
Tunnel PAC TTL |1 |.Weeks V|
Client initial message: |

Aushority 1D Ino; lic21-21a:a0

[ &llow anonymous in-band PAC provisianing
[¥ allow authenticated in-band PAC provisioning
[¥] sccept client on authenticated provisioning

[#] require client certificate for provisioning

Online
= Documentation

Extensible Authentication Protocol — Transport Layer Security (EAP-TLS)

Extensible Authentication Protocol Transport Layer Security (EAP-TLS) isusing the TLS protocol with PKI to secure

r=
—

Machine PAC TTL |1 | weeks v|
[ allow Stateless session resume
Authorization DAC TT| 1 [aTullld »

Allowed inner methods
[FIEAP-GTC
[FIE&AP-MSCHAPV2

[Y]E&R-TLS

m one or more of the following EAP-TLS comparison methods:
[ Certificate SAN comparison
[#] Certificate CM comparison
[¥] certificate Binary comparisan

E&P-TLS session fimeout (minutes) |120

[FIEAP-FAST master server

Actual EAP-FAST server status Master

communications to the authentication server.

TLS provides away to use certificates for both user and server authentication and for dynamic session key generation.
Either the internal Manufacturing Installed Certificate (MIC) or a user installed certificate can be used for authentication.
EAP-TLS provides excellent security, but requires client certificate management.

Ensure that “ Certificate CN Comparison” is selected when enabling EAP-TLS.
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Cisco Svstems System cOnﬁguration

User

@ Setup 2 g
Global Authentication Setup

ﬁ | Group

Setup

Shared Profil
% |Co|::.:oner|:|:s‘e EAP Configuration E
Network PEAP

Configuration

[ allow EAP-MSCHAPYZ

=Yoo System
Configuration [ allow EaP-GTC

| !

Interface O allow Posture Yalidation
Configuration

Administration [ allow EAP-TLS

= | Control

5’1

Select one or more of the following options:

¢ | E:xternal User .
Databases Certificate SAN comparison

Posture Certificate CN comparisan

=
o
=
4
o
3

Certificate Binary comparison
Network Accesd]

Frofiles EAP-TLS session timeout {minutes):
@ | Reportsand
Activity . . q
Cisco client initial message:
5 | Online
Documentation PEAP session timeout (minutes): 120
Enahle Fast Reconnect:
EAP-FAST

EsP-FAST Configuration

EAP-TLS

M llow EAP-TLS

Select one or more of the following options:
[ certificate S&N comparison
[ certificate CN comparison
[Ocertificate Binary comparisan

EAP-TLS session timeout {minutesy: 120

EAP-TLS also requires that a user account be created on the authentication server matching the common name of the certificate
imported into the Cisco Unified Wireless |P Phone 7921G.

It is recommended to use a complex password for this user account.
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Cisco Srstems User Setup

Edit
User
@ | Setup
| User: CP-7921G-0018BA78C222 |
Group
ﬁ | Setup
Shared Profile [ sccount Disabled
% |Components
Q EEEPQZE'Eauon Supplementary User Info ﬂ
= pe| Syst ; - -
%‘ Cantiguration Real Name Gillespie, Michael
Description
Interf.
Crgnet':g‘la.lf’ztion
Adrinistration
F A | External User
3 | Databases User Setup ﬂ
ooool| Posture Password Authentication:

monal] ialidation

- 4CS Internal Database A
Netwark Access) . N
Frofiles CiscoSecure PAP (Also used for CHAP/MS-CHAR/ARAP, if the

Separate field is not checked.)

@ | Reportsand

Activity Password ITITITITTTII T L]
b | Online Canfirm

‘ Docurnentation Passward LLIS LI Ll ]

[ Separate (CHAP/MS-CHAP/ARAPY

F‘assword (222 Ll Llr L]}
Confirm
(222 Ll Llr L]}
Password

When a token server is used for authentication, supplying a
separate CHAP password for a token card user allows CHAP
authentication. This is especially useful when token caching is
enabled.

Group to which the user is assigned:

Default Group hd

| [ Submit H Delete H Cancel ]

See the “Installing Certificates’ section for more information.

Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) uses server-side public key certificates to authenticate clients by creating
an encrypted SSL/TLS tunnel between the client and the authentication server.

The ensuing exchange of authentication information is then encrypted and user credentials are safe from eavesdropping.
MS-CHAP v2 is the current supported inner authentication protocol (GTC is not supported).

Cisco Unified Wireless IP Phone 7921G Deployment Guide 13



Cisco Svsrems

User

Setup
Group
Setup

% Shared Profile
Cornponents

System Configuration
Edit

Global Authentication Setup

EAP Configuration

Metwork
Configuration
i [ System
= Configuration
Interface
Configuration

Administration

Control

4 | External User
{j Databases

Posture
ooan) | 5 lidation

[T

Wetwnrk drcess)

i

PEAP
[ allow EAP-MSCHAPY2

[ sllow EAP-GTC

[#] sllow Posture walidation

& aliow EAP-TLS

[Jcertificate SAN comparison
[“lcertificate CN comparison

[certificate Binary comparison

Select one or more of the following options:

Profilas EAP-TLS session timeout {minutes): |120
@ Reparts and
Activity . . —
Cisco client initial message:
b | Online
]| Blrentation PEAP session timeout {minutes): 120
Enable Fast Reconnect:
EAP-FAST

EAP-FAST Configuration

EAP-TLS

[ sllow EAP-TLS

Select one or more of the following options:
Certificate 5AN comparison
Certificate CN comparison
Certificate Binary comparison

EAP-TLS session timegut {minutes):

PEAP (MS-CHAPV2) requires that a user account be created on the authentication server.

In release 1.2(1), the authentication server can be validated viaimporting a certificate into the Cisco Unified Wireless IP Phone
7921G.

See the “Instaling Certificates’ section for more information.

Voice Security

The Cisco Unified Wireless | P Phone 7921G supports the following voice security features.
o Certificates
e Image authentication
e Device authentication
e Fileauthentication
e Signaling authentication
e  Secure Cisco Unified SRST
e Mediaencryption (SRTP)
e Signaling encryption (TLYS)
o Caertificate authority proxy function (CAPF)
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e Secureprofiles

e Encrypted configuration files

e  Settings Access (can limit user access to configuration menus)
o Locked network profiles

e Administrator password

Power Management

The Cisco Unified Wireless | P Phone 7921G has an option for a standard or extended battery.
The standard battery can provide up to 150 hours standby time or up to 11.5 hours talk time.
The extended battery can provide up to 200 hours standby time or up to 15.5 hours talk time.

With firmware version 1.0(4) or later and when the access point supports the Cisco Client Extensions (CCX) proxy ARP
information element, the idle battery life will be optimized.

When on call U-APSD, PS-POLL, or active mode can be utilized depending on the Cisco Unified Wireless IP Phone 7921G
and Access Point configuration.

To extend on call battery life, the Cisco Unified Wireless |P Phone 7921G can use U-APSD or PS-POLL power save methods.
The Cisco Unified Wireless |P Phone 7921G will use either U-APSD or PS-POLL when in idle (no active phone call).

The table below lists the maximum on call and idle times for each 802.11 mode and battery type.

802.11 Mode Call State Standard Extended
Battery Battery
2.4 GHz On Cal 11.5 155
Idle 150 200
5GHz On Cdll 115 155
Idle 150 200

If the access point does not support CCX or proxy ARP is not enabled, then the idle battery life will be up to fifty percent less.
See the “Configuring Proxy ARP” section for more information.

Protocols

Unscheduled Auto Power Save Delivery (U-APSD)

The Cisco Unified Wireless |P Phone 7921G will use U-APSD (Unscheduled Auto Power Save Dédlivery) for power save when
in idle mode or when a phone cal isactive if WMM is enabled, where U-APSD is supported.
U-APSD helps optimize battery life.

Below is a sample packet sequence when using U-APSD.
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DATA DATA DATA

e ACK  (more=1) (more=0) ACK (more=0)
(1
Client EEEEEE Trigger Frame ACK ACK Sl Trigger Frame ACK =l
+ data + data 2
Client Full Power Client Full Power 8

4m=p EDCA Delay

Power Save Poll (PS-POLL)

If Wi-Fi MultiMedia (WMM) is disabled, which will disable U-APSD support, or U-APSD support is not available on the
access point, then the Cisco Unified Wireless |P Phone 7921G will use PS-POLL for power save when in idle mode and when a
phone call is active.

Below is a sample packet sequence when using PS-POLL.

Beacon o _________________________. DTIM PeHOM - — = = — = —— e » Beacon
with TIM DATA DATA with TIM
(more=0) ACK
AP =
H ()

Client = Sleep

PS-Poll ACK  PS-Poll ACK pS-Poll | Sleep

153887

Client Full Power

<==P Access Delay

Active Mode

If the “Call Power Save Mode” is set to “None”, then the phone will use active mode and no power save will be used, which
will reduce the battery life.

Delivery Traffic Indicator Message (DTIM)

Increasing the DTIM period can also increase the battery life. The Cisco Unified Wireless |P Phone 7921G can use the DTIM
period to schedule wakeup periods to check for broadcast and multicast packets as well as any unicast packets.

For optimal battery life and performance, we recommend setting the DTIM period to “2" with abeacon period of 100ms.
The DTIM period is atradeoff between battery life and multicast performance.

Broadcast and multicast traffic will be queued until the DTIM period when there are power save enabled clients associated to
the access point, so DTIM will determine how quickly these packets can be delivered to the client. If using multicast
applications, a shorter DTIM period can be used.

Scan Modes

When using only one access point, select Single Access Point Mode on the phone to reduce scanning and optimize battery life
for phones that do not roam.

When using multiple access points where roaming is required, “ Single AP Mode” should not be enabled. Instead use the auto
(default) or continuous scan mode, which will alow for seamless roaming.

Continuous scan mode can be optionally enabled to allow for better location tracking.
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Quality of Service (QoS)

Quality of Service enables queuing to ensure high priority for voice traffic. To implement appropriate queuing for voice traffic,
use the following suggestions:

e Ensure that WMM is enabled on the access point.

e Create a QoS policy on the access point giving priority to voice (RTP) traffic and apply that profile to the desired
interfaces.

» RTP(DSCP=EF)toCOS=6
» SCCP(DSCP=CS3)toCOS=4
o Besurethat RTP packets have the proper QoS markings and other protocols are not using the same QoS markings.

e Select the “Platinum” QoS profile for the voice wireless LAN when using Cisco Unified Wireless LAN Controller
technology and set the 802.1p tagto “ 6”.

e Enable Differentiated Services Code Point (DSCP) preservation on the Cisco 10S switch and/or use a QoS policy to set
DSCP to EF for RTP traffic (UDP port range 16384-32767) on the Cisco |OS router.

Configuring QoS in Cisco Unified Communications Manager

The SCCP DSCP values are configured in the Cisco Unified Communications Manager enterprise parameters. Cisco Unified
Communications Manager uses the default value of CS3 to have devices set the DSCP marking for SCCP packets as shown in
the Enterprise Parameters Configuration page.

— Enterprise Parameters Configuration

Parameter Name

Synchronization Between Auto Device Profile and Phone Configuration

Max Murnber of Device Level Trace *

Parameter VYalue

True

1z

Suggested Value
True

1z

DSCP for Phone-based Services *

DSCF for Phone Configuration

DSCP for Cisco CallManager to Device Interface

default DSCP (000000}
CS3{precedence 3) DSCP (011000}
CS3({precedence 3) DSCP (011000}

default DSCP (000000}
CS3(precedence 3) DSCP (011000
CS53({precedence 3) DSCP (011000}

Connection Monitor Duration *

&uto Reqgistration Phone Protocal *

BLF For Call Lists *
Advertise 5,722 Codec *

Phone Personalization *

1z20
SCCP
Disabled
Enabled

o

1z0
SCCP
Disabled
Enabled
a

Configuring QoS Policies for the Network

Set up QoS policies and settings for the following network devices.

Configuring Cisco IOS Access Points

Y ou can use this QoS policy on the Cisco 10S access point (AP) to enable DSCP to COS mapping. This allows RTP packets to
be placed into the voice queue, if those packets are marked correctly, when received at the access point level.

class-map match-all RTP
match ip dscp ef
class-map match-all SCCP
match ip dscp cs3

|

policy-map Voice
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classRTP
set cos 6
class SCCP
set cos 4
!
interface X
service-policy input Voice
service-policy output Voice

Configuring Cisco Switch Ports

Configure the Cisco access point switch ports and uplink switch ports for DSCP trust.
mls qos
!
interface X
mls gos trust dscp

Note: When using the Cisco Unified Wireless LAN Controller utilizing LWAPP technology, DSCP trust must be implemented
or trust the LWAPP UDP data ports (12222) on all interfaces where LWAPP packets will traverse to ensure QoS markings are
correctly set.

Configuring Switch Ports for Wired IP Phones

Enable the Cisco wired IP phone switch ports for Cisco phone trust

mls qos

!

Interface X
mls qos trust device cisco-phone
mls qos trust dscp

If DSCP markings are not preserved, then the below configuration can be used to set the DSCP based on the TCP or UDP port
to map RTP and SCCP correctly.

Ensure the following QoS policy is not applied to an interface where LWAPRP traffic traverses.

ip access-list extended SCCP

permit tcp any eq 2000 any

permit tcp any any eq 2000

|

ip access-list extended RTP

permit udp any range 16384 32767 any
permit udp any any range 16384 32767
|

class-map match-all SCCP

match access-group name SCCP
class-map match-all RTP

match access-group name RTP
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!
policy-map Voice
classRTP
set dscp ef
!
class SCCP
set dscp ¢s3
!
interface X
service-policy input Voice
service-policy output Voice

Sample Voice Packet Capture

This packet capture below shows that packets bound for the Cisco Unified Wireless IP Phone 7921G over the air are marked
with DSCP = EF and COS = 6 for RTP packets.

Packet. Info FPacket Numher=: ag a i{Timestanp=12

&
" 802.11 MAC Header

@ Version: 0
@ Type: %10 Data
. @ Subtype: 31000 QoS Data
[=1 ‘.‘r Frame Control Flaygs: 300000010
@ Oisrissiana Non-strict order
@ 0. wu.. Nom-Protected Frampe
@ . No More Data
] ol wues Power Mansgement — active mode
@ . 0... This is not @ RBe-Transmission
@ WOu. Last or Unfragmented Frame
@ wev. ..1. Exit from the Distribution System
® o 0 Not to the Distribution System
@ Duration: 44 Microseconds
.y Destination: 00:18:BA:78:C2:22 79216
H3 BSSID: 00:13:5F:FA:25:1F AP
.ﬂ Source: 00:1D:A2:1A:24:D7
@ Seq Number: 3744
@ Fray Wumber: 0
E] 0% Control Field: — S000000ODODDIDILD
® emmmmee . AP PS5 Buffer State: 0
¥ 00 EiEew % . A-MSDU: Not Present
@ . Ack: Normal Acknowledge
] . EOSP: End of Triggered Service Period
@ ¥... Reserved
] L1210 UP: 6 - Voice
¥
.r' IP Header - Imternet Protocol Datagram
@ Version: 4
S tieader Length: 5 it
= ‘.r Differentiated Serwvices:3%10111000
@ 1011 1d.. Expedited Forwarding
20 Hat_EeT
. Total Length: 200
@ Identifier: 37214
@Y~ Fragnentation Flags=:000
@ Fraygment Offset: 0 (0 bytes)
@ Time To Live: 64
@ Protocol: 17 upr
. @ Header Checksum: DOxDZA9
iJ Source IF Rddress: 10.2.0.250
i _r! Dest. IP Rddress: 10.2.0.104
] ‘.r' UDP: Src=19920 Dst=2409c
E!‘,r' RTP: Version=Z Extension=0 CSRC Count=0 Marker=0 Payload Type=9 (. 7:Z Sequence=3266Z Time Stamp=2124782394 Sync Src ID=2023474068
®-7 Ppp Layer: Pata Area=(l60 bytes)
[ ‘.j" FCS: FC5=0x4C200076

Call Admission Control
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Y ou have the option to configure inbound and outbound call admission control on the access point:
e Enable Call Admission Control / Wi-F MultiMedia Traffic Specifications (TSPEC)
e  Set the desired maximum RF bandwidth that is allocated for voice traffic
e  Set the bandwidth that is reserved for roaming clients.
Y ou can modify the PHY rate for the phone to use when Call Admission Control (CAC) is enabled.
Enable arate that is greater than or equal to 12 Mbps. (Default setting is 12 Mbps)
Cisco Access Points will only accept aPHY rate of 6, 11, 12 or 24 Mbps.

If you are using an 802.11b access point, then you must modify the PHY rate on each Cisco Unified Wireless IP Phone 7921G
phone to a supported data rate for 802.11b.

TSPEC has precedence over QoS Basic Service Set (QBSS). QBSSis primarily used for roaming decisions if the channel gets
busy.

Pre-Call Admission Control

If Call Admission Control (TSPEC) is enabled on the access point, the Cisco Unified Wireless P Phone 7921G | sends an Add
Traffic Stream (ADDTYS) to the access point to request bandwidth in order to place or receive acall. If the AP sendsan ADDTS
successful message then the Cisco Unified Wireless IP Phone 7921G establishes the call. If the call is rejected by the access
point and the wireless | P phone has no other access point to roam to, then phone displays “Network Busy”.

A
G7—i 0
> [ ¢ S
|

Cisco Unified
Communications
Manager

VolP
Call Setup

Roaming Admission Control

During acall, the Cisco Unified Wireless |P Phone 7921G measures Received Signal Strength Indicator (RSSI), QoS Basic
Service Set (QBSS), and Packet Error Rate (PER) values for the current and all available access points to make roaming
decisions.

If the original access point where the call was established had Call Admission Control (TSPEC) enabled, then the wireless IP
phone will send an ADDTS request during the roam to the new access point.
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For more information about Call Admission Control and QoS, refer to the “ Cisco Unified Wireless Quality of Service” chapter
in the Enterprise Mobility Design Guide at this URL.:
http://www.cisco.com/application/pdf/en/us/guest/netsol /ns279/c649/ccmigration_09186a00808d9330. pdf

Traffic Classification (TCLAS)

Traffic Classification (TCLAYS) isrequired to ensure that the access point properly classifies voice packet streams.

Without proper classification, voice packets will be treated as best effort which will defeat the purpose of TSPEC and QoSin
general.

TCP and UDP port information will be used to set the UP (User Priority) value

The previous method of classification depends upon preservation of DSCP value throughout the network, where the DSCP
value mapsto a particular queue (BE, BK, VI, VO).

However, the DSCP values are not always preserved as this can be viewed as a security risk.
TCLAS s supported in the Cisco Unified Wireless LAN Controller release 5.1.151.0.

Using port based QoS policiesisinadequate as al LWAPP data packets use the same UDP port 12222 and the access point uses
the outside QoS marking to determine which queue the packets should be placed in.

Call Admission Control (TSPEC) must be enabled on the access point in order to enable TCLAS
TCLAS will be negotiated within the ADDTS packets, which are used to request bandwidth in order to place or receive acal.
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LWAPP Layer-3 Mode

Lightweight
Access Point

LT
OO0000000G
Q00000

WLAN
Controller

Lightweight
Access Point

LA
900000000000 ¢
CO00C0

Ingress/Egress point from/
to switched/routed wired
network (802.1q trunk)

Multicast

When enabling multicast in the wireless network, impacts on battery life, performance, and capacity must be considered.
The Cisco Unified Wireless |P Phone 7921G uses the DTIM period to receive the queued broadcast and multicast packets.
If there are many packets queued up, then they client may have to stay awake longer thus potentially reducing battery life.
With multicast, thereis no reliability that the packet will be received the by the client.

The multicast traffic will be sent at the highest basic data rate enabled on the access point, so will want to ensure that only the
lowest enabled rate is configured as the only basic rate.

The client will send the IGMP join request to receive that multicast stream. The client will send the IGMP leave when the
session isto be ended.

The Cisco Unified Wireless | P Phone 7921G supports the IGMP query feature, which can be used to reduce the amount of
multicast traffic on the wireless LAN when not necessary.

Ensure that IGMP snooping is also enabled on all switches.

Designing the Wireless LAN for Voice

Y ou must consider these network design areas to insure adequate call capacity, signal strength and coverage for mobile wireless
phones.

For more information about these topics, refer to the “VoWLAN Design Recommendations’ chapter in the Enterprise Mobility
Design Guide at thisURL.:

http://www.cisco.com/applicati on/pdf/en/us/quest/netsol/ns279/c649/ccmigration 09186a00808d9330.pdf
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Configuring Data Rates

It is recommended to disable rates below 12 Mbps for 802.11a and below 12 Mbps for 802.11b/g deployments where capacity
and range are factored in for best results.

If 802.11b clients are not allowed in the wireless LAN, then it is recommended to disable the 1, 2, 5.5, 11 Mbps data rates.

When 802.11b clients exist in the wireless network, then an 802.11b rate must be enabled and only an 802.11b rate can be
configured as abasic rate. Inthis case, is suggested to enable the data rates 11 Mbps and higher.

The recommended data rate configuration is the following:

802.11 Mode | Basic(Mandatory) | Supported (Optional) Disabled
Data Rates Data Rates Data Rates
802.11a 12 Mbps 18 - 54 Mbps 6, 9 Mbps
802.11b 11 Mbps None 1, 2,5.5Mbps
802.11g 12 Mbps 18 - 54 Mbps 6, 9 Mbps
802.11b/g 11 Mbps 12 -54 Mbps 1, 2,55 Mbps

Note: Some environments may require that you enable alower rate due to use of legacy clients, environmental factors or
maximum range is required.

Set only the lowest data rate enabled as the single basic rate. Multicast packets will be sent at the highest basic datarate
enabled.

Note that capacity and throughput are reduced when lower rates are enabled.

If Call Admission Control (TSPEC) is enabled then the Traffic Stream Rate Set (TSRS) feature will also be enabled, which will
allow lower rates to be enabled for legacy devices, but prevent the Cisco Unified Wireless |P Phone 7921G to transmit at rates
below 12 Mbps for 802.11aand 11 Mbps for 802.11b/g. See the *Product Specific Configuration Options’ section for
information on how to configure the Restricted Data Rates options on the Cisco Unified Wireless IP Phone 7921G in order to
utilize the TSRS feature.

Call Capacity

Design the network to accommodate the desired call capacity.

The Cisco Access Point can support up to 27 bi-directional RTP streams for both 802.11a and 802.11g at a data rate of 24 Mbps
or greater. To achieve this capacity, you must use U-APSD and have minimal wireless LAN background traffic and radio
frequency (RF) utilization.

The number of calls may vary depending on the datarate, initial channel utilization, and the environment.
At 6 Mbps, the Cisco Access Point can support up to 13 bi-directional RTP streams.

Using U-APSD instead of PS-POLL provides higher call capacity because U-APSD is more efficient and has limited
management overhead.
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Dynamic Transmit Power Control (DTPC)

To successfully exchange packets between the wireless | P phone and the access point, you need to configure Dynamic Transmit
Power Control (DTPC).

When using an access point that supports DTPC, set the client power to match the local access point power.
Do not use default setting of Max power for client power as that will not advertise DTPC to the client.

If the access point does not support DTPC, then manually set the transmit power on the phone to match the highest transmit
power of an access point in the wireless LAN. This setting prevents one-way audio when RF traffic is heard in one direction
only. By default the Cisco Unified Wireless |P Phone 7921G will use the highest available transmit power by default (i.e. 17
dBm /50 mW for 2.4 GHz and 16 dBm/ 40 mW for 5 GHz).

2 DS &

100 mwW 50 mw

Planning Channel Usage

Use these guidelines to plan channel usage for these wireless environments.

5 GHz (802.11a)

The Cisco Unified Wireless | P Phone 7921G supports Dynamic Frequency Selection (DFS) and Transmit Power Control (TPC)
from 802.11h, which are required when using channels operating at 5.25-5.725 GHz, which is 15 of the 23 possible channels.

DFS dynamically instructs a transmitter to switch to another channel whenever radar signal is detected. If the access point
detects radar, the radio on the access point goes on hold for at least 60 seconds while the access point passively scans for
another usable channel.

TPC alows the client and access point to exchange information, so that the client can dynamically adjust the transmit power.
The client uses only enough energy to maintain association to the access point at a given data rate. As aresult, the client
contributes less to adjacent cell interference, which allows for more densely deployed, high-performance wireless LANS.

Lower power on the client provides longer battery life because less power is used by the radio.
5 GHz channels overlap their adjacent channel, so there should be at least 1 channel of separation for adjacent access points.
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Using Dynamic Frequency Selection (DFS) on Access Points

For autonomous solution access points, select Dynamic Frequency Selection (DFS) to use auto channel selection.
When DFS is enabled, enable at least one band (bands 1-4).

For unified access points, enable Auto RF unless there is an intermittent interferer in an area which select access points can have
the channel statically assigned.

In case of radar activity, have at |east one access point per area that uses anon-DFS channel (UNII-1). This ensuresthat a
channel is available when an access point’sradio isin its hold-off period while scanning for a new usable channel.

For autonomous access points, enable band 1 only which alows the access point to use only a UNII-1 channel.
For unified access points, can manually select a UNII-1 channel (channels 36, 40, 44, 48) for the desired access points.
A UNII-3 channel (5.725 —5.825 GHZz) can optionally be used if available.

In this diagram, 5 GHz cells use a non-DFS channel while other nearby cells use DFS channels to permit maximum call
capacity under all conditions.
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Minimum 20% Overlap

For 5 GHz, 20 channels are available in the Americas and 19 channels in Europe and Japan.
Where UNII-3 isavailable, it is recommend to use UNII-1, UNII-2 and UNII-3, to utilize a 12 channel set.

If planning to use UNII-2 extended channels (channels 100-140), it is recommended to disable UNII-2 (channels 52-64) on the
access point.

Having many 5 GHz channels enabled in the wireless LAN can delay discovery of new access points.

Default Radio Channel: Crynarmic Frequency Selection (DFS) V| Channel 48 5240 MHz

Dynamic Frequency Selection Bands: Band 1-515010 b 260 GHz
Band 2 - 525010 5350 GHz

Band 3-5470t0 5725 GHz

Eand 4-5725t0 5.825 GHz

2.4 GHz (802.11b/g)

In the 2.4 GHz (802.11b/g environment, you must use non-overlapping channels when deploying VoWLAN. Non-overlapping
channels have 22 MHz of separation and are at least 5 channels apart.

There are only 3 non-overlapping channelsin the 2.4 GHz frequency range (channels 1, 6, 11). In Japan, you can use Channel
14 as afourth non-overlapping channel when using 802.11b access points.

Channels

87181

2.402 GHz }4;22 MHzgp‘ 2.483 GHz

Y ou must use non-overlapping channels and allow at least 20 percent overlap with adjacent channels when deploying phonesin
the 802.11b/g environment.
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Minimum 20% Overlap

Signal Strength and Coverage

To ensure acceptabl e voice quality, the Cisco Unified Wireless |P Phone 7921G should always have a signal of -67 dBm or
higher when using 2.4 or 5 GHz and ensure the Packet Error Rate (PER) is no higher than 1%.

A minimum Signal to Noise Ratio (SNR) of 25dB = -92dBm noise level with -67 dBm signal should be maintained.

To achieve maximum capacity and throughput, the wireless LAN should be designed to 24 Mbps. Higher datarates (36-54
Mbps) can optionally be enabled.

Recommended to set the minimum datarateto 11 Mbps or 12 Mbps for 2.4 GHz (dependent upon 802.11b client support
policy) and 12 Mbps for 5 GHz, which should also be the only rate configured as a basic rate.

For more information about signal strength and cell edge design, refer to the “VoWLAN Design Recommendations’ chapter in
the Enterprise Mobility Design Guide at this URL :
http://www.cisco.com/applicati on/pdf/en/us/quest/netsol/ns279/c649/ccmigration_09186a00808d9330. pdf
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Power (dBm)

Time (Seconds)

Coverage
When designing the placement of access points, be sure that all key areas have sufficient coverage (signal).

Typical wireless LAN deployments for data only applications do not provide coverage for some areas where VoOWLAN service
is necessary such as elevators, stairways, and outside corridors.

wireless LAN interference is generated by microwave ovens, 2.4 GHz cordless phones, Bluetooth devices, or other electronic
equipment operating in the 2.4 GHz band.

Microwave ovens operate on 2450 MHz, which is between channels 8 and 9 of 802.11b/g. Some microwaves are shielded more
than others and that shielding reduces the spread of the energy. Microwave energy can impact channel 11, and some
microwaves can affect the entire frequency range (channels 1 through 11). To avoid microwave interference, select channel 1
for use with access points that are located near microwaves.

Most microwave ovens, Bluetooth, and frequency hopping devices do not have the same effect on the 5 GHz frequency. The
802.11atechnology provides more non-overlapping channels and typically lower initial RF utilization. For voice deployments,
it is suggested that you use 802.11afor voice and use 802.11b/g for data.

However there are products that al so utilize the non-licensed 5 GHz frequency (i.e. 5.8 GHz cordless phones, which can impact
UNII-3 channels).
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Multipath

Multipath occurs when RF signals take multiple paths from a source to a destination.

A part of the signal goes to the destination while another part bounces off an obstruction, then goes on to the destination. Asa
result, part of the signal encounters delay and travels alonger path to the destination which creates signal energy loss.

When the different waveforms combine, they cause distortion and effect the decoding capability of the receiver as the signd
quality is poor.

Multipath can exist in environments where there are reflective surfaces (i.e. metal, glass, etc.). Avoid mounting access points
on these surfaces.

Below isalist of multipath effects:

Data Corruption
Occurs when multipath is so severe that the receiver is unable to detect the transmitted information.

Signal Nulling
Occurs when the reflected waves arrive exactly out of phase with the main signal and cancel the main signal completely.

Increased Signal Amplitude
Occurs when the reflected waves arrive in phase with the main signal and add on to the main signal thereby increasing the

signa strength.

Decreased Signal Amplitude
Occurs when the reflected waves arrive out of phase to some extent with the main signal thereby reducing the signal

amplitude.

Ceiling
P1
TX RX
P2 |
, I

Obstruction

Floor

Use of Orthogonal Frequency Division Multiplexing (OFDM), which is used by 802.11a and 802.11g, can help to reduce issues
seen in high multipath environments.

If using 802.11b in a high multipath environment, lower data rates should be used in those areas (i.e. 1 and 2 Mbps).
Use of antenna diversity can also help in such environments.
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Verification with Site Survey Tools

These are many tools and applications that can be utilized to verify coverage, quality and configuration.

e Cisco Wireless Control System (WCS) for Unified Wireless LAN management
e Cisco Wireless LAN Solution Engine (WLSE) for Autonomous Wireless LAN management

e  Cisco Spectrum Expert

o AirMagnet (Survey, Laptop Anayzer, VoF Analyzer)
e Cisco Unified Wireless IP Phone 7921G

Cisco 7921G Neighbor List

The Cisco Unified Wireless |P Phone 7921G can be utilized to verify coverage by using the Neighbor List menu.

The Cisco Unified Wireless | P Phone 7921G only scans other non-associated channels when the current signal lowersto a
certain threshold, so you may see only one access point in thelist if configured for auto scan mode.

To see al access points in the neighbor list menu, place acall from the Cisco Unified Wireless IP Phone 7921G to awired IP
phone, where scanning occurs constantly while the phone call is active in auto scan mode. Otherwise configure continuous scan
mode.

Access the neighbor list menu on the phone by pressing Settings > Status > Neighbor List

EAN

7 gsID: voice

_AP Name RSSI CU

Channel: 56

BSSID: 00:1b:53:T:4f:ee

RSSI: -67

cu:2 4
. _d

Neighbor List
| Back

Select channel

Cisco 7921G Site Survey

The Cisco Unified Wireless | P Phone 7921G also has a Site Survey application as of release 1.1(1), which is an offline mode
that gathers information about the access points for the configured network profile and generates and HTML report after exiting
the application.

This information can be utilized to confirm access point configuration as well as coverage.

The neighbor table shows which access points (along the column) are neighbors of the access points with the strongest signal
listed in the row. The percentage of time that the access point had the highest RSS! is displayed as well as the RSSI range for
that access point when it was observed. The access point name is hyperlinked to the access point detail listed below.
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Cisco Unified Wireless IP Phone 7921G Deployment Guide

Neighbor Table | sjc21-21a-air12 | sjc21-21a-air13 | sjc21-21a-air24 | sjc21-21a-air8 | sjc
sjc21-21a-air12 | 64% -60/-43 78% -69/-52 19% -70/-59 i
sjc21-21a-air13 86% -56/-52 7% -55/-49 13% -57/-56 .
sjc21-21a-air24 | 59% -73/-58 39% -72/-56 27% -61/-39 *
sjc21-21a-air8 » Ly < d
eir21.31a.air21 i w - ’
AP: | sjc21-21a-air12
MAC: | 00:19:07:8D:5A:DE
Observation Count: | 463
Channel - Frequency: | 64 - 5320000hz
Country: | US
Beacon Interval: | 100
DTIM Period: | 2
RSSIRange [Lo Hi]: | [73 -43)]
BSS Lost Count: [0
Channel Utilization: | 2
Station Count: | 1
Available Admission Capacity: | 23437
Warning Flags: | 100000
Basic Rates: |G
Optional Rates: (5 12 18 24 36 48 54
Multicast Cipher: | TKIF
Unicast Ciphers: | TKIP
AKM: |WPAT_1X WPA1_CCKM
Proxy ARP supported: | Yes
WMM Supported: | Yes
CCX Version Number: | 5
U-APSD Supported: | Yes
Background AC(1)
Admission Control Required: | No
AIFSN ECWMin ECWMax TXOpLimit
7 4 10 0
Best Effort AC(0)
Admission Control Required: | No
AIFSN ECWMin ECWMax TXOpLimit
3 4 10 0
Video AC(2)
Admission Control Required: | No
AIFSN ECWMin ECWMax TXOpLimit
2 3 4 94
Voice AC(3)
Admission Control Required: | Yes
AIFSN ECWMin ECWMax TXOpLimit
2 2 3 47
Channels |36 |40 |44 (48 (52 |56 |60 |64 | 100|104 | 108 | 112|116 | 132 | 136 | 140 | 149 (153|157 (161
Power| 20 |20 (20 (20|20|20|20|20( 20 (20|20 |20 |20 |20 (20 (20|20 |20 |20 |20
Data rates less then 11mbis are not recommended.
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Configuring Cisco Unified Communications Manager

Cisco Unified Communications Manager provides many different phone, calling and security features.

Phone Button Templates
The Cisco Unified Wireless | P Phone 7921G supports 6 lines. The default phone button template includes support for 2 lines

and 4 speed dials.

Custom phone button templates can be created with the option for many different features, which can then be applied on a
phone by phone basis.

— Phone Button Template Information
Button Template Mame * |Cisu:u:| 702103
— Button Information
Button Feature
1 Ling **
2 Line w
5 SEeed Dial
4 F‘riva_u:yr
Service URL
g Speed Dial BLF
Zall Park BLF
& Intercam
Mability
Do Mot Disturb —
Mone

— | Save Delete | [ Copy | [ Reset | [ Add MNew |

Softkey Templates

Custom softkey templates can be created with the option of giving additional feature access or limiting feature access.

Softkeys are assigned based on the state of the phone (on hook, connected, on hold, ring in, off hook, connected transfer, digits
after first, connected conference, ring out, off hook with feature, remote in use, connected no feature).

The order of the softkeys can also be arranged when creating a custom softkey template.

The Cisco Unified Wireless | P Phone 7921G has 2 softkeys available. The feature listed first in the softkey template will be
displayed on the left softkey if on a call, where the other features will be listed under the options menu on the right softkey.

Security Profiles

Security profiles can be utilized to enable authenticated mode or encrypted mode, where signaling, media and phone
configuration file encryption.

The Certificate Authority Proxy Function (CAPF) to be operational.
Each Cisco Unified Wireless IP Phone 7921G has a Manufactured Installed Certificate (MIC).
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— Protocol Specific Information

[Junattended Part

Facket Capture Mode® Mone i
Packet Capture Duration 0

Presence Group® Standard Presence group i~
Device Security Profile® Cisco 7921 - Secure TFTP Encrypted

SUBSCRIBE Calling Search Space | 510 DM Unlimited W

Certificate Operation Ma Pending Operation
Authentication Mode*

Authentication String

Key Size (Bits)™
Qperation Cormpletes By

Certificate Operation Status: Mone
Mote; Security Profile Contains Addition CAPF Settings,

— Certification Authority Proxy Function {CAPF) Information

CFrET MM DD HH]

G.722 Advertisement

Cisco Unified Communications Manager versions 5.0 and later support the ability to configure whether G.722 isto be a

supported codec system wide or not.

Earlier versions of Cisco Communications Manager do not have this capability, where a Cisco Unified Wireless IP Phone
7921G with release 1.1(1) or later will attempt to use G.722 assuming the other endpoint also advertises G.722 capahilities.

— Enterprise Parameters Configuration

Parameter Name

Parameter Yalue

Suggested Value

Synchronization Between Auto Device Profile and Phone Configuration * True w True
Max Murnber of Device Level Trace * 1z 12
DSCP for Phone-based Services * default DSCP (000000} w default DSCP (000000}
DSCP for Phone Configuration ™ CS3(precedence 31 DSCP (011000} w CS3{precedence 3) DSCP (011000}
DSCP for Cisco CallManager to Device Interface * CEi3fprecedence 31 DSCP (011000) C53(precedence 3) DSCP (011000
Connection Monitor Duration * 120 1z0
Auto Registration Phone Protocal * SCCP v SCCP
jsts * Dicabled Di
| Advertise G.722 Codec * Enabled v Enabled |

Phone Personalization *

o

a

For more information, refer to the Cisco Unified Communications Manager documentation.
http://www.cisco.com/en/U S/products/sw/voicesw/ps556/tsd products support series home.html

Product Specific Configuration Options

On the IP Phone Configuration page in Cisco Unified Communications Manager Administration, these Cisco Unified Wireless
IP Phone 7921G configuration options are available. For explanations of these options, click the™ ?* on the configuration page.

Below are the default settings when adding a phone.
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— Product Specific Configuration Layout
?
[ Disable Speakerphone
Gratuitous ARP* Enabled v
Settings Access ™ Enabled b
eb Access¥® Read only ~
Profile 1* Unlacked W
Profile 2* Unlocked bt
Profile 3* Unlocked bt
Profile 4* Unlocked e
Load Server
Adrin Passwaord
Special Mumbers
application URL
"send" Key Action® Onhook Dialing h
Cays Display Mot Active _
Monday
Tuesday b
Display ©n Time 07:30
Display On Duration 10:30
Display Idle Timeout oi:00
Phone Book Web Access™ Deny All w
Unlock-Settings Sequence (*##)* Enahled hd
application Button Activation Timer™® Disabled hd
application Button Priority * Law hd
Out-of-Range Alert* Disabled .
Scan Mode*® Auto -
Restrict Data Rates® Disabled v
Power Off When Charging* Disabled hd
Cisco Discovery Protocol (CDP)* Enabled ~
advertise G.722 Codec® Use Systern Default hd
Home Screen™® Main Phone Screen e
Disable Speakerphone
Speakerphone capabilities can optionally be disabled.
GratuitousARP
Determines whether Gratuitous ARP is enabled or not.
Settings Access
Settings Access can be used to limit user access to certain menus (i.e. Network Profiles).
Web Access

Web Access can be set to Full, where configuration changes can be made remotely or Read Only to provide information but not
allowing changes to be made.

L ocked Profiles

Individual profiles can also be locked, which does not alow the user to modify those settings.

L oad Server

A load server can be specified in IP format (X.x.x.Xx) if wanting to use an alternate TFTP server for phone firmware downloads.
Admin Password
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The admin password is used for web access. With Cisco Unified Communications Manager 5.0 or later the admin password
must be managed in Communications Manager Administrator page, where previous versions allow local management.

Special Numbers

Special numbers can be programmed to dial out regardless of keypad lock state (i.e. 911).

Application URL

An application URL can be configured, which will convert the application button to a service URL button.
“Send” Key Action

“Send” key action determines whether the green dial button is to use onhook dialing and serve as last number redial, where a
list of previoudly dialed numberswill be listed, or to use offhook dialing, which will play dial tone.

Display Settings

Display on time can aso be configured, where the days to be active, display on time and display duration can be adjusted.
Phone Book Web Access

Phone book web access must be set to “Allow Admin™ in order to access the phone book via the web page.
Unlock-Settings Sequence

By default, **# must be entered to unlock a menu that contains configurable items, which can optionally be disabled.

Application Button Activation Timer

The activation timer and priority of the application button can also be specified. This determines how long the button must be
pressed and held to activate.

Application Button Priority

If the priority islow, then will only function when the keypad is unlocked and on the home screen. Medium priority will allow
the application button to function when in any menu or XML screen and high priority will allow the application button to
function when in any state including keypad lock.

Out of Range Alert

An out of range alert can be configured to beep once or periodically to audibly notify the user that they have traveled out of the
coverage area.

Scan M ode

Scan mode allows for auto, continuous, and single AP options, where auto primarily scans only when on call and single AP
only at power on.

Restricted Data Rates

Therestricted data rates feature utilizes the Traffic Stream Rate Set (TSRS) information element from CCX v4, which can
define adatarange for the client to use. This can be beneficia for environments that have legacy clients requiring lower data
rates to be enabled on the access point, but also preventing other clients from downshifting to lower rates, which lowers overal
throughput and capacity. When enabled the Cisco Unified Wireless IP Phone 7921G will not transmit below 12 Mbps for
802.11aand 11 Mbps for 802.11b/g.

Power Off When Charging
Power off when charging feature will power off the phone when placed on AC power.

Cisco Discover Protocol (CDP)

Enabled or disabled CDP.

Advertise G.722 Codec

With release 1.2(1), G.722 capabilities can be configured on a phone by phone basis and optionally override the system default.

Home Screen

By default the Cisco Unified Wireless IP Phone 7921G will show the traditional screen with the four icons for directory,
services, settings and line access. Inrelease 1.2(1), line view can be set as the default home screen vs. main phone screen.
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Below shows the main phone screen (left) and line view (right) display options for the home screen.

08:27a 07/13/08

&

1 i
%

Your current options
PhBook '« Options

4089023675 4089023675

08:26a 07/13/08
Michael Gillespie (23675) ‘=

Press = for main screen
PhBook ¢ Options

Note: If configuring the “ Admin Password” in Cisco Unified Communications Manager versions 5.0, 5.1, 6.0, 6.1, 7.0 or later
and web accessis set to “Full”, then it is recommended to enable TFTP encryption via the device security profile.

To configure product specific configuration options for the Cisco Unified Wireless IP Phone 7921G with Cisco Unified
Communications Manager Express, create an ephone template with the necessary options.

"service phone <module> <value>"

Module
disableSpeaker

garp

settingsAccess

webA ccess
WLANProfile<1-4>
loadServer
specialNumbers
PushToTakURL
sendKeyAction
daysDisplayNotActive
displayOnTime
displayOnDuration
displayldieTimeout
phoneBookWebA ccess
unlock SettingsSequence
appButtonTimer
appButtonPriority
outOfRangeAlert
scanningMode

Value

false = Enabled; true = Disabled

0= Enabled; 1 = Disabled

0 = Disabled; 1 = Enabled; 2 = Restricted

0 =Full; 1 = Disabled; 2 = ReadOnly

0= Unlocked; 1 = Locked, 2 = Restricted

XXX X

(i.e.411,911)

http://x.x.X.x

0 = Onhook Dialing; 1 = Offhook Diaing

<1-7> = <Sunday, Monday Tuesday, Wednesday, Thursday, Friday, Saturday>
(([0-1][0-9D)|(2[0-3])):[0-5][0-9] (i.e. 07:30)
(([0-1][0-9D)|(2[0-3])):[0-5][0-9] (i.e. 10:30)
(([0-1[0-9))|(2[0-3])):[0-5][0-9] (i.e. 01:00)

0=Deny All; 1= Allow Admin

0 =Disabled; 1 = Enabled

0 = Disabled; <1-5> = <1-5> seconds

0=Low; 1 =Medium; 2 =High

0 =Disabled; 1 = Beep Once; <2-4> = Beep every <10,30,60> seconds
0=Auto; 1 = Single AP; 2 = Continuous
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restrictDataRates 0 =Disabled; 1 = Enabled

powerOffWhenCharging 0 =Disabled; 1 = Enabled

cdpEnable 0 =Disabled; 1 = Enabled

g722CodecSupport 0 = Use System Default; 1 = Disabled; 2 = Enabled
homeScreen 0 =Main Phone Screen; 1 =LineView
thumbButtonl PTTH<1-6>

For more information on these features, see the Cisco Unified Wireless |P Phone 7921G Administration Guide or the Cisco
Unified Wireless |P Phone 7921G Release Notes.

http://www.cisco.com/en/U S/products’hw/phones/ps379/prod maintenance quides list.html

http://www.cisco.com/en/U S/products/hw/phones/ps379/prod release notes list.html

Enable individual phone configuration files with the following commands.

telephony-service
cnf-file perphone
create cnf-files

Configuring the Cisco Unified Wireless LAN Controller and Access
Points

When configuring your access points, use these guidelines:
e  Set the QoS policy to “Platinum”.
e Enable WMM to enable QoS and the ability to use U-APSD.
e Disable “DHCP address assignment”.
o Ensure“Aggressive Load Balancing” is disabled
e Ensure ARPUnicast is disabled
o Disable Peer to Peer Blocking / Public Secure Packet Forwarding (PSPF)
e Ensure Client Management Frame Protection (MFP) is set to disabled or optional
e Enable“Symmetric Tunneling” if Layer 3 mobility is enabled
e Enable short preambleif using 2.4 GHz
When using 802.1x authentication, it is recommended to implement CCKM.

Note: If you have clients from other regions that will attempt to associate with the wireless LAN, then ensure that World Mode
(802.11d) is enabled.

SSID / WLAN Settings

The SSID to be used by voice clients can be configured to only apply to a certain 802.11 radio type.
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Use the short preamble setting in the 2.4 GHz radio configuration setting on the access point when no legacy clients that require
along preamble are present in the wireless LAN. By using the short preamble instead of long preamble, the wireless network
performance is improved.

alvaln
CISCO MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMAMDS — HELP
WLANS WLANS = Edit
General | Security | QoS | Advanced |
 WLANS
WLAMNS
b Advanced Profile Marne voice
Type W LA
SsID voice
Status Enabled
Security Policies [WPA][Auth{802.1X + CCKM)]

{Modifications done under security tab will appear after applving the changes.}

Radio Policy |802.11a only Vl
Interface
Broadcast SSID Enabled

Enable WPA policy with TKIP in order to use CCKM, when 802.1x authentication is used.

MIHIIT
CIsCcO MOMITOR  WLAMs COMTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMANDS — HELRP
WLANS WLANS > Edit
' General | Security | QoS | Advanced |
¥ WLANS
WILAMNS

Layer 2 | Layer 3 | MDD SErvers |

¥ Advanced

Layer Z Security | WRA+WPAZ v|
[JMAC Filtering

WPA+WPAZ Parameters

WPA Policy
WP Encryption [ aes TKIP
WPAZ Policy [F]

auth kKey Mamnt S0Z.1R+CCkM W

The WMM policy can be set to “Mandatory” if only the Cisco Unified Wireless IP Phone 7921G will be using this SSID.
If 7920 or other non-WMM clients will associate using this SSID, then ensure the WMM policy is set to “ Allowed”.
Enable “7920 AP CAC" to advertise Qos Basic Service Set (QBSS) to the client.
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CISCO MOMNITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MAMNAGEMENT COMMAMNDS
WLANS WLANs > Edit
" General | Security | QoS | Advanced |
* WLANS
WLANS
b Advanced Quality of Service {Qos) | Platinurm {voice) Vl
WM

W polcy

7920 AP CAC Enabled

7920 Client CAC ] Enabled

Configure session timeout as necessary. It isrecommended to extend the timeout to avoid possible interruptions during re-
authentication.

Enable Aironet Extensions (Aironet |1E).

Disable client exclusion for the voice network.

DHCP Address Assignment should be disabled.

MFP client protection should be disabled or only set to optional.

CIsco MOMITOR s CO WIR S SECURITY  MANAGEMENT
WLANS WLANSs > Edit
| General | Security | QoS | Advanced |
¥ WLANS
WLANS
b advanced Allaw ABA Override (1 Enabled DHCP
H-REAP Local Switching 2 [ Epabled DHCP Server [0 averride
Enable Session Timeout 86400
Session Timeout {sqos) DHCP addr, Assignment  [] Required
Aironet IE Enabled Management Frame Protection {MFP)
Diagnostic Channel [l Enabled
IPv6 Enable | Infrastructure MFP Protection (Global PFP Cisabled)
Cverride Interface ACL MFP Client Protection £ COptional %
PZP Blocking Action |Disab|ed w DTIM Period {in beacon intervals)
Client Exclusion 2 [ Enabled
soz.itarn (1 - 259

802.11b/9/n (1 - 255)

AT

state [ Enabled

Controller Settings

Ensure that aggressive load balancing is disabled.
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CISCO

Controller

General
Inventory
Interfaces
Multicast
Network Routes
Internal DHCP Server
¥ Mobhility Management
Ports
NTP
b CDP
F Advanced

If using layer 3 mobility, then symmetric tunneling should be enabled and that the mobility group has been configured

EOMTROLLER

General

MName

802.3% Flow Control Mode
LAG Maode an next reboot
Ethernet Multicast Mode

Broadcast Forwarding

WIRELESS 5

|wIsM-1

Disabled
Enabled w
Unicast %

Disabled +

Agaressive Load Balancing

Disabled |+

Cwer The Air Provisioning of AP
AP Fallback

Apple Talk Bridging

Fast S5ID change

Default Mobility Domain Name
RF Group Name

User Idle Timeout {secands)
ARP Timeout (seconds)

Web Radius Authentication
&02.3 Bridging

Cperating Enwironment

Internal Temp Alarm Limits

Disabled |+
Enabled |+
Disabled

Disabled |+

LR

[wTE

[WTG

|300

300

Disabled |»

=
b
=l
<

Commercial {0 to 40 C)

Otoad C

containing each Cisco Unified Wireless LAN Controller’s 1P and MAC address.

CIsco

Controller

General

Inventory

Interfaces

Multicast

Metwork Routes
Internal DHCP Server

w Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

Ports
MNTP

b CDP

¥ Advanced

Cisco Unified Wireless IP Phone 7921G Deployment Guide

MOMITOR

W LANS
Mobility Anchor Config
Keep Alive Count

Keep alive Interval

CONTROLLER

WIRELESS

10

SECLIRITY

Symmetric Mobility Tunneling mode *

10 |

{LAG Mode is currently enabled).

MAMNAGEMENT

{currently enabled)

* Spmmnetnic mobility tunneling mode shouwld be same aoross gl members of the controller’s mobiidy group.



802.11 Network Settings

For optimal battery performance and quality, use DTIM of 2 with a beacon period of 100ms.

CISCO MOMITOR, 3 [TROLLER  “WIRELESS  SECL GEMEMT
Wireless 802.11a Global Parameters
* Access Points General Data Rates*¥*
all APs
~ Radios 802.11a Metwork Status Enabled 6 Mbps Disabled »
802.11a/n :
802.11bsa/n Beacon Period (millisecs) 100 ILLTE Disabled &8

Global Configuration 12 Mbps Mandatory [@

Mesh Fragmentation Threshold
(bytes) 2346 13 Mbps Supported W

HEEAP Groups

SR DTPC Support. Enabled 24 Mbps Supported v
v dla/n
Metmwark 36 Mbps Supported ¥
- RRAM 802.11a Band Status
. 48 Mbps Supported W
RF Grouping
TEC Low Band Enabled 54 Mbps Supported [
ECF‘ Mid Band Enabled
owerage .
Benarl High Band Enabled CCX Location Measurement
Pico Cell
) : ]
Client Roaming e Enabled
Waice Interval (seconds)

Video

EDCA Parameters
DFS (802.11h)
High Throughput

*#* Dats Rate Mandatory’ implies that clients who do not support that
specific rate Wil not be able to associate, Data Rate Tupported”
irmpiies that any associagted client that also supports that sarme rate

(02.11n) may communicats with the AP using that rate. But it is not regoired
» 802.11b/g/n Hhat a_c.f."ent be ghie to use the rates marked suppovted in order to
Fssociate
Country
Timers
¥ QoS
Auto RF

When using the Cisco Unified Wireless LAN Controller it is recommended to enable Auto RF to manage the channel and
transmit power settings. |If electing to utilize the Auto-RF feature on the Cisco Unified Wireless LAN Controller, itis
recommended to use version 4.1.185.0 or later.
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CIsCoO MONITOR
Wireless 802.11a > RRM > Tx Power Control{TPC)
¥ Access Points Tx Power Level Assignment algorithm
all APs
» Radios FPower Level Assignment Method (& Automatic Ewery 600 sec
s02.11a/n
802.11b/a/n () ©n Demand Invoke Poperlipd stetmo
Global Configuration ) Fized 1
izl Pawer Threshald -65 dBm
HREAP Groups .
Pawer Meighbor Count 3
w B02.11a/n
Metwark Power Assignrment Leader 00:1ficatbe:od el
* RRM .
AP @rauisiing Last TPC Iteration 192 secs ago
TRC
DCh
Coverage
General
afvan ]
CISCO MO s CONTROLLER IRELESS  SECURITY GEMENT C NDS  HELP
Wireless 802.11a> RRM > Dynamic Channel Assignment (DCA)
¥ Access Points Dynamic Channel Assignment Algorithm
all APs
* Radios Channel Assignment Method (3 Automatic Interval: AnchorTime:
a0z2.11a’n
802.11b/a/n () Freeze Invoke Channel pdate  nce I
Global Configuration ) OFF
Mesh : ; ;
Avoid Foreign AP interference Erabled
HREAP Groups i
Avoid Cisco AP load ] Enabled
* g02.11a/n
Al Avoid non-802.11a naise Enabled
o il : Channel Assignment Leader  00:1fica:be:od:ed
RF Grouping
TRC Last DCA Iteration 319 secs ago
CCh
Coverage DCA Channel Sensitivity {20 dB)
S Channel Width @ zomHz © 40 MHz
Pico Cell
Client Roaming
Vaice DCA Channel List
Yiden
EDCA Pararmeters 36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
DFs (80z2.11h) 157, 161
High Throughput DCA Channels
fg0z.11n}
F 802.11bfa/n

Country
§ Select Channel
Timers
-~
b QoS 38 =
40 =
44
48
5z

| €

Individual access points can be configured to override the global setting to use dynamic channel and transmit power assignment.
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Other access points enabled can be enabled for Auto RF and workaround the access points that are statically configured.

This may be necessary if there is an intermittent interferer present in an area.

vl I (K1 I I onfiguration
CIsSCO MOMITOR
Wireless 802.11ain Cisco APs > Configure < Ba
¥ Access Points
&l AP General RF Channel Assignment
* Radios
g0z.11asn
802.11b/g/n AP Mamne 5jc21-21a-airl3 Current Channel 36
Global Configuration
* Admin Status Assignrment Method ® Global
Mes
Operational Status up () Custam
HREAP Groups
F 802.11afn 11n Parameters Tx Power Level Assignment
» 802.11bfg/n
Country 11n Supported Mo Current Tx Power Level 1
Timers Assignment Method (® Glabal
Antenna Parameters
» QoS () Custam
Antenna Type
Diversity Perfarmance Profile
WLAN Override View and edit Performance Praofile far this &P
Performance Profile
WLAN Override

Mote: Changing any of the parameters causes the Radio to be
temporarily disabled and thus may result in loss of connectivity for
some clients,

DFS (802.11h)

Channel announcement and quite mode should be enabled.

In versions prior to 5.0, power constraint (TPC) was a configurable option. Power constraint should be left un-configured as
DTPC will be used by the Cisco Unified Wireless |P Phone 7921G to control the transmission power.
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CISCO

Wireless 802.11h Global Parameters
¥ Access Points Channel Switch Announcement
all aps
= Radias Channel Announcerent
802.11a/n
802.11bsa/n Channel Quiet Mode
Global Configuration
Mesh

HREAP Groups

w 802.11a/n
Metwark
= RRM
RF Grouping
TRC
DCa
Coverage
General
Pico Cell
Client Roaming
Yoice
Wideo
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11m)

Call Admission Control Settings

To enable Call Admission Control (TSPEC), you must configure maximum bandwidth and roaming bandwidth percentages for
voice.

Maximum bandwidth default setting for voiceis 75%, and 6% of that bandwidth is reserved for roaming clients.

Roaming clients are not limited to using the reserved roaming bandwidth, but is to reserve some bandwidth in case al other
bandwidth is utilized.

Will want to ensure |oad-based CAC is enabled, which is available in the 4.1 release for the Cisco Unified Wireless LAN
Controller, but not currently available on the autonomous access point platform.

Load-based CAC will account for non-TSPEC clients as well as other energy on the channel.
The AP1000 does not support load-based CAC as of release 4.1.185.0.
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Wireless 802.11a > Voice Parameters

¥ Access Points call Admission Control {CAC)
all a4Ps

» Radios fdrnission Control (ACM) Enabled
a0z.11a/n

&02.11b/a/n Load-based AC Enabled
Global Configuration

Max RF Bandwidth %) g

zsln Reserved Roaming Bandwidth %) l:l

HREAP Groups

* 802.11a/n
Metworl
w REM
RF Grouping
TRPC
DA
Coverage
General
Pico Cell
Client Roaming
Vaoice
Wideo
EDCA Parameters
DFS (802.11h)
High Throughput
{802.11n)

Expedited bandwidth

Traffic Stream Metrics

Metrics Collection

After enabling Call Admission Control, the following configuration should be enabled, which can be displayed in the “show
run-config”.

Call Admision Control (CAC) configuration

Voice AC - Admission control (ACM)............ Enabled
Voice max RF bandwidth........................ 75

Voice reserved roaming bandwidth.............. 6

Voice load-based CAC mode..................... Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size........cccevevrerieennn 84000

Voice Max-Streams..........ccccoevereeennn 2

Video max RF bandwidth........................ 25

Video reserved roaming bandwidth.............. 6

The voice stream-size and voice max-streams val ues can be adjusted as necessary by using the following command.

config 802.11a cac voice stream-size 84000 max-streams 2

Ensure QoS is setup correctly under the WLAN / SSID configuration, which can be displayed via* show wlan <WLAN id>".

Quality of Service.......oovvvvvereecernnns Platinum (voice)
WMM .., Allowed
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Dot11-Phone Mode (7920)........cccocvrerennns ap-cac-limit
Wired Protocal..........ccoeeeveveveeceeiinnnnne 802.1P (Tag=6)

When enabling Call Admission Control on the autonomous access point, the admission must be unblocked on the SSID as well.

dot11 ssid voice

vlan 21

authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-managemenet wpa cckm
admit-traffic

Also ensure that the PHY rate configured on the Cisco Unified Wireless |P Phone 7921G is enabled as anominal ratein the
STREAM configuration of the autonomous access point.

Recommend to use the defaults, where 5.5, 6.0, 11.0, 12.0 and 24.0 Mbps are enabled as nominal rates for 802.11b/g and 6.0,
12.0 and 24.0 Mbps enabled for 802.11a.

If enabling the STREAM feature either directly or via selecting “Optimized Voice” for the radio access category in the QoS
configuration section, ensure that only voice packets (RTP) are being put into the voice queue. Signaling packets (SCCP)
should be put into a separate queue. This can be ensured by setting up a QoS policy mapping the DSCP to the correct queue.

For more information about Call Admission Control and QoS, refer to the “Configuring QoS™ chapter in the Cisco 10S
Software Configuration Guide for Cisco Aironet Access Points at this URL:

http://www.cisco.com/en/U S/docs/wireless/access point/12.3 8 JA/configuration/guide/s38gos.html

Configuring QoS Basic Service Set (QBSS)

There are three different versions of QoS Basic Service Set (QBSS) that the Cisco Unified Wireless IP Phone 7921G supports.

Thefirst version from Cisco was on a 0-100 scale and was not based on clear channel assessment (CCA), so it does not account
for channd utilization, but only the 802.11 traffic traversing that individual access point’s radio. So it does not account for
other 802.11 energy or interferers using the same frequencies. The max threshold is defined on the client side, which is set to
45. Thiswould allow for up to 7 calls at 11 Mbps plus some background traffic.

QBSSisalso apart of 802.11e, which ison a0-255 scale and is CCA based. So this gives a true representation on how busy
the channel is. The max threshold is also defined on the client side, which is set to 105.

The second version from Cisco is based on the 802.11e version, but allows the default max threshold of 105 to be optionally
configured.

Each version of QBSS can be optionally be configured on the access point.

For the Cisco Unified Wireless LAN Controller, enabling WMM will enable the 802.11e version of QBSS. There are also the
“7920 Client CAC” and “ 7920 AP CAC" options, where “7920 Client CAC” will enable Cisco version 1 and “7920 AP CAC”
enables Cisco version 2. Seethe“SSID / WLAN QoS Settings’ section for more info.

For the Cisco Autonomous Access Point, “dot11 phone” or “dot11 phone dot11€e” will enable QBSS.

“Dot11 phone” will enable the 2 Cisco versions, where “dot11 phone dotl11€” will enable both CCA versions (802.11e and
Cisco version 2). Itisrecommended to enable “dot11 phone dot11€”.
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Cisco Aironet 1200 Series Access Point

RADIOOD-802.11G H RADIO1-802.11A B ADVANCED

@03 POLICIES ACCESS CATEGORIES T‘ ACCESS CATEGORIES T‘ I

[,

Hostname sjc21-12a-aps

Services: QoS Policies - Advanced

IP Phone
SERVICES
TelnetiSSH QoS Element for Wireless Phones : @ Enahle Dat11e
Hot Standby X
T O Disable
DHE
- IGMP Snooping
Filters
HTTP
e Snooping Helper: & Enable O Disable
STREAM
SHMP
SNTP AVVID Priority Mapping
WLAN
ARP Caching Map Ethernet Packets with CoS 5 to CoS 6: O Yes @ Na

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radio0-802.11G

Radinl-802.114

D, |

Below are the commands to change the QBSS max threshold for each platform type.

Cisco Unified Wireless LAN Controller = config advanced 802.11b 7920VSIEConfig call-admission-limit <value>
Cisco Autonomous Access Point = dotl1 phone cac-thresh <value>

Setting the Controller 802.1x Timeout

If using EAP, the 802.1x timeout on the controller (default = 2 seconds) should be increased.
The default timeout on the Cisco ACS server is 20 seconds, which is the recommended value

To change the 802.1x timeout on the Cisco Unified Wireless LAN Controller, telnet or SSH to the controller and enter the
following command.

(Cisco Controller) >config advanced eap request-timeout 20
(Cisco Controller) >show advanced eap

EAP-Identity-Request Timeout (seconds)........... 1
EAP-ldentity-Request Max Retries................ 20
EAP Key-Index for Dynamic WEP.................... 0
EAP-Request Timeout (seconds)..........cce.... 20
EAP-Request Max Retries..........cccceeeveeneee. 2
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Configuring Proxy ARP

To advertise the proxy ARP information element, ensure that Aironet extensions are enabled.

Ensure proxy ARP is enabled, where ARP Unicast Mode will be displayed as disabled on the Cisco Unified Wireless LAN
Controller.

Telnet or SSH to the controller and enter “ show network” or “ show network summary” depending on the Cisco Unified
Wireless LAN Controller version.

If ARP Unicast Mode is enabled, enter “ config network ar punicast disable”.
In the 5.1.151.0 release, proxy ARP is aways enabled and can not be disabled.

For autonomous access points, enter “dot11 ar p-cache optional”.

|l||ul||l
CisScCoO

Cisco Aironet 1200 Series Access Point

Hostname sjc21-12a-ap5

Services: ARP Caching

Client ARP Caching: @ Enable O Disable

SERVICES Farward ARP Requests To Radio Interfaces YWhen Mot All Client IP Addresses Are Known
Telnet’SSH

Hot Standhby
CDP

DNS

Filters

HTTP

QoS
STREAM
SHMP
SNTF

WLAN

ARP Caching

Configuring TKIP Countermeasure Holdoff Time

TKIP countermeasure mode can occur if the Access Point receives two message integrity check (MIC) errors within a 60
second period. When this occurs, the Access Point will de-authenticate all TKIP clients associated to that 802.11 radio and
holdoff any clients for the countermeasure holdoff time (default = 60 seconds).

To change the TKIP countermeasure holdoff time on the Cisco Unified Wireless LAN Controller, telnet or SSH to the
controller and enter the following command:

(Cisco Controller) >config wlan security tkip hold-down <nseconds> <wlan-id>

For the autonomous A ccess Point, enter the time in seconds to holdoff clientsif a TKIP countermeasure event occurs.
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Interface dot11radio X
countermeasure tkip hold-time <nseconds>

For more information about these topics, refer to the Enterprise Mobility Design Guide at this URL.:
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns279/c649/ccmigration_09186a00808d9330.pdf

VLANSs and Autonomous Access Points

Segment wireless voice and data into separate VLANS.

When you have autonomous access points, use a dedicated native VLAN. Autonomous access points use I nter-Access Point
Protocol (IAPP), which isamulticast protocol.

For the native VLAN, we recommend that you do not use VLANL1 to ensure that | APP packets are exchanged successfully.

Ensure that Public Secure Packet Forwarding (PSPF) is not enabled for the voice VLAN as thiswill prevent clients from
communicating directly when associated to the same access point. I1f PSPF is enabled, then the result will be no way audio.

The network ID in the SSID configuration, should only be disabled if Layer 3 mobility is enabled where the Wireless LAN
Services Module (WLSM) is deployed.

Configuring the Cisco Unified Wireless IP Phone 7921G

There are two methods for configuring network settings on the Cisco Unified Wireless |P Phone 7921G:

Configuring Phones with the Keypad

Y ou can use the menus and keypad on the phone by pressing Settings > Networ k Profiles. Y ou need to unlock the screen by
pressing **#.

For more information, refer to the “ Configuring Settings on the Cisco Unified Wireless IP Phone 7921G” in the
Cisco Unified Wireless P Phone 7921G Administration Guide at thisURL:

http://www.cisco.com/en/US/products/hw/phones/ps379/prod_maintenance guides _list.html

Configuring Phones with the Web Interface

The Cisco Unified Wireless IP Phone 7921G has an HTTPS enabled web interface that you can access via the 802.11a/b/g radio
or USB.

If you are using the USB cable connection to a PC, you must manually set a static IP on the computer side, for example,
192.168.1.X /24. By default, the Cisco Unified Wireless IP Phone 7921G USB is statically set to 192.168.1.100 /24.

Y ou must log in to the administration web pages by using these defaults:
usernameis“admin” and the password is“Cisco”.

Configuring Phones with Wavelink Avalanche

Wavelink Avalanche is a comprehensive management solution for the Wireless LAN enterprise providing complete visibility
and control of Wireless LAN infrastructure and mobile client devices from a central console.

Wavelink Avalanche eases the configuration, deployment and management of Wireless LAN networks while offering extensive
flexibility through the support of awide range of mobile devices and infrastructure.

Refer to the Wavelink section below for more info.
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For more information, refer to the “Using the Cisco Unified Wireless |P Phone 7921G Web Pages’ in the
Cisco Unified Wireless P Phone 7921G Administration Guide at this URL:

http://www.cisco.com/en/US/products/hw/phones/ps379/prod _maintenance guides list.html

Configuring the Network Profile Parameters

Use these guidelines to configure network profiles.

e TheCisco Unified Wireless |P Phone 7921G supports multiple network profiles that allow one SSID per network
profile.

e To extend battery life, use U-APSD mode for power save mode during active calls.

Active mode “None” may need to be used instead of U-APSD/PS-POLL if the access point does not support power
save enabled clients.

e S different 802.11 modes are available.

= Auto-RSSI
= 8021la

= 802.11bg
= Auto-a

= Auto-bg

Auto-RSSI mode will scan both 2.4 and 5 GHz channels and attempt to associate to the access point with the strongest
signal if the configured network is available.

802.11amode will only scan 5 GHz channels and 802.11bg mode will only scan 2.4 GHz channels, then will attempt to
associate to an access point if the configured network is available.

For Auto-a and Auto-bg modes, thisis giving preference to one band over another. At power on, will scan all 2.4 and 5
GHz channels then attempt to associate to an access point for the configured network using the preferred band if
available. If the preferred band is not available, then the Cisco Unified Wireless Phone 7921G will try to use the less
preferred band if available. If the phone roams out of coverage of the preferred band, where the less preferred band
signal is available, then the phone will attempt to associate to that less preferred band. Once associated to the less
preferred band, there is no mechanism to check if the preferred band is available again. For the phone to roam back to
the preferred band, the less preferred band signal will have to be exhausted.

Some deployments may use one band for indoor (i.e. 5 GHz) and the other for outdoor coverage (i.e. 2.4 GHz). Inthis
case, set the phone to either Auto-a or Auto-bg mode, depending on the preferred band. Then to ensure the phoneis
always associated to the preferred band, will need to ensure the less preferred band signal is not available, where the
phone can then re-scan the preferred band and attempt to associate if the preferred band signal is available.

o Below arethe available authentication and encryption configuration methods.

Authentication Encryption

Open N/A

Open+WEP WEP (40 or 128 hit)

Shared Key WEP (40 or 128 hit)

LEAP WEP (40 or 128 hit), TKIP, AES
EAP-FAST WEP (40 or 128 hit), TKIP, AES
EAP-TLS WEP (40 or 128 hit), TKIP, AES
PEAP WEP (40 or 128 hit), TKIP, AES
AKM WEP (40 or 128 bit), TKIP, AES
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Note: CCKM will be negotiated if enabled on the Access Point when using 802.1x authentication with LEAP, EAP-FAST,
EAP-TLS, PEAP or AKM modes.

e |f using 802.1x authentication via LEAP, EAP-FAST, PEAP or AKM (authenticated key-management) authentication
modes, then you must configure a username and password. AKM mode will use LEAP as the 802.1x method.

e AKM mode requires a key management type to be enabled on the Access Point.
For 802.1x authentication methods, WPA, WPA2 or CCKM isrequired.
For non-802.1x authentication, WPA-PSK or WPA2-PSK is required.

e |f using 802.11i (Pre-Shared key), enter the ASCII or hexadecimal formatted key.

e [f using open authentication plus WEP encryption or shared key authentication, enter the static WEP key information
that matches the access point configuration.

e  Select whether to use Dynamic Host Configuration Protocol (DHCP) or configure static 1P information.

e [f option 150 or 66 is not configured to provide the TFTP server |P address via the network’ s DHCP scope, then enter
the TFTP server |P address info.

e To enable PEAP with server validation, select “Validate Server Certificate” after importing the authentication server
certificate.

e Whenusing EAP-TLS, select either “Manufacturing Issued” or “User Installed” for the “ Client EAP-TLS Certificate”
option after selecting EAP-TLS.

Note: WEP128 islisted as WEP104 on the Cisco Unified Wireless LAN Controllers.
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Ccisco Cisco Unified Wireless IP Phone 79216
SEPO018BATEC222
Phone DN 23675
[HOME

NETWORK PROFILES Network Profile 1 Settings

Profile 1 Wireless

Profile 2

Profile 3 Profile Name |Prufi|e 1 |

Profile 4

IUSB SETTINGS SSID |v0ice |

TRACE SETTINGS

WAVELINK SETTINGS Call Power Save Mode | U-APSDPS-POLL

CERTIFICATES
802.11 Mode [80211a v

I PHONE BOOK + Scan Mode Auto

NETWORIE Restricted Data Rates False

WIRELESS LAN WLAN Security

DEVICE
Security Mode EAP-FAST A

WIRELESS LAM ) _

NETWORE Export Security Credentials () True &) False
Wireless Security Credentials

STREAM 1

STREAM 2 Username |migi|les |

TRACE LOGS Password |ossnasse |

BACKUP SETTINGS

PHOME UPGRADE WPA Pre-shared Key Credentials

CHANGE PASSWORD
Pre-shared Key Type

SITE SURVEY s AsCl Hex

DATE & TIME Pre-shared Key

PHONE RESTART
Wireless Encryption
Key Type Hex ASCI

Transmit Key Encryption Key Key Size

Encryption Key 1 | a0 12
Encryption Key 2 | | ap 128
Encryption Key 3 | a0 128
Encryption Key 4 | a0 128
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Certificate Options

Client EAP-TLS Certificate

Validate Server Certificate True False
IP Network Configuration

(® Ontain IP address and DNS servers automatically
( Use the following IP address and DNS servers

IP Address

Subnet Mask

Default Router
Primary DNS Server
Secondary DNS Server

Domain Name
TFTP

(& Obtain TFTP servers automatically
O use the following TFTP servers

TFTP Server 1

TFTP Server 2

N\ 2 EaEn

00000 0000 © 2 it {2 2006-2008 by Cisca Systems, Inc.

Note: If the TFTP IP is changed which is not included in the current Certificate Trust List (CTL) file, then TFTP will fail and
may prevent the phone from registering successfully to the Cisco Unified Communications Manager. The CTL file will need to
be erased manually in the Security Configuration menu from the Cisco Unified Wireless IP Phone 7921G.

Configuring Advanced Network Profile Settings

In the Advanced Network Profile settings, you can adjust the PHY rate. If lessthan 12 Mbpsisenabled in the wireless LAN,
then you must configure this parameter.

By limiting number of channelsto be scanned, this can help reduce the time for access point discovery while passively scanning
DFS channelsin 802.11a mode. This can aso help preserve battery life.

If using this feature, then only disable those channels that are not used in the wireless LAN. If you disable a channel that is
currently used by an access point, then the Cisco Unified Wireless IP Phone 7921G might not associate to the wireless LAN
successfully.

If al channels that are used in the wireless LAN are disabled on the phone, then use one of these methods to browse to the
Cisco Unified Wireless IP Phone 7921G webpage:

e USB cable connected to the PC where full web access was previously enabled
e Reenableal channels by using the factory default
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Ccisco Cisco Unified Wireless IP Phone 7921G
SEPO018BATEBC222
Phone DN 23675
[HOME
NETWORK PROFILES Network Profile 1 Advanced Settings
Profile 1 TSPEC Settings
Frofile 2
Profile 3 Minimum PHY Rate 12 bhps |+
Frofile 4
USE SETTINGS Surplus Bandwicth 1.300000 |
TRACE SETTINGS .
VWAVELINK SETTINGS Antenna Settings
CERTIFICATES Antenna Selection for 802.11A
| PHONE BOOK + Antenna Selection for 802,116
METWORK 802.11 G Power Settings
WIRELESE LA Maz T
DEVICE Channel Enabled Max Ty Power Channel Enabled Powar
WIRELESS LAN 1 17 dBm » 2 17 dBm »
HETWORK 3 17 dBm 4 17 dBm
STREAM 1 5 17 dBrm B 17 dBrm »
STREAM 2 7 17 dBrm ] 17 dBm +
TRACE LOGS a 17 dBm 10 17 dBm v
BACKUP SETTINGS
PHOME URPGRADE 11 17 dBm + 12 17 dBm w
CHAMGE PASSYWIORD
13 14
SITE SURVEY 17 dBm v 17 dBm %
DATE & TIME check all ] [ clear all l [ check non-averlap ]
FHOME RESTART

802.11 A Power Settings

Channel Enabled Mha Ti P owver Channel Enabled Max Tx Power
[ check all ] [ clear all ] [ check non-DFS l

Sawe

00000000000 R, © ©ptiricabit ey 200862008 by Clsed Systerns, Ine.
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Installing Certificates

Extensible Authentication Protocol Transport Layer Security (EAP-TLS) isusing the TLS protocol with PKI to secure
communications to the authentication server.

TLS provides away to use certificates for both user and server authentication and for dynamic session key generation.
EAP-TLS provides excellent security, but requires client certificate management.

Can utilize either theinternal MIC (Manufacturing Installed Certificate) or install an alternate certificate to be used for
authentication.

To use the MIC in the Cisco Unified Wireless | P Phone 7921G, the Manufacturing Root and Manufacturing CA certificates
must be exported and installed onto the RADIUS server.

cisco Cisco Unified Wireless IP Phone 7921G
SEP0018BAF8C222
Phone DH 23675
[[HOME
NETWORK PROFILES + Certificates
USB SETTINGS Type Common Name Issuer Name Walid From walid To
TRACE SETTINGS
WAYELINK SETTINGS User Installed <not installed> <not installed> Install
CERTIFICATES
N 10=Cisco Systems . .

Manufacturing 10=Cisco SystemsiCH=Cisco 02/10/2007 0210/2017

PHOME BOOK + Inc./OU=EvWBUI/CN=CP-7921G- i e e
| Issued SEPO01SBATEC222 Manufacturing CA 01:50:05 02:00:05

NETWORK
LS Authentication .y pec0o T 10012007 09302008 | Install
DEVICE Server Root 07:16:00 07:16:00
WIRELESS LAM Manufacturing 10=Cisco Systems/CN=Cisco  /0=Cisco SystemsiCN=Cisco 05/14/2004 05/14/2029
HETHWORK Root Root CA 2048 Root CA 2048 20:17:12 20:25:42

Manufacturing 0=Cisco Systems/CN=Cisco  /O=Cisco SystemsI/CH=Cisco 06/10/2005 05/14/2029
STREAM 1 CA Manufacturing CA Root CA 2048 22:16:01 20:25:42

STREAM 2

TRACE LOGS

BACKLUP SETTIMNGS
PHOME UPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME

PHOME RESTART

10 O A A, G Oyt () 2008 by Cisea Systerns, Inc.

After selecting “ Export”, import the certificates into the RADIUS server and enable them in the certificate trust list.

For the user installed certificate method, select “Install” on the main certificates page, which will launch the installation wizard.

To generate the certificate signing request, enter the certificate information and import the certificate from the Certificate
Authority server that is signing the certificate.

The Common Name defaults to “ CP-7921G-SEP<MAC_Address>", but can be customized.
Browse to the Certificate Authority certificate and select “ Submit”.
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cisco Cisco Unified Wireless IP Phone 7921G
SEPO018BAT8C222
Phone DN 23675
[HoME |
METWORK PROFILES + User Certificate Installation
}FJRS.ECSEE-SFEH'ITI'CI;I\?GB Step 1 of 4: Enter ldentification Information
WAVELINK SETTINGS C
CERTEICNTES o |cP-7921G-5EPOD1 8BA7ECR22 \
[PHOMEBOOK+ | Organization |C|sco Systemns ‘
NETWORK e [IPcBU |
WIRELESS LAM
DEVICE city |Milgitas \
WIRELESS LAN State |ca \
NETWORK
Country
STREAM 1
STREAM 2 Key Size
TRACE LOGS . n q n
BACKUE SETTINGE Step 2 of 4: Impont Centificate Authority File
PHOME UPGRADE Certificate
CHANGE PASSWORD Authority  [cACenAuthority.cer | Browse.. ]
SITE SLIRVEY File
DATE & TIME
FHOME RESTART Click the “Submit* button to submit all the above information and start generating a
Certificate Signing Request data. This process may take a while to complete.

T 0 0 0 0 O OO, © oyrigiht () 2008-2008 by Cisco Systerns, Inc.

After “Submit” is selected, the certificate will then be generated.
The certificate will then be displayed and is now ready to be signed.
Select dl of the certificate datain order to copy it to the Certificate Authority server to be signed.

M
CIsco Cisco Unified Wireless IP Phone 7921G

SEP0018BA78C222

Phone DN 23675

[HomE

METWORK PROFILES + User Cettificate Installation

USB SETTINGS P .
TRACE SETTINGS Step 3 of 4: Signing the Certificate

WAVELINK SETTINGS Please copy the generated Certificate Signing Request below and submit it to your Certificate Authority
CERTIFICATES Server.
Please create the Signed Certificate in DER encoded format for this phone.

23

METWWORK
WIRELESS LAN
DEYICE

WIRELESS LAN

STREANM 1
STREAM 2

TRACE LOGS

BACKUF SETTINGS
PHOMNE UPGRADE
CHAMNGE PASSWORD
8ITE SURVEY

E:Bi"é EEETAHT * If you nead more time to complete the above step of creating Signed Certificate, you may select the
“Postpone” button and attempt the Import step at later time. [Note: Select the "Install” option again in the
main Certificates page to resume the installation step after you had postponed it.]

* If you ready have the Signed Certificate for this phone, you may select the “import Step” button to continue

with the installation steps.
- Fostpone I Import Step |

I 00000 G 0prigiht () 2006 oy Cisco Eystemns, Inc
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Select the method to submit a certificate request by using a base-64-encoded PKCSfile.

Paste the certificate data from the Cisco Unified Wireless IP Phone 7921G to the Certificate Authority signing server and
submit for signing

Microsoft Certificate Services -~ peap-tls

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CWC or PKCS #10 certificate request or PKCS #7 renewial request
generated by an external source (such as a VWeb server) inthe Saved Request box.

Saved Request:

Base-64-encoded
certificate request
[CMC ar

PKCE #10 ar
PKCE #7):

Browse for a file to ingert.

Additional Attributes:

Attributes:

When the certificate has been signed, download the CA certificate in DER encoded format (base 64 encoded not supported).
Ensure Client Authentication is listed in the Enhanced Key Usage section of the certificate details.
After selecting “ Import Step”, browse to the signed user certificate and select “ Import” to complete the process.
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CISCO Cisco Unified Wireless IP Phone 7921G
SEP0018BA7T8C222
Phone DN 23675
Howe |
NWETWORK PROFILES + User Certificate Installation
USH SETTINGS - ) 5 g
TRACE SETTINGS Fma-l Slep._lmporl Signed Phone Certificate (DER encoded format)
i/ PSSP Certificate File To o b1 AR A78C222 cor | Browse_J
CERTIFICATES Install
|[FFEE SEOT Please click the “Import" button below to install the Signed Certificate into the phone.
NETWORK
WIRELEESS LAN
DEVICE

WIRELESS LAN
MNETWORK

STREAM 1
STREAM 2

TRACE LOGS
BACKLIP SETTINGS
PHONE UPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME

PHONE RESTART

00 00000 0, © opyrighit e) 2008 fay Ciseo Systems, Ine.

Once the certificate isinstalled successfully, a confirmation page will be displayed.
The CA chain should already be enabled in the authentication server’s certificate trust list.

The authentication server certificate must also be imported into the Cisco Unified Wireless IP Phone 7921G for both methods.
If the authentication server certificate was signed by a Certificate Authority (CA) server, then that DER encoded root certificate
will need to be imported into the Cisco Unified Wireless IP Phone 7921G.

If the Cisco Unified Wireless IP Phone 7921G has not registered to a Cisco Unified Communications Manager yet, then the date
and time must be configured manually for the first time.
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cisco Cisco Unified Wireless IP Phone 7921G

SEP0018BA78C222

| Phone DN 23675
HOME

METWORK PROFILES + Date & Time Settings

USH SETTINGE 5
iEEE T Current Phone Date & Time

WAVELINK SETTIMNGS

CERTIFICATES October 31, 2007 20:30:30
| PHONE BOOK + Hote: Phone Date & Time may change when phone registered with Cisco
Unified Communications Manager
METWORK, 5
WIRELESS LAN Local Date & Time
DEYICE
Cctober 31, 2007 20:29:06
[ SetPhone to Local Date & Time ]
STREAM 1 Specify Date & Time
STREAM 2
Date  [October v [31 ¥

TRACE LOGE

BACKUP SETTINGS Time hours{24 hrs) minutes seconds
FHOME UPGRADE

CHAMNGE PASSWORD [ Set Phone to Specific Date & Time ]
SITE SURVEY
DATE & TIME
PHOME RESTART

NOTE: After changing the Date & Time, you must execute

before the new time can he used to validate Certificates.

- e

T 0 0 0 AN, G 0 it () 2008 by Ciseo Systems, Inc

The Cisco Unified Wireless IP Phone 7921G must be restarted after installing the certificate.
Click on the hyperlink to navigate to the “Phone Restart” page.

i
cisco

[Home |

MNETWORK PROFILES +
LISB SETTINGS

TRACE SETTINGS
WWAVELINK SETTINGS
CERTIFICATES

| PHONE BOOK «

MNETWORK
WIRELESS LAN
DEVICE

'WIRELESS LAN
METWORK

STREAM 1
STREAM 2

TRACE LOGE

BACKLUP SETTINGS
PHOME UPGRADE
CHAMNGE PASSWORD
SITE SURVEY

DATE & TIME

PHOME RESTART

O A R, S 0pyrignt (€3 2008 by Cieca Systems, Inc.

Cisco Unified Wireless IP Phone 7921G

SEPO018BATSC222
Phone DN 23675

Authentication Server Root Certificate

Authentication Root certificate installed successfully.
Phone will use this new certificate after reboot. You can restart the phone with:
"SYSTEM / PHONE RESTART"

Click the “Restart” button to power cycle the phone.
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Using Templates to Configure Phones

Phone configuration templates can be exported and imported to other phones for quick configuration. The phone configuration
template will be encrypted using the specified encryption key (8-20 characters).

For security reasons, the Wireless LAN security information (Username/Password, WPA Pre-shared key information, and WEP
key information) is not exported by default. In order to export this Wireless LAN security information, the network profile
must be configured to allow this capability. For each network profile where the Wireless LAN security information is to be
exported, configure the “Export Security Credentials’ optionto “True’. After selecting “True”, you will need to enter the
Wireless LAN security information again. Thiswill then alow that information to be exported and then imported to other
Cisco Unified Wireless IP Phone 7921G phones.

Nmm
cisco Cisco Unified Wireless IP Phone 7921G
SEPO0D18BA78C222
Phone DN 23675
[HOME
NETWORK PROFILES + Backup Settings
USH SETTINGS Import Configuration
TRACE SETTINGS
WAYELINK SETTINGS Encryption Key
CERTIFIGATES
Imnort File
| PHOME BOOK +
NETWORK
WIRELESS LAN
DEVICE Export Configuration
WIRELESS LAN Encryntion Key

STREAM 1
STREAM 2

TRACE LOGSE
BACKUP SETTINGS
PHOME UPGRADE
CHAMGE PASEWORD

SITE SURVEY
DATE & TIME
PHOMNE RESTART

- s

000 0 0O, COPTigE ) 2008-2008 by Cisea Systems, Inc

Upgrading Phone Firmware

To install the phone firmware, run the executable for Cisco Unified Communications Manager version 4.1, 4,2 and 4.3 or install
the COP file for versions 5.0, 5.1, 6.0, 6.1, 7.0 and | ater.

There are two methods for upgrading Cisco Unified Wireless |P Phone 7921G firmware.
WirelessTFTP

During TFTP server download, the phone configuration fileis parsed and the device load isidentified. The phone
downloads the firmware files to flash if it is hot running the specified image already.

Cisco Unified Communications Manager device load takes precedence over the TFTP firmware version.

Y ou can specify the Load Server as an alternate TFTP server to retrieve firmware files in the Cisco Unified Wireless |P Phone
7921G product specific configuration in Cisco Unified Communications Manager Administration.

Web Interface

Y ou can upload the firmware to the phone by using the web interface option, Phone Upgrade and browsing to the firmware
TARfile.
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Note: If the Cisco Unified Wireless IP Phone 7921G registers to Cisco Unified Communications Manager, web access to the
Cisco Unified Wireless IP Phone 7921G gets set to read-only mode. In this mode, you are not allowed access to upgrade
firmware.

Toinstall the firmware on Cisco Unified Communications Manager Express, extract the contents of the TAR file and upload
into the router’ sflash. Each file will need to be enabled for TFTP download. Configure the phone load and reset the phones to
upgrade the firmware.

Example below:
tftp-server flash: Cp7921g-1.2.1.LOADS
tftp-server flash:Apps-1.2.1.SBN
tftp-server flash:Gui-1.2.1.SBN
tftp-server flash:Sys-1.2.1.SBN
tftp-server flash: Tnux-1.2.1.SBN
tftp-server flash: Tnuxr-1.2.1.SBN
tftp-server flash:Wlan-1.2.1.SBN
!
telephony-service
load 7921 Cp7921g-1.2.1.LOADS

Wavelink Avalanche

The Wavelink Avalanche server |P address can be set either via DHCP option 149 or statically.
To provide the server |P address automatically, configure option 149 on the DHCP server.

ip dhcp pool 10.10.11.0
network 10.10.11.0 255.255.255.0
default-router 10.10.11.1
dns-server 10.10.10.20
domain-name cisco.com
option 150 ip 10.10.10.22
option 149 ip 10.10.11.128

Custom parameters can also be set viathe Cisco Unified Wireless IP Phone 7921G web page in order to help group clients for
better management.
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vlialin

Cisco Cisco Unified Wireless IP Phone 7921G
SEPO018BA7BC222
Phone DN 23675
[HoME
NETWORK PROFILES + Wavelink Settings
\JSB SETTINGS Server Enabled
TRACE SETTINGS © e O False
WAVELINK SETTINGS Enabler Version 3110
CERTIFICATES i .
(® Onbtain Server address automatically
PHOME BOOK + O Usethe following Server
| NETWORK, (G [oomiz ]
WIRELESS LAN Wawelink Custom Parameters
DEVICE
Parameter 1
i [Buiding |
NETWORK Name Building
ETREAM 1 Il Sl
STREAM 2 Parameter 2
BACKUP SETTINGS
PHONE UPGRADE Value Milpitas
CHANGE PASSWORD
SITE SURVEY Baremetens
T
Hame
PHONE RESTART it
Parameter 4
Name
vale

I 0 vt () 2008 by Cisco Systerns, Ine

When clients register with the Wavelink server, they will appear in the console.
To set client properties right click on the client and select “Client Settings”.

Fillocalhost - Avalanche Management Console [_[T]
File  Agent SoftwsreManagement  Administration  Tools  Securty  Help

5o 5|

Add Filter | Mo filter applied

I&l Type |Term| | MAC Address \FAdnreasl U|P| L|W| Last Contact | Activity | |
CP7I1 1 00-18-BA-78-C2-22  10.2.0.168 z X .7 24231000142

reing
AVALANCHE @
& Avalanche Agents

Elw localhost [host=localhost]
+-&d Agent Connection Info
i g Enabler Install Kits
Avalanche Gateways
T Client Licensing
e Mobile Device Groups
Eh Network Profiles
T Serial Ports
Software Collections
Wireless Metwork Security

Registered (yrite) localhost {localhost) Console setup completed M

The Cisco Unified Wireless |P Phone 7921G will have parameters enabled by default.
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EnablerVer = 3.11-01
ModelName = CP7921G
Additional properties can be added as necessary for better client management.

F:Vlocalhost - Avalanche Management Console —(alx]
File  Agent Software Management  Administrstion  Tools  Securty  Help

®|o| m

Add Filter | Mo filter applied =

| Type [Termi.| macaddress | 1Paddress | U] P L|w| Lastcontact | Activity |.]
R cP7oz1 1 00-18-BA-78-C2-22 1020168 EX. 24:2310/01/2..
F:1 Avalanche Client Controls [<]
#4 Avalanche Agents Avalanche Clients are mohile devices that are managed by Avalanche. Avalanche pravides
cenlral management of 2 chients software and canfiguration settings.
Ew localhost [host=lacalhost]
&= Agent Cannection Info TBronorios |
@ Enabler Install Kits Control P
@ Avalanc_he Ge!teways | Property Yalue Changeable | Change Pending
- Client Licensing
|Enablerer 311-01
e Mobile Device Groups Wodelame CP7321
E NEMWK Profiles RealTimeStatsinterval 300 Yes
T Serial Ports Series L
& software Collections TerminallD 1 On Coniral page
Wireless Netwaork Security
Add Property [Delete Erapert; Anply Changes Discard CHanges |
Current Activity.
Contral Status:
Close

Registered (yrite) localhost {lacalhost) ‘ M

Mobile Device Groups can be created to group clients based on client properties.

Enter the selection criteria either manually or using the wizard after right clicking on the mobile device group and selecting
“Settings’.
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F:Vlocalhost - Avalanche Management Console _[o] <]
File  Agert  Software Management  Administration  Tools  Securty  Help

o|2| m

Add Filter | Mo filter applied = ‘

| | e [Termi.] wacaddress [P adaress|up| L |w] Lastcontact | Activity |
B3 10/0172...

Fil Device Group Settings: Milpitas

-
i ANGIE @ @ Device Groups are user defined groups of clients

## Awvalanche Agents
Group Status: Enabled
ocalhost host=localhost]

&= Agent Connection Info [~ Client Filter
@ Enabler Install Kits

&) Awalanche Gateways Selection Criteria

L-p® ClientLicensing | — — . .
@ Mobile Device Groups City = "Milpitas” A

B )

5 Metwork Profiles
Serial Parts
3 Sofware Collections

Wireless Network Security

[¥ Dynamic Group Add clients to aroup

Synchronization Medium:

& Any £ IP Only € Serial Only

0K | Cancell Apply |

Registered farite) localhost Qocalhosth A]

Toinstall the 7921G Configuration Utility for Wavelink Avalanche, select * Install Software Package” under the Software
Management menu.

Browse to the 7921G Configuration Utility packagefile (i.e. 7921CU-1.2.1.AVA).
Create a software collection to add the package to.

The license agreement will be displayed, after selecting “Next”,

Click on “Finish” when the installation is complete.

Note: The 7921CU must be installed locally on the Wavelink Avalanche server.
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F:Vlocalhost - Avalanche Management Console =] ES|
File  Agert  Software Management  Administrstion  Tools  Security  Help

olo] 8|

Add Filter | Mo filter applied =

| Tipe |Term\.. | AT Address IP Address | U| P| L|W| Last Contact | Activity ||
CR7a1 1 00-18-BA-78-C2-22  10.2.0.168 E&x L 242310/0112..

_y—.ﬂ‘s.'.
i Avalanche Agents I install Avalanche Software Wizard [X]
lacalhost [host=localk . :
& Agent Connection " Software Installation Details
Enabler Install Kit: I
Avalanche Gatews:
H Metwork Profiles | Selectthe software package file to install

I Serial Ports
IC\IHS{EHS\TQQWCUJQAVA i Browse.. I

Q Software Collectio
Wireless Netwark
Selectthe software collection to add the package to:
[wipitas | New..

Package infarmation:

hpe = Auto Run

Cancel

= Back | Mext =

Registered (Arite) localhost (localhost) &'

The software package must then be enabled by right clicking on the package and selecting “ Enable Package”.

Selection collections can also be created with their own selection criteria to determine which clients should receive the software
package.

sVlocalhost - Avalanche Management Console 188 [=] 3

File  Agent SoftwareManagement  Administration  Tools  Securty  Help

Add Filter | Mo filter applied =

|§4| Type [ Termi.|  macaddress | 1P address [P | L] w] Last cortact | Activity |.]

CR7921 1 00-18-BA-78-C2-22  10.2.0.168 z& X 2423100102,

Sofware collections are groups of soffware packages targeted for clients with some
common characteristics.

4 Awalanche Agents

£ 1ncalhost [host=localhost

Collection Status; Enahled
&=t Agent Connection Info
Enabler Install Kits Owned By Graup: [Mane]
Avalanche Gateways
T Client Licensing [~ Client Filter
hobile Device Groups
Metwork Profiles Selection Criteria;

Serial Ports
=] Q Software Collections
All

City = "Milpitas” A

Selection Criteria = "(
B 7sz21cu
" Wireless Metwork Securit

Synchronization Medium:  Any £ |P Only € Serial Only

K | Cance\l Apply |

|Registered (write) Jlacalhost docalhost) A'
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To configure the software package, right click on the package and select “7921CU”.
The 7921G Configuration Utility will then be launched.

F:Vlocalhost - Avalanche Management Console [_ O] x]
File  Agert  Software Management  Administrstion  Tools  Security  Help

f=4

Add Filter | Mo filter applied =

| Tipe |Term\.. | AT Address IP Address | U| P| L|W| Last Contact | Activity ||

CPT921 1 00-18-BA-T8-C2-22 1020168 xﬂx 2423100142,
ARPANGHE ®

¥ Mvalanche Agents

Elw lacalhost [host=localhost]
&= Agent Connection Info
@ Enabler Install Kits
@A\ralanche Gateways
Client Licensing
@ Mobile Device Groups
MNetwork Profiles
Serial Ports
B Software Collections
All

Milpitas
Selection Criteria = "City = "Milpitas™

ozt

T921CU
Copy Package
Delete Package

Disable Package

Registered (Arite) localhost (localhost) &'

Enter the profile name and enable the profile.
Configure the network profiles by specifying the Wireless LAN credentials.
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* Untithed® - 7921CU

o e
D
L_"::;i;:'::;fe""' ‘Llllslélclv' WLANSetings
Profile]
+ WLANSettings K810 [oaker
HNetwarkSetings AN T .J
+ Prafite | -
« Prafiled SinglAcerssPuint: Mo -l
L;S:':mf" CallPowerSaveMode: [ APSOI'S POLL B
TYBEG;:‘“::;B Authnticationhode:  [ERF-FAST j
WavelinkSenings ‘Wireless Securfly Crodentiaks
Usermame: [migilies
Passwurd: [y ]
WPA Pre-shared Key Credentials
PreSharedieyType:  [asCHl =l
Value: [ |
Wireless Encryplion
WepheysType: = B
WepKeysTxkey: [ B
WepkKeylLength: [40 B
Wepkeyl Value: | ]
WepkeyILength: |40 =
WepKeyIValue: [ ]
WepKeyFLength: |40 =
WepKey3Value: [ ]
WepKeydLength: |40 =
Wepkeyd Value: | ]
[Bepty]

Configure the network settings for the network profile.

+* Untitled - 7921CU
Fil= Help

ODeH

CEX]

= Cisco7921PhoneConfig
= ProfileSettings

= Profilel
© w WLANSettings
: ..NeMnrkSet‘lings
w Profile2
+ Profile3
+ Profiled
USBSettings
TraceSettings
WavelinkSettings

Ready

i
Cisco

NetworkSettings

DHCFEnabled:
IPAddress:
SubnetMask:
Defauli Gateway:
PrimaryDNSServer:

DomainName:
TFIP
AlternateTFTP:
TFTPServerl:
TFTPServer2:

SecondaryDNSServer:

Ensure that Wavelink server enableissetto“Yes'.
Configure whether the client will get the Wavelink IP info from DHCP or configured staticaly.
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Optionally set additional client parameters as necessary.

«* Untitled* - 7921CU

File Help
=g =]
- Cisco7921PhoneConfig -ill-lll- WavelinkSettings
= ProfileSettings CISCO =

+ Profilel

4 Profile2 Fnahle: ‘Yes j

+- Profile3 UseAlternateS
seAlternate Server: -

& Profiled [No =

USBSettings AlternateServer: [

TraceSettings CustomName]: |Bui|ding |

WavelinkSettings CustomValuel: |SJ-Z1 |
CusiomNameZ: |Cily |
CustornValue2: [Milpitas |
CustomName3: |Stale |
CustormnValue3: |CA |
CusiomNamed: |Cnuntry |
CustornValued: [ug] |

Apply
Ready

When the template has been completely configured, then select “ Export to Wavelink” under the File menu.
A confirmation will then be displayed after the template has been exported successfully.

After the template has become available, will then need to push the package to the necessary clients.

This can be done on a device group or client level.

To update asingle client, right click on it and select “Update Now”.

Can also optionally set “ Force package sync during Update Now” in the client properties.

Using the 7921 Configuration Utility for Quick Deployment

The 7921 Configuration Utility can aso be utilized to push out a default WLAN template to multiple Cisco Unified Wireless IP
Phone 7921Gs.

Download the 7921 Configuration Utility from CCO.
Rename 7921CU-1.2.1.AVA to 7921CU-1.2.1.zip and extract the contents.

Launch the 7921 Configuration Utility (.\Templnstall. PRRATemplnstall. GRP\7921CU.PKG\APPS\7921CU\7921CU.exe). A
template can then be configured with the necessary wireless LAN and network settings. Once the template is compl ete, it will
then need to be exported into Wavelink format. Select “ Export to Wavelink” under the file menu, which will create an
encrypted template file named “ 7921Wlan.cfg.enc” filein the folder. The 7921 currently doesa TFTP get for
WLANDefault.xml and WLAN<MAC_ADDRES>.xml. Rename the “7921W!lan.cfg.enc” file to “WLANDefault.xml” and
copy it to a TFTP server, where all phones directed to that TFTP server will download and apply that template.
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The Cisco Unified Wireless | P Phone 7921G defaults with network profile 1 configured with an ssid “cisco” and open
authentication. DHCP option 150 can be configured for that network to point to an alternate TFTP server containing the
WLAN template file.

If using 802.1x authentication (EAP-FAST or LEAP) where unique user accounts are utilized, then can either push out a
temporary username and password, which can be disabled after the grace period, and the users must update their username and
password information or push out atemplate where the username and password is blank.

PEAP and EAP-TLS are not supported with the 7921 Configuration Utility at thistime.

After pushing out the default WLAN template, remove the template from the TFTP server afterwards if the production voice
network is using the same TFTP server to avoid from overwriting the current wireless LAN and network settings. If using a
different TFTP server, may still want to remove the file to ensure that not just any Cisco Unified Wireless IP Phone 7921G can
get on the wireless network.

Configuring the Local Phone Book and Speed Dials

Release 1.1(1) and later contain local phone book and speed dials support.
Up to 100 contacts and 99 speed dials can be added. Key #1 is reserved for voicemail.

The left softkey on the home screen can be programmed for “Message” to access voice mail or to “PhBook” to access the local
phone book.

The local phone book and speed dials can be configured viathe local keypad or viathe Cisco Unified Wireless IP Phone 7921G
web interface. Since the web password is hot managed by the user the web interface is primarily intended for use by the system
administrator, where they can upload information into the phone book for the user. This requires that the “Phone Book Web
Access’ product specific configuration item be set to “Allow Admin”.
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afien]

Cisco Cisco Unified Wireless IP Phone 7921G
SEPO018BATSC222
Phone DN 23675
[HoME

METWORK PROFILES + Phone Book ne
LJSB SETTINGS Harne Information
TRACE SETTINGS =
WAVELINK SETTINGS First Name | |
CERTIFICATES

Last Name | |
PHONE BOOK

ImportExpart Nickname | |

NETWORK Company Name | |
WIRELESS LAN
DEVICE Phone Information @ Primany# Speed Dial#
WIRELESS LAR E Work Number | | ® I:I
NETWORK

£} Home Number | | @] l:l
STREAM 1
STREAM 2 9 mobile Number | | (@] |:|
TRACE LOGE &} Other Number | | O I:I
BACKUP SETTINGS
FPHOMNE UPGRADE Contact Infarmation [ |
CHANGE PASSWORD .
SITE SURVEY Email Address | |
DATE & TIME
FHONE RESTART IM Address | |

Mziling Address %—

Street Number

City

ZIPPostal Code

|
|
State/Province | |
|
|

Country

Reset |l Save |l Cancel

00000000 N, S 0 yriggbit €y 2008-2008 by Ciseo Systerns, Ine.

The phone book data can be exported which can be imported onto other phones.
Release 1.2(1) supports XML and CSV format as well as the CSV format used by the Cisco Unified Wireless |P Phone 7920.
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afvaln
CISCO Cisco Unified Wireless IP Phone 7921G

SEP0O018BAT8C222
Phone DN 23675

[HOME

Phone Book (Import & Ex
USH SETTINGS Import Contact Info to Phone

NETWORK PROFILES +

TRACE SETTIMNGS
WAVELIMK SETTIMGS -
CEFTFICAES Import from File: | |[(Browse__|
() DELETE ALL current Contacts before Importing
PHONE BOOK
ImportExport () DELETE ONLY the current Contact if matched
NETWORK (¥) MERGE current Contact info with Importing data
WIRELESS LA
DEVICE Matching Contacts:
WIRELESS LAMN ® Using Unijgue ldentifier (LD} value
ETEUOIE () Using Name fields
STREAM 1 To import using CSY format, please specify a filename with 32
t]
STREAM 2 characters or less, and with the file-extension of ".csv™.
TRACE LOGS
BACKUP SETTINGS Export Contact Info to File
PHORE LUPGRADE
CHAMNGE PASSWORD Create File of Type:
SITE SIIRWVEY
DATE & TIME () XML Phone Book format
FPHORE RESTART

O Comma Separated Values {CSV) format

0 0000, S0 yrigghit ey 2008-2008 by Cisco Systems, Inc.

Troubleshooting

Stream Statistics

The Cisco Unified Wireless |P Phone 7921G provides call statistic information, where MOS, jitter and packet counters are
displayed. DSCP for transmit and receive paths are a so displayed, which can help to ensure that packets are being placed into
the correct queues upstream and downstream.

Log onto the web interface and select “ Stream Statistics’ to view this information.

Thisinformation is also available locally on the phone under Settings > Status > Call Statistics or if on a phone call pressthe
center button twice.
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ala]n
CISCO Cisco Unified Wireless IP Phone 7921
SEP0018BATBC222
Phone DN 23675
[HOME
NETWORK PROFILES + Stream Statistics
LSB SETTINGS RTP Statistics
TRACE SETTINGS
WAVELIMK SETTINGS Damain Mame shmplUDPDomain Remote Address 10.2.0.280
CERTIFICATES Remate Port 20350 Local Address 10.8.0.153
| PHOME BOOK + Local Port 28048 Sender Joins 1
Feceiver Joins 1 Byes i}
HETWORK
WIRELESS LAMN Start Time 17:33:47 Row Status Active
DEVICE Host Mamie SEPO01SBATRC222 Sender DECP EF
WWIRELESS LAM Sender Packets 1064 Sender Octets 183008
NETWORK Sender Toal G722 Sender Reports 3
STREAM 1 Sender Report Time | 17:34:04 Sender Start Time 17:33:47
STREAM 2 i
H Receiver DELR EF,EF Receiver Packets 1104
(Previous, Current)
TRACE LOGS : .
BACKELE SETTINGS Receiver Cctets 176640 Receiver Tool G.722
PHONE UPGRADE Fecejver Lost R )
CHANGE PASSWORD Fatkets a Receiver Jitter i}
SITE SURWEY : . . .
DATE & TIME Receiver Reports 0 Receiver Start Tirme | 17:33:47
PHONE RESTART Voice Quality Metrics
MOS LQK 45000 Ay MOS LOK 43847
hin MOS LGk 418585 Max MOS LQk 45000
MOS LQK Version | 085 Cumulative Conceal | g gnag
Ratio
Intetval Conceal Ratio | 0.0000 Max Conceal Ratio 0.0200

Conceal Seconds

2

Sewverly Conceal
Seconds

0000000000 2 ittt €y 2006-2008 by Cisco Systemns, Ine.

For more information, see the “ Troubleshooting the Cisco Unified Wireless IP Phone 7921G” chapter in the Cisco Unified
Wireless |P Phone 7921G Administration Guide at this URL:

http://www.cisco.com/en/US/products/hw/phones/ps379/prod_maintenance guides _list.html
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Network Statistics

alaln
CIsco Cisco Unified Wireless IP Phone 7921G
SEPOD18BATBC222
Phone DN 23675
[HoME
NETWORK PROFILES + Network Statistics
IUSB SETTINGS P Statistics
TRACE SETTINGS
WAVELINK SETTINGS InlnReceives 38847 IplnHArErrars 0
CERTIFICATES InlnAddrErrars 0 IpForwDatagrams 0
I HOMNE BOOIK + InlnUnknownProtos i] IpinDiscards 0
IpinDelivers 38796 IpOutRequests 4017
NETWORK
WIRELESS LAN IpOutDiscards i] IpOuthloRoutes 0
DEVICE IpReasmTimeout i IpReasmReqds 0
VIRELESS LAN InReasmoOKs 0 InReasmFails 0
HETWORK InFragoks 0 InFragFails 0
STREAM 1 IpFragCreates 0
STREAM 2 TCP Statistics
TRACE LOGS TepRtoAlgorithm i TepRtohdin 0
BACKUR SETTINGS TepRtohax i TephaxConn 0
PHOME UPGRADE
CHAMNGE PASSWORD TephActiveQpens 16 TecpPassiveOpens a0
SITE SURVEY Tepattemptr ails 0 TcpEstabResets 0
DATE ETIME
PHOME RESTART TepCurEstah & TepinSegs 2624
TepOutSegs 3882 TecpRetransSegs a1
TeplnErrs i TepOutRsts L3}
UDP Statistics
UdpinDatagrams 36311 UdpMaoParts 1]
dpinErrors i] UdpOQutDatagrams 36325

- s

000000000000 - 2 it ¢y 2006-2008 oy Cigen Systermns, Inc.

Queue statistics can also be displayed by navigating to Settings > Status > Network Statistics.
If on aphone call, should see the “ DataRcvV O” counter increasing assuming QoS has been deployed correctly.

23675

View Network Statistics
Clear ' ° Back
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Wireless LAN Statistics

afi]
CIsSCO Cisco Unified Wireless IP Phone 79216
SEPOO18BATBC222
Phone DN 23675
[HOME

NETWORK PROFILES + Wireless LAN Statistics

LSH SETTINGS Rx Statistics

TRACE SETTINGS

VWAYELINK SETTINGS Ry Ok Frames 3414 Ry error frames i}

CERTIFICATES R unicast frarmes 3414 Ry rulticast frarmes ]

I PHOMNE BODK + Ry broadoast frames 0 Ry FCE frames i}

R bheacons 37262 Association Rejects i}

METWIORK

WIRELESS LAM Association Timeouts 0 Authentication Rejects i}

DEVICE Authentication Timeouts 0

WIRELESS LAN Tx Statistics {Best Effort)

METWORK T Ok Frames 5468 Ty errar frames 2

STREAM 1 Tx unicast frames 5135 T multicast frames 31

STREAM 2 T broadeast frames 24 RTS fail counter ]

TRACE LOGE ACK fail counter 108 Retries counter a8

BACKUP SETTIMNGS Multiple retries counter 10 Failed retries counter 2

FHCME UPGRADE

CHANGE PASSWORD Tutimeout counter 0 Other fail counter i}

SITE SURVEY Success counter 5468 & retey limit counter 1

DATE & TIME o .

PHOME RESTART Tx Statistics (Voice)
T Ok Frames 35964 Ty errar frames i}
Tx unicast frames 35964 T multicast frames i}
Tx broadeast frames 1] RTS fail counter a
ACK fail counter 33 Retries cauntar 33
Multiple retries counter 0 Failed retries counter i}
Tutimeout counter 0 Other fail counter i}
Success counter 350964 & retry limit counter i}

- s

O 00 A, © o pyrig it () 2008-2008 by Cisco Systems, Inc.

Traffic Stream Metrics (TSM)

The Traffic Stream Metrics feature requires the client to report voice traffic related measurements to the AP.

The parameters (queue delay, media delay, packet loss, packet count, roaming delay, roaming count) will be gathered by the AP
and escalated to the WLAN management system, which will help maintain a database that can be used for the benefit of the
stations by ensuring low packet latency and loss.

Check the box “Metrics Collection” in the global 802.11 V oice Parameters to enable Traffic Stream Metrics.
See the “Call Admission Control Settings’ section for further information on how to enable TSM.
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To view Traffic Stream Metrics data for a client, select TSM from the drop down menu for which band the Cisco Unified
Wireless IP Phone 7921G is using.

The Traffic Stream Metrics data entries will then be displayed.
Select one of the entriesto display the uplink and downlink statistics.

onfiguration

Monitor Clients> AP > Traffic Stream Metrics
Sl oy Client Mac aAddress 00:18:ba: 780222
b Access Points
Radio Type &§02.11a
b Statistics
AP Interface Mac 00:13:5f:fa:25:10
* CDP
Measuremnent Duration a0 sec
¥ Rogues
Clients
Multicast Uplink Statistics
Packets that experienced Delay Packets | Lost Packets
Timestamp Average | < 10ms 10ms-20ms | 20ms-40ms | > 40ms | Total Total Maximum | Average
Tue Sep 16 20:33:00 2008 o o o 1) o o o 1) o
Tue Sep 16 20:34:32 2008 o o o 1) o o o 1) o
Tue Sep 16 20:36:04 2008 o o o 1) o o o 1) o
Tue Sep 16 20:37:36 2008 o o o 1) o o o 1) o
Tue Sep 16 20:39:07 2008 a a a 1} a a a 1} a
Tue Sep 16 20:40:359 2008 s 2618 136 0 o 2755 o 0 o
Tue Sep 16 20:42:11 2008 s 4289 209 1 o 4509 o 0 o
Downlink Statistics
Packets that experienced Delay Packets |Lost Packets
Timestamp Average | < 10ms 10ms-20ms | 20ms-40ms | > 40ms | Total Total Maximum | Average
Tue Sep 16 20:33:00 2008 o o o 1) o o o 1) o
Tue Sep 16 20:34:32 2008 o o o 1) o o o 1) o
Tue Sep 16 20:36:04 2008 o o o 1) o o o 1) o
Tue Sep 16 20:37:36 2008 a a a 1} a a a 1} a
Tue Sep 16 20:39:07 2008 o o o 0 o o o 0 o
Tue Sep 16 20:40:359 2008 iz 602 2151 64 o 2817 o 0 o
Tue Sep 16 20:42:11 2008 in0 2365 2349 101z o 5726 o 0 o

Phone Logs

Phone logs for troubleshooting purposes can be obtained from the Cisco Unified Wireless IP Phone 7921G web interface..

The phone logs are stored in memory only by default, but can optionally enable “Preserve Logs’ where the logs will be stored
in flash.

Syslog can also be enabled to capture logging real-time via the wireless LAN or USB interface.

Cisco Unified Wireless IP Phone 7921G Deployment Guide 75



alialn

CIsco Cisco Unified Wireless IP Phone 7921G
SEP0018BATEC222
Phone DN 23675
[howe |
USH SETTINGS General
TRACE SETTINGS
WAVELINK SETTINGS Number of Files
CERTIFICATES

File Size 50+ Kilo Bytes

I PHONE BOOK + Remote Syslog Server

NETWORK [] Enable Remote Sysloy
WIRELESS LAM

WIRELESS LAN Port (valid range is 514, 1024-65535) 4]
HE THORK Module Trace Level
STREAM 2
TRACE LOGS
BACKUF SETTINGS Call Control
PHOME UPGRADE
CHANGE PASSWORD Network Services
SITE SURVEY
EEIERTIE Security Subsystem
FHOME RESTART User Interface
wireless LAN Driver
Wireless LAN Manager
Systom
Advanced Trace Settings
Preserve Logs O True @ False
Reset Trace Settings upon Reboot ®) Yas ) No
0000000000000 000000 0 0 O OO, @it ) 20062008 by Cisea Systerns, Inc.
Trace Modules
Kernel Operating System
Wireless LAN Driver Channel scanning, roaming, authentication
Wireless LAN Manager WLAN Management, QoS
Configuration Phone configuration, firmware upgrade
Call Control Cisco Unified Communications Manager messaging (SCCP)
Network Services DHCP, TFTP, CDP, WWW, Syslog
Security Subsystem Application level security
User Interface Keypad, softkeys, MMI
Audio System RTP, SRTP, RTCP, DSP
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System Event Manager

Trace Levels

Various levels of tracing are available which provide different levels of messaging.
Emergency, Alert, Critical, Error, Warning, Notice, Info, Debug

Note: All trace modules are set to Error level by default.
Voice quality can potentialy be impacted if higher trace levels are configured.
In firmware 1.1(1) and later, the trace level will reset to “Error” level by default unless configured to preserve the trace levels.

Restoring Factory Defaults

Y ou can clear configuration options that are stored in the phone by using the factory default menu option on the phone.
The factory default option erases all user-defined entries in Network Profiles, Phone Settings, and Call History.
To erase thelocal configuration, follow these steps:
1. Choose Settings > Phone Settings.
2. Press“**2" on the keypad.
The phone briefly displays “ Restore to Default?”’
3. Pressthe“Yes' softkey to confirm or “No” to cancel.
The phone resets after selecting“ Yes'.

Healthcare Environments

This product is not amedical device and uses an unlicensed frequency band that is susceptible to interference from other
devices or equipment.

Cleaning the Phone

Gently wipe the Cisco Unified Wireless IP Phone 7921G screen and housing with a soft, dry cloth.

Do not use any liquids or powders to clean the phone. Using anything other than a soft, dry cloth can damage the phone and
cause failures.

Carry cases can potentially help protect the phone from moisture, dust, and dirt, and provide drop protection.

Phone Accessories

Y ou can order these accessories for the Cisco Unified Wireless |P Phone 7921G.
For more information, refer to the Cisco Unified Wireless |P Phone 7921G Accessories Guide at this URL:

http://www.cisco.com/en/US/products/hw/phones/ps379/products user guide list.html

Cisco Unified Wireless IP Phone 7921G Deployment Guide 7



e Batteries Standard and Extended
e Carry Cases Holster and Leather

e Desktop Charger

e  Multi-Charger

e Lock Set
e  Shoulder Strap (for leather carry case)
e USB Cable

3" Party Accessories

e Carry Cases WWW.ZCOVEr.com, Www.systemwear.com

e Headsets www.plantronics.com

Note: Cisco Unified Wireless IP Phone 7921G and 7920 accessories are not interchangeable.
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Additional Documentation

Cisco Unified Wireless IP Phone 7921G Data Sheet
http://www.cisco.com/en/U S/products/hw/phones/ps379/products data sheet0900aecd8059f cab.html

Cisco Unified Wireless IP Phone 7921G Administration Guide
http://www.cisco.com/en/U S/products’hw/phones/ps379/prod maintenance quides list.html

Cisco Unified Wirgless |P Phone 7921G Phone Guide and Quick Reference
http://www.cisco.com/en/U S/products/ hw/phones/ps379/products user guide list.html

Cisco Unified Wireless IP Phone 7921G Firmware
http://www.cisco.com/cgi-bin/tablebuild.pl/ip-7900ser-crypto

Cisco Voice Software
http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml

Cisco Localization
http://www.cisco.com/kobayashi/sw-center/tel ephony/callmgr/local e-installer.shtml

Cisco Unified IP Phone Services Application Development Notes
http://www.cisco.com/en/US/docs/voice ip comm/cuipph/all _models/xsi/6_0/english/programming/quide/X SIbook.html

Cisco Unified Communications SRND
http://www.cisco.com/en/US/docs/voice ip comm/cucm/srnd/7x/uc? 0.html

Mobility SRND
http://www.cisco.com/applicati on/pdf/en/us/quest/netsol/ns279/c649/ccmigration 09186a00808d9330.pdf

Cisco Unified Wireless LAN Controller Documentation
http://www.cisco.com/en/U S/products/ps6366/products installation and configuration guides list.html

Autonomous Access Point Documentation
http://www.cisco.com/en/U S/products/ps6521/products installation and configuration quides list.html

Open Source License Notices for the Cisco Unified I[P Phones 7900 Series
http://www.cisco.com/en/US/products/hw/phones/ps379/products licensing information_listing.html
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