
APPLICATION NOTE 

CONFIGURING DHCP OPTION 43 FOR LIGHTWEIGHT CISCO 
AIRONET ACCESS POINTS IN IOS 

 

CONFIGURING DHCP OPTION 43 FOR LIGHTWEIGHT CISCO AIRONET ACCESS POINTS 
This section contains an example of configuring DHCP Option 43 for Lightweight Cisco Aironet Access Points on Windows 2003 Enterprise 
DHCP Server.  Consult the product documentation for configuring DHCP Option 43 with other DHCP Server implementations. 

Cisco 1000 series APs use a string format for DHCP option 43, whereas Cisco Aironet APs use the type-length-value (TLV) format for DHCP 
option 43.  DHCP servers must be programmed to return the option based on the AP’s DHCP Vendor Class Identifier (VCI) string (DHCP 
Option 60).  The VCI strings for Cisco APs capable of operating in lightweight mode are: 
 

Table 1 

Access Point Vendor Class Identifier (VCI) 
Cisco 1000 Series Airespace.AP1200 
Cisco Aironet 1130 Series Cisco AP c1130 
Cisco Aironet 1240 Series Cisco AP c1240 
Cisco Aironet 1200 Series Cisco AP c1200 

 
The format of the TLV block is: 
 

Type: 0xf1 (decimal 241) 
Length: Number of controller IP addresses * 4 
Value: List of WLC management interfaces 

 

Cisco Aironet Series Access Points—Embedded IOS DHCP Server 
To configure DHCP Option 43 for lightweight Cisco Aironet access points in the embedded IOS DHCP server, follow these steps: 
 

1. Enter configuration mode at the IOS CLI. 
2. Create the DHCP pool, including the necessary parameters such as default router and name server.  An example DHCP scope is 

as follows: 
 ip dhcp pool <pool name> 
    network <IP Network> <Netmask> 
    default-router <Default router> 
    dns-server <DNS Server> 
     

3. Add the option 60 line using the following syntax: 
   option 60 ascii “VCI string” 
 For the VCI string, use the value from Table 1.  The quotation marks must be included. 
 



4. Add the option 43 line using the following syntax: 
       option 43 hex <hex string> 
 
The hex string is assembled by concatenating the TLV values: 

Type + Length + Value 
 

“Type” is always 0xf1.  “Length” is the number of controller management IP addresses times 4 in hex.  “Value” is the IP address of the 
controller listed sequentially in hex.   
 
For example, suppose that there are two controllers with management interface IP addresses, 10.126.126.2 and 10.127.127.2.  The type is 0xf1.  
The length is 2 * 4 = 8 = 0x08.  The IP addresses translate to 0a7e7e02 (10.126.126.2) and 0a7f7f02 (10.127.127.2).  Assembling the string then 
yields f1080a7e7e020a7f7f02.  The IOS command then added to the DHCP scope is: 
 
    option 43 hex f1080a7e7e020a7f7f02 
 
 

Cisco 1000 Series Access Points—Embedded IOS DHCP Server 
To configure DHCP Option 43 for lightweight Cisco 1000 Series access points in the embedded IOS DHCP server, follow these steps: 
 

5. Enter configuration mode at the IOS CLI. 
6. Create the DHCP pool, including the necessary parameters such as default router and name server.  An example DHCP scope is 

as follows: 
 ip dhcp pool <pool name> 
    network <IP Network> <Netmask> 
    default-router <Default router> 
    dns-server <DNS Server> 
     

7. Add the option 60 line using the following syntax: 
   option 60 ascii “Airespace.AP1200” 
 The quotation marks must be included. 
 
8. Add the option 43 line using the following syntax: 

       option 43 ascii “Comma Separated IP Address List” 
 
For example, if you are configuring option 43 for Cisco 1000 series APs  using the controller values 10.126.126.2 and 10.127.127.2, add the 
following line to the DHCP pool in the IOS CLI: 
 
    option 43 ascii “10.126.126.2,10.127.127.2” 
 

Frequently Asked Questions 

Which Controller IP Address Should I Use for the DHCP Option 43 Entry? 
You should use the management interface of the WLAN controller. 



 

How do I Configure an IOS DHCP Scope to Support Multiple AP Types? 
The IOS DHCP server is limited to one option 43 per DHCP pool so you can only configure a DHCP scope for a single access point type. 

 
 

Corporate Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San Jose, CA 95134-1706 
USA 
www.cisco.com 
Tel: 408 526-4000 
 800 553-NETS (6387) 
Fax: 408 526-4100 

European Headquarte
Cisco Systems Internati
BV 
Haarlerbergpark 
Haarlerbergweg 13-19 
1101 CH Amsterdam 
The Netherlands 
www-europe.cisco.com
Tel: 31 0 20 357 1000 
Fax: 31 0 20 357 1100 

Cisco Systems has more than 200 offices in the following c
the Cisco Web s

 
Argentina • Australia • Austria • Belgium • Brazil • Bulgar
Czech Republic • Denmark • Dubai, UAE • Finland • France
Israel • Italy • Japan • Korea • Luxembourg • Malaysia • M
Portugal • Puerto Rico • Romania • Russia • Saudi Arabia 
Switzerland • Taiwan • Thailand • Turkey • Ukraine • United K
       
Copyright © 2004 Cisco Systems, Inc. All rights reserved. CCIP, CCSP, 
are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live
BPX, Catalyst, CCDA, CCDP, CCIE, CCNA, CCNP, Cisco, the Cisco Cer
Systems Capital, the Cisco Systems logo, Empowering the Internet Gener
IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStrea
PIX, Post-Routing, Pre-Routing, RateMUX, Registrar, ScriptShare, SlideC
Your Internet Quotient, TransPath, and VCO are registered trademarks of C
 
All other trademarks mentioned in this document or Web site are the prope
between Cisco and any other company. (0402R) 
 
Printed in the USA 
 

rs 
onal 

 

Americas Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San Jose, CA 95134-1706 
USA 
www.cisco.com 
Tel: 408 526-7660 
Fax: 408 527-0883 
 

Asia Pacific Headquarters 
Cisco Systems, Inc. 
168 Robinson Road 
#28-01 Capital Tower  
Singapore 068912 
www.cisco.com 
Tel: +65 6317 7777 
Fax: +65 6317 7799 

 

ountries and regions. Addresses, phone numbers, and fax numbers are listed on  
ite at www.cisco.com/go/offices. 

ia • Canada • Chile • China PRC • Colombia • Costa Rica • Croatia • Cyprus  
 • Germany • Greece • Hong Kong SAR • Hungary • India • Indonesia • Ireland 
exico • The Netherlands • New Zealand • Norway • Peru • Philippines • Poland 
• Scotland • Singapore • Slovakia • Slovenia • South Africa • Spain • Sweden 
ingdom • United States • Venezuela • Vietnam • Zimbabwe 

the Cisco Powered Network mark, Cisco Unity, Follow Me Browsing, FormShare, and StackWise 
, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc.; and Aironet, ASIST, 
tified Internetwork Expert logo, Cisco IOS, the Cisco IOS logo, Cisco Press, Cisco Systems, Cisco 
ation, Enterprise/Solver, EtherChannel, EtherSwitch, Fast Step, GigaStack, Internet Quotient, IOS, 
m, Linksys, MGX, MICA, the Networkers logo, Networking Academy, Network Registrar, Packet, 

ast, SMARTnet, StrataView Plus, Stratm, SwitchProbe, TeleRouter, The Fastest Way to Increase 
isco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

rty of their respective owners. The use of the word partner does not imply a partnership relationship 


