Windows IAS setting for Cisco WL C, Windows XP, Vista,
802.1x using PEAP

Adding a Radius Client

Right click on Radius Clients
e New Radius Client

'm Consolel - [Console Root!Internet Authentic - O] x|
% Eile action Miew Favorites Window Help =] =]
& = DHE e RBER 2E
[:I Console Root Friendly Marme | Address | Protocol
= ga Internet Authentication Service "5 ADMWCL 10.100.1.14 RADIUS
= E A0MAICZ 10.100.1.17 FADILS

l l:l Reml:lte e Luggmg

! %@ Remote Access Policies

&1 Cannection Request Process
| | HE | I

Type in a Friendly Name for WLC

Type in the IP address of WLC
Click Next

New RADIUS Client x|

Name and Address

Type a friendly name and either an IP Address ar DMS name for the client.

FEriendly name:

ADMWCT

Client addrezs [IP ar DM5):
10100115

< Back Nest > Cancel




Client-Vendor: select Cisco
e Type in Shared Secret

Click Finish

New RADIUS Client

Additional Information

IF you are uzing remate access policies based on the client vendar attribute, specify the

wendor of the RADILS client.
Llient*endar:

Cisco

[~

Shared seeret Imx

Confirm shared secret: Imﬂ

I~ Bequest must cortain the Message Authenticator attibute

< Back I Finish I Cancel |

> Follow steps for additional Wireless Controllers

Adding a Remote Access Policy

Click on Remote Access Policies
¢ Right Click on Remote Access Policies
= Click on New Remote Access Policy

‘m Consolel - [Console Root'Internet Authentic —1O| x|

% Eile aAction “iew Favorites  Window  Help =7 x|
&= Lm DR @

[ Console Root Name | order |
EI@ Internet authentication Service Global Wireless Controller Policy 1

-0 RADIUS Clients

--CI Femote Access Logging
E&'-Zf Femote Access Policies
-1 Connection Fequest Process

Jd | B




Click Next

New Remote Access Policy Wizard x|

Welcome to the New Remote
Access Policy Wizard

This wizard helps you set up a remale access poiicy,
which is a set of conditions that determing which
Gonnection requests are granted access by this server

To continue, click Nest.

¢Back Cancel |

Select: Use the wizard to set up a typical policy for a common scenario
In the Policy name type: Global Wireless Controller Policy

New Remote Access Policy Wizard X|

Policy Configuration Method r‘Q
The wizard can create a typical policy, o you can create a custom policy. ﬁl}

How do pou want to zet up this policy?
@ Usze the wizard to sat up a typical policy for a common scanaria

= Set up a custom palicy

Type a name that describes thiz policy

Palicy name: Global “Wireless Controller Policy

Example: Authenticate all VPN connections.

< Back Cancel




Select Wireless
Next

New Remote Access Policy Wizard x|

Access Method
Policy conditions are bazed on the method used to gain access to the network, \IJ

Select the method of access for which pou want to create a policy,

PN
Use far all¥PM connections. Ta create a policy for a specific VPN type, ga back to the
previous page. and select Set up a custom policy:

" Dialup
Use far dialup connections that use a traditional phane line ar an Integrated Services
Digital Metwark (ISDN] line.

& Hijireless

Use far wireless LAM connections anly.

" Ethemnat
Uze for Ethemet connections, such as connections that uze a switch,

< Back I Next» I Cancel

Select Group
Click Add

s Policy Wizard

User or Group Access
‘You can grant access to individual users, or pou can grant access to selected ﬁl
groups.

£

Grant access bazed on the following:

= User
User access pemizssions are specified in the user account

& Group
Individual user permissions override group permissions.

Group name:

Add..

Eemave |

Y Back I Hext > | Cancel

Add Domain Users; domain computers
Click OK

Select Groups 2| x|

Select this object type:
IG 1oups DObject Types...

Erom thiz location:

Enter the object names to select [examples]:
domain uzers; domain compubers LCheck Names

Advanced... | Ok, I Cancel

Ilcsd‘l laramiel k12 wy us Locations... |

—




Next

New Remote Access Policy Wizard

User or Group Access

You can grant access to individual users. or pou can grant access to selected
qroups.

<2

Ix

Grant access based an the following:
i User
User access permiszions are specified in the user account.

' Group
Individual uzer permissions override group permissions.
Group name:

LCSD14Domain Users Add..
LCSD14Damain Computers

Bemave |

< Back Cancel
Select Protected EAP (PEAP)
Click Configure...
x|
A““&i’;t;‘:‘;;f::;n::; of security devices to authenticate users. ﬁ

Select the EAP type for thiz policy.

Configure ...

< Back I Mext I Cancel




Make sure certificate issued to 1AS server is selected.
e Uncheck Enable Fast Reconnect.
e Click OK
e Click Next

Protected EAP Properties 2| x|

This server identifies itself to callers before the connection is completed.
Select the certificate thak you want it ko use as proof of identity.

Certificate issued 1. Training.lcsdi laramiel .k

Friendly name: TRAIMDCL
Issuer: DC1.LESD1 LARAMIED K12, W LIS
Expiration date: 8/20/2008 5:25:54 AM

[” Enable Fast Reconnect

Eap Types

Move g

[rmsin

[aye Dawn

Add | Edit | Remaove | O I Cancel |

Review Settings
Click Finish

New Remote Access Policy Wizard x|

Completing the New Remote
ﬁ Access Policy Wizard

ou have successfully completed the Mew Remate Access
Policy ‘wizard. v'ou created the following policy:

Global “wireless Controller Policy2

Conditions: -
MAS-Port-Type matches "wireless - Other OR ‘wireless
-IEEE 202.11" AND
Windows-Groups matches "LESD1\Damain
Users,LC501\Domain Computers”

Avthentication: EAP[Protected EAP [PEAP])

To cloge this wizard, click Finish.

< Back Cancel




Be sure the Global Wireless Controller Policy is on top of list order.

Right Click on Global Wireless Controller Policy

e NOTE: Some of these steps have already completed by using the Wizard. Skip

steps if already completed

e If not at the top of the list, click on the Global Wireless Controller Policy and use

the arrows on the task bar to move the policy up.

e Properties

‘im Consolel - [Console Root'Internet Authentic

=10] x|

% Eile Action “iew Favorites  Window Help

=& x|

= | B@EXEFR|[@m]+ +

(1 Console Root

EI§3 Internet authentication Service
- RADIUS Clients

--CI Femote Access Logging

5;? Refmote Access Policies

&[] Connection Request Process

Jd | B




Be sure “Grant remote access permissions” is selected.

Global Wireless Controller Pol 2] x|

Siettings I |Global Wireless Controller Policy Properties

Specify the conditions that connection reguests must match.

Palicy conditions:

b i
Windowsz-Groups matches "LCS0140Domain Users,LCSD1YDomain Compu
D ay-And-Time-Restrictions matches "Sun 00:00-24:00; kMon 00:00-24:00;

K | []

pgd. | Edi. | Bemove

If connection requests match the conditions specified in this policy, the
aszsociated profile will be applied to the connection.

Edit Profile... |

Unlezs individual access permizsions are specified in the user prafile, this
policy controls access to the network.

If & connection request matches the specified conditions:
" Deny remote access pemission

' Grant remote access pemmission

Qk I Cancel Lpply

Click Add,
Select Attribute
NAS-Port-Type

W Select Attribute 2] x|

Select the type of attribute bo add, and then click the Add buttan.

Aftribute types:
Mame | Description - |
Called-Station-Id Specifies the phone number dialed by the ug
Calling-Station-d Specifies the photie number fram which the
Client-Friendly-M ame Specifies the friendly name for the RADILS «
Client-IP-Address Specifies the P addresz of the RADIUS clier
Client-endor Specifies the manufacturer of the RADIUS p
Dap-tnd-Time-Restric...  Specifies the time penods and days of week
Framed-Pratacal Specifies the pratocol that iz uzed.
M5-RAS Vendaor Description naot yet defined
MaS - dentifier Specifies the sting that identifies the MAS th
MAS-IP-Address Specifies the IP addres: of the MAS where t|
MAS-Fart-Tupe Specifies the type of physical port that iz uze
Service-Type Specifies the type of service that the user he
Tunnel-Type Specifies the tunneling protocols used.
Windows-Groups Specifies the Windows groups that the uger T
< I o




Add: Wireless — IEEE 802.1
Add: Wireless — Other

Click OK
NAS-Port-Type 21
Awailable ypes: Selected types:

WWirelesz - IEEE 80211

e ;I Wirelezz - Other

ISOM Sunc

PIAFS << Hemove |
SDSL - Symmetric DSL

Sync [T1 Line]

Taken Ring

Wirtual [WFPMN]

K25

X5

#D5SL - Digital Subszcri -

T [

ak. | Cancel |

Click Add,
Select Windows-Groups

M Sclect Attribute 2 x|

Select the type of attribute bo add, and then click the Add buttan.

Attribute types:
Mame | Dezcription - I
Called-Station-ld Specifies the photie number dialed by the us
Calling-Station-d Specifies the photie number fram which the
Client-Friendly-M anne Specifies the friendly name for the RADILS «
Client-IP-Address Specifies the |P address of the RADIUS clier
Client-endor Specifies the manufacturer of the RADIUS p
Day-And-Time-Restic...  Specifies the time periods and days of week
Framed-Protocal Specifies the pratocol that iz used.
M5-RASAWendor Dezcription not yet defined
MaS - dentifier Specifies the sting that identifies the MAS th
MaSHP-Address Specifies the IP address of the MAS where H
MaS-Port-Type Specifies the type of physical port that is use
Service-Type Specifies the type of service that the uger he
Specifies the tunneling protocols uzed.
Specifies the Windows groups that the uzer T
I o

Add.. Cancel |

Click Add



/x|

The following groups are currently in this condition.

Groups:

Mame |

CAGTT Bemave

;8 Cahcel

Click Add,
Add: domain users; domain computers

» If users and computer in a sub domain need to be authenticated
e Select Location
e Browse to domain
e Add domain users and domain computers for that domain

Select Groups 21 x|

Select thiz object type:

IGroups Object Types.. |

From thiz location:

Ilcsd1 laramie k12 wyus Locations...

Enter the object names to select [examples);

domain uzers; domain computers] Check Manes

4

Advanced... | Ok I Cancel

L

Click OK



2| x|

The falloving aroups are currently in this condition.

Groups:

Marne |

LESD14Damain L

LCSD1\Darmain Camputers

add... Bemove

QK Cancel

Click OK

Click Add
Select Day-And-Time-Restrictions

M Sclect Attribute 2] x|

Select the type of attribute ta add, and then click the Add button.

Atftribute types:
Mame I D escription - I
Called-Station-ld Specifies the phone number dialed by th
Calling-Station-d Specifies the phone number from which
Client-Friendly-M ame Specifies the fiendly name for the RaDII
Client-IP-address Specifies the P address of the RaDIJS
Client-endor Specifies the manufacturer of the RADIL
Day-Aind-Time: (i Specifies the time perinds and days of w
Framed-Protocal Specifies the pratocal that is used.
M5-RaSendor Deszcription not yet defined
MAS-ldentifier Specifies the sting that identifizs the Na
MAS-IP-Address Specifies the P address of the NAS whe
MAS-FPort-Type Specifies the type of physical port that is
Service-Type Specifies the type of zervice that the use
Tunnel-Type Specifies the tunneling protocols used,
Windows-Groups Specifies the Windows groups that the LT
‘ I o
fdd.. Cancel |

Click Add



Click on ALL
Click Permitted
Click OK

Time of day constraints
i 5E [ ok |
1224+ 6-8-10-12-2-4- 6 §-10-12 -

Cancel |

Sunday
tonday
Tussde & Pemitted
‘Wednesday

Thursday

" Denied

|

Friday

Satuday |

Sunday through Saturday from 12:00 AM to 12:00 AM

Click Edit Profile...

Global Wireless Controller Pol 2]

Settings |

Specify the conditions that connection reguests must match.

Falicy conditions:

MHAS-Port-Type matches "wireless - Other OR Wireless - IEEE 802.11" AN
Windows-Groups matches "LCSD1\Domain Computers;LCS D1 \Domain L

[ ag-fnd-Time-Restrictions matches "Sun 00:00-24:00: Mon 00:00-24:00;

Kl | [

add. | Ede. | Bemove

If connection requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Urless individual access permizsions are specified in the uzer profile, this
policy controls access to the network,

If & connection request matches the specified conditions:
" Deny remate access pemission

{* [Grant remote access permission

Ok Cancel Apply




Click on the Authentication Tab
e Uncheck all
e Click on EAP Methods

Edit Dial-in Profile 2] x|

Dialin Constraints | IP | Multilink |
Authentication | E heryption I Advanced

Select the authentication methods you want to allow for this connection.

[ Microsoft Encrypted Authentication version 2 [MS-CHAP +2)
[ WUser can change password after it has expired

[~ Microsoft Encrypted &uthentication [M5-CHAP]
[™ WUser can change password after it has expied

™ Encrypted authentication [CHAP]

[~ Unencrypted authentication [PAP, SPAP)

Unauthenticated access

u Allow clients to connect without negotiating an authentication
method.

0K Cancel Apply
Select PEAP
Click Edit
2lx|

EAP types are negatiated in the order in which they are listed.

ave Up |
[ove Do |

Add... Edi... Bemove | QK I Cancel




Certificate issued: Server name (dcl.lcsdl.laramiel.k12.wy.us) has been selected
e Uncheck Enable Fast Reconnect

Click OK

21|

This server identifies itself to callers before the connection is completed.
Select the certificate thak you want it ko use as proof of identity.

Certificate issued

Friendly name:
Issuer: DC1.LCS01 LARAMIEL K12, WY, S

Expiration date: 12212007 12:56:57 PM

[~ Enable Fast Reconnect
Eap Types

d (EAP-MSCHAP v Morve Lip

[ore Davwn |

Add | Edit | Remave | [o]4 I Cancel |

Click the Encryption Tab

Uncheck all except “Strongest encryption (MPPE 128 bit)”
Click the Advanced Tab

Edit Dial-in Profile 2 x|

Dialin Constraints | IP | Multilink
Authertication Encryptiorn | Advanced

The following encryption levels are supported by servers running Microsoft
Routing and Remote Access. |f you use a different remote access server,
make zure the encryption levels you select are supported by that software.

If Mo encryphion is the only option selected, then users cannat connect by
uzing data encryption.

[ Basic encryption [MPPE 40-bitf

[ Strong encryption [MPPE BE bit]
V¥ Strongest encruption [MPPE 128 bit)

[~ Mo encryption

K I Cancel Apply




Remove all attributes by selecting the attribute and click remove

Edit Dial-in Profile 2%

Dialin Constraints | IP | e ultilink |
Authentication I E neryption Advanced

Specify additional connection attnbutes to be retumed to the Remate
Arcess server,

Abtributes:
Yendaor | Yalue
] Microzaft True
Termination-&ctian RaDIUS Standard  RADIUS-Request

4 | _>|

sgd. | Edi. | Remove |

0K I Cancel Apply

Click Add

Add Attribute 21

To add an attribute to the Prafile, select the attibute, and then click Add.

To add an attribute that is not listed, select the Wendor-5 pecific attribute.

Attribute:
Mame | endor | Description - |
Termination-Action RADIUS Standard Specifies the action that the MAS should take when servic
Tunnekéssignment-|C RADIUS Standard Specifies the tunnel to which a session iz assigned.
Tunnel-Client-Auth-1D RADIUS Standard Specifies the name uzed by the tunnel initiator during the :
Tunnel-Client-Endpt RADIUS Standard Specifies the [P address of the initiator end of the tunnel.
Tunneltedium-Type RADIUS Standard Specifies the tranzport medium uzed when creating a tunr
TunnelPazsward RADIUS Standard Specifies the password used for authenticating to a remab
Tunnel-Preference RADIUS Standard Specifies the relative preference assigned to each tunnel
TunnelPvt-Group-D RADIUS Standard Specifies the Group ID for a tunneled session.
TunnelServer-duth-D RADIUS Standard Specifies the name uzed by the tunnel terminator during t
Tunnel-Server-Endpt RADIUS Standard Specifies the |P address of the server end of the tunnel.
Tunnel-Type RADIUS Standard Specifies the tunneling protocols used.
“Wendor-S pecific RADIUS Standard Specifies the suppart of proprietary NAS features.
Cizco-2Y-Pair Cisco Specifies the Cizco AV Pair WSA,
Allowed-Certificate-01D Microzoft Specifies the certificate purpose or uzage object identifier:
Generate-Class-Attribute Microsoft Specifies whether |45 automaticaly generates the class a
Generate-5 ezsion-Timeout Microsoft Specifies whether 145 automaticaly generates the sessior

. -in proj d.
e - g Mirrnznft Snerifiez the [P traffic filter that is uzed bu the Flnuhnnil;l
3

Select Ignore-User-Dialin-Properties
Click Add



Set attribute value: True
Click OK

Boolean Attribute Informatio

Attribute name:

21x

IIgnore-LIser-DiaIin-F’rnperties

Attribute number:

|41|:|1

Attribute format:

IBDD|EEII"I

Select the attribute wvalue:

" Falze

]

Cahcel

Click Add to add another Attribute

Add Attribute

To add an attribute ta the Profile, select the attibute, and then click Add

To add an attribute that is not listed, select the Yendor-Specific attribute.

Attribute:
Mame | Wendar | Description -~ |
Framed-F-Metwork, RADIUS Standard Specifies the [P network number configured on the MAS
Framed-MTL RADIUS Standard Specifies the maximurm tranzmizzion unit [MTU] that iz con
Framed-Pool RADIUS Standard Specifies the name of an assighed address pool that shou

RaADIUS Standard
RADIUS Standard
RaADIUS Standard
RaADIUS Standard
RADIUS Standard
RaADIUS Standard

Framed-Protocol
Framed-F oute
Framed-Fouting
Login-IP-Host
Lagin-LAT -Graup
Login-LAT-Mode

Login-LAT -Part RADIUS Standard
Login-LAT-Service RADIUS Standard
Login-Service RADIUS Standard
Laogin-TCP-Part RADIUS Standard
MAS-Port-Id RaADIUS Standard
Feply-Meszzage RADIUS Standard

Servi

Specifies the protocol that iz used.
Specifies the rauting infarmation that iz configured on the |
Specifies the routing method that is used by the user.
Specifies the [P address of the hast to which the uzer sho
Specifies the Local Area Transport (LAT] group codes for
Specifies the node to which user is connected by the Loc
Specifies the port with which the uger iz connected by Lo
Specifies the host to which user iz connected by the Loce
Specifies the service that connects the uger to the host,
Specifies the TCP part to which the uzer should connect.
Specifies the port of the MAS that authenticates the uzer t
Specifies the meszage displayed to the uzer when the aut
ifies the type of service that the user has requested




Select Termination-Action
Click Add

Enumerable Attribute Informat 2 x|

Attribute name:

ITerminatiDn-Action

Attribute rumber:
|29

Attribute format:

IEnumerator

Attribute value:

ak. I Cahcel |

Set Attribute value: RADIUS-Request
Click Ok

Edit Dial-in Profile 2]

Diakin Constraints | IP | Multilirk: |
Authentication I E hcryplioh Advanced

Specify additional connection attnbutes to be retumed to the Remate
ACCESS SEIver

Attributes:
Mame | Vendaor | W alue
|gnore-User-Dislin-Froperties  Microsoft True
Termination-Action RADIIS Standard  RADIUS-Request

1 | |

Remove |

OK. Cancel Apply




Click on the Dial-in Constraints
Check “Minutes clients can been connected (Session-Timeout)

e Setto 60
Click OK
Edit Dial-in Profile 2 x|
Authentication I E ncryption I Advanced
Dialin Conshiaints | IP | Mulilnk
Minutes server can remain idle before it s disconnected; [ -
r dle-Timeaut]; I j

v Minutes client can be connected [Session-Timeout): IBD 3:

T Allow access only on theze days and at these times

Edit... |

T &llow access only to this number [Called-Station-D);

A Allow access only through these media [MAS-Port-Type):

Orooi il

[ Taken Ring
[Mwireless - IFFF 802 11 ;l

kK I Cancel | gy |

Important: Using a session timeout of 10 minutes may be too short for many scenarios.
Short timeouts place a high load on the IAS servers. Short timeouts also increase the
possibility of making your IAS server temporarily unavailable, which will result in
disconnecting clients from the WLAN. For these reasons, you can use a longer timeout of
60 minutes without significantly compromising the WLAN security.

http://www.microsoft.com/technet/security/prodtech/windowsserver2003/pkiwire/PGCH
06.mspx?mfr=true



http://www.microsoft.com/technet/security/prodtech/windowsserver2003/pkiwire/PGCH06.mspx?mfr=true
http://www.microsoft.com/technet/security/prodtech/windowsserver2003/pkiwire/PGCH06.mspx?mfr=true

Click OK

Global Wireless Controller Poli 2%

Settings |

Specify the conditions that connection requests must match.

Falicy conditions:
HAS-Port-Type matches ™

“Windows-Groups matches ' LCSD‘I \Dal |Jzers; LED1 WDomain Eompu
Day-and-Time-Restrictionz matches "Sun 00:00-24:00; Mon 00:00-24:00;

L] | [

gd. | Edt. | Remove

If connection requests match the conditions specified in this policy, the
azzociated profile will be applied to the connection.

Urless individual access permizsions are specified in the user profile, this
policy controls access ta the network.

If & connection request matches the specified conditions:
™ Deny remote access permission

(% Grant remote access permission

Ok, Cancel Lpply
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