RO a— AR ETH L

ZOTIROVEEEITONIL, FRIREFHFAD dCloud FARZFEHT50, BEHDOaL ' a—F%
BT LTS, FEICOWTIE, AU D [JEE] BV 2— /L ETR DR IE
[BE3E] B 2 — VAR L TIEEN,

APIC-EM REST API

APIC-EM @ /—Z 37K (NB) REST ~X—Z®D API (LY, X T —2 =P =T L~
L—H L HARL T IV r—a 2L Carha—T 8565 L, 2y N — 2RO (L=
BE 58 VR A Fv o AR IR S TE A IR0 E£9,

APIC-EM Y ARG R A2 B —T 2 A AL HY NI — I O 7 — Nt T 5D DT,
HEOT 7 BAITEER A, ZIUL, /—AXT R (NB)REST APl #i# U CTHRFES TRy
"I —2 FORAATa~ RS TT 5720 ET, L72h3-> 7T, APIC-EM LiE(EL T
#A72 SDN BHER Ry N —ZIZEBEHB T 5012, 77V r—Tav apt et T £,

ZDOZR T, Python 7’17/ 737 FFEIZL > T Cisco APIC-EM /— A/ 17~ REST API %
M-I 2 EERLET,

B R

PITBEHFR : 35 45

e Postman REST 7747 ’affi L C Python 2—R & AT 2 HFiEEFE 35
e Python L THAX L AIV T M it 45

Gl

ZDOEY2—/)LTlL, REST APl 2 — /L& 315 3% Google Chrome 77U DT 7V r— a0
T D Postman & AL ET,

T2, I E5EE LT Python3 AL ET,

TR ZOTRZRGET DRI, T—=07 FROEY 2— NV E5E T L TR EEmMIBEID L
\i‘a‘(}

o TARDRGE [HFH]
e REST API 35311} Python [J53E

SRR OWTIE, TEB O B a—25HETDHHIE IO EDOR I 2% 700 7L TLTZEW,


https://learninglabs.cisco.com/modules/00-pre-event-preparation
https://learninglabs.cisco.com/modules/devnet-express-lab-setup
https://www.getpostman.com/
https://www.python.org/downloads/
https://learninglabs.cisco.com/modules/devnet-express-lab-setup
https://learninglabs.cisco.com/modules/devnet-express-np-rest-python

APIC-EM 2 ha—I~DT 7R

o INHDOY LTI a—REEITTH-0OIIE, APIC-EM o ha—F (T VB ATED
VERBHOET,
e APIC-EM i b —F% £778 AL TV E-ATX. Cisco dCloud 2D fikEng-
APIC-EM =2 ha—J % CxET,
o APIC-EM 2> hua—Z%F|HT& 5 dCloud (28t 3D HIEIZOWTIE, ZHRD
YT v [FE] B 2a— VBB R TIEEN,
o Mg+ HL.IP TRL A https://198.18.129.100/ Z-{# AL T APIC-EM =1 ha—
FNIT 7 BATEDIDNTRVET, avha—Jourrl A JLT vVl
2 —H4 :admin, 7SAT—R:Clscol2345 T,

2577 1: APIC-EM |Z¥E654 5

Web 7774 BAE . https://198.18.129.100/ > Web ~<— I EL £, SSL AFIHE DL
NR=UNFREINET, HidT7T DI, [E# (Advanced) | ¥ %277 1LC, [198.18.129.100
(237 ¢ (Proceed to 198.18.129.100) | Vo7& 277 LET,

€« C | [ b#rs//198.18.129.100 ol =

Your connection is not private
Attackers might be trying to steal your information from 198.18.129.100 (for example,

passwords, messages, or credit cards).

O Automatically report details of possible security incidents to Google. Privacy policy

HIDE ADVANCED) Back to safety

This server could not prove that it is 198.18.129.100; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

Proceed to 198.18.129.100 (unsafe)

ay Ay R_R—IT, 2—P4 admin, 2SR —F Clscol2345 Z{# AL CRAFL £,


https://learninglabs.cisco.com/modules/devnet-express-lab-setup
https://learninglabs.cisco.com/modules/devnet-express-lab-setup
https://198.18.129.100/
https://198.18.129.100/

2|
mn

« C | f batps//198.18.129.100

ries. The copyrights to certain works contained in this software are
0

Mac C Postman Z{# H 325561, SSL BGENSA 71272 > TWAZ R L TS0,

1. Postman CANNF 7 A2 %I7Uy 7 LT, Rayr Xy A=a—mb [%E (Settings) |
ZIRINLUET,

Documentation

MNo Environmenti

Security

Params Support '

@postmanclient



2. [&f% (General) | #7 DRy 7T 7 74 R T, SSL sEHENA 71270 >TNAZ L%
LET, ZOF T2 ar BDRARSNBRWG L, ZOFEET 4R TITZEN,

aync

General

REQUEST HEADER:

Trim keys and values in request body "} OFF Send no-

SSL certificate verification ' OFF Send Pos

KIZ, Postman 7 7'V —aZffi LT Python = —RZERKLE T,


https://www.getpostman.com/

AT w7 2:Postman ZEHL Ta—FE4EK TS

Z—=27 Z7R® REST API 33 LU} Python [#5E] & =—/LC, Postman 7 7'V —Ta %
FEALTAPI VI = ANEATH F{EZFRILEL 7o, ZZ T, Postman ZfE L C, £FED V7
VT TRy I SR Ca— R BT D IEERLET, ZOART YT TR, T =
2> @ Python A7 var aEALET,

ZZTlX, Postman 77U/ —a b Python NV —F AT — 3 a N\ IA L AN—/LIE AT, A
FTELFRL CWAZEARHELL TWET, VAT 22y Ty 7L TWARNEA I, 20—
CORMDIBRDALa—FERETDIHIE I/ a2 SR TLIESN,

a—RZAER T HI21X, Postman TR T A7 40— /LRIZATITHMENRBNET, FITIILE
OELED,

1. D—JA7—3C Postman 7 7 V/r—azZxEd,

_ No environment
Mew Tab

GET Params Send v Save

Authaorization

Type Mo Auth

2. WMINZ, APIC-EM M OREAEN—7 2 B3 L T, APl 2— /LA RIEEICL £ 77, EAUTIX
Ay R%& posT IZFRE L. URL % https://198.18.129. lOO/apl/vl/tlcket WCRRELET,

POST htps://198.18.129.100/apifv1 fticket Params Send hd Save

3. WIT VI AN o —HFREERTDUENDHVET, ~o & — 2T %7V 71T,
1 O@#”“fﬁ“?%ﬂﬁbij‘o
o [Content-Type] 3L [application/json]

POST https://198.18.129.100/apifv1 /ticket Params Send g Save



https://learninglabs.cisco.com/modules/devnet-express-np-rest-python

b

BB PRGEN—2 BB 57010, PR L8R —RE AN LET, [RT 4
(Body) | #7 %27V 7 LT, [raw] A7 T ara@RLET, FTOULLRIIZRONEHE
BRI £ (ZoF#HIZ POST OF — XL TR fEESNET),

{

"username" : "admin",

"password" : "Clscol2345"
}

POST v https://198.18.129.100/apifv1 fticket Params m Save ¥
y
Authorization Headers (1) I Body @ Pre-request Script Tests e i
|
T

0 J oy U

form-data x-www-form-urlencoded ® raw I binary JSON (application/json)
1 ~|[{lusername” : "admin",

2 |"password” : "(Clscol2345"

3 |1l

9. [1515 (Send) | RZ> %27V 7 LT, T XTNIEFITHIET D&, AJJLTZEHANIE
LWZEEMERLET, ZOMER, ARR~—22& 200/0K 2335 ET,

10. Z#UT, Postman ZfE L CTa—REZ A S TEELTZ, [IR1F (Save)] R
D FIZ, [Z—R DAk (Generate Code) | Vo7 ndHNET, VorE&7Vy7LET,
[Z—R A=~y hD A% (Generate Code Snippets) ] 7> R C, [Python] -> [UZ =&}
(Requests) | DJAIZEINL FT,

GENERATE CODE SNIPPETS

Python Requests Copy to Clipboard

HTTP

C (LibCurl) 1198.18.129.180/api/vl/ticket"

cURL Isername\" : \"admin\",\r\n\"password\" : \"Clscol2345\"\r\n}"
C# (RestSharp) tpe': "application/json®,

irol": "no-cache",

Go tken: "c989f9c7-8412-eabc-d7ff-db3a286Fa293"

Java

12 lests.request("POST", url, deta=payload, headers=headers)

JavaSeript P text)
Node]S 3
Objective-C (NSURL)

OCaml (Cohttp)

PHP »

I Python 3 I http.client (Python 3)
Ruby (NET::Http) I Requests I

Shell 3

Swift (NSURL)
T




11. requests Y a2— /LI TR Python a—R|ZEBAX L, API = — )L 23 A[RE
2720 ET, [ZVy 7 R —RiZae™— (Copy to Clipboard) | hZ> %27V / L CTa—RKxa
v—L %7,

GENERATE CODE SNIPPETS X

Python Requests

TV S

1@
11
12

14

import requests
url = "https://198.18.129.188/api/vl/ticket"

payload
headers {
'content-type': "application/json”,
‘cache-control': "no-cache",
"postman-token': "be7a2al@-34a6-3884-5878-aa3138c37F72"

W

Copy to Clipboard

"{\Musername\" : \"admin\",\r\n\"password\" : \"Clscol2345\"\r\n}"

response = reguests.request(”POST", url, data=payload, headers=headers)

prir':(respmse.text)l

12. 7V TR —RONKFEALB DT XA =7 4 ZIZHE0AHT | 1EZET 4L 7 RJIZ Python
TrANVELUTIRIELE T,

File Edit Selection Find View Goto Tools Project Preferences Help

import requests

import requests

B save As

= v <« Users » armartirosyan » DevNet Express » lab03 v | B Search lab05

Organize +  New folder

Name Date modified Type

Mo items match your search.

File name: | code_from_postman.py

Save as type: | All Files (%)

~ Hide Folders

B Line 14, Column 21

Cancel

Tab Size: 4

Plain Text



13, ELEICEBARLCA TSN, Tv RTAs Z—IF L aE, EEF AL
VICBEILET, py -3 <FILE-NAME.py> I~ REZEITLE£9, APIC-EM =2 ha—
PODISEDHERTEDITT TT,

B C\Windows\System32\cmd.exe — O O

le_from_postman.py
TfZoFh-cas","1dleTimeout":18

M

14. SSL =7 —NHERSNT=HE1E, V7 = AR = — /12 "Verify=False" ZiB/1L .
AV TN BEFATLET,

import requests

url = "https: 198.168.129.100/api/vl/ticket

payload =
Jheaders = {

}

response = requests.request ("POST", url, dataspayload, headers=headefs, verify=False)

print (response.text)

VLB, Postman i L Ca—R& 4 k35 HEE2FE L ELTZ, ZOTHRDRDEI a0
TlE, B Ca—R&Eil T2 HEIZOWTORLET,



AT/ 3:Python X7V NEFER 35

TS Ta—RERIRLTAHAELLY, FIEICES Ta—REFIR T X, API V7 =Rk
73 APIC-EM (22515 &4, FGEN—2 0 DG E T,

e Python Zf# LT APl 2—/LZ1T9ITIZ, requests & json D 2 DDEY 22— )L & A
VRN HMENHDET,

#Import necessary modules
import requests
import Jjson

1E:JSON £V 22— /L DOEREIX requests %‘/\‘:Lb—}l/ I TIZEFNTWAT0 | FRTRIC
JSON EV2— VIV ETIIHN A, 7282 1E, JSON 7 —41X., data=json.dumps (variable)

Tl372< son=variable /NTA—HZ{H L T requests.post ZFEFONH T Z& T, POST A/ K
Gu]ﬁﬁ‘ikﬁi\“(%iﬁ‘ 717‘:1/\ ZEh B D json BV 22— L& 1oads () BED dumps () A/VRD
FEREZ BRI H 2 k| FVRHVET,

o EVa—IUIEGEFNTWAMLEREREIL, T X TR TZENTERITIUER0FE
o A7 al T, SSL GERH EIC B #E F 25 X — VA A 7T HIENTEET,
UIIROa—RZAFE L £,

#Import necessary modules
import requests
import json

#Disable warnings
requests.packages.urllib3.disable warnings ()

o WIT.BETA—FNANTHEMIT AR ZERLET,

#Import necessary modules
import requests
import Jjson

#Disable warnings
requests.packages.urllib3.disable warnings ()

# Variables

apic _em ip = "https://198.18.129.100/api/v1"
api call ="/ticket"

o WIT, RAB—R Ay — NIRA=ZFREEFRLET,

#Import necessary modules
import requests
import json



#Disable warnings
requests.packages.urllib3.disable warnings ()

# Variables

apic_em ip = "https://198.18.129.100/api/v1"
api call ="/ticket"

#Payload contains authentication information
payload = {"username":"admin", "password":"Clscol2345"}

# Header information
headers = {"content-type" : "application/Jjson"}

o ZOFMEOIHLOFERZ . response ZBHUTEN Y CTFET,

#Import necessary modules
import requests
import json

#Disable warnings
requests.packages.urllib3.disable warnings ()

# Variables
apic_em ip = "https://198.18.129.100/api/v1"
api call ="/ticket"

#Payload contains authentication information
payload = {"username":"admin", "password":"Clscol2345"}

# Header information
headers = {"content-type" : "application/Jjson"}

# Combine apic _em ip and api call variables into one variable call url
url = apic _em ip + api _call

response = requests.post (url, data=json.dumps (payload), headers=headers,
verify=False)

# Print the respond body
print (response.text)

o N Ta—REEMTEDLIINTRVELT, =—RIE, Python 77 AV ELTHERET 1LY
I =L TRIFTEET,



untitled

# Importing necessary modules
import requests

import json

B SaveAs

<« Users > armartirosyan » DevlNet Express > lab05 v O Search lab03

Qrganize + New folder

B*  Name - Date modified Type
7 code_from_postman.py 07-Sep-16 02:46 Python File
access access
token.

4
# Head i
headers .

w

File name: | IS

# Combi Saveastype: Python (*.py:*.rpy; " pyw:".cpy: " SConstruct* Sconstruct: " scanstruct:* SConscript:.gyp:*.gypi)

url +=a
n i Foldes Concl

respons

# Print the respond body
26 print(response.text)

H Line 4, Column 1 Tab Size: 4 Markdown

o FOIDNTHAET D EMER T HITIL, I~ RIA AU F—T oA REE AEET ¢
LI EIL £, IRIZ py -3 our code.py av U REFEITLET, T XTELSGE
IWENTOFUR, SR BE I A RRSNET,

E¥ C\Windows\System32\cmd.exe - O X

,"idleTimeout" sionTimeout":

ZTHREOIDNC, BAEHARLT VSO TIEHV EE A, I—F2EEL T, LERERE
TRHASNDIDIILTHELEY, IRDIDIZLET,

1. response = requests.post (url, data=json.dumps (payload),
headers=headers, verify=False)?fg)ﬁ%@éﬂz\.json()%Eﬁ%ﬁDLﬂf7fo

2. print(response.text)?f%fprint("Authenticaton Token: " +
response ["response"] ["serviceTicket"]) K%%E@Z)_i@—o

3. ZAUT, serviceTicket T —IRAFSIVCWAIED AN H I SNAHIDNT/2DET,

o I—RIIHFKHNTKRD IR ET,

#Import necessary modules
import requests
import json

#Disable warnings
requests.packages.urllib3.disable warnings ()



# Variables
apic_em ip = "https://198.18.129.100/api/v1"
api call ="/ticket"

#Payload contains authentication information
payload = {"username":"admin", "password":"Clscol2345"}

# Header information
headers = {"content-type" : "application/Jjson"}

# Combine apic em ip and api call variables into one variable call url
url = apic em ip + api call

response = requests.post (url, data=json.dumps (payload), headers=headers,
verify=False) .json()

# Print the authentication token from respond body
print ("Authenticaton Token: " + response["response"] ["serviceTicket"])

I—RELELUCTHERITLEY, MDD R THiALT < ET,

BEX C:\Windows\System32\cmd.exe — O W

BHTEITZWET, REST APl 2—/L %17\, APIC-EM /B IfE #H A Bif5 9% Python =—FR
LR LELTZ, RDAT T TlE, Ry T —7 T34 2% APIC-EM DA LU R YRR
BIRL, ZOT NAATEITIN TCWDARETTGLTE LT 7AW T 5T 7V r—a
VEERRLET,



AT w7 4:Python 7SV r—ar

ZDAT YT TIE, Ry NI =2 TAAZRIPOERELTGL 77 AMRAFT T 7V r—=
VEVERRLET, T8 AL APIC-EM DA >R URRSEIRUET,

APl 2— LEELATICIE, EOAV Y REFER T 50, oL DI F AV 7 = ANIE O
L BT D ERHVET, AL, APIC-EM @ APl K= A |
(http://devnetapic.cisco.com/ [#zE]) Z#Z ML TIZEW,

TR T AT U —ar Tl [ XU R (Inventory) | B7 L a T/ L —F{bEN T
W5 APl 2— V&2 B AL ET, S THNEEMERL TRV TLEEW,

[ APIC-EM-SWAGGER-UI x

<« C  [3 devnetapic.cisco.com/#/ w Y O q] =

APIC-EM GA2 Release

Services
File
Flow Analvsis
IP Geolocation Inventory
IP Pool Manager
Identitv-Manager APIC-EM Service AP based on the Swagger™ 1.2 specification
| [nventory|
etwork Liscovery
Network Plug and Play
PKI Broker Service
Policy Administration
Role Based Access Control
Scheduler
Task
Topology
Visibility

TV —ar R T AYEM S TEELT,

o HNT, BIDOAT Y7 Da—Rzar’—L T, BAEICEWLET, RO TIL,
APIC-EM @ URL 7RV A% 1 DO/ ELTHEHATHZET, APIC-EM 22 ha—7
MORASLT-REN—2 o NIRESNE T, IS h—2 03, oS cE S, &
Bi7p API 22— /LM TN ET,

e def get token(url):

. api call ="/ticket"


http://devnetapic.cisco.com/

#Payload contains authentication information
payload = { "username": "admin", "password": "Clscol2345" }

# Header information
headers = {"content-type" : "application/json"}

# Combine URL, API call variables
url +=api call

response = requests.post(url, data=json.dumps (payload),
headers=headers, verify=False) .json()

# Return authentication token from respond body
return response["response"] ["serviceTicket"]

WIT, 2 >DOF ¥, FRiEM—22 . APIC-EM @ URL 7 RL A% ffi L T, APIC-EM 7>
5 (GET) AU MIERABIS T H8 LO B AER L £4, BUSLZIEwIL. 5
LT EEIZ s TN ZI T EINET, IAIORETIX, — B LT SAAD ID 3
RSNET,

def get device id(token, url):

#Define API Call
api call = "/network-device"

#Header information
headers = {X-AUTH-TOKEN" : token}

# Combine URL, API call variables
url +=api _call

response = requests.get (url, headers=headers, verify=False).Jjson()

#Iterate over the response and find first device with access role.

#Return ID number of the first device matching the the "if’ statement

for item in response|['response']:

if item['role'] == 'ACCESS':
return item['id']

AR, BTD 2 DOBIEUT I TRENTAEZAEH LT, FrEDT /A ZADBR iE & Y
B, 77 AVCESARET, TOTDIZ, 3 >O5 ¥ GRFFN—2, APIC-EM O
URL 7RL A Xy T —2 T34 2D 1D) Z BHHT LB AR L . APIC-EM (27
TYEATH>CT NAADREL T T DUNERHVES,
def get config(token, url, id):

#Define API Call.To get specific device's configuration

#we will need to add device's ID in the API call

api call = "/network-device/" + id +"/config"

#Header information



. headers = {"X-AUTH-TOKEN" : token}

° # Combine URL, API call variables

. url +=api call

) _

o response = requests.get (url, headers=headers, verify=False) .json/()
[ ]

L #Create a file in present working directory
. file = open('access host 1l.txt', 'w')

[ ]

. #Write response body to the file

° file.write(response['response'])

[ ]

. #Close the file when writing is complete

° file.close ()

VLET, 3 _XTOREBDPMERSNIZDOT, ZhbaEld £, a—RITROIIITRY
\jz‘a‘o

#import modules
import requests
import json

#Disable warnings
requests.packages.urllib3.disable warnings ()

# Variables
apic_em ip = "https://198.18.129.100/api/v1"

def get token (url):

#Define API Call
api call ="/ticket"

#Payload contains authentication information
payload = { "username": "admin", "password": "Clscol2345" }

#Header information
headers = {"content-type" : "application/Jjson"}

#Combine URL, API call and parameters variables
url +=api call

response = requests.post (url, data=json.dumps (payload), headers=headers,
verify=False) .json()

# Return authentication token from respond body
return response["response"] ["serviceTicket"]
def get device id(token,url):

#Define API Call
api call = "/network-device"



#Header information
headers = {"X-AUTH-TOKEN" : token}

# Combine URL, API call and parameters variables
url +=api _call

response = requests.get (url, headers=headers, verify=False).json()

#Iterate over the response and find first device with access role.
#Return ID number of the first device matching the criteria
for item in response|['response']:
if item['role'] == 'ACCESS':
return item['id']

def get config(token, url, id):

#Define API Call.To get specific device's configuration
#we will need to add device's ID in the API call
api call = "/network-device/" + id +"/config"

#Header information
headers = {"X-AUTH-TOKEN" : token}

# Combine URL, API call variables
url +=api call

response = requests.get (url, headers=headers, verify=False).json()

#Create a file in present working directory
file = open('access host 1.txt', 'w')

#Write response body to the file
file.write (response|['response'])

#Close the file when writing is complete
file.close()

#Assign obtained authentication token to a variable.Provide APIC-EM's URL
address
auth token = get token(apic_em ip)

#Assign obtained ID to a variable.Provide authentication token and APIC-EM's
URL address
device id = get device id(auth_token, apic_em ip)

#Call get config() function to obtain and write device's configuration to a
file.

#Provide authentication token, APIC-EM's URL address and device's ID

get config(auth token, apic _em ip, device id)

o EfOa—R%3E—LT, Python 77 AL EL TRAELET,



untitled

"content-type" : "application/json”,

"X-AU
B save As

T+~ <« Users » armartirosyan > DevNet Express > 1ab05 v O Search lab03

. Organize »  New folder
url -api_call < !

B*  Name Date modified Type

response reques

@ code_from_postman.py 07-Sep-16 02:46 Pythen File
2 our_code.py 08-Sep-16 14:26 Python File

file = open( acc

item respo
file.write(i

File name: | EFRETTS]

Save as type: | Python (*py:*.rpy;".pyw;*.cpy;*.SConstruct".Sconstruct;* sconstruct;*.SConscript; " gyp; " gypi)

file.close()

~ Hidle Folders Cancel
auth_token - get toke

device_id - get_device_id(auth_token, apic_em)

get config(auth token, apic em, device id)
O Line 75, Column 64

Spaces: 4

—3 L U4 R ZBRE, Python Z—R MRS TWDT AL 7B EIL £7,
py -3 our app.py £/2I¥ python our app.py avREFEITLC TV —arw
BEILES, TN THIELGHATINDE, IR BT LW B T IR ERRSILE
T, ZHUX, I RFROFEITHIC=T — DN AELR -T2 28R LET,

3
¥
£

:\Usersharmartirosyan\DevNet Express’lab05=py -3 our_app.py

‘armartirosyan‘\DevhNet Express’lab05>

75(@:5"“:’}71/ '7/(\/]\\“7(“‘72‘11/5’\\@ V\]E%ﬁfg%%}%bij—o access host 1.txt (11
VO RTIDFTLNT 7 AL TETWDILT TT, ZO77AUXT 7V r—Tailds
TR ST DT,



5

imber

T ANVDRNEEHERTHINTATBEDOTIF AN =7 4 ZEFHLTTHF AN 77 AV
BN, T7ANVDONEEZ—IF IV T4 RIICH D LET, 22T TR AR =5 44
ZHEHL T 7 AV ONEEHRLUET,

/] 8
“ Home  share  View File Edit Selection Find View Goto Tools Project Preferences Help
« 3 <« Personal Drive () » Users » armartf access_host_1.bd
%7  Mame - g
B access host 1t Building configuration...
7 code_from_postman.py _ . . S
= Current configuration : 8228 bytes
our_app.py >
N 7 our_code.py ! 3 3
L I Last configuration change at 18 47 UTC Tue Jul 5 2016
E I NVRAM config last updated at 1 3 UTC Tue Jul 5 2016
!
version 15.2
& service config
no service pad
service timestamps debug datetime msec
@ service timestamps log datetime msec
& no service password-encryption
!
i hostname AHEC-2968C1
b !
[~ boot-start-marker
M boot-end-marker
J
b username XXXXXX
¥ no aaa new-model
[ system mtu routing 1500
- !
3 !
!
!
!
* 11
4items 1 item selected 4 & Line 1, Column 1 Tab Size: 4 Plain Text

TV —ay INIELSBEREL TW\DZED DI ET,



TV —arDikE

17 7 A/VAZIE, access_host_1.txt LWVIOARTEMITHEVE | BEZBUFLIZT /A AD
IRANGZANT DIEDI DRIV E T, SHIZT 7 ANV AT ERZZ N HZE T, i
EDRVDEAFSNERBNRVES, ZOFET, Iy b —I RO IENEG TNy
IT 9T T ANEEIDTIERRL . T e LB EHAD =X LELTHEHAL T, FEDRFTH
EDT NARNZE DI RIER BT R TEET,

O EEERT DT, A= L EETOMERHVET,

1. datetime & re D2 DDHFHLWVEY 2—LE AR —h FT, re T 2—/LELT /34
ADRA DAL datetime £ = — /L TIEHAED H AT LB S D,
T 7 ANENIHA DABR L T AN T HZENTEET,

#Import necessary modules
import requests

import Jjson

import datetime

import re

get config() BAAEAZHL C, TAADKRANMEREL, 771V 4% BHIOE
ICEELET, T AAADRANMZ TG T 5 HIETEEHVET 2, ERRBIEERK
TOHENRGRRI T, BHEINZFEEITRO IR ET,

8. def get config(token, url, id):

N oUW

9.

10. #Define API Call.To get specific device's configuration

11. #we will need to add device's ID in the API call

12. api call = "/network-device/" + id +"/config"

13.

14. #Header information

15. headers = {"X-AUTH-TOKEN" : token}

16.

17. # Combine URL, API call variables

18. url +=api call

19.

20. response = requests.get (url, headers=headers, verify=False).json()

21.

22. #Find the hostname in the response body and save it to a hostname
variable

23. hostname = re.findall ('hostname\s(.+?)\s', response['response']) [0]

24,

25. #Create a date time variable which will hold current time

26. date time = datetime.datetime.now ()

27.

28. #Create a variable which will hold the hostname combined with the
date and time
29. #The format will be hostname year month day hour.minute.second
30. file name = hostname + ' ' + str(date time.year) + ' ' +
str(date time.month) + ' ' + str(date time.day) + ' ' +
str(date time.hour) + '.'+ str(date time.minute) + '.'+
str(date_ time.second)
31.
32. file = open(file name+'.txt', 'w')



33.

34. #Write response body to the file

35. file.write(response|['response'])

36.

37. #Close the file when writing is complete

38. file.close()
39. ZZC Python AV MM EREHLZMZ T, 23— REHEFITLET,

BOTEITENWET, TAAMADREL NI T T LTI 7 AMMRIET DT TV r—ay
TRtk L ELTZ,
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