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Switch Compatibility with Stonesoft Cluster Products
About Switches and Stonesoft Cluster Products

This document gives an overview of certain special considerations that need to be taken into 
account when using switches in combination with Stonesoft�s cluster products, such as StoneGate 
firewall cluster, StoneBeat FullCluster, SecurityCluster and WebCluster.

To present an exhaustive view of all different switches available on the market is next to 
impossible. Even among switches of the same brand, all may not behave in the same manner. 
Specifying which model is used does not fully solve the issue either. Namely, the behavior depends 
also on the exact software version being used. With modular switches, even the different modules 
you have installed may change the way they operate. 

Consequently, any switch specialist typically knows in detail only a few models with the latest 
software versions. Therefore, Stonesoft cannot claim to have a fully knowledgeable view of all the 
switches of the current market. However, we can specify recommended features and settings for a 
switch to be compatible with Stonesoft�s cluster products.

Reasons for selecting among switches
There are many possible reasons for selecting a specific switch. Among the most typical reasons, 
one can mention: current switch installation, requirements for special features, availability of in-
house expert on the switch, costs, performance, or number of ports. The use of clustering 
products sets some specific requirements for the switch. Instead of listing and testing each 
possible switch, software and module combination, Stonesoft focuses on specifying the 
functionality required from the switch to work correctly with its products. It is up to the switch 
manufacturer or reseller to indicate if a switch can fulfill them or not.

Aware that not even switch vendors always know all the features, Stonesoft has tested some 
switches with the clustering products it offers. Example configurations for these products can be 
found through the links in section �Tested switches with configuration examples� on page 7. Using one of 
these tested configurations is the most simple solution for anyone with a Stonesoft cluster 
product. Stonesoft acknowledges that there are many other switches on the market than the ones 
tested. In addition to the tested switches, some less detailed information about other switches is 
available in section �Other switches� on page 7. This information does not include the full example 
setup for the switch. 
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Stonesoft does not require from its customers to use the tested switches. Our examples of switch 
configuration, nevertheless, give an idea of what should be done as regards the configuration. Any 
specialist on a switch model can use these examples as additional information when configuring a 
switch. Even when you are using switches tested to be compatible with Stonesoft�s products, we 
recommend you to consult your local switch expert.

Network performance and reliability issues
Switches do have an impact on the performance and reliability of networks. Connecting switches 
to cluster devices is not the only aspect. There are several switch features that should be taken into 
consideration. The following are the basic questions to ask: 

� How should one select the ports used for maximum throughput? 
� Are there any known conflicts when port is set to auto-negotiation?
� How to protect the settings of the switch against unauthorized changes? 
� How to set up the optimal topology and spanning tree? 
� How well the VLANs are separated? 

In case of high requirements in terms of throughput and reliability, the main task of the switch 
expert is to verify such issues. Even if Stonesoft is involved in several projects with high 
requirements for network reliability, we do not claim to know all details concerning any switch of 
the market. Our support organization relies primarily on experts with Stonesoft products, not 
experts with switches.

Unicast versus Multicast
What is the recommended configuration for a cluster interface: Unicast or Multicast? This is one of 
the most frequently asked questions, but there is no straightforward answer. Typically, the 
selection depends on the network environment. The recommended configuration does not even 
have to be the same for all interfaces of the cluster. Some products, with multiple interface 
support, can use different modes on each interface. Selecting the operating mode of the interface 
depends of the requirements of the connected network segment. The configuration varies 
primarily with the switches used in that network segment. All Stonesoft clustering products can be 
configured with the following MAC address modes:
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1. Unicast MAC: In this mode, all cluster nodes have the same unicast MAC address on the 
corresponding interface. This is the recommended mode, whenever the environment supports 
it. It can be used with hubs and with some switches, too. The switches need some configuration 
when this mode is selected. The requirement for switches is that they should be able to send 
packets with a specified unicast MAC address to a predefined set of ports at the same time (as 
opposed to one port, which is the typical default).

2. Multicast MAC: In this mode, each cluster node has its own unicast MAC address and, in 
addition to that, a shared multicast MAC address is available to all nodes. The main reason for 
selecting the multicast MAC mode is that not all switches are able to work in unicast mode with 
cluster products. However, most of the switches can be used in this mode. 
When this mode is selected, there are some issues that you should take into account:
� Some devices (e.g., Cisco routers) do not trust ARP replies, which specify a multicast MAC. 

To solve this issue, you must define a static ARP entry for the cluster IP in the router.
� Using multicast may sometimes prevent the node from learning the MAC address of a 

device, such as a Cisco router. To solve this issue, you must add a static ARP entry for the 
router IP address in the cluster nodes.

� Although it is not very common, some switches, hubs and other devices reply to all ICMP-
ECHO-requests, which arrive with multicast MAC. Usually, this happens only, when a hub 
which is capable of having its own IP address, does not have one specified in its 
configuration. It has no effect on the actual network traffic. The main issue is that it may be 
confusing if ping is used to test connectivity.

� Routers using HSRP or VRRP protocols are sometimes listening to all multicast traffic 
instead of listening only to the one related to the protocol. As a side effect, they reroute the 
packets back to the network. Packets are also multiplied. You can solve this situation in one 
of the following ways:

• Configure the switch to send this traffic only to cluster ports.
• Use access control lists (ACL) on the routers to drop incoming packets with the 

cluster MAC.
• Update the router software to a version that does not have this problem (if 

available).
� Some switches have limits on multicast traffic. To solve this issue, you must remove the 

limiter by changing the switch configuration.
� There are some devices which are unable to use multicast MAC. To solve this issue, you 

need to use unicast configuration.
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Multicast options
Multicast configuration can be further divided into three different options as detailed below: 

� Multicast with flooding: This is the default mode, in which the switches are not configured at 
all. The traffic goes to all ports in the same VLAN. If the size of the VLAN is small, this 
may be acceptable. With larger VLANs, this may cause switch performance problems.

� Multicast with static destination port settings: In this mode, the switches are configured to limit 
the multicast traffic with a given MAC address to some predefined ports. Whenever 
switches support this setting, it is the preferred mode. 

� Multicast with IGMP: In this mode, the switches are configured to send multicast traffic to 
only the ports, where they have received IGMP host membership report messages 
corresponding to the MAC address used. This mode can be used with switches that do not 
support static destination port settings, but do have IGMP v.2 support. To use this mode, 
select the multicast MAC with IGMP as the mode on the cluster nodes and enable IGMP 
snooping on the switch. Dynamic switch settings may override static ones, for example 
when using IGMP snooping.

Note: When using multicast, all switches located in the same LAN must be configured. With unicast, 
configuration is needed only on switches, which are directly connected to the cluster nodes. In case the 
LAN involves several sorts of switches, it is recommended to use a unicast configuration.

Different types of network devices
Several types of networking devices can be implemented in switched network environments. Their 
operating mechanisms may be the source of configuration limitations when used in combination 
with clustering products.

� Hubs - These devices can be used with clustering products. Note, however, that hubs can 
cause traffic bottlenecks.

� Switching hubs, �smart hubs� - These devices are between switches and hubs. Typically, they 
do not work with clustering products.

� Switches - Most of these devices can be used with clustering products, but different types of 
data link layer (layer 2) addressing solutions are in use, as described in this document.
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� Switch routers, switches with routing module, L3 switches - Some of these devices make extra 
assumptions between layer 2 and layer 3.

Switch Configurations

This document provides links to a number of configuration examples. All examples of switch 
configuration concern only issues directly related to the clustered services. Before consulting the 
examples, you should check with your own switch expert, whether there are any conflicting 
configuration requirements in your network environment. Each switch type and software version 
have specific requirements. Some switches are known to have problems with auto-negotiation of 
link speed and link mode when connected to certain operating systems or other switches. The way 
ports are selected may impact on the performance of the switch. There might be other devices 
connected to the switches which require special configuration. Their configuration may conflict 
with the presented examples. 

The examples have been tested with the switch software version listed. Please note that there is a 
possibility that other software versions may behave differently. 

General considerations on VLANs
Even if the examples are based on a configuration where the VLANs of the same switch are used 
in different segments connected to the firewall, it does not mean that we recommend such a 
practice. However, we recognize that there are situations where using VLANs is required. The 
example with VLAN describes the configuration needs from a cluster support point of view for 
both VLAN and non-VLAN implementations.

When using VLANs, several aspects must be taken into consideration by your local switch expert. 
There are switches in which VLANs are only designed to limit broadcasts. There are switches in 
which they are designed as a safety feature. If you plan to use VLANs as a separation of firewall 
segments, the following issues must be verified:

� Are the VLANs really isolated? There are switches, in which sending traffic to another 
VLAN only requires the knowledge of the correct MAC address.

� Is the VLAN implementation safe? There are implementations, which trust 802.1Q VLAN 
tag without checking its validity on a given port. Some implementations even trust this tag 
from a port that is not defined to use multiple VLANs.
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� What is the protection level of switch management? Especially if it is possible to modify 
VLAN settings using network connection.

Some switches are not safe by design. The safety of switch design may additionally differ from one 
software version to another. Some switches need skilled administrators to set all features in a safe 
way. Specifying if a given switch for a given software version is safe and what is the exact 
configuration can only be handled by a switch expert. Stonesoft does not recommend the use of 
any particular switch or any given configuration regarding the security of VLANs.

Tested switches with configuration examples
The following switches are tested with Stonesoft�s cluster products:

� Cisco Catalyst 2900 Series XL (unicast and static multicast configuration)
� Cisco Catalyst 2948G (static multicast configuration)
� Cisco Catalyst 3500 Series XL (unicast and static multicast configuration)
� Cisco Catalyst 5000, 5500 and 6500 Series (static multicast configuration).

Configuration examples are available for these switches in Stonesoft Web site at http://
www.stonesoft.com/document/art/1222.html.

Other switches
We can also provide a list of other switches that are known to be used with Stonesoft�s cluster 
products. However, we cannot provide detailed configuration examples for these switches. Yet, for 
each switch, we can state whether it is known to work in a particular mode or not, and whether 
there are any special considerations. Once again, you should consult your switch expert for further 
information.

Product Unicast mode Multicast with static ports Multicast with IGMP

Nortel BayStack 450 N/A

Separate VLAN for the cluster 
interfaces required. Otherwise, traffic 
with multicast MAC will be flooded to 
all ports.

IGMP snooping is supported, and 
traffic is directed to only those ports 
that receive IGMP messages from the 
cluster.

Nortel Business Policy 
Switch 2000 N/A

Separate VLAN for the cluster 
interfaces required. Otherwise, traffic 
with multicast MAC will be flooded to 
all ports.

N/A
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Nortel Passport 1200 N/A
Features Multicast MAC Filtering, 
which allows for statically defined 
multicast groups.

N/A

Nortel Passport 8100 N/A

Separate VLAN for the cluster 
interfaces required. Otherwise, traffic 
with multicast MAC will be flooded to 
all ports.

N/A

Nortel Passport 8600 N/A

Separate VLAN for the cluster 
interfaces required. Otherwise, traffic 
with multicast MAC will be flooded to 
all ports.

N/A

Product Unicast mode Multicast with static ports Multicast with IGMP
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About the Stonesoft Corporation

Stonesoft Corporation, founded in 1990, is a worldwide software company, with international headquarters in Helsinki,
Finland; Americas headquarters in Atlanta, Georgia; and Asia Pacific regional headquarters in Singapore. Stonesoft pro-
vides enterprise-level network security and high availability clustering technology for companies deploying business-criti-
cal network applications on Internet and mobile servers. Stonesoft�s StoneGate� is a firewall and VPN solution
providing advanced security, dynamic load balancing and high availability. StoneBeat® clustering products provide the
same functionality for third-party firewalls, Web, content scanning, domain name and cache servers in wired and wireless
environments. All of Stonesoft�s solutions are designed to Enable the Secure, Highly Available EnterpriseSM.

Trademarks and Patents

StoneGate is a trademark of Stonesoft Corporation. Multi-link technology, multi-link VPN, and the StoneGate clustering
technology�as well as other technologies included in StoneGate�are protected by pending patent applications in the
U.S. and other countries. All other trademarks or registered trademarks are property of their respective owners.
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any problems with the documentation, please report them to us in writing. Stonesoft Corporation does not warrant that
this document is free of errors. Statements contained in this text�other than historical information�include forward-
looking statements, are based on current expectations, and involve risks and uncertainties.

Revision: TECN1-SG/SB- 11/02/03

International Headquarters
Stonesoft Corp.
Itälahdenkatu 22a
FIN-00210 Helsinki, Finland
+358-9-4767 11 tel.
+358-9-4767 1234 fax.
info.emea@stonesoft.com

Business ID: 0837548-0
VAT number: FI08375480

Americas Headquarters
Stonesoft Inc.
115 Perimeter Center Place
South Terraces, Suite 1000
Atlanta, GA 30346
770 668-1125 tel.
770 668-1131 fax.
info.americas@stonesoft.com

Asia Pacific Headquarters
Stonesoft Corp.
90 Cecil Street #11-01
069531 Singapore
+65 63251390 tel.
+65 63251399 fax.
info.asiapacific@stonesoft.com


	About Switches and Stonesoft Cluster Products
	Reasons for selecting among switches
	Network performance and reliability issues
	Unicast�versus�Multicast
	Multicast options
	Different types of network devices

	Switch Configurations
	General considerations on VLANs
	Tested switches with configuration examples
	Other switches


