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Use Shrew Soft VPN Client to connect
with IPSec VPN Server on RV130 and
RV130W

Objective

[PSec VPN (Virtual Private Network) enables you to securely obtain remote

resources by establishing an encrypted tunnel across the Internet.

The RV130 and RV130W work as [PSec VPN servers, and support the
Shrew Soft VPN client.

Make sure to download the latest release of the client software.

e Shrew Soft (https://www.shrew.net/download/vpn)

Note: To be able to successfully setup and configure the Shrew Soft VPN
client with an IPSec VPN server, you need to first configure the IPSec VPN
server. For information about how to do this, refer to the article
Configuration of an [IPSec VPN Server on RV130 and RV130W.

The objective of this document is to show you how to use the Shrew Soft
VPN client to connect with an IPSec VPN Server on the RV130 and
RV130W.

Applicable Devices

e RV130W Wireless-N VPN Firewall
e RV130 VPN Firewall

System Requirements

e 32 or 64-bit systems


https://www.shrew.net/download/vpn
http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4990

e Windows 2000, XP, Vista or Windows 7/8

Topology

A top level topology is shown below illustrating the devices involved in a

Shrewsoft client to site configuration.
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A more detailed flowchart illustrating the role of DNS servers in a small
business network environment is shown below.
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e v1.0.1.3
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IPSec VPN Setup and User Configuration

Step 1. Log in to the web configuration utility and choose VPN > IPSec VPN
Server > Setup. The Setup page opens.

Setup
Server Enable: J
MAT Traversal: Dizabled Edit
Phase 1 Configuration
Pre-Shared Key: Testkey
Exchange Mode: Main -
Encryption Algorithm: DES -
Authentication Algorithm: MDS -
DH Group: Group1 (758 bit)
IKE SA Life Time: 3600 Seconds (Range: 30 - 35400, Default: 3600)
Phase 2 Configuration
Local IP: Subnet «
IP Address: 192.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 2552552550 (Hint: 255.255.255.0)
IPSec SA Lifetime: 28300 Seconds (Range: 30 - 85400, Default: 23800}
Encryption Algorithm: DES -
Authentication Algorithm:  MDS -
PFS Key Group: ¥| Enable

DH Group:

Group 1(783 bit)

| Save | | Cancel

Step 2. Verify that the IPSec VPN Server for the RV130 is properly
configured. If the [PSec VPN Server is not configured or misconfigured,
refer to Configuration of an [PSec VPN Server on RV130 and RV130W and

click Save.


http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4990

Setup

Configuration settings have been saved successfully

Server Enable:

MNAT Traversal:

Phase 1 Configuration

Pre-Shared Key:
Exchange Mode:

Encryption Algorithim:

Authentication Algarithm:

DH Group:

IKE A Life Time:
Phase 2 Configuration

Local IP:

IP Address:
Subnet Mask:
IPSec SA Lifetime:

Encryption Algarithm:

Authentication Algarthm:

PFS Key Group:

DH Group:

<

Testkey

Mlain -
DES -
WD5 -

Groupl (763 bit) -

3600 Seconds (Range: 30 - 86400, Default: 3600}
Subnet -

192.168.1.0 (Hint: 1.2.3.4)

2B52E5.2550 {Hint: 255 255,285 0)

28800 Seconds (Range: 30 - 86400, Default: 23500)
DES -

MD5 -

4| Enable

Group 1(768 bit)

| Save ‘ |

Cancel

Note: The above settings are an example of an RV130/RV130W [PSec VPN
Server configuration. The settings are based on the document,
Configuration of an IPSec VPN Server on RV130 and RV130W, and will be

referred to in subsequent steps.

Step 3. Navigate to VPN > IPSec VPN Server > User. The User page

appears.


http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4990

[1 Mo data to display

[ AddRow |[ Edi [[ Delete

Step 4. Click Add Row to add user accounts, used to authenticate the VPN
clients (Extended Authentication), and enter the desired Username and
Password in the fields provided.

Step 5. Click Save to save the settings.

VPN Client Configuration

Step 1. Open Shrew VPN Access Manager and click Add to add a profile.

" VPN Access =
File Edit Wiew Help

| & [c; E=

Ldd taodify  Delete
e

The VPN Site Configuration window appears.



— m B
VPN Site Canfiguration =

General ||:Iient I MHame Rezolution | Authenticatic) * | *

R emote Host

Host Mame or [P Address Port

| 500
Auto Configuratian ike config pull v]
Local Host

| Adapter Mode

IJze a wirtual adapter and assigned address -

MTU Obtain Automatically
1320 Address

Metmaszk

[ Save ” Cancel ]

Step 2. In the Remote Host section under the General tab, enter the public
Host Name or IP Address of the network you are trying to connect to.

General ||:Iient | Mame B ezolution I Authenticatc) * | ¢

Femote Host
Haost Mare ar [P Address Part

Gt 500)

Auta Configuration [ike canfig pull v]

Local Host
Adapter Mode

Ilze a wirtual adapter and azsigned addrezs -

RATLI Obtain Autornatically
1320 Address

Metmaszk,

[ Save J [ Cancel



Note: Ensure that the Port number is set to the default value of 500. For
the VPN to work, the tunnel uses UDP port 500 which should be set to
allow ISAKMP traffic to be forwarded at the firewall.

Step 3. In the Auto Configuration drop-down list, choose disabled.

VPN Site Configuratic et

General | Client I M ame Fezolution | Authenticatic) * | ¢

R emote Host
Hozt Mame ar IP Address Fart
Pl iy a00

Auto Configuration ike config pull

Local Host ke config pull
ike config push

Adapter Mode dhop over ipzec

Uze a wirtual adapter and azsigned addresz -

MTU Obtain Automatically
1380 Address

Metmaszk

[ Save ][ Cancel ]

The available options are defined as follows:

e Disabled — disables any automatic client configurations.

¢ IKE Config Pull — Allows setting requests from a computer by the
client. With the support of the Pull method by the computer, the
request returns a list of settings that are supported by the client.

e IKE Config Push — Gives a computer the opportunity to offer settings
to the client through the configuration process. With the support of
the Push method by the computer, the request returns a list of
settings that are supported by the client.

e DHCP Over IPSec — Gives the client the opportunity to request
settings from the computer through DHCP over IPSec.

Step 4. In the Local Host section, choose Use an existing adapter and
current address in the Adapter Mode drop-down list.



= [ em ]
VPN Site Configuratic . |

General | Client I M ame Rezolution | Authenticatic) * | ¢

R emote Host
Haost Mame ar [P Address Part
pnrafe iy a00

Auta Configuratian dizabled -

Local Host
Adapter Mode

rUse a wirtual adapter and azzigned addresz -

I1ze a wirtual adapter and azsigned address
Ilze a wirtual adapter and randorn address
exizting adapter and curent address

Metmaszk

[ Save ][ Cancel ]

The available options are defined as follows:

e Use avirtual adapter and assigned address — Allows the client to use
a virtual adapter with a specified address as the source for its IPsec
communications.

e Use avirtual adapter and random address — Allows the client to use a
virtual adapter with a random address as the source for its IPsec
communications.

e Use an existing adapter and current address — Allows the client to
only use its existing, physical adapter with its current address as the
source for its IPsec communications.

Step 5. Click on the Client tab. In the NAT Traversal drop-down list, select
the same setting you configured on the RV130/RV130W for NAT Traversal
in the article Configuration of an IPSec VPN Server on RV130 and RV130W.



http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4990

VPN Site Configuratio et

General | Client | M ame Fezalution | Authenticatic 4 | ¥

Firewall Qptionz

HAT Traverzal
dizable
enable
force-draft
force-rfc
-cizcn-udn
IKE Fragmentation o 1

b awimum packet size 540 Bytes

Other Dptionz
Enable Dead Peer Detection
Enable 1SAKMP Failure Matifications

Enable Chent Login B anner

[ Save ][ Cancel ]

The available Network Address Translation Traversal (NATT) menu
options are defined as follows:

e Disable — The NATT protocol extensions will not be used.

e Enable — The NATT protocol extensions will only be used if the VPN
Gateway indicates support during negotiations and NAT is detected.

e Force-Draft — The Draft version of the NATT protocol extensions will
be used regardless of whether or not the VPN Gateway indicates
support during negotiations or NAT is detected.

e Force-RFC — The RFC version of the NATT protocol will be used
regardless of whether or not the VPN Gateway indicates support
during negotiations or NAT is detected.

e Force-Cisco-UDP — Force UDP encapsulation for VPN clients without
NAT.

Step 6. Click on the Name Resolution tab, and check the Enable DNS check
box if you want to enable DNS. If specific DNS settings are not required for
your site configuration, uncheck the Enable DNS check box.



Client | MName Resolution | Authentication | Phase ¢ | *

DNS | Spiit DNS | WiNS |

&nable OMS Ohtain Automatically
Server Address #1

Server Address #2

Server Address #3

Server Address #4

Ohtain Sutormatically
DMS Suffis

Step 7. (Optional) If your remote gateway is configured to support the
Configuration Exchange, the gateway is able to provide DNS settings
automatically. If not, verify that the Obtain Automatically check box is
unchecked and manually enter a valid DNS Server Address.

Client | Name Resolution | Authentication | Phase ¢ | *

DNS | wiINS

Enable OMNS EI btain Automatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DMS Suffis

[ Save ] [ Cancel




Step 8. (Optional) Click on the Name Resolution tab, check the Enable
WINS check box if you want to enable the Windows Internet Name Server
(WINS). If your remote gateway is configured to support the Configuration
Exchange, the gateway is able to provide WINS settings automatically. If
not, verify that the Obtain Automatically check box is unchecked and
manually enter a valid WINS Server Address.

VPN Site Configuratio et S

Client | MName Resolution | Authentication | Phase ¢ | *

[DNS | Split DNS | WINS |

@E rable NS Obtain Autamatical

[ Save H Cancel ]

Note: By providing WINS configuration information, a client will be able to
resolve WINS names using a server located in the remote private network.
This is useful when attempting to access remote windows network
resources using a Uniform Naming Convention path name. The WINS
server would typically belong to a Windows Domain Controller or a Samba

Server.

Step 9. Click on the Authentication tab, and select Mutual PSK + XAuth in
the Authentication Method drop-down list.



VPN Site Configuratio et S
| Cliert | M ame Hesnlutiu:un| Authentication | Phage 4 | *

Authentication Method | Mutual PSE + =auth v]

; Hubrid RSA + *Auth
Lacalldentity | Remot Hybid GRP + Hauth
butual BSA + =ALth
Identification Tepe  NEITREREE 0T

hutual BSa
|IP Address Bt Pk

Addrezs Shing

Uze a dizcovered local host address

The available options are defined as follows:

e Hybrid RSA + XAuth — The client credential is not needed. The client
will authenticate the gateway. The credentials will be in the form of
PEM or PKCS12 certificate files or key files type.

e Hybrid GRP + XAuth — The client credential is not needed. The client
will authenticate the gateway. The credentials will be in the form of
PEM or PKCS12 certificate file and a shared secret string.

e Mutual RSA + XAuth — Client and gateway both need credentials to
authenticate. The credentials will be in the form of PEM or PKCS12
certificate files or key type.

e Mutual PSK + XAuth — Client and gateway both need credentials to
authenticate. The credentials will be in the form of a shared secret
string.

e Mutual RSA — Client and gateway both need credentials to
authenticate. The credentials will be in the form of PEM or PKCS12
certificate files or key type.

e Mutual PSK — Client and gateway both need credentials to
authenticate. The credentials will be in the form of a shared secret

string.



Step 10. In the Authentication section, click on the Credentials sub-tab and
enter the same pre-shared key you configured on the IPsec VPN Server
Setup page in the Pre Shared Key field.

| Cliert I M ame Hesu:ulutiu:-n| Authentication | Phage 4 | *

Authentication kethod [Mutual PSE. + #auth v]

| Lacal |dertity | Remate Identit_l,l| Credentials

Server Certificate Autarity File

Client Certificate File

Client Private K.ey File

_E're Shared ke

=

[ Save J[ Cancel ]

Step 11. Click on the Phase 1 tab. Configure the following parameters to
have the same settings that you configured for the RV130/RV130W in Step

2 of the IPSec VPN Server User Configuration section of this document.



Mame Rezolution .ﬁ.uthenticatiunl Phasze 1 I Pha:| * | *

Propogal Parameters
Exchange Type mair )
[OH Exchange gravp 1 -
Cipher Algarithm des A
Cipher F.ey Length Bitz
Hash Algorith ol - ]]
Kew Lite Time lirnit [ 3E00 Secs
K&y Life Data lirnit 0 Khytes
[] Enable Check Point Compatible Yendar 1D

[ Save H Cancel ]

The parameters in Shrew Soft should match the RV130/RV130W
configurations in Phase 1 as follows:

e “Exchange Type” should match “Exchange Mode”.

e “DH Exchange” should match “DH Group”.

e “Cipher Algorithm” should match “Encryption Algorithm”.

e “Hash Algorithm” should match “Authentication Algorithm”.

Step 12. (Optional) If your gateway offers a Cisco compatible vendor ID
during phasel negotiations, check the Enable Check Point Compatible
Vendor ID check box. If the gateway does not, or you are unsure, leave the
check box unchecked.



Mame Rezolution | .ﬁ.uthenticatiunl Phasze 1 I Pha:| * | *

Propogal Parameters

Exchange Type [ mair

[OH Exchange [ gravp 1

Cipher Algarithm [ des

Cipher F.ey Length

Hash Algorithm | md5

Kew Lite Time lirnit 3E00 Secs

K&y Life Data lirnit 0 Khytes

(D Enable Check Paoint Compatible Yendor ID )

Save H Cancel ]

Step 13. Click on the Phase 2 tab. Configure the following parameters to
have the same settings that you configured for the RV130/RV130W in Step
2 of the IPSec VPN Server User Configuration section of this document.

| Authentication | Phaze 1 | Fhaze 2 | Palicy |

Propozal Parameters

Transfarm Algarithnm {esp-des

Tranzform ey Length

HMAL lgarithm lIde -]
| |

PFS Exchange gravp 1 TJ

Comprezs Algorithm [ dizabled - ]

k.ey Life Time limit 288000 Secs

K.ey Life Data limit 0 Khbytes




The parameters in Shrew Soft should match the RV130/RV130W
configurations in Phase 2 as follows:

e ‘“Transform Algorithm” should match “Encryption Algorithm”.

e “HMAC Algorithm” should match “Authentication Algorithm”.

e “PFS Exchange” should match “DH Group” if PFS Key Group is enabled
on the RV130/RV130W. Otherwise, select disabled.

e “Key Life Time limit” should match “IPSec SA Lifetime”.

Step 14. Click on the Policy tab and select require in the Policy Generation
Level drop-down list. The Policy Generation Level option modifies the level
in which [Psec Policies are generated. The different levels provided in the
drop-down list map to [Psec SA negotiation behaviors implemented by
different vendor implementations.

VPN Site Configuratio et S
| Authentication | Phase 1 I Phaze 2| Policy 1]t

|IPSEC Palicy Configuration

Policy Generation Level

[] Maintain Persistent Securi auto
require

Obtain Topology Automaticd unique

zhared

Remaote Metwork, Resource

b cdify

[ Save ][ Cancel ]

The available options are defined as follows:

e Auto — The client will automatically determine the appropriate IPsec
Policy Level.

e Require — The client will not negotiate a unique Security Association
(SA) for each policy. Policies are generated using the local public

address as the local policy ID and the Remote Network Resources as



the remote policy ID. The phase2 proposal will use the policy IDs
during negotiation

e Unique — The client will negotiate a unique SA for each policy.

e Shared - Policies are generated at the require level. The phase 2
proposal will use the local policy ID as the local ID and Any (0.0.0.0/0)
as the remote ID during negotiation.

Step 15. Uncheck the Obtain Topology Automatically or Tunnel All
check box. This option modifies the way security policies are configured for
the connection. When disabled, Manual configuration must be performed.
When enabled, Automatic configuration is performed.

VPN Site Configuration e |
| Authentication | Phaze 1 I Phase 2| Falicy | Al

IPSELC Policy Configuration

Folicy Generation Level requine -

[] Maintain Persistent Security Associations
Cﬂ]btain Topaology Autormatically or Tunnel Al

Rermate Netwark Resource

b addify Delete

[ Save ][ Cancel ]

Step 16. Click Add in order to add the Remote Network Resource you want
to connect to. Remote network resources include remote desktop access,

departmental resources, network drives, and secured electronic mail.



| Authentication | Fhaze 1 I Fhasze 2| Falicy | |III|

IPSEC Policy Configuration

Policy Generation Level

[] Maintain Persistent Security Associations

[] Obtain Topalogy Automatically or Tunnel Al

Remote Metwark Resource

b odify Delete

[ Save ” Cancel

The Topology Entry window appears:

Authentication | Fhaze 1 I Fhasze 2| Falicy IE‘I'

IPSEC Policy Configuration

Policy Generation Level

-
Topology Entry

Tupe [Ir‘u::lude

Address

Metmask.

[ Ok “ Cancel ]

b odify Delete

[ Save H Cancel ]

Step 17. In the Address field, enter the subnet ID of the RV130/RV130W.
The address should match the IP Address field in Step 2 of the IPSec VPN
Server Setup and User Configuration section of this document.



Authentication I FPhaze 1 | Phaze 2| Falicy |III|

IPSEC Policy Configuration

Policy Generation Level

gTupDIDg}r Entry
!

Tupe [ Inciude - ]

Addess (1921681 . 0 )

Metmaszk

[ Ok ][ Cancel ]

Madify ||  Dalete

H Cancel ]

Step 18. In the Netmask field, enter the subnet mask for the
RV130/RV130W’s local network. The netmask should match the Subnet
Mask field in Step 2 of the IPSec VPN Server User Configuration section of

this document.

| Authentication I Fhaze 1 | Fhaze 2| Falicy |III|

IPSEC Policy Configuration

Policy Generation Leyvel

gTopDIDg}r Entry
]

Type [ Inciude - ]

Address 152168, 1 . 0
MNetmask  (255.255.255. (] )

[ Ok ][ Cancel ]

Modfy || Delete

[ Save ] [ Cancel




Step 19. Click Ok to finish adding the Remote Network Resource.

Authentication | Phaze 1 I FPhaze 2| Palicy | EI‘

IPSEC Palicy Canfiguratian

Policy Generation Level

gTupDIDgy Entry
!

Type [Ir‘u:lude

Addrezs 192.168. 1 .

Metrnazk 255,256 256 0O

C oD ([ Careel )

Modify || Delete

Save H Cancel ]

Step 20. Click Save to save your configurations for connecting to the VPN
Site.

| Authentication | Phasze 1 I Phaze 2| Folicy EI‘

IPSEC Palicy Canfiguration

Policy Generation Lewvel require -

[] Maintain Persistent Security Associations

[] Obtain Tapalagy Automatically or Tunnel Al

Femaote MNetwark Resource

Lad 192 168.1.0 / 255 28R 2560

Add || Modiy || Deete |

' Save ' Cancel



Step 21. Return to the VPN Access Manager window to select the VPN Site
you configured, and click the Connect button.

File Edit Wiew Help

Add  Modify  Delete

8]

iHidlh

The VPN Connect window appears.

config loaded for site ¥ J5 25 ad

Credentialz

|1zername

Paszwiord

Connect

Step 22. In the Credentials section, enter the username and password of the
account you set up in Step 4 of the IPSec VPN Server User Configuration
section of this document.



Connect | Metwork

config loaded for site " BT DECIELN

Credentialz

| zermame ITestLl e l

Paszwiord luun"

(s Bommeetin |

Connect | Wetwark,

config loaded for zite " LE0 DR TR0

Credentialz

zemame  Testllzer

Pazzword esesssses

‘ Connect ' E wit

The IPSec VPN tunnel is established and the VPN client can access the
resource behind the Rv130/RV130W LAN.



ezp propozal configured
client configurad

local id configured

remote id configured
pre-shared key configured
bringing up tunnel ...

Credentialz

zemame | Testllzer

Pazzword

Connect Cancel

r6‘I.I’F"I'NI'IIZI::unnnEu::t—':'|'II-I"|I- | = 52 ]

Connect | Metwork |

Security Azzociations

Establizhed - 1
Ewpired - 0O
Faled - 0

Tunnel
Statuz - Connected
Remate Host - T I1EE &
Tranzport Used - [KE |ESP
IK.E Fragmentation - Dizabled
Dead Peer Detection - Enabled
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