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Summary

= PAN-OS 6.0 introduced the ability to use the Palo Alto Networks firewall and
the User-ID Agent as a syslog listener for collecting syslogs from different
systems in the network, and to map users to IP addresses. The user to IP
mappings could be used in security rules and policies.

= The problem with Cisco Wireless LAN Controller, it does not send successful
user authentication message through syslog. Cisco WLC generates SNMP
traps which we can utilize to get the user to IP mapping.

= This document shows a quick configuration guide on how to configure Cisco
WLC to send SNMP traps to Kiwi Syslogd, which then converts and forwards
the messages through syslog protocol to Palo Alto Networks syslog receiver.
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Cisco WLC configuration

= Create SNMP receiver by going to Management tab and Trap Receivers

CIsCO
Managemeant SNMP Trap Receiver
Summary
- SNMP Community Name IF Address Status

General Enable
SHMP V3 iars
Cammunes Enable
Trap Recervers Enable
Trap Controls
Trap Logs

HTTP-HTTPS

Telnet-SSH

Serial Port

Local Management
Users

User Sessions
¥ Logs

Mgmt Via Wireless
b Software Activation

¥ Tech Support
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Kiwi Syslogd configuration - 1

= Open Kiwi Syslog server console, go to File -> Setup

Kiwi Syslog Server Setup EIIE
@ X SR+ N ] @  Action: [D\splay vI|
= Rules -
"2V Default Display number: [ Display 00 [Defaul] -

-~ Filters (

- [TestSeun

| [ Help I[ akK ” Cancel ” Apply ]

= Right click on Actions and create a new action
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Kiwi Syslogd configuration - 2

= Select Forward to another host

DX I-_DD:EI @e &  Action: vJ
&
I;l Rules - Dicslg.leay_

o Default Log to file
Fonward to another hast
P Play a sound
Fiun external program
E-mail meszage
Send Syzlog message
Log to D atabase

Schedules Logta MT event log
= Farmatting Send SNMF'_Trap
i ) Stop processing message
 Custom file formats L Send ICQ instant meszage
« Cusztom DB formatz S5 Fun Script
= DMS Resalution Send meszage via MotePager Pro
- DNS Setup Log to Kiwi Spslog Web dccess

= Enter the IP address of the Palo Alto Networks syslog receiver

<] Kiwi Syslog Server Setup =e ==

D * ﬁj @ @ @ @  Action: [Forward ta another host v] ‘
= Rules - L ) )
Default —  Destination I address or hostname: Protocal:
i 192.168.1.4 uoP -
Mew Facility: Mew Lewvel: Part:
[-Nthange- v] [-Nthange- v] 514
Schedules KRDP connection identifier: Insert custom variable
= Formatting |C0nnection1
o Bustom file formats L
o Custom DE formats 5 Send with RFC 3164 header information
(= DNS Resolution e o0 e
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Palo Alto Networks configuration - 1

= Login to the WebUI
= Go to Device -> User Identification

= Click on the gear icon on the Palo Alto Networks User ID Agent setup window

User Mapping |' User-TD Agents | Terminal Services Agents !mmm |rapuuanlﬂsatngs

Palo Alto Networks User ID Agent Sstup

Enable Security Lag
Server Log Monitor Frequency {sec) 2
Enable Session
Server Session Read Freguency {sec] 10
Novell elirectory Query Interval [sec) 30
Enzhiz Probing
Probe Interval {min} 20
Enable User Identificabon Tim=out
User [dentification Timeout (min} 45
Enable NTLM
NTLM Cromain
Callector Name
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Palo Alto Networks configuration - 2

Palo Ao Networks User ID

Agent Setup

Go to Syslog Filters tab and click Add

[

B

7| Citrix Access Gateway Vi

|| Aerchive AP v1.0.0
7] Cisco ASA IPSec v1.0.0

0.0 | regex-identfisr
regex-identfier
regex-identifisr

|| Cisco ASA Any Connect w100 regex-identifier

Ju nnlpner SA Net Connect

|| 3uniper ICw1.0.0
Unix PAM Authentication

|| Squid Wehb Pr
=i aﬂ‘i‘hmwﬁ:w
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regex-identifier
regax-identifiar
regex-identifier

regex-identifier

Select Field Identifier

User {[a-z4-Z0-9)_]+)

username {[a-zA-Z0-9\_T+)

E tUser ={ a—zA Z0-
rname =

[[a-_A pﬁéqm

{7:dser ={[z-28-Z0-

3 -+1IPhs )] [? ameE =

A2
[? W[IRIER PR za a0 _J+)

user=([=-24-20-94_J+)
gaﬁ:rwrd’ \sforls{[=-z8-20-

WVisl[arza-20-9, J+)1s

Natip ([A-FO-Ss-Fi]+) =
ip ([A-FO-9a-F.]+)

Ip 1? ATA-FI-02 |
f;g‘l_*' Ad-:lress\s} (7P ={[2§

1P (7 AF’DBa_— g
flo ]rﬂi]S‘.-f-.‘rfi”?iP=i[#'

1P {[4-FO-8a-fe.]+)

sro={[A-FI-8=-fr]+)
(o213 H{LU SHLIN\ [0

a.3I

HGE I Lihﬁ%‘f[” 7

Syslog Parse Profile
Description

Event String
Usarname Prefix
Usarname Dalimiter
Addrass Prafic
Addrass Delimitar

Type () Regex Identifier  (#) Field Identifier
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Palo Alto Networks configuration - 3

= Use the below identifier to identify the syslog message
= Event String : enterprise=1.3.6.1.4.1.9.9.599.0.4
= Username Prefix : 1.3.6.1.4.1.9.9.599.1.3.1.1.27.0=
= Username Delimiter : ,
= Address Prefix : cldcClientIPAddress.0=
= Address Delimiter : ,

ayslng Parse Prolils

Sydog Pase Prctle | csco Wi
Description
Everit String _.Hﬁrh'.ﬁarl.:'l‘j\.l.'l-.!.g‘.g..ﬁ‘gg.ﬂ.'l-

Username Prefi 1.3.6.1.4.1.9.9.599.1.3,1.1.27.0=
Ugername Delimiter |,
Address Prefi | ddeChentIPAddrsse
Address Delimiter
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Palo Alto Networks configuration - 4

= Add Server Monitoring, go to Device — User Identification and click Add under
Server Monitoring window

[F] s¥sag | Sysiog Sender (parser1} 192.168,1.24

= Select type : Syslog Sender and enter the IP address of Kiwi Syslogd server

Nama S¥slog

o inti !'

Enabled

e (BT 2

Connection Type @ woe () ss5L

ng-c:smmc e

Defau!tDuTaHNmi
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Palo Alto Networks configuration - 5

= Verify that the Syslog receiver is enabled

= Go to Device — Setup — Management — Management Interface Setting

IP Address |192,368.1.3 [ Services

Metmask | 255,255,255,0 [l wTTe

Default Gateway | 192,168.1,1 [_] HrTe ocse
IPvE Address/Prafix Length HTTPS
Default IPvE Gateway Telnet
i et i = ssH
MTU 1500 Ping
[] sume
Usar-ID

Usar-ID Syskg Listenar-S5L

Usar-10 Syslog Listenar-UDP

[Hadd Closss

- e
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Verify syslog receiver

= Execute the below command

= adm n@°A- 200- ari vai > show user server-nonitor <syslog
recei ver nane>

= You will see the number of log messages increasing
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Verify syslog receiver

= To identify if the syslog receiver successfully parsed the message and identify
users, execute the below command
= adm n@°A- 200- ari vai > show user ip-user-mapping all type
SYSLOG

|||||

------
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