Setting up Cygwin & OpenSSH for DRS
Tested for UCCX 8.0(2) & 8.5(1)

This document outlines how to setup Cygwin on XP, Vista & windows 7 machines. The steps given may
not be complete. This document is only to help ease the process and does not guarantee that it will work.

Thiswastested with windows 7 (64-bit) & XP. Here arethe necessary steps:
1. Download & installhttp://cygwin.com/setup.exe For windows vista & 7 run exe file as
administrator.
i. Click the little View button for "Full" view, findhe package "openssh”, click on the word "skip"
so that an X appears in Column B (5.8p1-1)
2. Add the following in Environment Variables:
I. Under "User variables for " edit "path" variabtiing;c:\cygwin\bintowards the end of the
variable value.
ii. Under "System variables" > New... > Variable nagpetinCYGWIN > Variable value type in
ntsec tty
3. Run Cygwin as administrator then issue the foll@meommands.

chmod +r /etc/passwd
chmod u+w /etc/passwd
chmod +r /etc/group
chmod u+w /etc/group
chmod 755 /var

touch /var/log/sshd.log
chmod 664 /var/log/sshd.log
ssh-host-config

4. Answer the questions as follows:

*** Query: Should priviledge separate be usgd?
*** Query: new local account 'sshdy@s
*** Query: Do you want to install sshd as a serce
<Say "no" if it is already installed as avsee>yes
*** Query: Enter the value of CYGWIN for the daemdhntsec tty
*** Info: This script plans to use 'cyg_server'.
*** Info: 'cyg_server' will only be used by regisezl services.
*** Query: Do you want to use a different nante® <<< this will only show in win 7
*** Query: Create new privileged user account 'cggrver'des
*** Query: Please enter the passwoRassword
*** Query: ReenterPassword
*** Info: Host configuration finished. Have fun!

NOTE: For Windows XP, the user| D will bethe administrator account/password for that PC. Y ou
M UST have a password set for thisto work.

5. Issue theyglsa-configcommand, and reboot your computer.
6. Then issue the following:

mkpasswd -cl > /etc/passwd
mkgroup --local > /etc/group

To start the sshd service, roat start sshdommand ocygrunserv --start ssicbmmand.



Test: Go to your command prompt. Type in “ssh cyg_semip_address” or on windows XP “ssh
windows_userID@ip_address”. In our example, pasgusiPassword’. ip_address is your pc ip. Say
to the RSA authenticity message.

So according to this configuration, the usernameyg_server’, password is ‘Password’.

If you run Disaster Recovery System, your backuitishe stored inc:\cygwin folder.

Screenshots of the setup:

Cypgwin Setup

Cygwin Net Release Setup Program

Thiz setup program is uzed for the initial installation of the
Cygwin environment as well az all subsequent updates. Make
sure to remember where you zaved it

The pages that follow will guide you through the installation.
Please note that Cygwin congists of a laige number of
packages spanning a wide variety of purpozes. \We only
inztall a bagze zet of packages by default. You can alwaps run
thiz program at any time in the future to add, remove, or
upgrade packages as necessary.

c

Setup.exe version 2.738
Copyright 2000-2010
http: A v, cogwin, com.

| Mext » |[ Cancel ]

Cypwin Setup - Choose Installation Type

Choose A Download Source
Chooze whether to install or download from the internet. or install from files in L=
a local directory.

(@ dnztall from [nternet
{downloaded files will be kept for future re-usef

() Download ‘wWithaut Installing

() Install from Local Directory

< Back ” Mest > I[ Cancel




Cygwin Setup - Choose Installation

Select Root Install Directory
Select the directory where you want ta install Cugwin, Also choose a few
installation parameters.

Fioot Directary

H Browsze... ]

Inztall For

() Al Uzers [RECOMMENDED)
Cygwin will be available to all uzers of the system.

) Just Me
Cygwin will still be available to all users, but Desktop lcons, Cygwin Menu Entries, and
important Installer information are only available to the cument uger. Only select this if
you lack Administrator privileges or if you have specific needs.

< Back ” Mext > ][ Cancel

Cygwin Setup - Select Local Package Directory

Select Local Package Directory
Select a directorny where you want Setup to store the installation files it
downloadz. The directory will be created if it does not already exist

Local Package Directory

|[ Browse...

< Back H Mext > }[ Cancel

Cygwin Setup - Select Connection Type

Select Your Internet Connection
Setup needs to know how you want it to connect to the intermet. Choose b
the appropriate settings below

() Use Intemet Explorer Praxy S ettings
() Use HTTPAFTF Proxy:

Prowy Host ‘

< Back ” Nest > }[ Cancel




Cygwin Setup - Choose Download Site(s)

Choose A Download Site
Choose a site from this list. or add your awn sites to the list

Awailable Download Sites:

ikt dewgwinminor, 2gtorphones, com
http: M eygwin minors.hoobly com
hitp: A feygwin. mgamplifiers. com =
ftp:/#cygwin.minors. pair com

hittp: /A cygwin, mirrors. pair. com

hittp: / /cygwin, parentingamerica. com

hittp: M eygwin. skazkaforyou.com

ftpeddmirrors. xmizzion. com

hittp: /mirrors. kmission.com

ftpedftpugtiib g atech. edu

hittp: /e, gtlb. gatech. edu

ftpeémirror. its.uidaho.edu

hittp: mirror.its, uidsho. edu v
e e,

User URL: | [ Add ]

Cygwin Setup

Progress
This page displags the progress of the downlaad or installation.

Parsing.

hitp: £ fcpguinminor. 3gtorphones. com/fsetup.bz2 . -

4% [5Tk/1303) Setup Alert X

Frogiess 0] This is the First time you've installed Cygwin 1.7,
Please be advised that this is a major release.

If wou have not done so already, please check out
the documentation at htkp:/foygwin. comy' to see haw
the upgrade could patentially affect any existing
Cygwin installation.

If this is the first time you've installed Cygwin on
this syskem then you can ignore this message.

Cancel

Cancel |

Cygwin Setup - Select Packages Q@
Select Packages C
e

Select packages to ingtall

Search U Cikeep OPrev & Cur OExp Categary
Category Mews B. 5./ Size Package &
E1 All & Default

Accessibility &% Default
Admin £ Default
Archive &£ Default
udio &¥ Default
ase ¥ Default =
Database &¥ Default
Devel &% Default
Doc 4% Default
ditors &% Default
ames &¥ Detault

Gnome £ Default

Graphics 4¥ Default

Interpreters &¥ Default b
< |

|

Hide obsolete packages

[ < Back ” Hext > }[ Cancel




Cygwin Setup - Select Packages = @

Select Packages C
Select packages to install
Search| Okeep OPrev @Lur OEwp
Mew B. 5. Categories Size Package =
I TS, T T L L L e L o e S e
£r Skip na nfa Audio 148k ogmtools: Tools for manipulating Ogg multimedia streams
&r Skip na o Libs Tk onig: Oniguruma regular expressions library - source
&r Skip nfa nfa Utils 5k ooditf. DiFf program for OpenDocument files
&¥Skip nia nfa #11 30Bk  openbow Highly configurable minimalistic window manager
£ Skip nia  nfa Libs 23k opencdk: Open Crepto Development Kit
£r Skip nfa  nfa Graphics, Libs 1,353k opengh OpenGL-related libraries
£r Skip nfa nfa Text 287k openjade: DSS5L implementation
& Skip nfa  nfa Libs, Net 1.038k openldap: Lightweight Directory Access Protocol suite
£¥Skip nia  nfa Devel, Libs, Net 704k openldap-devel: Lightweight Directory Access Protocol suite
£5.8pl1 [ Met 808k  openssh: The OpenSSH server and client programs
£ Skip nfa nfa Met 406k openssk The Open55L base environment
£r Skip nfa  nfa Dewel, Libz 1170k opensshdevel The OpenSSL development environment
£ Skip nfa  nfa Graphics, Utils 43k optipng: Advanced PNG [Portable Network: Graphics) optimiz
&r Skip nfa  nfa Math 393k orpie: Fullscreen RPM calculstar for the console
&¥ Skip nfa nfa Security 7Ok outguess: Universal Steganographic tool far PHM and JPG fil
¥ 5Skip nia nja Archive 1747k p7ain & file archiver with very high compression ratios. o]
< | 2
Hide obsalste packages
[ ¢ Back ” Next > } [ Cancel

Cygwin Setup - Resolving Dependencies

Reszolving Dependencies
The following packages are required to satisfy dependencies.

crypt (1.1-1) ~
Encryption/Decryption utility and library
Regquired by: openssh

csih (0.9.4-1)
Provides supportfor installing cvgwin services
Required by: openssh

cygrunsry (1.34-1)
MNTANZE service initiator
Required by: openssh v

Select required packages (RECOMMENDED]

[ < Back ” Next > ][ Cancel

Cygwin Setup - Installation Status and Create Icons

Progress Create lcons E

This page displays the progress of the dowrload or instalstion Tell setup if you want it to create a few icons for convenient access to the
. Cygwin environment,

Downloading. ..

coreutils-8.10-1.tar.bz2 from http: //cpgwinmiror. 3gforphones.co...
AR L Create icon on Desktop

43 % [1753k/4012k) 5344.8 kB/s
! J Add icon to Start Menu

Package: ((TTTTITTTITIT )
Tatak [WEEEN )
Diigk: [ )

Installation Status
Installation Complete

<Back || Finish |[ Cancel




Systern Properties |__SS |
Cornputer Mame | Hardware I Advanced | System Protection i Femaote '
Enviranment Wariables |_E__|
User variables for vsianm New-.ng-stem'\u';ériahie

Variable Yalue

path SpCommonProgramFile)  Variable name: CHGEWIN

PTSHOME C:\Program Files (x56) .

TEME S LISERPROFILE%: Ap ‘ariable walue: ntsec thy|

THMP %lSERPROFILE:) AR [ ] | |
Ok Cance

= Edi

Syskem variables
Yariable Walue
CLASSPATH . CProgram Files {x86Javaljredliible... —
ComSpec Ciiwindowsisystem32icmd exe
DEFLOGDIR Ci\ProgramDataiMcafee) DeskiopProtec..,
FP_NG_HOST ... MO

[ mWew.. || edi.,

H Delete I

[ ok

H Cancel ‘

Systern Froperties

Computer Mame | Hardware | Advanced | System Pratection I Remmote |
.

Erwironment Wariahles

User variables for wsiam

=]

Wariable

path
PTSHOME
TEMP
TMP

Walue

ZProgram Files\Common FilesiMic
C:\Program Files (xBe)\Packet Trac
o USERPROFILE:\ AppDatatLocal)
%l JSERPROFILES:  AppDataiLocal

System wariables

| mew.. || Edi. |[:

Edit User Variable

Wariable name:

Wariable value:

path

-rosoft Sharediwindows LiveS=ge.

[

ok ||

Yariable
CLASSPATH
CormSpec
CVEWIN
DEFLOGDIR

Yalue

CHProgram Files (xBe)t Javaljresilible. . =

CWindowshsystem3Zicmd. exe
ntsec thy

CAProgramDatalMoAfes\DeskiopProtec,,, ™

s

(o) (e |

Delete I

Lo |

Cancel ]




117996367 [unknown (Bx368>]1 install 216 sig_send: wait for zig_complete event Pall
iled, signal 6. »c 258, Win32 error A
LAinputre’ -2 ‘homesrtpipeess . inputre

< c

hazh: c: command not found

chmod +» setcspassud

chmod u+w setcspassud

chmod +» setcsgroup

chmod u+w setc/group

chmod 755 Avar

touch svarslogssshd.log

chmod 664 Avar-logssshd. log

ssh—-host—config




chmod +» Aetcspasswd

chmod u+w Aetcspassud

chmod +» AetcA/group

chmod u+w Aetc/group

chmod 75%% Avar

touch svar-slogrssshd. log
chmod 664 svar-logssshd. log

% ssh—-host—config
Info: Generating setcossh_host_key
Info: Generating ~etcsssh_host_rsza_kevy
Info: Generating ~etcsssh_host_dsa_key
Info: Generating setcossh_host_ecdsa_key
Info: Creating default retcrssh_config file
Info: Creating default setcssshd_config file
Info: Privilege separation iz set to ves by default zince OpenS5H 3.3.
Info: However, thiz requires a non—privileged account called ‘sshd’.
Info: For more info on privilege separation read Ausrssharesdoc-openszhsREAD
ME.privsep.
Should privilege separation be uwused? {yessno) yes
Info: Mote that creating a new user reguires that the current account have
Info: Administrator privileges. Should this script attempt to create a
new local account ‘sshd’? Cyes sno>} yes
Info: Updating ~etcs/sshd_config file
Info: Added ssh to C:SWINDOWSsswystemd2sdriverschservices

Warning: The following functions require administrator privileges?

Do you want to install sshd as a service?
8ay "no" if it is already installed as a servicel} {yessno} uyes
Enter the value of CYGUWIM for the daemon: []1 ntsec tty

The sshd service has been installed under the LocalSustem
account Calso known as SY¥STEM). To start the service now,. call
‘net start sshd' or ‘cygrunsryv -8 sshd'. Otherwise, it

will start antomatically after the next reboot.

Host configuration finished. Have funt?




5 touch ~svar~log-sshd.log
% chmod 664 Avar~log/sshd. log

ssh-host—config

Info: Generating Setcsssh_host_key

Info: Generating Aetcsssh_host_rsa_kevy

Info: Generating Aetcsssh_host_dsa_kevy

Info: Generating Setcsssh_host_ecdsa_key

Info: Creating default setcsssh_config file

Info: Creating default retcssshd_config file

Info: Privilege separation is set to wves by default since OpenSSH 3.3.

Info: However, thisz requires a non—privileged account called *sshd’.

Info: For more info on privilege separation read ASusr/sharesdocs/openssh-READ

ME.privszep.

Should privilege separation he used? {yessno) ves

Info: Mote that creating a new user requires that the current account have

Info: Administrator privileges. Should this script attempt to create a
new local account ‘szhd’? <yesz~-no> ves

Info: Updating ~etcrsszhd_config file

Info: Added ssh to C:~WINDOWS zustemi2wdriverschuservices

Warning: The following functions require administrator privileges?

Do you want to install szshd az a service?
(8ay "no" if it iz already installed as a service? (yeszsno? yes
Enter the value of CYGUWIM for the daemon: [1 ntsec tty

Info: The sshd service has been installed wunder the LocalSustem
Info: account <also known as SY¥STEM). To start the service now, call
Info: “net start sshd’' or ‘cygrunsrv -8 sshd’'. Otherwise, it

Info: will start awntomatically after the next reboot.

Info: Host configuration finished. Have fun?

¢ cyg—config
hash: cyg—config: command not found

& cyglza—config

arning: Registering the Cygwin LSA authentication package regquires
administrator privileges? You also have to reboot the machine to
activate the change.

Are you sure you want to continue? Cyessnol ves

Cyguin LSA authentication package registered.

Activating Cygwin’'s LSA authentication package reguires to reboot.

5




After reboot:

f,S—1—5—21—1294444?52—1324?89141—1614842838—181@:/hnme/CiscuHistRprtUsr:/hin/hasl’
1
dmevers2 unused:1812:513:dmeyers2 U-RTP-I1PCC-PCi~dmeyers2 . 5—1-5-21-1294444752-13
247897141-1614842838-1812: vhome.dneyers2 : shin~bash

Guest:unused:581:513 :U-RTP-IPCC-PC1~Guest .5—1-5-21-1294444752-1324789141-1614842
838501 : vhome~Guest: hin-haszsh

HelpAssistant:unused:1807:513:Remote Desktop Help Assistant Account, U-RTP-I1PCC-P
Ci~HelpAssistant,.5-1-5%-21-1294444752-1324789141-1614842838-1887 : ~home ~He lpAssist
ant :-bin-baszh

kamehmoo :unused:1813:5%13:Kashif Mehmood,U-RTP-IPCC-PCi~kamehmoo 5—1-5-21-12%4444
752-1324789141-1614842838-1013 : vrhome “kamehmoo : #hinshazh
rlafountunused:16811:513:rlafount . U-RTP-IPCC-PCi~rlafount  8-1-5-21-1294444752-13
24789141 -1614842838-1811 : home #rlafount : #bin-sbash

rtpipcc unused:=1888:513:U-RTP-I1PCC-PCi prtpipcc . 5—1-5-21-1294444752-1324789141-16
14842838—-1088 : vhome srtpipcce s binsbash

szhd:unused:1814:513::sshd privsep U-RTP-IPCC-PCivsshd 5-1-5-21-1294444752-132478
7141-1614842838-1814: svarsempty: . hin/hash

SUPPORT _388945aB:unused:1802:513 :CN=Microsoft Corporation.L=Redmond.,S5=Washington
-C=US,U-RTP-IPCC-PC1~SUPPORT _388945%al, 5-1-5-21-1294444752-1324789141 1614842838
1802 : home #/SUPPORT _388%45%aB: . hin-hazh

vairamo:unused:1887 :513 :vairamo . U-RTP-I1PCC-PC1Mvairamo,.5—1-5-21-1294444752-13247
87141-1614842838-1887 : #home vairamo : /hin/hash

S mkpasswd —cl » setcopasswid
¢ mkgroup ——1local > setc/group
% net start sshd

The requested service has already been started.

More help is available by typing NET HELPMSG 2182.

To Test, go on a different machine:

Microsoft Windows [Uersion 6.1.76801
Copyright (c? 20@? Microsoft Corporation. All rights reserved.

C:s\UserssysiamPssh rtpipccPld4.18.153 .68

The authenticity of host “14.108.153.608 (14.18.153.68)"' can’t he estahlished.
REA key fingerprint iz B3:53:12:23:87:c8:3a:6c:23:el:P:ch:f3:de:?bh:3e.

Are vyou sure you want to continue connecting <yess nol)? yes

Warning: Permanently added *14.18.153.68° <RSA> to the list of known hosts.
rtpipcclPl4.1A.153.608's password:
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