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1 Document Overview

1.1 Introduction

Cbeyond offers a service based on the SIPconntxtdoe Specification, which
allows Cbeyond to support customer IP PBXs overt&liks. SIPconnect builds
on existing Internet Engineering Task Force (IESt@ndards to define a model of
interconnection between IP PBXs and VoIP servio¥ider networks.
SIPconnect was conceived and developed by Cbeyngihé&ering. Vendors
initially supporting the effort were Cisco SystemAsaya, Mitel, Broadsoft, and
Talkswitch. By August 2006, SIPconnect gained siduwide support via work
completed by the SIP Foruh.

In support of Cbeyond’s SIPconnect service, Cisgsiedns has worked with
Cbeyond engineering to qualify Cisco’s UC520 as@psrted PBX/voicemail
system under SIPconnect. This document detail®ftogy and supporting
configurations for Cbeyond VARs and customers wighvo install and operate
the UC520 with Cbeyond’s service.

1.2 Scope

This document is intended for systems integratespansible for configuring and
deploying UC520 for Cbeyond’s SIPconnect custoniers.also intended for use
by Cbeyond and Cisco personnel for troubleshoatisges associated with the
integration of Cisco UC520 and Cbeyond’s SIPconpéeting. It addresses the
Cisco Configuration Assistant (CCA) for UC520, ti@phical configuration
interface, but not UC520 usage.

1.3 Revision Control

Release Release Date Approval Changes to this Vensi

1.0 6/4/07 Jeff Pilgrim Initial release.

1.1 6/11/07 Jeff Pilgrim Response to comments fBwh at
Cbeyond

1.2 7123107 Greg Rothman Added Cbeyond Supportiimdition
in Section 1.5

1.3 7/24/07 Greg Rothman Updated Section 3.3.2 thidhCCA
Release information

1.4 9/24/07 Jeff Pilgrim Updated UC500 version iszgaents
and added section 4.4

15 10/9/07 Corbett Nelson Changed 4.4.2 to reflemtvall
configuration change caveat. Added
4.4.3 caveat for issues with voice mail
boxes.

1.6 02/12/08 Dipen Shah Updated guide for CCA werdi.5

! Seehttp://www.sipforum.org/sipconnect




1.7 05/19/08 Corbett Nelson Updated for outbourokyr
configuration.

1.8 06/13/08 Corbett Nelson Updated security sactio

1.4 Usage

This document details how to deploy the UC520 usliegCisco Configuration
Agent (CCA) graphical configuration tool. A speciéxample is provided that
must be adapted to customer parameters and otheraments.

1.5 Questions

For any sales related questions about Cbeyond’srigijoice with SIPconnect
service, please contact a Cbeyond sales repreisentat

Cbeyond Support Before or During Service Activation

Please contact your Cbeyond Service Coordinatmufneed assistance

Cbeyond Support Post Service Activation

Please contact the Cbeyond Customer Support Center:

www.cbeyondonline.net
Anytime access to web-enabled account tools.

customer.care@cbeyond.net
Billing & Account Management
M-F — 8am-10pm (EST)
1-866-424-5100

technical.support@cbeyond.net
24-hour Technical Support or Call
1-866-424-5100

1.6 Suggestions / Corrections

Please send any suggestions or error reportsddlatdis document to
cornelso@cisco.com




2 UC520 for SIPconnect Overview

2.1 Product Description

Cisco’s UC520 is a Cisco I0S-based appliance tratiges IP PBX, voicemail,
and firewall functionality, based on Cisco Unifi€dllIManager Express (CME),
Cisco Unity Express (CUE), and the Cisco ConfigoraAssistant (CCA)
software.

UC520 provides the following benefits:
» Cost-effective, converged data and voice solutioan appliance.

» Key system/small PBX features plus innovative cogeace applications
for up to 16 users with the use of an optional espan switch.

* Intuitive graphical user interface for easy instédin, adds, moves, and
changes.

* Firewall and VPN support, based on US DoD certif@8 firewall
technologies.

* Fully integrated voice-mail and automated attendapgbilities for IP and
analog phone users.

2.2 UC520 SIPconnect Qualification and Templates

Cbeyond and Cisco engineers worked together tofgu#C520 for SIPconnect.
This included the design of a “template” topolothe creation of configuration
templates for the UC520 which are imbedded intoGtseo Configuration
Assistant (CCA), the supporting SIPconnect sergaraponents, and addressing
any software issues with respect to UC520’s sudpoi€beyond’s network. The
intent of the qualification process was to enshet UC520 would function
correctly in a SIPconnect environment.

Cbeyond’s demarcation point with a network custoimert the managed Cisco
Integrated Access Device (IAD) that Cbeyond deplaysch provides network
access services for IP voice and data traffic. Agyipment on the customer
premise, including PBXs supported by the SIPconsestice, are the
responsibility of Cbeyond’s customer and a suppgrt/AR. With that in mind,
it should be understood that the main focus in libgneg a UC520 configuration
template was to validate a configuration that wamkd that enables
communication between the CPE-based equipment bagaodid’s SIPconnect
Broadsoft call agent. Basic voice features inclgdin-net and off-net calling,
call transfers and forwarding, voicemail access, amy other network-based
voice services upon which a PBX/voicemail systeipmeaels, fall into the testing
and qualification effort by Cbeyond and Cisco. Bloustomer-specific features
such as hunt-group definitions, paging groups,taedike, have been tested by
Cisco but are left to VARs and customers to comégu

The templates that resulted from the testing effquarticularly with respect to
LAN topology, are tested recommendations that abgest to VAR and end-
customer requirements. The only exceptions toatresequired UC520 SIP



connect parameters that must be configured for aamzation with Cbeyond’s
Broadsoft platforms.

2.3 Supported Line-side Protocols

Although UC520 can also support SIP on the line $odSIP phones, this
document does not address such configurationaurd-uersions of UC520
templates will be developed and documented in i@wssto this guide.

At present, UC520 acts as a protocol convertersiRduser-agent between the
SIP trunk to Cbeyond’s Broadsoft call agent anc€i® phones running SCCP
(“Skinny”) images. In keeping with the SIPconnggecification, a single
directory number, the designated “main numbertasfigured on UC520 to
register with the Cbeyond servers for authenticaiod AOR functionality. All
other directory numbers are configured such tha520Cdoes not register them
with Cbeyond.

2.4 UC520 Security - Please review June 08 Security tme below

Securing IP Telephony installations such as UCS20tbpic that is beyond the
scope of this document and has not been directlyeaded in the development of
SIPconnect UC520 installation templates. Secusign area in which Cbeyond’s
partners may provide additional value to SIPconnastomers, if executed
properly. Cisco’s IOS firewall, for example, cam tonfigured on UC520 to
enable the appropriate access-lists and other alsméthe firewall.

UC520’s 10S cryptographic image may also be coméduo enable SSH and
HTTPS (SSL) access to the UC520 management inesrf@cministrative access
to the UC520 management interfaces may also begtwat through the use of
local usernames and password, privilege levelstlamdse of AAA servers such
as Cisco’s Access Control Server (ACS) which presi®adius and TACACS+
services. These configuration efforts may be peréal by the VAR or end-
customer through CCA.

The UC520 templates also include Class of ResindiCOR) to enable access
control for different classes of users. Internagicnumber dialing, for example,
may be restricted to specific phones.

Care should be taken by the VAR or customer tochdmabling call control,
voicemail, and phone features when enabling seci@atures manually. As an
example, many security administrators will limitass to the HTTP server in
IOS through the use of access control lists (ACLE)hose ACLs, however,
inadvertently prevent IP phones from reaching ti@ Piserver imbedded in
UC520 then features such as user directories aptidRe services will be
disabled.

June 13, 2008 Security Notice for Preventing Toll faud

If a security configuration is not already in plaogrevent outside callers from
using a UC500 for fraudulent calls, then stepgegeired to prevent this. Not
securing the SIP trunk on the UC500 will allow aprmious SIP connections. The
result of this is that it can be used by outsidéigsto send unauthorized calls. To
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prevent this requires adding CLI commands to tieBunk configuration on
Dial Peer 1000 & access-list. The configurationitdid is listed below.

Telnet to the UC500 and enter configure mode.

1. Look for the dial-peer labeled
“** Incoming call from SIP Trunk **” this should bdial-peer 1000.

uc500# config terminal

uc500(config)# dial-peer voice 1000 voip
uc500#(config-dial-peer)permission term
uc500#(config-dial-peer)# end

Upon completion the dial-peer should look like éxample below.

uc500#show run | section dial-peer voice 1000 voip
dial-peer voice 1000 voip

permission term

description ** Incoming call from SIP trunk **
voice-class codec 1

voice-class sip dtmf-relay force rtp-nte
session protocol sipv2

session target sip-server

incoming called-number .%

dtmf-relay rtp-nte

ip gos dscp cs5 media

ip gos dscp cs4 signaling

no vad

2. Add an access-list to only allow Cbeyond SIP«preervers:

uc500# config terminal

uc500(config)# access-list 2 permit 10.1.10.1

uc500(config)# access-list 2 permipconnect.cbeyond.nek< Appropriate SIP
proxy from Cbeyond >>

uc500(config)# access-list 2 deny any

uc500(config)#voice translation-rule 411
uc500(cfg-translation-rule)# rule 1 /A9\(.*\)/ /ABO\1/
uc500(cfg-translation-rule)#voice translation-pl@fsIP_Incoming
uc500(cfg-translation-profile)# translate called.41
uc500(config)#voice source-group CCA_SIP_SOURCE_GRO
uc500(cfg-source-grp)#access-list 2
uc500(cfg-source-grp)#translation-profile incom®iP_Incoming
uc500# write memory

2.5 Template LAN Topology for UC520 Installation

There are several ways in which a UC520 systenbedntegrated into a
customer’s local area network in the context ofclhect. The key factor to
consider in the implementation, however, is thatrttanaged Cisco IADs which
Cbeyond customers enjoy as “managed access roatergienerally not modified
according to various CPE scenarios. The IAD presid SIP ALG and NAT



router for local private network addressing, butsloot participate in local
routing decisions for subnets and VLANSs definedhsyend-customer or VAR.
This enables Cbeyond to provide reliable, consistard supportable IAD
configurations across a wide customer base.

With this consideration in mind, Figure 1 depidte AN topology that was used
to develop to UC520 configuration templates witR&Innect.

Figure 1, LAN Template

Cbeyond’s
Network J
Cbeyond
Managed IAD
FA0/0 10.0.1.1

Crossover
Cable
Or
Ethernet Switch

FA0/0 10.0.1.2

FAO0/1/0 through FA0/1/7
VVLAN 100 10.1.1.0/24
IP Phones g
2 |P

VLAN 1 192.168.10.0/24
PCs

In this topology, UC520 is placed inline betweea thanaged IAD and any CPE
devices including IP phones and personal computd€520 becomes the default

UC500

Interface VLAN 100 10.1.1.1
Interface VLAN 1 192.168.10.1




gateway, TFTP, and DHCP server for the phones &l Requirements for this
configuration include:

A layer 2 Ethernet switch or cross over cable betwiae Cbeyond IAD
and UC520

Cisco UC520 appliance
Cisco IP Phones, up to 16 if the UC520 expansidtckvs employed.
Misc analog phones or other devices such as fakimas

This template for a LAN topology also supports rimgrthe 10S firewall feature
set on the UC520 platform although a firewall cgafation is not presented in
this document.

Considerations for this topology include:

The “WAN” segment between the Cbeyond IAD and tl@&5R0 can also
support other data devices, such as personal censpyust as if UC520
were not present. This is the default LAN supmbtig Cbeyond IADs, is
DHCP enabled by default, and by default falls itm® 10.0.1.0/24 subnet.
Both DHCP support and the subnet can be modifieth&yWAR or end-
customer so long as the subnet changes are adiiiagbe UC520
“WAN?” interface and routing configuration.

“VLAN 17, “WVoice VLAN 100", and the subnets depexd can be
modified by the VAR or end-customer to suit custonegjuirements.

PCs may or may not be attached through Cisco IlRgshaccording to
customer preference, but the total number of manpported by UC520 is
16.

Inline power support is provided by UC520.

The UC520 provides routing for all devices in VLAN and 100, and
also NATSs the template 192.168.10.0/24 addressdpathe data VLAN
1. The result is that data traffic from VLAN 1NATed twice: Once by
the UC520 and once by the Cbeyond IAD. Without NWsTing on the
UC520, the managed IAD has no destination for imdowaffic. Testing
by Cbeyond and Cisco has not revealed any partidiffeculty with this
practice.

Some customers may prefer to obtain a publiclyaloletaddress for
UC520 rather than use a private “10.x” addressriaktiie Cbeyond IAD.
Cbeyond provides this as an option and also corggjthe IAD to route
“inside” for a block of public IP addresses. Thas the benefit of
avoiding “double-NATing” and can simplify remotecass to the UC520,
whether or not VPN access is configured on theiapge platform.

If remote access to the UC520 is desired Ciscomewends the use SSH
connections rather than the use of telnet.

10



3 Requirements

3.1 Hardware Requirements

The UC520 appliance supports Cisco IP phones aegdDiol service. An
Uninterruptable Power Supply (UPS) is strongly reoctended for UC500, which
runs a version of Linux in the embedded Unity Exgrenodule. This appliance is
fairly robust but nevertheless involves a spinrfiagd disk drive that is subject to
errors in the event of sudden power loss.

3.2 Software Requirements

Cbeyond and Cisco have qualified the followingwafte versions for SIPconnect
and UC500. No other versions of software on UC&@0currently supported.
Note that as of this writing, the UC500 has notrbeseased; packaging on CCO
may be different than that of CME/CUE installation:

Conmponent Support ed

I0S Release uc500-advipservicesk9-mz.124-11.XW5.bin
UC520 Release 4.2(5)

CCA Release 15

4 Configuration

The UC500 may be configured with either the Cisonfiguration Assistant
(CCA) or command line interface (CLI) although thare some tasks that may
only be achieved through CLI at this time. Thisgdgudocuments the CCA
configurations tasks plus additional CLI-based mpmhtion that must be applied,
as recognized at the time of this document update.

4.1 Installation

Please refer to the “Getting Started Guide” locaied
http://www.cisco.com/en/US/products/ps7293/produmpsting _started guide091
86a0080824095.htnfibr instructions about physically connecting theé300’s

ports. In a nutshell, connect the “WAN” port t@thame Ethernet segment as the
inside interface of the Cbeyond IAD. This may beanplished either with a
crossover cable or with a LAN switch. Connect Homes to the FastEthernet
ports on the front of the UC500. PCs should gdlydoa connected to the switch
port on the phones. Any analog devices may be abedéo the FXS ports on the
UC500.

Software for the platform may be downloaded fromCC&t
http://www.cisco.com/cgi-bin/tablebuild.pl/UC52@Qinks are provided on this
page for the UC520 download, a link to the 10S pagel to various individual
support files.

Cisco Configuration Assistant (CCA) may be found at
http://tools.cisco.com/support/downloads/pub/Redix®mdfid=281010085
Install CCA on a PC connected to one of the Fastatt ports on the front of the
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UC500. Make sure this PC is configured to negoaaie [P address with UC500
over DHCP.

4.2 Initial Configuration

If the UC500 platform has been configured for tegtor other purposes prior to
the customer installation, be sure to reset ih&factory default configuration.
UC500 uses factory default configuration files, éaample “UC520-16U-4FXO-
K9-factory.cfg”. The exact name of this file dedsron the UC500 model but the
procedure to restore the configuration to the fgctiefault is the same: Using a
console connection, copy this file to the startopfig in NVRAM. For example:

UC520#copy flash:UC520-16U-4FXO-K9-factory.cfg stigrconfig
Destination filename [startup-config]?

[OK]

11553 bytes copied in 2.340 secs (4937 bytes/sec)

UC520#

Then reload the UC500.

12



4.3 Using CCA to Configure the UC500 for Cbeyond

With the UC500 in a default configuration, launcB8A on the workstation
attached to a FastEthernet port. CCA begins wjitoenpt to connect. This may
be populated with a value. If not, enter 192.168.1n the “Connect to:” field as
follows:

Figure 2 CCA Connect

tion Assistant

| [ [ [ ]e
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An SSH certificate warning may appear:

Figure 3 Certificate Warning

Security Certificate Alert

The site I05-Self-Signed-Certificate-1356852167 can't be identified as a trusted due to the
following problem. rou should examine the certificate carefully before accepting it.

The security certificate was issued by a company you have not chosen to trust,

The security certificate has not expired and is still valid.

Are you willing to accept the certificate asserting
I0%5-Self-Signed-Certificate-1356852167 is a trusted site?

& The name of the security certificate doesn't match the site name.

Mo Always Yiew Certificate

Select “Yes” or “Always” to continue to a login pnpt:

Figure 4 Login

Authentication il

Flease enter your username and password for realm
"level_15 or wiew_access" on "192.165.10.1":

Username: |

FPassword;

(] Cancel |

For the first login enter a Username of “cisco” anBassword of “cisco”.
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A topology view should appear after a minute oosnetwork discovery:

Figure 5 Topology View
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In this example there is a single phone connecdlde UC500. To continue the
configuration click on “Configure” in the left pane

Figure 6 Left Pane
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Many of the elements of the default configuratioaye accepted or changed
depending on the preference of the VAR or end user.

The “Smartports” configuration option, for exampdélpws changing VLAN and
voice VLAN assignments away from the recommenddduls that are assumed
in this document. “Ports/Port Settings” allows #ssignment of static duplex and
speed settings, power management, and enableMaiRs are recommended to
use the “Smartports” configuration options to vatelor specify the type of the
device plugged into each port, e.g. another swi@therwise accept the default

values.

The Security tree allows the creation or modifizas of NAT, VPN server and
Firewall options. This will not be addressed irs thlocument but are discussed in

the UC500 product documentation.

The Telephony tree in the left panel is where tlagonity of configuration for
SIPconnect takes place, and will be addresseckingikt section of this

document.

Cisco recommends that Cbeyond VARs leave the Singiclind Routing tabs at
their default settings unless integration into stemer network requires the

addition of IP interfaces, VLANSs or static routidgcisions.

“DHCP Server” should be selected so that DNS sgttmay be applied:

Figure 7 DHCP Pools
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For the “data” pool, configure DNS server addressesdomain names.
Cbeyond typically offers DNS server addresses d@38196.12 and 66.180.96.12,
depending on where the end customer is locateeydial will also host domain
names for customers upon request. Update thesfegddropriately:

Figure 8 Modify DHCP Pool
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Click “OK” to continue.
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Select “Device Properties/IP Addresses” to updaisBettings for the UC500
itself:

Figure 9 DNS Settings

7 192,168.10.1 : Cisco Configuration Assistant
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Inspect the VLAN settings and then select the “Devonfiguration” tab and
configure DNS server addresses and the domain apprepriately:

Figure 10 DNS Settings, Continued
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Be sure to click “OK” to continue.
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Select “Device Properties/Hostname” to change tstrtame assigned to the
UC500, if desired, then click “OK”:

Figure 11 Change the Hostname
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Note that CCA will rediscover the UC500 after upai@the hostname.
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Click on “Device Properties/System Time” to set slystem clock. Click the

Device name (e.g. “Pilgrim”) and then the “Modifgutton. Make the

appropriate selections and click “OK”:

Figure 12 System Time
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Cbeyond supplies NTP server information that candrdigured in UC500 as
well. This is usually simply primary and seconddtyaddresses. NTP server
keys and encryption settings are not used:

Figure 13 NTP
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Click “OK” and “OK”, at which a notification will apear.

Figure 14 NTP, Continued
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Disregard this for the moment and click “OK to dooe.
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Click on “Device Properties/Users and Passwordanfigure an administrative
username and password for the system. This isglfroecommended:

Figure 15 Users and Passwords
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Click “OK” to continue.
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Click “Internet Connection” from the left panel ¢onfigure the WAN interface
with a static IP address. This ismandatory step when using CCA for UC500
configuration. Click the FastEthernet 0/0 intedfand then the Modify button.

Complete the dialog box:

Figure 16 WAN Interface Settings
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This example shows the recommended static addfd€s®1.2 for a default
Cbeyond IAD configuration. Modify the numbers aguired or preferred.

Click “OK” to continue, then “OK” again.
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At this point, saving the configuration to NVRAMs$&rongly recommended.

Save the configuration by clicking on the “Save fipration” link in the left
configuration pane.

Figure 17 Save the Configuration
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Continue to the Telephony configuration by clickifiglephony/Voice” from the
left panel. Note that the window that appears,viDe Parameters”, will switch
to the “Dial Plan/Voicemail” tab automatically, wisome fields highlighted in
red. The highlight fields mark elements that nhestompleted to proceed:

Figure 18 Dial Plan / Voicemail
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Complete the fields as desired. Note that chantiiaghumber of digits in an
extension causes CCA to identify ANY extension naniield, in the Dial
Plan/Voicemail tab and also in all others in thecéaconfiguration that must be
increased or decreased in length to ensure consesteension numbering. In this
example, 4-digit extensions will be employed. R#epilot number is assigned
extension “6001” and the CUE voicemail pilot isigasd “6000” in a convention
that has developed during numerous CME/CUE insiaiia:

Figure 19 Dial Plan / Voicemail, Continued
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BEEIE

Clicking “Apply” or “OK” at this point will resultin an error, so do not click
either one, as explained below.
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If “Ok” or “Apply” is selected, an error dialog Wwibppear as show below. This
occurs because other extension fields, in othexr ¢&lthe voice configuration,

have not yet be changed to 4-digit extensionss &hior will not occur if 3-digits
extensions, the default, are accepted:

Figure 20 Don't Click OK
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In the event that this dialog occurs, click “OK”time error box and then click the
“SIP Trunk Parameters” tab to continue.

Note that in this version of CCA, if “Ok” is select and the fields have been
corrected, when CCA will apply the configurationNWRAM of the UC500.
However, if 4-digit extensions are desired, anduber reenters
“Telephony/Voice” configuration, then navigates k&g the Dial Plan /
Voicemail tab, the number of digits in the extensidll be reset back to “3”.
This is a known issue that is being addressed bgcCi
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Complete the SIP Trunk Parameters tab accorditigetexample below:

Figure 21 SIP Trunk Parameters
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The registrar server hostname, proxy server hostr(d@rdifferent), and SIP
domain name are all given in the install profileyaded by Cbeyond during
customer provisioning.

The DIDs, or 10-digit NPA numbers, that are asgigioe the auto attendant and
voicemail pilots, are chosen from a pool providgddbeyond or ported from a
previous customer installation.

The Digest Authentication username and passwordlaoeprovided by Cbeyond.
This usually corresponds to the “main” number thias established by or for the
customer during signup for the SIPconnect service.

Typically this “main number” is assigned to the AAto a receptionist if an AA
is not configured.

Click the “Voice System Features” tab to continue.
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In this screen, select the telephony featuressthatild be enabled for this

installation:

Figure 22 Voice System Features
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Note that 4-digit extension defaults are suppligdhis screen. It is strongly
recommended that these are NOT changed, to avoitiate with other
extensions, and more importantly with dial plamegats that are “built in” and

not visible through CCA. If, for example, “9” ised as the “Outgoing call

dialtone digit” but some extension 9xxx is chosend feature or phone, there is a
strong possibility that a user dialing “9” to plaae offnet call will instead dial a
local of extension or feature number.

Click on the “User Parameters” tab to continue.
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This screen is the source of the error dialog ey have occurred earlier if
“OK” or “Apply” has been clicked, since the extemss for phones and analog
devices default to 3-digit numbers. The probleeaarare highlighted in red,;
assuming 4-digit extensions, change all the extesson this page to 4 digits. In
this example, the extension “201” should be chandéthe analog ports (FXS)
will not be used, delete those lines from the stree

Figure 23 User Parameters
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Delete or change the devices shown, as appropaiatecomplete the fields by
clicking in places along the highlighted blue devime. The user names,
UserlIDs, and password fields are used by the U@&@0thenticate TAPI and
XML application connections:

Figure 24 User Parameters, Continued

7 192.168.10.1 ; Cisco Configuration Assistant o ||:||£|

|20 & IRHELHIPODBY | 2 | I M sew |
i e me- NEES

Smartports,.. ~Devices

w Ports Hostname: |Pilgrim "I

Port Settings...

w Security Device Parame ters“ Metwork Darametersjl ial Plan / Vmcemaiq[sm Trunk Parameters ‘[ Waice Systerm Faamas“ User Parameters |

A nat.
1 WPN Server...

Security Audit .. & Mac Addr |,5" Phon... Iﬁ’ Dua.., |f Ext. If’ Last.., If FiFstil, . If UserlD I,#' Passul, . I/ More... |
. Firewall and oMz... 0019.55FB. 34FF 7961 4 Jeooy | pilgrim | peff | Lipilarim | [+ | Mare...
= Telephony [ootassFezarr | fema ] = fzooz | [pitarim | [aaron | [apilarim ||ww*| More..

i\foice”.

w Switching

A vians..

w Routing

Application  Window Help

Static Routing...

DHCP Server

w Device Properties

IP Addresses...
Hostname...
Systemn Time...
HTTP Part...
Users and Passwords...
Device Access...
SNMP. .

Internet Connection...

Save Configuration...

Total Rows: 2 Mew | Delete | Import |

3 @ Monitar Import Template |
(3 @M'ﬂintenange QK I Apply | Refresh | Cancel | Help |

-

BEEIE

Note that in this example a manual entry for a 784 been completed for the
purpose of showing Intercom configuration in thetretep.
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Click on “more”, the last device field, to completgphone configuration:

Figure 25 User Parameters, Continued
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Click "OK” to continue configuring phones.
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When finished with the phones, click “Apply”. DAN click “OK” just yet.
The configuration will be applied to the UC500:

Figure 26 User Parameters, Continued
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Still in the Voice configuration module, click one Device Parameters tab and
review the information presented:

Figure 27 Device Parameters

tion Assistant

Applicstion Window  Help

=lolx|

@ o dRERLERFPNBw | H2

I Search

o
Eemn me- REET
Smartports... “Devices
w Ports Hostname: |Pi\grim "I
Port Settings...
b Security Device Parameters ]Ne(work Paramecers]‘ Dial p\anf\:nicemaﬂ[.sw Trunk Darammrs‘][ Woice System Fea(ures\" Uszer Parame(ersj
~ Telephony ~Hardware Configuration
& Woice,.,
S Router Platform | Cisco UC520 Senes (16 U5Er;):| Platform Supports up ta 16 IP Phanes
w Switching
& vians. Built In: |Unity Express vl
w:Routing BultIn: 4 F<s v |Buitin: 4 Fxo k|
Static Routing... .
S vic:  [Emery | Buitn: [EveTe i |
b Devics Properties wireless: [EpTy ¥ | Built 1n: 8 Farts Switch = |
Internet Connection...
~¥oice Syst Type
Save Configuration... BALR I LD
& Configlre 55 & PE% € Configlure as 5 Kevsystem
Local Settings
Region: |United"3tates LI
Phaone Language: |US English :I
Woicemail Language: iUS English :I
Location of Language Files: C:\Program Files\Cisca SystemshCiscoSMBACisco Configuration Assistantiappdataiphoneloadsh
Telephony Time Zone:! |GMT -5 (SA Pacific Standard Time) :I
Date Format: |mm—dd—yy :I
Time Farmat: |12 LI
-General Info
Host Mame: Pilgrim
System Message:! (UCS20 ‘Music On Hold: ‘None j
Import Template:
» [ w En -
E Mafitor OK Apply | Refresh | Cancel | Help |
b @ Maintenance

37




If desired, change Date and Time formats, the ‘Sydtlessage”, and enable
Music on Hold. The “System Message” is the test appears in the lower left
corner of a Cisco IP Phone display. Select “muosidiold.au” from the drop
down list for the standard MOH file provided by €is

Figure 28 Device Parameters, Continued
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Click “Apply” to apply the settings to the runnirmgnfiguration and then “OK” to
exit Voice configuration. Error messages with exgfo applying the

configuration generally indicate a loss of netwookinectivity during the

configuration session. Restarting CCA and recotimgaevill generally “fix” the

problem.
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Acknowledge that the configuration was sent tolWl@500, then be sure to click
“Save Configuration” from the left panel:

Figure 29 Save the Configuration , Again
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UC500 configuration with CCA is now complete.

4.4 Outbound proxy support

This feature allows the UC500 to send all SIP packets to a pre defined IP instead of
the IP / DNS defined in the proxy server field defined previously. This is a common
method used where an SBC (Session Border Controller), interfaces with customer IP
PBXes from the SP point of view. Cbeyond has deployed SBCs and the
configuration must be manually added to the UC500 configuration. The outbound
proxy hostname will be provided by Cbeyond where it is required. Telnet/SSH or use
a console cable to connect to the UC500 to manually enter the configuration below:

voice service voip
sip
outbound-proxy dns:<OUTBOUND Proxy Name>.cbeyond.net

Note: As the interface between UC500 & CUE (voicemail / AA) is also SIP — when
configuring this make sure all SIP dial-peers on UC500 pointing to CUE have the
below added. The IP address listed in the dial peer would represent the existing IP
address for the CUE interface.
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dial-peer voice 2000 voip
description ** cue voicemail pilot number **
voice-class sip outbound-proxy ipv4:10.1.10.1
I
dial-peer voice 2001 voip
description ** cue auto attendant number **
voice-class sip outbound-proxy ipv4:10.1.10.1

Note: Additionally, to help secure the SIP trunk please add the following commands
to the configuration on dial peer 1000 to help reduce toll fraud potential if another

security method is not in place to secure the SIP trunk

uc500# config terminal

uc500(config)# dial-peer voice 1000 voip
uc500#(config-dial-peer)germission term
uc500#(config-dial-peer)# end

uc500# write memory

4.5 CCA Feature Support Matrix

The following table lists the voice features thag supported by CCA 1.5 and those that require

the use of other interfaces.

Table 1
CCA Voice Feature Support
Category | Feature | v 1.0 | v11i | v15 | Description
Basic Network Config
WAN IP Address v v v
DHCP v v v
Time Zone v v v

IP Address on pre-
existing data VLAN
(VLAN 1) cannot be
changed via CCA. Use
CCA to create a new

Data & Voice VLANs v v v" | VLAN if required
Only Static Routing
Routing v v v' | supported
Voice Deployment Scenarios
Key System / Square Supported for FXO and
Mode v v v | TUE1CAS
PBX Mode v v v Support for DID and DOD
Hybrid Mode (Key System Adds AA support to Key
with AA) v System mode
Remote Teleworker v v v
Multi-site SBCS
deployment Supported via CLI only
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Key System Deployment

Trunk Monitor

Supported for pure Key
System (w/o AA)

Paging Groups

Multiple intercom is CLI.
Only supported on button

Intercom #2
System Speed Dials
supported via CCA. All
others must be configured
Speed Dials via CLI
Trunk line appearances
CO Trunk (FXO) on IP Phones
Only supported on the
Analog DID expansion VIC slot
Not supported on BRI
SKU (unless VIC slot has
BRI FXO/T1/E1 module)
T1 (PRI) including
fractional
E1(PRI) including
fractional

T1 (CAS) including
fractional

E&M (Wink Start &
Immediate Start signaling
types supported). For
FXS/FXO, loop start and
ground start signaling
types supported.

E1(CAS) including
fractional

E&M (Wink Start &
Immediate Start signaling
types supported). For
FXS/FXO, loop start and
ground start signaling
types supported.

Auto Attendant

Only supported in Hybrid
of Key System & PBX.
Incoming call handed off
to AA.

El-R2

Supported via CLI only

FXO Hook Flash

Supported via CLI only

Busy Lamp Field (BLF)

Supported via CLI only

Line Monitoring

Supported via CLI only

Dial Plan (PBX Mode)

Inbound Call Handling

Call handling for FXO,
BRI/T1/E1 incoming call
handling mechanism

Qutbound Call Handling

Ability to specify multiple
emergency numbers,
customized call blocking
capability

PSTN Number Mapping
(DID)

Ability to 1-to-1 and 1-to-
many DID to internal
extension mapping.

Call Forward Busy

Not supported for non-
primary dn - requires CLI

Call Forward No Answer

Not supported for non-
primary dn - requires CLI

Inbound Caller ID Support

Supported onFXO, BRI,
PRI, SIP
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